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Abstract

Machine learning models are susceptible to mem-
bership inference attacks (MIAs), which aim to
infer whether a sample is in the training set. Ex-
isting work utilizes gradient ascent to enlarge the
loss variance of training data, alleviating the pri-
vacy risk. However, optimizing toward a reverse
direction may cause the model parameters to os-
cillate near local minima, leading to instability
and suboptimal performance. In this work, we
propose a novel method — Convex-Concave Loss
(CCL), which enables a high variance of train-
ing loss distribution by gradient descent. Our
method is motivated by the theoretical analysis
that convex losses tend to decrease the loss vari-
ance during training. Thus, our key idea behind
CCL is to reduce the convexity of loss functions
with a concave term. Trained with CCL, neu-
ral networks produce losses with high variance
for training data, reinforcing the defense against
MIAs. Extensive experiments demonstrate the
superiority of CCL, achieving a state-of-the-art
balance in the privacy-utility trade-off.

1. Introduction

Deep Neural Networks (DNNs) have achieved tremendous
performance for various learning tasks, with sufficient ca-
pacity (Zhang et al., 2021). The powerful capability enables
models to memorize information of training data (Zhang
et al., 2017), therefore being highly susceptible to mem-
bership inference attacks (MIAs) (Shokri et al., 2017). In
particular, membership inference attacks are designed to
infer whether a sample is included in the training set of a
target model. Such attacks can increase the risks of vio-
lating privacy regulations, making it challenging to apply
machine learning techniques in sensitive applications, like
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health care (Paul et al., 2021), financial service (Mahalle
et al., 2018), and DNA sequence analysis (Arshad et al.,
2021). This gives rise to the importance of designing robust
algorithms to secure DNNs from MIAs.

In the literature, sample loss has been a representative met-
ric of membership inference attacks. In particular, a large
gap in the expected loss values on the member (training)
and non-member data is proved to be sufficient for attacks
(Yeom et al., 2018). Consequently, defenders can miti-
gate the privacy risk by reducing distinguishability between
the member and non-member loss distributions. Recently,
RelaxLoss (Chen et al., 2022) utilizes gradient ascent to
promote a high variance of training loss distribution, which
is shown to strengthen the defense against MIAs. How-
ever, optimizing toward a reverse direction may cause the
model parameters to oscillate near local minima, leading
to instability and suboptimal performance. This motivates
our method, which enables us to enlarge the training loss
variance via gradient descent.

In this work, we propose a novel and generalized method —
Convex-Concave Loss (CCL), by integrating a concave term
into convex losses. Our method is motivated by a theoretical
analysis of the connection between the convexity of loss
functions and the resulting loss variance. We demonstrate
that convex loss functions are optimized to encourage a
small loss variance (see Theorem 3.1), being vulnerable to
membership inference attacks. On the contrary, concave
functions can increase the loss variance during gradient
descent, which are expected to mitigate privacy risk.

Thus, our key idea behind CCL is to decrease the convex-
ity of loss functions for a large loss variance. This can be
achieved by incorporating a concave term into the original
convex losses, e.g., cross-entropy loss. In effect, the result-
ing loss weakens the convexity of the original convex loss at
the late stage of training and can converge to the optimum
of the convex loss. Trained with CCL, the network tends to
produce losses with high variance for training data, reducing
the differentiability of sample losses between the member
and non-member data.

To verify the effectiveness of our method, we conduct ex-
tensive evaluations on five datasets, including Texas100
(Texas Department of State Health Services, 2006), Pur-
chase100 (Kaggle, 2014), CIFAR-10/100 (Krizhevsky et al.,
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2009), and ImageNet (Russakovsky et al., 2015) datasets.
The results demonstrate our methods can improve utility-
privacy trade-offs across a variety of attacks based on neu-
ral network, metric, and data augmentation. For example,
our method formulated using a concave quadratic function,
significantly diminishes the attack advantage in loss-metric-
based from 29.67% to 18.40% - a relative reduction of
62.01% in privacy risk, whilst preserving the test accuracy
not worse than the vanilla model. Our code is available at
https://github.com/ml-stat-Sustech/ConvexConcaveLoss.

Our contributions are summarized as follows:

1. We introduce the concept of Convex-Concave Loss
(CCL), a generalized loss function that incorporates a
concave term into the original convex loss, i.e., Cross-
Entropy (CE) loss. This approach stands as a novel
and effective countermeasure against MIAs.

2. We provide rigorous theoretical analyses to establish
a key insight: convex loss functions tend to decrease
the loss variance. In contrast, concave functions can
enlarge the variance of the training loss distribution.

3. We establish that CCL offers a state-of-the-art balance
in the privacy-utility trade-off, with extensive experi-
ments on Texas100, Purchase100, CIFAR-10/100, and
ImageNet datasets with diverse model architectures.

2. Background

Setup. In this paper, we study the problem of membership
inference attacks in K-class classification tasks. Let the
feature space be X C RY and the label space be ) =
{1,...,K}. Letus denote by (z,y) € (X x)) an example
containing an instance x and a real-valued label y. Given a
training dataset S = {(xn, yn)}, i.i.d. sampled from the
data distribution D, our goal is to learn a model hg € H,
that minimizes the following expected risk:

where E(, ,y.p denotes the expectation over the data dis-
tribution D and L is a conventional loss function (such as
cross-entropy loss) for classification.

R(L)

Membership Inference Attacks. Given a data point
(x,y) and a trained target model hg, attackers aim to iden-
tify if (x,y) is one of the members in the training set
S, which is called membership inference attacks (MIAs)
(Shokri et al., 2017; Yeom et al., 2018; Salem et al., 2019).
In MIAgs, it is generally assumed that attackers can query the
model predictions hg(x) for any instance x. Here, we focus
on standard black-box attacks (Irolla & Chatel, 2019), where
attackers can access the knowledge of model architecture
and the data distribution D.

In the process of attack, the attacker has access to a query
set @ = {(z;, ml)}?]:1 where z, denotes the ith data point
(z;,y;) and m is the membership attribute of the given
data point (x;,y;) in the training dataset S, i.e., m; =
I[(x;,y;) € S]. In particular, the query set Q contains
both member (training) and non-member samples, drawn
from the data distribution D. Then, the attacker A can be
formulated as a binary classifier, which predicts m; € {0,1}
for a given example (x;,y;) and a target model hs. To
quantify the performance of the attack model A, we use the
membership advantage (Yeom et al., 2018) :

Adv(A) .= Pr(A(hs(z),y) =1m =1)
Pr(A(hs(@) ) = 1lm=0) @)
=2Pr(A(hs(x),y) =m) —1

Equivalently, Adv(.A) can be seen as the difference between
A’s true and false positive rates.

Loss variance. In the literature, Theorem 3 in (Yeom
et al., 2018) shows that, for regression tasks, the membership
advantage can be approximated as erf(1/v/2) — erf(os/
V20p), where erf(z) = # [*, exp(—t?)dt, o5 and op
denote the loss variances of member and non-member data
over examples, respectively. This suggests that increasing
the loss variance of training data o can help decrease the
membership advantage, i.e., enhance the defense against
MIAs. We formally discuss the effect of loss variance on
the attack advantage in Section 6.

Recently, RelaxLoss (Chen et al., 2022) applies gradient
ascent to increase the loss variance of the training data,
thereby alleviating the privacy risk. However, optimizing
toward a reverse direction may cause the model parameters
to oscillate near local minima, preventing convergence to
the global optimum. Consequently, the inconsistency of
optimizing directions over iterations will result in the sub-
optimal performance of the trained model in utility (see
Figure 2). This motivates us to design a loss function that
increases og during gradient descent.

3. Theoretical Motivation

In this section, we begin with a formal analysis to show that
cross-entropy loss tends to reduce os due to its convexity.
Based on this, we propose concave functions, which are
theoretically shown to increase os.

For a sample € X, we denote the distribution over dif-
ferent labels by ¢(k|x), the output probability of hg(x) by
p(k|x). For simplicity, we denote py, qi as abbreviations
for p(k|x) and g(k|x), respectively. In particular, the confi-
dence in the true label p(y|x) is abbreviated as p,,.
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3.1. Convex function decreases the loss variance

Here, we provide a formal analysis to show how the loss
function influences the loss variance of training data. Given
a certain model, we can view p, = p(y|x) as a random
variable, which depends on the pair of random variables
(x,y) ~ D. Then, the training objective (1) with cross-
entropy loss /. can be rewritten as:

m}jn Ep[—logp,]

where Ep denotes the expectation over the data distribution
D. Let 1 — e and 02 be the mean and variance of p, over the
data distribution D, where 0 < e < 1. By Taylor expansion,
we have

Ep(~logp,) > Bol(l ~ py) + 5(1— p,)?

—p)] + 2Ep[(1 - p,)?]

=Ep[(1 5

=€+ 1(02 + €%)
2
Thus, we obtain a lower bound for the expected value of
training loss, which depends on ¢ and 2. It implies that
the training loss can be optimized toward a smaller value of
variance o2, corresponding to a smaller loss variance !.

Note that the above property of cross-entropy loss is depen-
dent on the positive coefficient of o2, which can be calcu-
lated from the second-order derivation of cross-entropy loss.
In other words, the relationship between cross-entropy loss
and loss variance stems from its convexity. This insight can
be formalized as follows:

Theorem 3.1. Given a twice continuously differentiable
function ¢ € C?(0,1] such that {(1) = 0 and '(x) <
0,Vz € (0,1]. If ¢ is strictly convex, then

B
Eoll(p,)] > Ac + (¢ + o)
where A = —{'(1) > 0, B > 0 is a non-negative lower
bound of 0" (x).

The detailed proof is presented in the Appendix A. By The-
orem 3.1, we show that the coefficient of o2 is positive if
the loss function is strictly convex with respect to p,,. Sim-
ilar to cross-entropy loss, such convex loss functions will
be optimized to encourage a smaller loss variance, being
vulnerable to membership inference attacks.

To provide a straightforward view, we empirically verify
the connection between convexity and loss variance. In
particular, we introduce Focal Loss (Lin et al., 2017): /g =
—(1—p,)" log(1—p,) with v = 2, which exhibits stronger

'"The monotonic relationship between loss variance and o2 is
proved in Appendix C.
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Figure 1. The mean and variance of loss under different epochs.
Models are trained on CIFAR-10 with Resnet-34 using Cross-
entropy loss (CE) and Focal loss (FL).

convexity than cross-entropy loss, i.e., £ > ¢/,,Vx € (0,1].
In Figure 1, we plot the dynamics of mean and variance of
losses for the training data during the training. Indeed, Fo-
cal loss results in a smaller loss variance than cross-entropy
loss, with a higher mean of losses. In this way, we verified
that the convexity of loss functions contributes to the de-
crease of loss variance, which may exacerbate the privacy
risk of neural networks. We proceed by exploring concave

functions, targeting this problem.

3.2. Can concave functions increase the loss variance?

In our previous analysis, we show that convex loss can en-
large the privacy risk with a small loss variance. Conversely,
we explore the properties of concave functions in the same
setting, as shown below.

Theorem 3.2. Given a twice continuously differentiable
function ¢ € C?[0,1] such that £(1) = 0 and V'(z) <
0,Vz € [0,1]. If £ is strictly concave, there must exist a
negative constant B < 0 such that

Ep[l(py)] = Ae + B(o” + €°) )

where A = —{'(1) > 0.

The detailed proof is presented in the Appendix B. Given
the above theorem, we find that the coefficient of o2 is
negative if the loss function / is strictly concave. In other
words, a concave loss function can increase the loss variance
during gradient descent, which is the expected property
for mitigating privacy risk. In what follows, we propose
a general framework that endows the robustness to cross-
entropy loss against membership inference attacks.

4. Our Proposed Method

Theorem 3.2 indicates that concave functions can be lever-
aged to design loss functions. To design our loss function,
we first introduce a formal definition of the concave term.

Definition 4.1 (Concave Term). We define a concave func-
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tion set as:

F={feC?0,1]| f'(z) <0, f"(x) <0,Vx € [0,1]}

In this definition, (1) f’(z) < 0 ensures that the smaller the
objective loss, the larger the confidence of true label p,,
which can preserve utility, (2) f”(z) < 0 ensures that this a
concave function that can help increase the variance of p,,.

Convex-concave loss. We propose to add a concave term
into the original loss function (e.g., cross-entropy loss),
which is called Convex-Concave Loss (CCL):

loey = il + (1-— a)g ()

where / is the origin convex function, ¢ € Fis a concave
term, and o € [0, 1] denotes a hyperparameter to adjust
the trade-off between privacy and utility flexibly. In this
paper, we just consider cross-entropy loss as the original loss
function. The experiments with other convex loss functions
are provided in Appendix E.

Theorem 3.2 indicates that concave functions can be lever-
aged to design loss functions. However, in the early stages
of training epochs, this approach tends to result in a smaller
step size in the gradient ascent process. Consequently, we
employ CE loss to facilitate better convergence (Zhang &
Sabuncu, 2018) and more effective learning.

For specific concave functions, it is possible to select com-
monly used monotonic non-linear functions for their design.
For instance, we can take the negative of the exponential
function as Concave Exponential Loss (CEL):

gexp = - eXP(py) (5)
Alternatively, we can just employ a quadratic polynomial
function as Concave Quadratic Loss (CQL):

~ 1

lawa = =Py = 3P} ©)
These two concave terms are all in F. We denote these two
concave functions integrated with ¢, as CCEL and CCQL.

Gradient analysis. There we derive the gradients of CCL.
Consider the case of a single true label, we obtain the gradi-
ent of the concave term [ € F w.r.t the logits z; as follows:

ol Op, -
= =Yy 7
_[p=py) Cp,) <0, =y ®
—pipy - V' (py) =0, otherwise
As for CE loss /., the gradient is
6&9: nylgoa J=y )
0z; p; =0, otherwise

It is clear that the gradient of the concave term in F has the
same sign with CE loss for each j, so does the complete
loss function £.q):

Oleal _ (py —Da—(1 —~a)pyl7 (py)] <0, j=y
0z | pjla— (1 —a)pyl'(py)] = 0, otherwise
(10)
~ e
= [a— (1= a)p,l' (p)] an

aZj

where o — (1 — a)p,¢'(p,) > 0. Considering the concav-
ity of Z, it follows that a greater p, will result in a larger
magnitude of |p, ' (p,)|. This can be interpreted such that
a—(1—a)p,? (p,) acts as an acceleration coefficient. That
is, for these samples with higher p,, this coefficient serves
to increase p, more rapidly. Consequently, this leads to a
broadening in the range of confidence distributions.

Furthermore, we provide bounds of the gradient of /..

Proposition 4.2. For any input x and any o« > 0, the
gradient of {.q) w.r:t logits z; is bounded above and below
as follows:

Olee
6zj

aa‘gce < agccl
8zj 82’]‘

< [a+ A(1 — o)) (12)

where A = —0'(1) > 0.

From Proposition 4.2, the gradient of /.. is bounded by the
scaled gradient of /.. in each dimension. Therefore, the
gradient of the proposed loss %e—;;l will approach zero when
CE loss achieves its optimum (% = 0). This indicates that
our approach is capable of convzarging in the same region
where CE achieves its optimum.

5. Experiments

In this section, we validate the effectiveness of our CCL
across a wide range of datasets with diverse models, various
attack models, and multiple defense baselines.

5.1. Setups

Datasets. In our evaluation, we employ five datasets:
Texas100 (Texas Department of State Health Services,
2006), Purchase100 (Kaggle, 2014), CIFAR-10, CIFAR-
100 (Krizhevsky et al., 2009), and ImageNet (Russakovsky
et al., 2015). For standard training methods, we split each
dataset into four subsets, with each subset serving alter-
nately as the training or testing set for the target and shadow
models. As for adversarial training algorithms that incorpo-
rate adversary loss—such as Mixup+MMD (Li et al., 2021)
and adversarial regularization (Nasr et al., 2018)—we di-
vide the datasets into five subsets. The additional subset is
specifically utilized to generate adversary loss.
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Figure 2. Comparisons of seven defense mechanisms on CIFAR-10 dataset utilizing Resnet34 architecture. Each subplot is allocated to a
distinct attack method, wherein individual curves represent the performance of a defense mechanism under different hyperparameter
settings. The horizontal axis represents the target models’ test accuracy (the higher the better), and the vertical axis represents the
corresponding attack advantage (defined in Definition 2, the lower the better). To underscore the disparity between the defense methods
and the vanilla (undefended model), we plot the dotted line originating from the vanilla results.

Training details. We train the models using SGD with a
momentum of 0.9, a weight decay of 0.0005, and a batch
size of 128. We set the initial learning rate as 0.1 and drop
it by a factor of 10 at each decay epoch. For CIFAR-10 and
CIFAR-100, we conduct training using a 34-layer ResNet
(He et al., 2016) and a 121-layer DenseNet (Huang et al.,
2017), with decay milestones set at 150, 225 over a total of
300 epochs. In the case of Imagenet, we employ a 121-layer
DenseNet with decay milestones at {30, 60}, spanning a
total of 90 epochs. For Texas100 and Purchase100, training
is performed using MLPs as described in previous studies
(Nasr et al., 2018; Jia et al., 2019), with decay milestones at
{50, 100} across 120 total epochs.

5.2. Hyperparameter Tuning

In our approach to hyperparameter tuning, we align with
the protocols established by previous work (Chen et al.,
2022). In particular, we employ hyperparameter tuning fo-
cused on a single hyperparameter, « defined in 4. Through
a detailed grid search on a validation set, we adjust « to
achieve an optimal balance. This process involves evalu-
ating the privacy-utility implications at various levels of «
and then selecting the value that aligns with our specific
privacy/utility objectives, thereby enabling precise manage-
ment of the model’s privacy and utility. Following focal
loss (Lin et al., 2017), we set a scalar factor on our loss
functions. Specifically, for CIFAR-10, the scale factor is
0.01; for CIFAR-100, it is 0.05. For other datasets, we set

it as 1. As for our hyperparameter o, we vary it across
{0.1,...,0.9}.

Attack methods. In our study, we experiment with three
classes of MIA: (1) Neural Network-based Attack (NN)
(Shokri et al., 2017; Hu et al., 2022a), which leverages the
full logits prediction as input for attacking the neural net-
work model. (2) Metric-based Attack, employing specific
metrics computation followed by a comparison with a preset
threshold to ascertain the data record’s membership status.
The metrics we chose for our experiments include Correct-
ness, Loss (Yeom et al., 2018), Confidence, Entropy (Salem
et al., 2019), and Modified-Entropy (M-entropy) (Song &
Mittal, 2021). (3) Augmentation-based Attack (Choquette-
Choo et al., 2021), utilizing prediction data derived through
data augmentation techniques as inputs for a binary classi-
fier model. In this category, we specifically implemented
rotation and translation augmentations.

For the details of the attack, we assume the most powerful
black-box adaptive attack scenario: the adversary has com-
plete knowledge of our defense mechanism and selected
hyperparameters. To implement this, we train shadow mod-
els with the same settings used for our target models.

Defense baselines. We compare CCL with seven defense
methods: RelaxLoss (Chen et al., 2022), Mixup+MMD
(Li et al., 2021), Adversary regularization (Adv-Reg) (Li
& Zhang, 2021), Dropout (Srivastava et al., 2014), Label
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Figure 3. Comparisons of seven defense mechanisms on CIFAR-100 dataset utilizing Densenet121 architecture. Each subplot is allocated
to a distinct attack method, wherein individual curves represent the performance of a defense mechanism under different hyperparameter
settings. The horizontal axis represents the target models’ test accuracy (the higher the better), and the vertical axis represents the
corresponding attack advantage (defined in Definition 2, the lower the better). To underscore the disparity between the defense methods
and the vanilla (undefended model), we plot the dotted line originating from the vanilla results.

Smoothing (Guo et al., 2017), Confidence Penalty (Pereyra
et al., 2017), and Early Stopping (Yao et al., 2007).

Evaluation Metrics. To comprehensively assess our
method’s impact on privacy and utility, we employ three
evaluation metrics that encapsulate utility, privacy, and the
balance between the two. Ultility is gauged by the test accu-
racy of the target model. Privacy is measured through the
attack advantage, as defined in Equation 2. To assess the
trade-off between utility and privacy, we utilize the P1 score
(Paul et al., 2021), which is defined as:

Acc* (1 — Adv)
(Acc) + (1 — Adv)

Pl =2x (13)
where Acc denotes the test accuracy and Adv denotes the
attack advantage of the attacker on the target model.

5.3. Results

Can CCL improve privacy-utility trade-off ? In Pic-
ture 2 and Picture 3, we plot privacy-utility curves to show
the privacy-utility trade-off. The horizontal axis represents
the performance of the target model, and the vertical axis
represents the attack advantage defined in 2. A salient ob-
servation is that both of our methods drastically improve the
privacy-utility trade-off. In particular, for these points that
perform better than vanilla for utility (the area to the right
of the dotted line), the privacy-utility curves of our methods
are always below those of others. This means we can always

obtain the highest privacy for any utility requirement higher
than the undefended model. For example, on the CIFAR10
dataset, we focus on the hyperparameter « corresponding
to the model with the lowest attack advantage with the con-
strain condition that test accuracy is better than vanilla, then
our method with quadratic function can decrease the at-
tack advantage of loss-metric-based from 29.67% to 18.40%
compared with Dropout (the most powerful defend method
under our condition above).

Is CCL effective with different datasets? To ascertain
the efficacy of our proposed method across heterogeneous
data, we have executed a series of experiments on a diverse
array of datasets, encompassing tabular and image datasets.
For the experimental results shown in Table 1, we have
set the adjustment coefficient of CCL to a constant value,
specifically a = 0.5. To assess the privacy-utility balanced
performance, we use the highest attack advantage of all
attack methods to calculate the P1 score From the results,
we observe that both of our methods yield a consistent
improvement in the P1 score.

How does o affect utility and privacy? In Figure 4a,
Figure 4b and Figure 4c, we conduct an ablation study to
examine the impact of the coefficient o in our method on
both utility, privacy, and loss variance. The analysis is
based on CIFAR-10. As is shown in Figure 4c, our findings
are in alignment with the insights provided in Theorem
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Dataset Texas Purchase ImageNet CIFAR-10 CIFAR-100

CCQL  0.607 0.868 0.610 0.769 0.487

CCEL  0.608 0.864 0.609 0.797 0.480
w/o 0.551 0.858 0.598 0.741 0.273

Table 1. P1 score (defined in Equation 13) evaluated on target models trained on different datasets. The bold indicates the best results.

Here, ”w/0” denotes undefended models.
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3.2 and Theorem 3.1. As the o decreases, the effect of the
concave term becomes more significant, leading to a gradual
increase in variance. On the other hand, a larger v value
brings our loss function closer to the cross-entropy loss,
thereby increasing the privacy risk. Conversely, a smaller
« value leads to a smaller gradient effect, culminating in
underfitting, which consequently diminishes accuracy.

Convergence analysis. As demonstrated in Equation 8§,
our CCL induces a larger gradient compared to CE loss
when the true label confidence p, approaches 1. Conversely,
during the initial epochs when p,, is smaller, our approach
tends to result in smaller gradient steps. Although a detailed
gradient analysis is presented in Section 4, it may also ask:
Can a model utilizing CCL achieve a stable state? Further-
more, does the implementation of CCL lead to a slower
convergence rate? There, we conduct an experiment on
CIFAR-10 datasets with fixed o = 0.5 and plot the training
loss curve and the test accuracy curve. As Figure 5 shows,
both of our proposed CCL functions can converge properly,
and there is no significantly longer training time than that
of CE to reach convergence.

6. Discussion

How does loss variance affect the attack advantage?
Normally, the target model is trained on its training members
with the objective of minimizing the error in its predictions.
Consequently, the prediction error for a sample within the
training dataset would be less than that for a sample within
the testing dataset. In this way, the attack model Ajoss
(Yeom et al., 2018) is defined as:

Aloss = H(‘CCE(hS(w)a y) < T) (]4)

That is, given a sample, we calculate its loss by the target
model and then infer it as a member if its loss is smaller
than a preset threshold 72.

Under the common Gaussian assumption of loss distribution
(Yeom et al., 2018; Chen et al., 2022), we first introduce a
theorem to show how loss variance affects the attack advan-
tage of attack model A}, (defined in Equation 14).

Theorem 6.1. Suppose € is a random variable denoting loss,
such that € ~ N (us,0%) whenm = 1and e ~ N(up,c?,)
when m = 0. Then the membership advantage of Ajoss is:

Adv =Pr(A=1m=1)—Pr(A=1m=0) (15
=Pr(e<7tim=1)—Pr(e < 7im =0) (16)

T — g T —
=) - o(lL2) (17)
gs op
where ®(-) is the cumulative distribution function of stan-
dard normal distribution.

Note that Pr(A = 1|m = 0) is false positive rates of the
adversary, which is expected to be controlled at a small
value (Leemann et al., 2023; Tan et al., 2022). Assume 7 is
chosen such that ®(~£2) = a, then we have:

-1 N
Ady = o2 WTo D Zhsy g
os

This implies that increasing the variance of training loss
distribution og can help to decrease the attack advantage.

Can our method converge? In general, non-convex
losses do not prevent the convergence of optimization,

27 is determined by shadow models
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Figure 5. Convergence analysis of CCL on CIFAR-10 dataset

which has been well-studied in the literature (Khaled &
Richtarik, 2020; Zou et al., 2019; Garrigos & Gower, 2023;
Défossez et al., 2022). For example, the work (Khaled &
Richtarik, 2020) proves the convergence of SGD in the
non-convex setting under expected smoothness assump-
tion and yields the optimal convergence rate O (5_4) for
finding a stationary point of non-convex smooth functions.
Another work (Zou et al., 2019) introduces a sufficient
condition to guarantee the global convergence of generic
Adam/RMSProp optimizers in the non-convex setting.

Here we conclude two common sufficient conditions related
to loss function as follows:

(C1) The minimum value of £ is lower-bounded.

(C2) Lis smooth, ie., |[VL(z) — VL(y)|| < L1z — yl|.
for all , y € R and for any L; > 0.

We proceed by proving that CCL satisfies the two conditions,
supporting the convergence of CCL with popular optimizers,
such as SGD, Adam, and RMSProp.

CCL satisfies the condition (C1). As L is just linear com-
bination of /., so we just prove £, is lower bounded.
By definition, /.| is a monotonic decreasing function and
closed on the right side of the domain (0, 1], so it is lower
bounded.

CCL satisfies the condition (C2). Before we prove C2, we
first introduce two lemmas.

Lemma 6.2. Let A(z) : D C R" — R™*P and B(x) :
D C R™ — RP*? pe two Lipschitz continuous matrix
functions defined on the same domain D, with Lipschitz
constants L 4 and L, respectively. If | A(x)|| and | B(z)||
are bounded for all x € D by some constants M 4 and
M, then the product function C(x) = A(x)B(x) is also
Lipschitz continuous on D.

Lemma 6.3. If two functions f : R® — R™ and g : R™ —
RP are Lipschitz continuous, with Lipschitz constants Ly

and L respectively, then their composite function h = go f
defined as h(x) = g(f(x)) is also Lipschitz continuous.

The proofs of these two Lemmas 6.2 and 6.3 are provided in
the Appendix D. By chain rule, we have VL = (Vz) T %'

Our method differs from CE loss in %’ we only need to

prove that our loss function /.. is smooth with respect

to logits z. Note that the confidence in true label p,
can be written as y' p, so we have %l = [0 — (1 —

)0 (y"p)y " p|(p — y), where p is probability vector and
y is one-hot label vector. Given Lemma 6.2 and 6.3, we can
simplify the proof to establishing that both ¢ and y ' pare
Lipschitz continuous.

Since £ € C[0, 1], there exits an upper bound B such that
" < B, which follows that ||/ (z) — 7 (y)|| < Bllz — y].
With the fact that Softmax function is Lipschitz continuous
[5], we have [ly "p; —y "pol < [lyll - [Py — P2l = llp1 —
Poll < Lof[z1 — 2.

aLe

By Lemma 6.2 and Lemma 6.3, we conclude that S is
Lipschitz continuous, followed by it is smoothness.

7. Related Work

Membership Inference Attacks (MIAs). Membership
Inference Attacks (MIAs), first introduced by Shokri et al.
(2017) for machine learning, utilize multiple shadow mod-
els and a neural network-based attack model to identify a
target model’s predictions on member versus non-member
data, that is NN-based attack(Zhang et al., 2023; Nasr et al.,
2019). Metric-based attack computes custom metrics such
as Loss (Yeom et al., 2018), Confidence(Liu et al., 2019a),
Entropy (Salem et al., 2019), Modified-Entropy (Song &
Mittal, 2021), and gradient norm (Leemann et al., 2023;
Nasr et al., 2019; Sablayrolles et al., 2019) to derive a thresh-
old for distinction. As an extension to metric-based attacks,
recent works (Lopez et al., 2023; Carlini et al., 2022; Ye
et al., 2022; Watson et al., 2022) design per-example attacks.
Boundary-based attacks (Li & Zhang, 2021; Choquette-
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Choo et al., 2021) gauge the necessary perturbation mag-
nitude for membership inference. Augmentation-based at-
tacks (Choquette-Choo et al., 2021; Ko et al., 2023) leverage
the resilience of training samples to data augmentation com-
pared to testing samples.

Beyond supervised classification, MIAs have been extended
to additional fields, such as graph embedding models (Wang
& Wang, 2023; Duddu et al., 2020), graph neural net-
work(Liu et al., 2022; Conti et al., 2022; Olatunji et al.,
2021), generative models (Pang et al., 2023; Dubiriski et al.,
2024; van Breugel et al., 2023; Hu & Pang, 2021; Chen
et al., 2020a; Liu et al., 2019b), contrastive learning (Liu
et al., 2021; Ko et al., 2023), language models (Mattern
et al., 2023; Mireshghallah et al., 2022).

Defend against MIAs. The existing defense technologies
can be classified into four categories(Hu et al., 2023): regu-
larization, transfer learning, information perturbation, and
generative models-based.

(i) Regularization: Many papers (Leino & Fredrikson, 2020;
Salem et al., 2019; Yeom et al., 2018; Shokri et al., 2017)
have pointed out that overfitting is a major factor in the
success of MIAs, hence regularization technology such as
Label Smoothing (Guo et al., 2017), Confidence Penalty
(Pereyra et al., 2017), and Early Stopping (Yao et al., 2007),
Adversary regularization (Nasr et al., 2018), Dropout (Sri-
vastava et al., 2014), Pruning(Wang et al., 2021), HAMP
(Chen & Pattabiraman, 2024), and RelaxLoss (Chen et al.,
2022) can certainly defend against MIAs.

(i1) Transfer Learning has been shown to effectively pro-
tect member privacy by using knowledge from similar but
different data, reducing direct access to sensitive target
data. In particular, Knowledge distillation (Mazzone et al.,
2022; Hinton et al., 2015; Shejwalkar & Houmansadr, 2021;
Zheng et al., 2021; Tang et al., 2022) uses a large teacher
model to train a smaller student model, transferring the
knowledge while retaining similar accuracy. Domain adap-
tation (Weiss et al., 2016; Huang, 2021; Huang et al., 2021)
transfers knowledge from a source domain to a related but
different target domain by extracting shared representations.

(ii1) Information perturbation protects privacy information
by adding customized noise to the data, training proces-
sion, and outputs. Specially, this methodology is typically
classified into three methods: differential privacy, output
perturbation, and data augmentation. Differential privacy
(Tan et al., 2022; Dwork, 2008; Chen et al., 2020b; Jayara-
man & Evans, 2019; Nasr et al., 2021; Rahman et al., 2018;
Kim et al., 2021; Truex et al., 2019) adds noise perturbations
to the real data, ensuring that the results of an algorithm on
adjacent datasets (differing by one element) are statistically
indistinguishable. Output perturbation (Xue et al., 2022; Jia
et al., 2019) based on the intuition that black-box MIAs can

only utilize this output information to make inferences, so
lightly altering the results returned by the model weakens
the performance of MIAs. Data perturbation (Chen et al.,
2021b; Wang et al., 2019; Kandpal et al., 2022) add pertur-
bations directly to the data, making it more challenging for
attackers to infer whether specific data points were used in
training the model. Techniques such as data augmentation,
including rotation, clipping, and mix-up (Li et al., 2021;
Kaya & Dumitras, 2021), can also fall into this category.

(iv) Generative models-based methods (Chen et al., 2021a;
Hu et al., 2022b; Paul et al., 2021) generated substitute
training data using generative models to reduce informa-
tion leakage. Our approach is a regularization technique
integrated into the loss function.

8. Conclusion

In this paper, we introduce Convex-Concave Loss, a simple
method for formulating loss functions that can help defend
against MIAs. Specifically, we propose to integrate a con-
cave term with CE loss to magnify loss variance. As a
result, our proposed method could mitigate privacy risks by
reducing the gap between training and testing loss distri-
bution. Moreover, we present theoretical analyses of how
convex and concave loss functions affect loss variance dur-
ing optimization, which is the key insight enlightening and
certifying our method. Extensive experiments show that
CCL can improve the privacy-utility trade-off.

A few open questions remain: Firstly, our method aims to
increase the variance of output metrics, but its role in defend-
ing against label-only attacks (such as data augmentation
attacks) remains unexplored. Moreover, our method cannot
break the trade-off between utility and MIA defense, which
might be a potential direction for future work.
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Mitigating Privacy Risk in Membership Inference by Convex-Concave Loss

A. Proof of Theorem 3.1

Proof. Since { is strictly convex, £ > 0, so there must exits infimum B = inf £ (z) > 0.

Enl(py) = Epl~¢(1)(1 ~ p,) + 5" (€(p)) (1~ p,)’)
> —C()Ep[(1 - p,)] + 5Bl —,)?

B
= Ae + 5(62 +0?)

where A = —¢'(1) > 0, B > 0 is a non-negative lower bound of ¢ (x).

which concludes the proof. (] O

B. Proof of Theorem 3.2

Proof. Since { is concave, so ¢'(1) < ¢/(z) < 0. Note that £(1) = 0, then by Mean Value Theorem, we have £(0) =
(0) = £(1) = ='(&) < = (1).

Hence, ¢ is bound and continues in [0, 1], so ¢ is also continues in [0, 1].

Suppose that the probability density function of p,, is f(x)

Epl(p,) = Bol-¢(1)(1 - p,) + 5"(€(p,))(1 ~ )"
= Act LEp["(€(p,))(1 ~ p,)?)

1
—Act 3 [ (@0~ da

")
2
= Ae + B(é® + 0?)

1
= Ae+ / f(z)(1 —2)%dx  (By First Mean Value Theorem for Integration)
0

which concludes the proof.

C. Connection between the loss variance and o>

Notably, the metric commonly employed for MIA is typically a function of the probability vector P =
(p(1]z),p(2|z),...,p(K|x))". An example of such a metric is the entropy, given by — Zszl p(k|x) log p(k|x), which
constitutes a mapping from R¥ to R. Consequently, we demonstrate that augmenting the variance Var(f(P)) is equivalent
to amplifying Var(p, ) while maintaining a constant mean.

Consider P = (Py, P», ..., Pk) as a K-dimensional random vector, where P}, represents the random variable for p(k|x).
Below we provide an approximate of Var(f(P)) by delta method (Oehlert, 1992).

Lemma C.1. Let P be a K-dimensional random vector in P and p be the mean vector of P. Suppose f : P — Ris a
differentiable function and J () is the Jacobian matrix of f evaluated at p, then the variance of f(P) can be approximated
by

Var(f(P)) = J(p) " £I(p) (19)

(m)fori=1,... K.

where 3 = Cov(P) is covariance matrix of P and the elements of J are given by J; = ;;91];

Based on Lemma C.1, we can establish a relationship in variance between the confidence of true label p, and metrics used
for MIA with respect to prediction probability. Assuming that the output of a neural network after a softmax layer follows
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Dirichlet distribution (Malinin & Gales, 2018), then we explore the connection between the loss variance and o2, as shown
below.

Proposition C.2. Let P follows Dirichlet distribution in the simplex AK=1  where AK~! =
{(ml,xg, v, g) ERE |2, > O,Zfil x; = 1}. With a fixed EP = p, for any i € ), an increase in Var(P;)

implies a corresponding increase in Var(f(P))

Proof. Suppose Py ~ Dirichlet(ay, as, ..., ax) and Py ~ Dirichlet(81, B2, . . ., Bk ) such that EP; = EP2 = p and
Var(P, ;) > Var(P; ), where P; ; is the j-th element of P; and t € Y.

By EP; = EP,, we have

E[P ;] = % = % =E[P,,], foranyj=1,2,....,K

where oy = Z;il ajand Sy = Zjil B;.
By the condition Var(P; ;) > Var(P; ), we have

(ae)(1— o) - (B)(1 = By)

Var(Ps ) > Var(Py ;) = = >«
(P2yt) (Pr,t) o+ 1 o+ 1 Bo > ag
where a; = Z‘—(’) == B,.
It follows that
2(1) = COV(PLi, Pl,j) = iy _ﬂiﬁj = COV(PQ’Z', PQ,j) = 2(2), for anyi #]

ap+1 Bo+1 “

Var(P, ;) > Var(Py ;), foranyj=1,2,...,K

This implies
Bo+1
I "=V I () = I [ 5] I()
ag+1
>J(w)" 2 I(p)
By Lemma C.1, we have Var(f(P)) ~ J(u) " = J(u), so we can conclude the proof. O

O

According to Proposition C.2, any metric related to f(P)—including entropy and modified-entropy (Song & Mittal,
2021)—will exhibit increased variance in response to a rise in the variance of p,. Building upon this insight and in
conjunction with 6.1, it can be deduced that amplifying the variance of p, during the training phase can enhance the model’s
resilience against metric-based MIA.

D. Proof of Lemma 6.2 and Lemma 6.3

D.1. Proof of Lemma 6.2

Proof. Given that A(x) and B(z) are Lipschitz continuous, for all 2,y € D, we have
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[A(z) — A)Il < Lallz — yllllB(z) — By)|l < Lplz -yl (20)
Consider the product C(x) = A(x)B(z). For any z,y € D,

1C(z) = Cy)ll = [[A(z) B(z) — A(y) B(y)||
= [[A(x)B(x) — A(x)B(y) + A(x)B(y) — A(y) B(y)]|
= [[A(z)(B(z) = B(y)) + (A(z) — A(y)) B(y)|l
)

< [[A@)) - [[1B(z) = By)|| + [[A(z) = A()|l - Bl

< MaLg|z -yl + LaMg|lz -yl
= (MaLp+ LaMp)|z —y||

Therefore, proving that C(x) = A(x)B(z) is Lipschitz continuous with a Lipschitz constant Lo = MsLp + LaMp,
under the given conditions of boundedness and Lipschitz continuity of A(x) and B(x). O

D.2. Proof of Lemma 6.3

Since f and g are Lipschitz continuous, we have for all z,y € R",

1f(2) = FWIl < Lyllz =y,

and for all u,v € R™,

lg(w) = ()l < Lgllu — vl

Consider two points x,y € R™. We want to show that h is Lipschitz continuous, i.e., there exists a constant L, such that

[h(2) = h(w)Il = llg(f(2)) = g(F W) < Lnllz = yl|.

Using the Lipschitz continuity of ¢ and then f, we have

lg(f(2)) = 9(f W) < Lyl f(2) = F(y)ll < LoLgllx =y

Setting Ly, = Ly Ly, we see that

1P (z) = h(y)Il < Lnllz = yll;

proving that the composition h = g o f is Lipschitz continuous with Lipschitz constant Ly, = Lg L.

E. Can CCL improve other convex functions?

Our method defined in Equation 4 just integrates CE as the convex loss function. There we show that our method can also
improve other convex loss functions such as Focal Loss (Lin et al., 2017).

{=alp, + (1 —a)l
where /1, is Focal Loss and (e F.

In the experiments, we use Resnet-34 trained on CIFAR-10. For focal loss, we fixed v = 2. In particular, we use CCLE and
select the best a in {0.2,0.4,0.6,0.8} with restricted condition that performs better utility. Our results in Figure 6 show that
focal loss equipped with a concave term helps defend MIA across eight attack methods.
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Figure 6. Attack advantage comparison among focal loss (FL) and focal loss equipped with CLE (+CCLE) on CIFAR-10.

F. Defense Methods with Hyperparameter
F.1. Other Defense Methods

RelaxLoss. RelexLoss (Chen et al., 2022) reduces the gap between the member and non-member loss distribution by
applying gradient ascent as long as the average loss of the current batch is smaller than a. We vary the « over {0.01, 0.04,
0.1,0.2,0.4,0.8,1.6,3.2 }.

Mixup+MMD. Mixup+MMD integrates the Maximum Mean Discrepancy (MMD) approach with mix-up training
techniques. Specifically, MMD serves as a metric for quantifying the divergence between two empirical data distributions,
functioning as follows

n m

Distance(X,Y) = % Z P(xi) — % Z o(y;)
i=1 Jj=1 H

where ¢() is Gaussian kernel function. MMD regularization loss is calculated by a batch of training and validation instances.
We vary the weight of the MMD term across {0.01, 0.02, 0.05, 0.1, 0.2, 0.5, 1, 2, 4, 8}.

Adversary Regularization. Adversary regularization (Nasr et al., 2018) conducts a min-max game optimization and
an adversarial training algorithm that minimizes classification loss while also reducing the maximum gain of potential
membership inference attacks. We vary the weight of the adversarial loss over {0.8,1.0,1.2,1.4,1.6,1.8}.

Dropout. Dropout randomly deactivates a subset of neurons in a layer with a given probability during training. In our
experiments, dropout is applied specifically to the last fully connected layer of each target model. We vary the probability of
dropout over {0.01, 0.02, 0.05, 0.1, 0.3, 0.5, 0.7, 0.9}.

Label Smoothing. Label smoothing (Guo et al., 2017) modifies the target labels, making them slightly less confident by
replacing the hard 0 and 1 targets with values slightly closer to a uniform distribution. We vary the smoothing parameter
over {0.1,0.2,0.3, 0.4, 0.5, 0.6,0.7,0.8, 0.9 }.

Confidence Penalty. Confidence penalty (Pereyra et al., 2017) mitigates overfitting by penalizing low entropy in the
output distributions of neural networks. In particular, it is implemented by adding an entropy regularization term to the
objective. We vary the weight of the regularization term over {0.1,0.3,0. 5, 1, 2, 4, 8}.

Early Stopping. Early Stopping (Yao et al., 2007) monitors the model’s performance on a validation set and stops the

training process when performance begins to degrade. Following the implementation of Chen et al. (2022), our experiments
save checkpoints at specific epochs: {25, 50, 75, 100, 125, 150, 175, 200, 225, 250, 275}
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