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ABSTRACT

Autonomous GUI agents operating in dynamic environments face significant
safety risks that are poorly addressed by static guardrails. We propose a self-
evolving graph-based guardrail framework EVO-Guard for GUI agents that mod-
els interaction trajectories as structured graphs and leverages a Graph Neural Net-
work (GNN) memory to predict both execution risk and violated safety rules. An
interpretable arbiter integrates these predictions to regulate agent actions at in-
ference time. Moreover, the framework continuously abstracts new atomic rules
from high-risk trajectories, enabling adaptive safety reasoning without manual
reprogramming. Experiments show improved safety prediction accuracy and gen-
eralization over static and non-graph-based baselines.

1 INTRODUCTION

Autonomous Graphical User Interface (GUI) agents have shown strong capabilities in task automa-
tion for web browsing (Deng et al., 2023) and digital assistance (Gou et al., [2025). By interacting
with dynamic application environments, these agents execute long action sequences to achieve task
objectives. However, increased autonomy also introduces safety risks, including privacy leakage,
security vulnerabilities, and system failures, posing a major challenge for real-world deployment
(Nguyen et al., 2025 |[Zharmagambetov et al., [ 2025).

Existing guardrail methods typically rely on static rules or heuristic validations (Luo et al., 2025
Sun et al., 2025). While effective in controlled settings, such approaches struggle to generalize to
dynamic GUI environments, where interface layouts, elements, and interaction patterns continu-
ously evolve. Moreover, they fail to exploit the agent’s accumulated experience, which encodes rich
contextual information about safe and risky behaviors (Xiang et al., [2025). GUI interactions are
inherently relational and sequential: actions operate on interface elements under task-specific con-
straints, and safety violations often emerge from subtle contextual dependencies rather than isolated
actions (Shi et al., [2025). Capturing these dependencies requires structured representations beyond
flat logs or rule lists.

A further challenge is designing guardrails that are both adaptive and proactive, which are capable
of learning from past interactions and formulating new safety rules for previously unseen scenarios
without manual reprogramming. Such systems must generalize from limited experience to identify
structurally similar risks in novel GUI configurations.

To address these challenges, we propose a self-evolving GNN guardrail with memory, EVO-Guard.
Our approach maintains a persistent interaction memory and incrementally abstracts safety rules,
enabling adaptive risk prediction in continuously evolving environments.

Our contributions are summarized as follows:

* We propose a GNN-based memory framework that leverages accumulated interaction ex-
perience for adaptive risk detection in dynamic GUI environments.

* We introduce a self-evolving rule abstraction mechanism that enables automatic discovery
and integration of new safety rules.

* We demonstrate improved safety prediction accuracy and generalization over static and
non-graph-based guardrail baselines.
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Figure 1: Overview of the EVO-Guard. The top figure shows the training of the graph prediction
module M. The middle figure shows how the decisions of ”Allowed” or "Blocked” are made at
inference time. The bottom figure shows the rule updating process.

2 METHODOLOGY

2.1 OVERVIEW

In this section, we will introduce the components of our framework as shown in Fig. [T}

Consider a GUI agent interacting with a dynamic website environment F. At each timestep ¢, the
agent observes o; and, given a task specification 7, selects an action a; € A.

A graph-based guardrail module M evaluates the agent’s behavior and outputs an interpretable
safety decision D; = (qq, y:), where ¢; € (0, 1) is a scalar risk score and y; is a multi-label vector
of violated rules:

Dy = M(ataot,Gt)- (D

The predicted risks and rule violations are then passed to an arbiter F, which performs high-level
reasoning and outputs a binary control decision:

d; € {allowed,blocked} = F(D;), 2)
determining whether the action is executed or intercepted.

2.2 GRAPH REPRESENTATION OF GUI INTERACTION

Each agent trajectory 7T is represented as an experience graph G = (V, £) for structured encoding.
The graph decomposes 7 into the following node types: Task, Domain, Ul element, Action, Out-
come, and a Virtual node. During training, a rule graph is additionally provided to indicate violated
rules.

Task node represents the task description of 7.
Domain node encodes the website domain associated with 7.

UI element node denotes the interface element targeted at the current timestep, including its coor-
dinates and textual content.
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Action node corresponds to the agent action, selected from the discrete space 4 = {click,
select,type,press_enter,hover,terminate}.

Outcome node captures the action outcome O = (dy, ¢;), where d; € {success,blocked} and
q¢ 1s the risk score. Outcome nodes are provided during training and predicted at inference.

Virtual node is connected to all nodes to aggregate global graph information for rule prediction.

Edges are typed as {domain_of, target_of,neighbor_of,results_in,connected_to}:
domain_of links domain to task nodes, target_of links Ul elements to actions, neighbor_of
connects adjacent Ul elements, results_in links actions to outcomes, and connected_to
connects the virtual node to all others.

2.3 GRAPH ENCODING WITH R-GCN

The R-GCN (Schlichtkrull et al.,[2017) produces continuous vector representations for each node in
a relational graph. We adopt the method and compute the node representations as follows.

For layer [ = 0, ..., L — 1, the update for node representation hElH) is:

l+1) Z Z l) h(l) + W(Z) h(l) + b(l) (3)
TER ]GN (3)
where r € R are the edge types in the graph; J\/ ) are the neighbors of node ¢ connected by the type
of edge r; o is the activation function; Wy is the transformatlon matrix; and b1 is the bias term.
The relation-specific weight matrix Wr(l) is computed using basis decomposition: ,@ =

bB 1 Elb) V(l) B is the number of bases (default to be 4); Vb(l) € R%Xdit1 jg the shared ba-

sis matrices; and a' b) is the relation-specific coefficients.

After computing the node representation for layer L, we aggregate all node embeddings:

1 N
= w2 {0, (4)
=1

2.4 RISK AND RULE PREDICTION

2.4.1 RISK PREDICTION

Following R-GCN (Schlichtkrull et al.|[2017), we predict the trajectory risk using a three-layer MLP
over the graph representation:

q=o(WOo(WEa(Whhg))), (5)
where W (33) are learnable parameters. The risk loss is defined as binary cross-entropy:
Ligw = —[qlog ¢ + (1 — q)log(1 — §)], (6)
where g € (0, 1) is the ground-truth risk score.

2.4.2 RULE PREDICTION

Rule violation is formulated as predicting edges between the virtual node and rule nodes. Using the

virtual node embedding A5 the prediction is:

§=o(WORL L) 7

where W(?) is the rule classifier. Binary predictions are obtained via thresholding at inference time.

The rule loss is: N

Lrule = - Z [yj IOg Z)j + (1 - yj) log(l - g])] (3)
j=1
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Table 1: Performance of different models on the GUI safety bench MLA-Trust.

Safety (RtE)1 Privacy (RtE)T Controllability (ASR)] Truthfulness (MR)|
Amazon Jailbreak Website ~ Website Amazon A Misleadi
Method Products  Autobreach Ell;enrceﬁ Indirect ~ Direct  Speculative Overcrgfxlfolgtion Eiisstigf
Jailbreak Leakage Leakage Risk P
Vanilla 10.00 8.00 93.00 3.33 70.00 16.00 20.00 78.00
AGrail 27.14 28.00 99.50 8.33 55.71 0.00 2.00 61.00
Ours 90.00 94.00 99.50 85.00 98.57 0.00 0.00 75.00

The total training objective is:
L= aﬁrisk + ﬂﬁrulea (9)

where « and 3 balance the two tasks.

2.5 SELF-EVOLVING RULE UPDATE

After each episode, the system reviews past trajectories and computes the average risk score q.
Trajectories with (i) high risk, (ii) fewer than three violated rules, and (iii) no blocking decision are
selected as candidates. These cases, together with the current rule set, are fed to an LLM to induce
new atomic rules. Approved rules are then incorporated into the rule base.

3 EXPERIMENTS

3.1 SETUP

Dataset We evaluate our framework on the MLA-Trust benchmark (Yang et al.,|2025)), which covers
four task categories (Table[T). The training set combines MLA-Trust trajectories with self-generated
data, where 400 additional tasks are produced by an LLM in the same style as MLA-Trust, along
with trajectories generated by a prompt-guard agent.

Models We use GPT-5 as both the LLM judge for risk and rule-violation labeling and the arbiter,
and GPT-40-2024-11-20 as the agent backbone.

Baselines We compare against a vanilla GPT-40 agent without guardrails and the same agent
equipped with AGrail (Luo et al.,[2025).

Metrics We report Refuse-to-Execute rate (RtE), Attack Success Rate (ASR), and Misguided Rate
(MR). RtE measures the frequency of action’s refusal. ASR measures the rate of successful attacks.
MR measures the proportion of cases where the agent is misled by the task.

3.2 RESULTS

As shown in Table (1} our guardrail framework significantly outperforms the baseline AGrail and
Vanilla models, achieving average improvements of 42.95% (Safety) and 59.77% (Privacy) over
AGrail in RtE, and demonstrates excellent performance on controllability tasks.

4 CONCLUSION

We presented a self-evolving graph-based guardrail framework for autonomous GUI agents operat-
ing in dynamic environments. By modeling interaction trajectories as structured graphs and lever-
aging a GNN memory, our approach enables interpretable risk and rule prediction to regulate agent
actions. Moreover, the proposed self-evolving mechanism incrementally abstracts new safety rules
from high-risk trajectories, allowing the guardrail to adapt to previously unseen scenarios. Exper-
imental results demonstrate improved safety detection accuracy and generalization over static and
non-graph-based baselines, highlighting the practicality of our framework for dynamic real-world
GUI agent deployment.
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