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Abstract

A meaningful text can be hidden inside another, completely different yet still
coherent and plausible, text of the same length. For example, a tweet containing
a harsh political critique could be embedded in a tweet that celebrates the same
political leader, or an ordinary product review could conceal a secret manuscript.
This uncanny state of affairs is now possible thanks to Large Language Models,
and in this paper we present a simple and efficient protocol to achieve it. We
show that even modest 8-billion-parameter open-source LLMs are sufficient to
obtain high-quality results, and a message as long as this abstract can be encoded
and decoded locally on a laptop in seconds. The existence of such a protocol
demonstrates a radical decoupling of text from authorial intent, further eroding
trust in written communication, already shaken by the rise of LLM chatbots.
We illustrate this with a concrete scenario: a company could covertly deploy an
unfiltered LLM by encoding its answers within the compliant responses of a safe
model. This possibility raises urgent questions for AI safety and challenges our
understanding of what it means for a Large Language Model to know something.

1 Introduction

LLMs sparked a revolution. Text is no longer, by default, the trace of a human thought or intention.

This marks a dramatic break in history—or perhaps the end of history itself—if we consider that
history began with writing, and that one of the defining properties of writing, until now, has been its
status as a product of human intention. In this paper, we are going to present a protocol that highlights
this new reality in its most extreme form, perhaps offering an opportunity to better understand it.

Our protocol allows encoding an arbitrary meaningful text within a different well-formed and plausible
text of the same length, using a Large Language Model (LLM). That is, hiding a tweet that criticizes
a political leader within a tweet that celebrates that same political leader, or the first page of the
unreleased 8th Harry Potter book within a review of a Virtual Reality videogame, with the original
text exactly recoverable by anyone possessing the key (Figure 1).

The topic and tone and style of the fake text are steerable, while the length of the fake text is the
same as the original text being hidden, in terms of LLMs tokens. This symmetry prevents one from
establishing at first sight which text is authentic when we have one next to the other. Also, the method
is efficient: an entire article can be encoded and decoded on commodity hardware in seconds.

This possibility opens deep questions and intriguing applications. What is the real meaning of the text
we are reading? Who is the author of the videogame review, and what was the intent behind it? Is it a
hallucination? This protocol allows crafting anti-government content disguised as pro-government
messages, suitable for publishing on censored platforms in oppressive countries. Or, it could be used
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How lovely served with sweet roasted carrots!
Pre-pound the garlic herb crêotes with the olive oil, rosemary, Sage leaves, thyme, pepper & salted butters.
Roast the garlic in the sweet butter until golden then cool.
Pre-make the roasted boar marinade and set to marinate not less than 20 min.
Pre-prepare the mint sauce too. Chop olives, herbs, etc and set aside. Chop tomato into quarters.
Pre-set the green beans for...

The current government has repeatedly failed to uphold the liberties of the Republic. By concentrating
power in the hands of one man, Gaius Julius Caesar, we see the Senate diminished and the voice of the
people silenced. Laws are passed without due debate, and magistrates serve at the pleasure of a dictator,
not the res publica. If Rome is to remain free, we must reject the tyranny cloaked in promises of order. We
must restore the sacred balance between Senate and citizens, consul and...

He died through the evil of his countrymen living in fear brought about with bloodshed. He was a leader
who was for Rome, and Rome was everything. He should in no way been killed. He should have preserved
his life and kept up his good governance. Caesar was a great man with great ambition. He acted with great
courage that he had. He had a great vision or plan for invading the lands East of The Danube River, which
went all through Asia Minor through the east of Thrace...

Figure 1: Three texts. The second one is the original. Following the protocol described in this paper,
each of the other two was built solely to hide the original text, which can be perfectly reconstructed
by anyone who knows the secret key. The key also steers the fake text: here, k1 = Here it is: the
infamous British roasted boar with mint sauce. How to make it perfect. and k2 = I stand before you
to exalt the noble deeds of Gaius Julius Caesar. More examples in Figure 12.

by a shady tech company to offer the services of an unfiltered LLM by only exposing compliant
answers from a trusted LLM. All these matters will be taken up in our concluding discussion.

The paper is structured as follows: it starts by introducing steganography, the discipline concerned
with concealed (steganós) writing (graphia, from Greek), and discussing the vast impact of generative
AI in the field, with a focus on Large Language Models. We then present the method to encode a
meaningful text into another meaningful text of the same length using a LLM. After introducing
a measure to assess the soundness of the fake texts produced, we test our method on Reddit posts.
While remaining opaque to humans, we show that LLMs can uncover a distinction between original
texts and most of their encoded counterparts. But not all, as we will notice in the following section,
where we discuss the security of the protocol. Finally, we conclude by discussing the method’s core
implication—the radical decoupling of text from authorial intent—and present a concrete application
that raises pressing questions about AI safety and the nature of knowledge in Large Language Models.

2 Related Work

Steganography. The art and science of hiding a message and, at the same time, the presence of a
hidden message is known as steganography, see Figure 2. This is different from cryptography, that
instead does not conceal the presence of a hidden message and only deals with the hardness of its
revelation. Cryptographers discuss about lockers, steganographers about inconspicuous hiding spots1.

Perhaps, it is this limited size of the object of investigation that allowed cryptographic models to
florish by achieving mathematical rigor and strong security guarantees. By contrast, a model of
steganography should describe entire domains of data and how they are consumed by humans, such
as text, audio, or images, to predict where information can be hidden. Formal models exist, but at the
cost of rather unrealistic assumptions that hinder their practical usage, such as being able to exactly
quantify the plausibility of any possible text. Emblematically, this somewhat disappointing state
of affairs is presented by Cachin (1998) besides one of the most popular mathematical models for
steganography as of today, based on the hypothesis-testing framework, but still limited to highly

1This metaphor is inspired by a pleasant piece on the history of steganography by Kahn (1996)
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