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Abstract001

Black-box attacks on LLM-based classifiers002
seek adversarial inputs that induce incorrect003
predictions without access to model parameters,004
gradients, or logits. Existing confidence-guided005
attacks typically rely on a fixed perturbation006
operator or a manually specified operator set,007
overlooking that operator utility varies across008
inputs, target models, and attack trajectories.009
We formulate black-box LLM attacks as an010
online operator scheduling problem and pro-011
pose BIRD (BI-level Bandit-dRiven Operator012
ScheDuling), a bi-level framework for auto-013
matic black-box attacks. BIRD maintains a het-014
erogeneous pool of perturbation operators and015
adaptively schedules them using elicited confi-016
dence feedback. At the upper level, a sliding-017
window UCB scheduler selects operators ac-018
cording to cost-aware rewards; at the lower019
level, confidence-guided candidate selection020
accepts edits that reduce confidence in the orig-021
inal prediction or flip the label. Experiments022
on three benchmarks and three instruction-023
tuned LLMs show that BIRD improves aver-024
age attack success from 27.71 to 36.60 over a025
strong confidence-guided baseline, while pre-026
serving comparable semantic similarity and027
practical query costs. Code is available at028
https://anonymous.4open.science/r/BIRD.029

1 Introduction030

Black-box attacks on large language models031

(LLMs) aim to generate adversarial inputs that in-032

duce incorrect predictions without accessing model033

parameters, gradients, or internal logits (Mahesh-034

wary et al., 2021; Liu et al., 2023; Formento et al.,035

2025). This setting is increasingly important be-036

cause many deployed LLM systems are only ex-037

posed through APIs, where attackers can observe038

outputs but cannot inspect the underlying decision039

process (Ye et al., 2022; Liu et al., 2023; Formento040

et al., 2025). Unlike white-box attacks, black-box041

textual attacks must search over a discrete space042

of input modifications under limited query budgets043

(Ebrahimi et al., 2018; Formento et al., 2025; Yu 044

et al., 2024). The central difficulty lies not only 045

in generating textual perturbations, but also in de- 046

ciding which perturbation mechanism should be 047

applied at each attack step with sparse feedback. 048

A large body of black-box textual attacks has 049

focused on designing effective perturbation opera- 050

tors, ranging from lexical and contextual transfor- 051

mations to character-level or paraphrase-style edits 052

(Alzantot et al., 2018; Ren et al., 2019; Jin et al., 053

2020; Gao et al., 2018; Li et al., 2018; Garg and Ra- 054

makrishnan, 2020; Li et al., 2021a; Formento et al., 055

2025; Iyyer et al., 2018). More recent confidence- 056

guided attacks show that elicited confidence pro- 057

vides a more informative signal than hard labels 058

for ranking candidate perturbations by their impact 059

on the target model’s prediction confidence (For- 060

mento et al., 2025). Despite this progress, existing 061

methods remain operator-centric: they bind the at- 062

tack process to a fixed perturbation operator, such 063

as word substitution, or rely on a manually speci- 064

fied combination of operators (Morris et al., 2020; 065

Zeng et al., 2021). In other words, the perturbation 066

operator is treated as a static recipe rather than a 067

decision variable to be adapted during the attack. 068

This static view overlooks a key property 069

of black-box LLM attacks: operator utility is 070

input-dependent, model-dependent, and trajectory- 071

dependent. Different operators expose complemen- 072

tary vulnerabilities of the target model. Lexical or 073

contextual transformations better preserve seman- 074

tics and fluency but may be insufficient or query- 075

expensive, whereas surface-form transformations 076

such as word-internal swaps or homoglyph replace- 077

ments can be effective for certain samples while 078

introducing form-level distortions (Jin et al., 2020; 079

Garg and Ramakrishnan, 2020; Li et al., 2021a; 080

Gao et al., 2018; Li et al., 2018; Boucher et al., 081

2022; Eger et al., 2019). Moreover, an operator that 082

is useful early in the attack may become ineffective 083

after several edits, while another operator may be- 084

1

https://anonymous.4open.science/r/BIRD


come useful when the current input moves closer085

to the decision boundary. Thus, the bottleneck is086

not merely the lack of perturbation operators, but087

the lack of an adaptive mechanism to schedule het-088

erogeneous operators under limited feedback.089

This introduces three challenges. (i) Confidence090

feedback is informative but limited. Although091

elicited confidence provides finer-grained guidance092

than hard labels, it remains noisy, query-expensive,093

and fundamentally different from gradients or log-094

its (Li et al., 2021b; Yu et al., 2024; Tian et al.,095

2023a), requiring lightweight online decisions un-096

der practical query budgets. (ii) Operator utility is097

heterogeneous and non-stationary. No single per-098

turbation operator consistently dominates across099

datasets, target models, input instances, and attack100

stages. (iii) Simply composing multiple operators101

is insufficient. Static combinations may enlarge the102

search space and sometimes improve attack suc-103

cess, but they also introduce unstable cost-quality104

trade-offs, often increasing query cost, running105

time, or language-model perplexity, while depend-106

ing heavily on manual operator-set selection (Mor-107

ris et al., 2020; Zeng et al., 2021; Li et al., 2021a).108

These challenges naturally motivate viewing black-109

box LLM attacks as an online operator scheduling110

problem under limited confidence feedback.111

To address this problem, we propose BIRD112

(BI-level Bandit-dRiven Operator ScheDuling), a113

confidence-feedback-driven framework for black-114

box LLM attacks. BIRD decouples the attack pro-115

cess into two levels of decision-making. The upper116

level decides how to perturb the current input, while117

the lower level decides which perturbation should118

be accepted. At the upper level, BIRD maintains a119

heterogeneous pool of perturbation operators and120

treats each operator as an arm in a multi-armed121

bandit (Auer et al., 2002). It estimates an upper122

confidence bound score for each operator using123

a cost-aware reward and a sliding window of re-124

cent attempts, balancing the exploitation of opera-125

tors and the exploration of under-tested ones (Auer126

et al., 2002). At the lower level, the selected op-127

erator generates candidate perturbations, and BIRD128

uses elicited confidence to accept the candidate that129

reduces the confidence of the original prediction or130

directly flips the predicted label. In this way, BIRD131

uses confidence feedback only for lightweight on-132

line scheduling and candidate acceptance, contin-133

uously updates operator preferences along the at-134

tack trajectory, and avoids the unstable cost-quality135

trade-offs caused by brute-force operator compo-136

sition. This allows the attack to allocate queries 137

according to the evolving utility of different opera- 138

tors instead of committing to a fixed perturbation 139

strategy throughout the search process. 140

We conduct experiments on benchmark datasets 141

and multiple instruction-tuned LLMs to evaluate 142

BIRD. Our experiments examine whether adaptive 143

operator scheduling improves attack success over 144

strong single-operator confidence-guided attacks, 145

whether different perturbation operators exhibit het- 146

erogeneous utility across datasets and target mod- 147

els, whether static operator combinations suffer 148

from unstable cost-quality trade-offs, and whether 149

BIRD learns interpretable operator-switching be- 150

havior along attack trajectories. Results show that 151

BIRD achieves stronger attack success rates than 152

competing approaches while maintaining compa- 153

rable semantic similarity and practical query costs. 154

Further analyses show that no single operator domi- 155

nates, static combinations require manual selection 156

and may increase cost or fluency degradation, and 157

BIRD dynamically switches among lexical, contex- 158

tual, and surface-form perturbations according to 159

the evolving attack state. This paper makes three 160

contributions: 161

❶ Bi-Level Online Operator Scheduling. We for- 162

mulate black-box LLM attacks as a bi-level on- 163

line operator scheduling problem, shifting the fo- 164

cus from designing a fixed perturbation operator 165

to adaptively selecting heterogeneous operators 166

under confidence-based feedback. 167

❷ Bandit-Driven Attack Framework. We propose 168

BIRD, a confidence-feedback-driven framework 169

that combines an upper-level UCB scheduler 170

over heterogeneous perturbation operators with 171

a lower-level confidence-guided search for effec- 172

tive adversarial edits. 173

❸ Stronger and Interpretable Attacks. Experi- 174

ments and analyses show that BIRD improves 175

over strong single-operator confidence-guided 176

attacks while preserving comparable semantic 177

similarity. Further ablations and case studies re- 178

veal the heterogeneous and trajectory-dependent 179

behavior of different perturbation operators. 180

2 Related Work 181

2.1 Black-Box Attacks on LLMs 182

Textual adversarial attacks aim to modify input 183

texts while preserving their original semantics 184

and inducing incorrect model predictions. Early 185

black-box attacks mainly focus on designing per- 186
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BIRD: Bi-Level Bandit-Driven Operator Scheduling
1 Black-box state

Decision
Boundary

𝑓 𝑥𝑡 = 𝑦 → 𝑓(𝑥′) ≠ 𝑦

Model prediction

𝑦 = 𝑓(𝑥₀)

(original label)

𝑥ₜ

𝑥′

Goal:
find x′ such that

𝑓 𝑥′ ≠ 𝑦

2
Upper level: operator scheduling

(Multi-armed bandit with sliding-window UCB)

𝑎₂ : Contextual
H2(𝑡)

𝑎₃ : InnerSwap
H3(𝑡)

𝑎₄ : Homoglyph
𝐻4(𝑡)

𝑎₁ : Lexical
𝐻1(𝑡)

Selected operator
𝑎𝑡 = 𝑎𝑟𝑔max

𝑎𝑘∈𝐴

𝑈𝑘(𝑡)

3 Lower level: candidate exploitation
(Confidence-guided selection)

Apply selected operator  𝑎𝑡 to  𝑥𝑡
at position 𝑖𝑡

Candidate set 𝐶𝑡 = 𝑎𝑡(𝑥𝑡 , 𝑖𝑡)

෩𝐶𝑡 = 𝐹𝑖𝑙𝑡𝑒𝑟(𝐶𝑡)
validity, semantic, perturbation, and budget

constraints

Candidate Confidence: 𝑐𝑓(𝑥′, 𝑦)

𝑥1
′ 0.82

Best (lowest confidence)

If ℱ𝑡 = ∅:
෤𝑥ₜ = 𝑎𝑟𝑔 min

𝑥𝑡
′∈෪𝒞𝑡

𝑐𝑓(𝑥
′, 𝑦)

If 𝑐𝑓( ෤𝑥ₜ , 𝑦) < 𝑐𝑓(𝑥ₜ , 𝑦):

𝑥𝑡+1 = ෤𝑥ₜ

Otherwise: 𝑥𝑡+1 = 𝑥𝑡

Acceptance rule

4 Reward feedback (updates scheduler)

𝑟ₜ = 𝟏[𝑓(𝑥ₜ₊₁) ≠ 𝑦] + 𝛽∆𝑡 + 𝜆𝜂𝑡 [1 − 𝜅𝑡/𝜅𝑚𝑎𝑥]₊

Δₜ = [𝑐𝑓 𝑥𝑡 , 𝑦 − 𝑐𝑓 𝑥𝑡+1 , 𝑦 ] ₊

𝜂ₜ = 𝟏[𝑓(𝑥ₜ₊₁) ≠ 𝑦 𝑜𝑟 ∆t> 0]

Elicited confidence

𝑐𝑓(𝑥ₜ, 𝑦)

Current state

𝑥𝑡

BIRD

Scheduler

𝑥1
′

𝑥1
′

𝑥1
′

0.46

0.23

0.08

UCB score (sliding-window)

𝑈𝑘 𝑡 = Ƹ𝜇𝑡 𝑡 + 𝛼
log(𝑇𝑤 𝑡 + 1)

𝑛𝑘
𝑊 𝑡 + 𝜖

𝑈𝑘 𝑡 = +∞ if n𝑘
𝑊 𝑡 = 0

older recent

older recent

older recent

older recent

𝐻𝑖 𝑡 : Sliding window

ℱ𝑡 = 𝑥′ ∈ ෪𝒞𝑡 𝑓(𝑥′) ≠ 𝑦}

If ℱ𝑡 ≠ ∅:

𝑥𝑡
∗ = 𝑎𝑟𝑔 min

𝑥′∈ℱ𝑡

𝑐𝑓(𝑥
′, 𝑦)

𝑥𝑡+1 = 𝑥𝑡
∗

return 𝑥𝑡
∗.

Figure 1: Overview of BIRD. Given the current black-box attack state xt, BIRD formulates operator selection as an
online bandit problem. The upper-level scheduler maintains sliding-window reward histories for heterogeneous
perturbation operators and selects the operator with the largest UCB score. The lower level applies the selected
operator to generate valid candidates, queries the target model, and accepts the candidate that either flips the original
prediction or maximally reduces the elicited confidence cf (·, y). The resulting prediction flip, confidence reduction,
and query cost are converted into an operator-level reward, which is fed back to update future scheduling decisions.

turbation operators, such as character-level noise,187

synonym or embedding-based substitution, inser-188

tion and deletion, contextual replacement, and189

paraphrase-style rewriting, together with search190

heuristics such as word-importance ranking or ge-191

netic search (Alzantot et al., 2018; Ren et al., 2019;192

Gao et al., 2018; Li et al., 2018; Jin et al., 2020;193

Garg and Ramakrishnan, 2020; Li et al., 2021a;194

Feng et al., 2021; Bayer et al., 2022). Representa-195

tive methods such as TextFooler (Jin et al., 2020),196

BAE (Garg and Ramakrishnan, 2020), and CLARE197

(Li et al., 2021a) generate adversarial examples198

through fixed transformation rules combined with199

semantic or grammatical constraints. Recent hard-200

label attacks further study more restricted settings201

where only predicted labels are available, empha-202

sizing query efficiency and semantic preservation203

under limited feedback (Ye et al., 2022; Liu et al.,204

2023; Yu et al., 2024). With the deployment of205

LLMs through closed APIs, recent work explores206

alternative feedback signals for black-box attack207

optimization (Maheshwary et al., 2021; Formento208

et al., 2025). CEAttack shows that elicited confi-209

dence can provide a more informative signal than210

hard labels for guiding textual attacks on LLMs211

(Formento et al., 2025), while recent work further212

studies prompt-induced confidence variation for213

black-box attacks (Chen et al., 2025). Overall, ex-214

isting methods provide strong perturbation recipes 215

or useful feedback signals, but the perturbation 216

mechanism is usually predefined rather than adap- 217

tively scheduled during the attack process. 218

2.2 Adaptive Operator Selection 219

The problem of dynamically selecting among a 220

pool of search operators based on recent perfor- 221

mance has been extensively studied as Adaptive 222

Operator Selection (AOS) in evolutionary computa- 223

tion (Fialho et al., 2010; Maturana et al., 2010). 224

AOS decomposes into two components: credit 225

assignment, which quantifies each operator’s re- 226

cent contribution, and operator selection, which 227

chooses the next operator given accumulated cred- 228

its. Bandit-based formulations, where each opera- 229

tor corresponds to an arm and UCB-style policies 230

balance exploration and exploitation, have proven 231

particularly effective for handling non-stationary 232

operator utility (Auer et al., 2002; Fialho et al., 233

2008; Li et al., 2013). A sliding window of recent 234

rewards allows the scheduler to adapt as opera- 235

tor effectiveness evolves over the search trajectory 236

(Fialho et al., 2010). While AOS has been primar- 237

ily studied in numerical and combinatorial opti- 238

mization, concurrent work explores bandit-guided 239

strategy selection for LLM jailbreaking (Doum- 240

bouya et al., 2025; Ramesh et al., 2025), targeting 241

safety alignment circumvention with compositional 242
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prompt rewriting rather than textual perturbation243

scheduling for classification attacks. BIRD adapts244

the bandit-based AOS paradigm to black-box ad-245

versarial attacks on LLM classifiers: each pertur-246

bation operator is an arm, confidence reduction247

serves as the reward signal, and a sliding-window248

UCB scheduler handles the trajectory-dependent249

non-stationarity of operator utility. To our knowl-250

edge, this is the first application of AOS-style adap-251

tive scheduling to select among heterogeneous tex-252

tual perturbation operators under confidence-based253

feedback.254

3 The Proposed BIRD255

3.1 Problem Setup and Operator Pool256

We consider a black-box LLM-based classifier f .257

Given an input text x, the attacker can only query f258

and observe its predicted label ŷ = f(x) together259

with an elicited confidence score. The attacker has260

no access to model parameters, gradients, hidden261

states, logits, or token probabilities. For a label262

ℓ ∈ Y , we denote the elicited confidence assigned263

to ℓ by cf (x, ℓ) ∈ [0, 1].264

Given an input x0, we denote its original pre-265

diction as y = f(x0). Following standard attack266

evaluation, we only attack originally correctly clas-267

sified examples, so y is identical to the ground-truth268

label in evaluation. The attack aims to find an ad-269

versarial example x′ such that:270

f(x′) ̸= y, Sim(x0, x
′) ≥ τ,

d(x0, x
′) ≤ ϵ, Q(x0→x′) ≤ B.

(1)271

where Sim(·, ·) measures semantic similarity,272

d(·, ·) denotes perturbation magnitude, Q(·) is the273

number of target-model queries, and B is the query274

budget.275

We view the attack as a constrained online deci-276

sion process. At step t, the attacker observes the277

current text state xt, selects a perturbation operator278

at, generates valid candidates, and decides whether279

to update xt. This can be abstracted as learning an280

operator scheduling policy π:281

max
π

Eat∼π(·|xt)

[
T−1∑
t=0

R(xt, at)

]
s.t. xt+1 ∈ at(xt), Sim(x0, xt+1) ≥ τ,

Q ≤ B, t = 0, . . . , T − 1.

(2)282

Eq. (2) is not solved by white-box optimization;283

instead, it motivates a lightweight online scheduler284

driven by black-box confidence feedback.285

BIRD maintains a heterogeneous perturbation op- 286

erator pool: 287

A = {a1, a2, . . . , aK}, (3) 288

where each operator ak maps the current text state 289

xt and a candidate position it to a candidate set: 290

C(k)
t = ak(xt, it). (4) 291

In our implementation, we instantiate A with four 292

operators chosen to cover three complementary per- 293

turbation granularities, each targeting a different 294

stage of the model’s text-processing pipeline (Jin 295

et al., 2020; Garg and Ramakrishnan, 2020; Gao 296

et al., 2018; Boucher et al., 2022): (1) CEAttack- 297

style lexical substitution operates at the lexical 298

level, replacing a word with an embedding-similar 299

alternative that perturbs the token embedding 300

lookup (Jin et al., 2020; Formento et al., 2025); 301

(2) masked language model replacement operates 302

at the contextual level, filling a masked position 303

with a context-conditioned alternative that may al- 304

ter subtle semantic cues (Garg and Ramakrishnan, 305

2020; Li et al., 2020); (3) word-internal character 306

swap and (4) homoglyph replacement operate at the 307

surface-form level, disrupting subword tokeniza- 308

tion and Unicode normalization respectively (Gao 309

et al., 2018; Boucher et al., 2022). This design 310

ensures the pool is heterogeneous by construction: 311

each operator exposes a structurally different class 312

of model vulnerability, so adaptive scheduling can 313

discover attack paths unreachable by any single 314

granularity. 315

3.2 Bi-Level Scheduling Loop 316

As illustrated in Figure 1, BIRD follows a four-stage 317

feedback loop. First, the black-box state contains 318

the current text xt, the original prediction y, and 319

the confidence cf (xt, y). Second, the upper level 320

selects an operator at from A using a bandit-based 321

scheduling score. Third, the lower level applies at 322

at position it, filters the generated candidates, and 323

accepts the candidate that flips the prediction or 324

most reduces cf (·, y). Finally, the prediction flip, 325

confidence reduction, and query cost are converted 326

into an operator-level reward, which updates the 327

scheduler for future steps. Algorithm 1 summarizes 328

the full online loop in Appendix A. 329

This loop differs from static operator composi- 330

tion. Static composition fixes an operator set or or- 331

der before the attack begins, whereas BIRD updates 332

operator preferences online according to recent at- 333

tack feedback. Therefore, query budget is allocated 334
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according to the evolving utility of operators rather335

than a manually specified perturbation recipe.336

3.3 Upper-Level Operator Scheduling337

The upper level treats each perturbation operator338

as an arm in a multi-armed bandit. Since operator339

utility can change across inputs, target models, and340

attack stages, BIRD uses a sliding-window UCB341

score rather than a fixed operator prior.342

After applying operator at, BIRD computes its343

reward from prediction flipping, confidence reduc-344

tion, and query cost. Let xt+1 be the state after345

lower-level exploitation. We define346

∆t = [cf (xt, y)− cf (xt+1, y)]+ . (5)347

348
rt = I[f(xt+1) ̸= y] + β∆t + ληt

[
1− κt

κmax

]
+

(6)349

where [z]+ = max(z, 0), β and λ weight confi-350

dence reduction and query efficiency, and κt is351

the number of target-model queries consumed by352

the current invocation, and κmax is the maximum353

query cost allowed for one invocation. The indi-354

cator ηt = I[f(xt+1) ̸= y or ∆t > 0] ensures355

that the efficiency bonus is assigned only when the356

operator makes useful attack progress. Thus, an357

operator receives high reward when it directly flips358

the prediction or reduces confidence in the original359

label with low query cost.360

For each operator ak, BIRD maintains a sliding-361

window reward history Hk(t), which stores the362

most recent W rewards obtained by ak before step363

t. Its recent empirical utility is364

µ̂k(t) =
1

|Hk(t)|
∑

r∈Hk(t)

r,

nW
k (t) = |Hk(t)|, TW (t) =

K∑
m=1

nW
m (t)

(7)365

The upper-level UCB score is then computed as366

Uk(t) =


+∞, nW

k (t) = 0,

µ̂k(t) + α

√
log(TW (t) + 1)

nW
k (t) + ε

, nW
k (t) > 0.

(8)367

where α controls exploration strength and ε is a368

small numerical constant. The scheduler selects:369

at = arg max
ak∈A

Uk(t). (9)370

The empirical term exploits recently effective op-371

erators, while the exploration bonus encourages372

under-tested ones. This operator-level scheduler373

avoids brute-force composition while still adapting374

to trajectory-dependent utility.375

3.4 Lower-Level Candidate Exploitation 376

Given the selected operator at, the lower level in- 377

stantiates it into concrete perturbations. BIRD first 378

constructs a modifiable position set I(xt) by ex- 379

cluding invalid positions such as punctuation, stop- 380

words, and previously modified tokens, and then 381

selects it ∈ I(xt) following the same position- 382

selection protocol as the confidence-guided base- 383

line. The selected operator produces 384

Ct = at(xt, it),

C̃t =
{
x′ ∈ Ct

∣∣∣∣∣ Sim(x0, x
′) ≥ τ, d(x0, x

′) ≤ ϵ,

Ω(x′, xt) = 1

}
.

(10) 385

where Ω(·) denotes textual validity constraints, 386

including syntactic consistency, repeated- 387

modification prevention, and task-specific 388

constraints. To respect the remaining query budget, 389

C̃t is truncated when |C̃t| > B − Q. If no valid 390

candidate remains, the invocation receives zero 391

reward. 392

For each valid candidate, BIRD queries the target 393

model and first checks whether the prediction is 394

flipped: 395

Ft = {x′ ∈ C̃t | f(x′) ̸= y}. (11) 396

If Ft ̸= ∅, the attack succeeds and BIRD returns the 397

flipped candidate with the lowest confidence on the 398

original label: 399

x⋆t = arg min
x′∈Ft

cf (x
′, y). (12) 400

Otherwise, BIRD selects the candidate that most 401

reduces the confidence of the original label and 402

accepts it only if it improves over the current state: 403

x̃t = arg min
x′∈C̃t

cf (x
′, y), (13) 404

xt+1 =

{
x̃t, cf (x̃t, y) < cf (xt, y),

xt, otherwise.
(14) 405

The accepted state xt+1 determines the confidence 406

reduction ∆t, query cost κt, and reward rt, which 407

are fed back to the upper-level scheduler. 408

4 Experiments 409

4.1 Experimental Setup 410

Datasets and target models. We evaluate BIRD 411

on three classification benchmarks: SST-2 (Socher 412

et al., 2013), AG-News (Zhang et al., 2015), and 413

StrategyQA (Geva et al., 2021), covering senti- 414

ment classification, topic classification, and binary 415
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Model Dataset AUA ↓ ASR ↑ SemSim ↑ PPL ↓ Avg.Q ↓
CE BIRD CE BIRD ∆ CE BIRD CE BIRD CE BIRD

LLaMA-3 SST-2 74.30 63.25 18.14 30.16 +12.02 0.88 0.88 106.41 189.75 21.98 19.30
AG-News 43.06 40.04 31.41 35.39 +3.98 0.93 0.92 96.56 132.21 42.95 57.63
StrategyQA 32.67 21.24 45.67 64.55 +18.88 0.89 0.89 206.23 308.52 8.50 9.09

Mistral-7B SST-2 70.98 63.60 19.81 27.79 +7.98 0.88 0.88 97.31 145.08 23.14 25.21
AG-News 36.73 34.11 44.49 48.46 +3.97 0.92 0.92 97.76 138.36 43.41 57.03
StrategyQA 36.21 24.14 39.26 59.17 +19.91 0.90 0.89 177.94 286.86 8.71 9.41

DeepSeek-V4 SST-2 79.20 78.60 15.74 16.74 +1.00 0.89 0.89 124.47 171.96 38.84 8.65
AG-News 73.20 72.40 9.41 11.06 +1.65 0.93 0.93 94.83 128.44 43.79 58.00
StrategyQA 49.30 42.29 25.44 36.04 +10.60 0.89 0.90 149.64 285.13 8.91 9.76

Average – 55.07 48.85 27.71 36.60 +8.89 0.90 0.90 127.91 198.48 26.25 31.56

Table 1: Main attack performance against CEAttackrep. CE denotes CEAttackrep, and ∆ASR denotes the absolute
ASR improvement of BIRD. AUA, PPL, and Avg.Q are lower better; ASR and SemSim are higher better.
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Figure 2: Absolute ASR improvement of BIRD over
CEAttackrep. BIRD improves ASR in all evaluated set-
tings, with the largest gains on StrategyQA.

reasoning-based question answering. Following416

standard adversarial attack evaluation, we attack417

only examples that are originally classified cor-418

rectly by the target model. We use three instruction-419

tuned LLMs as black-box classifiers: LLaMA-420

3-8B-Instruct (Touvron et al., 2023), Mistral-7B-421

Instruct-v0.3 (Jiang et al., 2023), and DeepSeek-422

V4-Flash (DeepSeek-AI, 2026).423

Baselines and metrics. Our main baseline is424

CEAttackrep (Formento et al., 2025), a reproduced425

confidence-guided lexical substitution attack. We426

also evaluate four single-operator variants and427

several static operator compositions to diagnose428

the effect of operator heterogeneity and adaptive429

scheduling. All methods share the same confidence430

elicitation protocol (verbalized confidence with431

Dirichlet aggregation, k=20 for SST-2/AG-News,432

k=6 for StrategyQA), semantic filters, perturbation433

constraints, and query budget. We report Accu-434

racy under attack(AUA), Attack success rate(ASR),435

Semantic similarity(SemSim), PPL, and Avg.Q;436

Succ.Q and wall-clock time are reported as addi-437

tional cost diagnostics.438

4.2 Main Attack Performance439

BIRD consistently strengthens confidence-guided440

attacks. Table 1 compares BIRD with CEAttackrep441

under the same evaluation protocol. Across all nine 442

model-dataset pairs, BIRD improves ASR over the 443

reproduced confidence-guided baseline. On aver- 444

age, ASR increases from 27.71 to 36.60 and AUA 445

decreases from 55.07 to 48.85. As shown in Fig- 446

ure 2, the gains are especially pronounced on Strat- 447

egyQA, where BIRD improves ASR by 18.88 points 448

on LLaMA-3-8B-Instruct, 19.91 points on Mistral- 449

7B-Instruct-v0.3, and 10.60 points on DeepSeek- 450

V4-Flash. Meanwhile, the average SemSim re- 451

mains 0.90, suggesting that the higher attack suc- 452

cess is not obtained by relaxing semantic preserva- 453

tion. The main quality cost is higher PPL in several 454

settings, which reflects that the scheduler some- 455

times selects stronger surface-form perturbations 456

when they are useful. Overall, adaptive operator 457

scheduling improves attack success over a strong 458

single-operator confidence-guided baseline while 459

maintaining comparable sentence-level semantics. 460

4.3 Component Ablation 461

Table 3 isolates each scheduling component on 462

LLaMA-3-8B-Instruct with SST-2 by removing 463

one at a time. All three components contribute: 464

replacing UCB with random selection causes the 465

largest ASR drop (−14.31), confirming that in- 466

formed operator allocation is essential even when 467

the same operator pool is available. Removing 468

the sliding window (using full-history averaging) 469

reduces ASR by 6.42 points, showing that recent 470

feedback better predicts near-future operator utility 471

than lifetime statistics. Removing the cost-aware 472

reward (λ=0) increases Avg.Q from 19.30 to 24.44 473

while ASR drops by 9.15, indicating that the effi- 474

ciency term guides the scheduler toward operators 475

that reduce confidence with fewer queries. 476

4.4 Cost and Quality Diagnostics 477

BIRD improves ASR with moderate additional 478

cost. Table 2 summarizes the cost-quality profile of 479
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Model Method ASR ↑ Avg.Q ↓ Succ.Q ↓ Avg. Time ↓ SemSim ↑ PPL ↓
LLaMA-3 CEAttackrep 31.74 24.48 26.58 7:05:20 0.900 136.40

BIRD 43.37 28.67 29.20 7:52:59 0.897 210.16
Mistral-7B CEAttackrep 34.52 25.09 25.85 6:15:54 0.900 124.34

BIRD 45.14 30.55 30.95 7:18:32 0.897 190.10
DeepSeek-V4 CEAttackrep 16.86 30.51 32.06 8:17:02 0.903 122.98

BIRD 21.28 25.47 25.79 7:04:16 0.907 195.18
Average CEAttackrep 27.71 26.25 26.21 7:12:45 0.900 127.91

BIRD 36.60 31.56 30.08 7:25:16 0.900 198.48

Table 2: Averaged cost and quality diagnostics by target model. ASR, Avg.Q, Avg. Time, SemSim, and PPL
are averaged over the three datasets for each target model. Succ.Q is reported for LLaMA-3 and Mistral, where
successful-attack query logs are complete. Avg.Q, Succ.Q, Avg. Time, and PPL are lower better; ASR and SemSim
are higher better.

Variant AUA ↓ ASR ↑ Avg.Q ↓
BIRD (full) 63.25 30.16 19.30
w/o UCB (Random) 75.73 15.85 26.97
w/o Sliding Window 69.52 23.74 23.54
w/o Cost-Aware Reward 70.87 21.01 24.44

Table 3: Component ablation of BIRD on LLaMA-3-8B-
Instruct with SST-2. Each row removes one scheduling
component from the full system.

Operator ASR ↑ SemSim ↑ PPL ↓ Avg.Q ↓ Profile

CEAttackrep 33.13 0.900 130.37 24.78 stable lexical

MaskedLM 20.52 0.908 95.41 15.59 fluent, weaker

InnerSwap 38.05 0.907 252.83 5.39 strong, disruptive

Homoglyph 11.95 0.908 156.82 3.89 cheap, weak

Table 4: Average single-operator profiles over six
settings with LLaMA-3-8B-Instruct and Mistral-7B-
Instruct-v0.3. No single operator dominates the attack-
quality-cost trade-off.

BIRD. Compared with CEAttackrep, BIRD improves480

average ASR by 8.89 points, while Avg.Q increases481

from 26.25 to 31.56. On the settings with complete482

successful-query logs, Succ.Q increases from 26.21483

to 30.08. The average wall-clock time remains484

close, with BIRD requiring 7:25:16 compared with485

7:12:45 for CEAttackrep. We treat wall-clock time486

as a diagnostic rather than the primary efficiency487

metric because it can vary with hardware, batching,488

and model-serving conditions. The cost pattern489

is also model-dependent: on DeepSeek-V4, BIRD490

improves ASR while reducing both Avg.Q and av-491

erage running time. These results suggest that the492

improvement is not obtained by unbounded query493

expansion; instead, BIRD reallocates the query bud-494

get toward operators that are more useful for the495

current attack state.496

Quality trade-off. The main quality cost of BIRD497

is increased after-attack PPL. This is expected498

because adaptive scheduling may select stronger499

surface-form operators when lexical or contextual500

substitutions are insufficient. However, the average501

SemSim remains unchanged at 0.90. We therefore502

interpret PPL as a complementary quality signal:503

BIRD improves attack effectiveness while preserv-504

ing sentence-level semantics, but may introduce 505

less fluent surface forms in difficult cases. 506

4.5 Operator Heterogeneity Analysis 507

Perturbation operators expose complementary 508

vulnerabilities. Table 4 shows that different op- 509

erators optimize different aspects of the attack- 510

quality-cost trade-off. InnerSwap achieves the 511

highest average ASR, but its PPL is substantially 512

higher, indicating stronger surface-form distortion. 513

MaskedLM produces the lowest PPL and high Sem- 514

Sim, but its ASR is much lower. Homoglyph re- 515

quires the fewest queries, but rarely succeeds as a 516

standalone attack. CEAttackrep provides a stable 517

lexical baseline, but it does not dominate across 518

metrics. These results support the central moti- 519

vation of BIRD: committing the whole trajectory 520

to a single perturbation operator is suboptimal be- 521

cause operator utility is heterogeneous across effec- 522

tiveness, fluency, semantic preservation, and query 523

cost. 524

4.6 Static vs. Adaptive Scheduling 525

Static composition is strong but not a principled 526

replacement for scheduling. Table 5 compares 527

BIRD with manually specified operator composi- 528

tions. Several static combinations obtain high ASR, 529

confirming that heterogeneous operators are use- 530

ful. Some combinations even achieve higher raw 531

ASR than BIRD, especially those involving Inner- 532

Swap. However, their favorable metric varies sub- 533

stantially with the manually chosen operator set. 534

For example, CE+InnerSwap achieves the highest 535

average ASR but increases PPL; CE+MaskedLM 536

obtains the lowest PPL but requires many more 537

target-model queries; InnerSwap+Homoglyph is 538

query-efficient but introduces the largest surface- 539

form distortion. Thus, static composition shifts 540

the burden to manual operator-set selection and 541

exposes unstable cost-quality trade-offs. It also 542

cannot update operator preferences along the at- 543

7



Strategy #Ops ASR↑ SemSim↑ PPL↓ Avg.Q↓ Observed trade-off
CEAttackrep 1 33.13 0.900 130.37 24.78 fixed lexical recipe
BIRD adap. 44.25 0.897 200.13 29.61 adaptive scheduling
CE + MaskedLM 2 42.98 0.892 119.98 55.35 lowest PPL, highest Avg.Q
CE + InnerSwap 2 53.40 0.893 232.29 35.71 highest ASR, high PPL
MaskedLM + InnerSwap 2 52.38 0.890 227.68 27.17 high ASR, fixed pair
InnerSwap + Homoglyph 2 45.26 0.897 271.43 11.90 lowest Avg.Q, highest PPL
CE + MaskedLM + InnerSwap 3 49.37 0.895 200.77 36.64 larger static search space
CE + InnerSwap + Homoglyph 3 45.99 0.893 219.94 26.86 no clear quality dominance
MaskedLM + InnerSwap + Homoglyph 3 45.92 0.897 217.61 20.75 manual triplet selection

Table 5: Static-composition diagnostic averaged over six settings with LLaMA-3-8B-Instruct and Mistral-7B-
Instruct-v0.3. Static combinations confirm that heterogeneous operators are useful, but their favorable metric varies
across manually specified operator sets.

Step Operator Edit Score Pred. Decision State fragment after decision
0 – original input 0.307 pos. – this film ... vast collective memory ... combatants
1 InnerSwap reorder phrase 0.495 pos. ACCEPT combatants film ... collective memory ... the this
2 Homoglyph force→ [hg]force 0.491 pos. REJECT unchanged from Step 1
3 CEAttack vast→ gargantuan 0.499 pos. ACCEPT gargantuan collective memory ... the this
4 MaskedLM seems→ seem 0.503 pos. ACCEPT combatants film seem to bubble up ...
5 InnerSwap reorder phrase 0.532 neg. SUCCESS collective up ... gargantuan bubble memory ...

Table 6: A successful BIRD trajectory on SST-2 with LLaMA-3-8B-Instruct. Score denotes the logged attack-side
progress score; higher values indicate stronger progress toward flipping the original prediction. The table highlights
accepted edits, rejected trials, and operator revisiting.

tack trajectory. In contrast, BIRD provides an on-544

line scheduling mechanism that adapts operator545

preferences using recent confidence-based feed-546

back, rather than committing to a fixed operator set547

throughout the attack.548

4.7 Operator Switching Behavior549

BIRD adapts along the attack trajectory. Ta-550

ble 6 illustrates how BIRD switches among oper-551

ators within a single successful attack. The sched-552

uler first selects InnerSwap, which substantially553

increases the attack-side score and is therefore ac-554

cepted. It then explores Homoglyph, but the can-555

didate does not improve the score and is rejected556

by the lower-level acceptance rule. The attack sub-557

sequently switches to lexical substitution and con-558

textual inflection before returning to InnerSwap,559

which finally flips the prediction. This trajectory560

shows that operator utility is not fixed: an opera-561

tor can be ineffective at one state but useful later562

after the input has moved to a different region of563

the attack trajectory. Additional qualitative trajec-564

tories in the appendix show that some examples565

are solved by a single dominant operator, whereas566

others require switching among lexical, contextual,567

and surface-form perturbations. Overall, BIRD does568

not merely combine stronger perturbation opera-569

tors; it uses confidence feedback to allocate them570

adaptively across different attack states.571

5 Conclusion 572

This paper identifies a key limitation of existing 573

confidence-guided black-box attacks: they bind 574

the attack process to a fixed perturbation operator, 575

overlooking that operator utility is input-dependent, 576

model-dependent, and trajectory-dependent. We 577

formulate black-box LLM attacks as an online op- 578

erator scheduling problem and propose BIRD, a 579

bi-level bandit-driven framework that decouples 580

operator selection from candidate exploitation. At 581

the upper level, a sliding-window UCB scheduler 582

adaptively allocates query budget across a hetero- 583

geneous operator pool covering lexical, contextual, 584

and surface-form perturbation granularities. At the 585

lower level, confidence-guided candidate selection 586

accepts edits that reduce the target model’s belief in 587

its original prediction. Experiments on three bench- 588

marks and three instruction-tuned LLMs show that 589

BIRD improves average attack success rate from 590

27.71 to 36.60 over a strong confidence-guided 591

baseline, while preserving comparable semantic 592

similarity. Further analyses reveal that no single 593

perturbation operator dominates across settings, 594

that static operator compositions shift the burden to 595

manual selection with unstable cost-quality trade- 596

offs, and that BIRD learns interpretable operator- 597

switching behavior along attack trajectories. These 598

findings suggest that adaptive scheduling is a more 599

principled approach to leveraging heterogeneous 600

perturbation strategies than either committing to 601

one operator or brute-force composition. 602

8



6 Limitations603

While BIRD demonstrates consistent improvements604

in attack success rate across multiple datasets and605

target models, we acknowledge several limitations606

that point to future research directions.607

Language scope. Our experiments are conducted608

exclusively on English-language benchmarks. Al-609

though the bi-level scheduling mechanism is610

language-agnostic in principle, some perturbation611

operators in the current pool (e.g., synonym substi-612

tution, masked language model replacement) rely613

on English-specific resources or models. Extend-614

ing BIRD to morphologically richer or typologically615

diverse languages may require additional language-616

specific operators or multilingual embedding mod-617

els, which we leave for future exploration.618

Task coverage. We evaluate BIRD on classifica-619

tion tasks (sentiment analysis, topic classification,620

and binary QA). These tasks provide well-defined621

label spaces and confidence signals suitable for622

bandit-based scheduling. Applying BIRD to gen-623

eration tasks (e.g., summarization, dialogue) or624

tasks with open-ended outputs would require re-625

thinking the reward formulation and confidence626

elicitation protocol, as prediction flipping and la-627

bel confidence are less naturally defined in those628

settings.629

Operator pool design. The current operator pool630

consists of four representative perturbation opera-631

tors covering lexical, contextual, and surface-form632

transformations. While our ablations confirm that633

these operators exhibit complementary utility, we634

did not exhaustively explore all possible operator635

types (e.g., sentence-level paraphrasing, syntactic636

restructuring). The modular design of BIRD allows637

straightforward integration of additional operators,638

but the optimal pool composition for different at-639

tack scenarios remains an open question.640

Perplexity increase. As shown in our experimen-641

tal results, BIRD tends to produce adversarial exam-642

ples with higher perplexity compared to the single-643

operator baseline, because surface-form operators644

(character swap, homoglyph) can introduce less flu-645

ent text fragments when selected by the scheduler.646

Although semantic similarity remains comparable,647

future work could incorporate a fluency-aware com-648

ponent into the reward function to better balance649

attack effectiveness and linguistic naturalness.650

Computational overhead. The UCB scheduling 651

mechanism itself introduces negligible computa- 652

tional cost. However, maintaining a heterogeneous 653

operator pool means that each scheduling step may 654

invoke different operator backends (e.g., a masked 655

language model), which can vary in latency. In 656

practice, the overall wall-clock time of BIRD is com- 657

parable to the baseline (within 1.2×), but deploy- 658

ments with strict latency constraints may benefit 659

from operator-specific parallelization strategies. 660

7 Ethical Considerations 661

This work studies black-box adversarial attacks 662

for evaluating the robustness of LLM-based clas- 663

sifiers. As with other adversarial robustness re- 664

search, the proposed method has a dual-use aspect: 665

techniques that reveal model vulnerabilities could 666

be misapplied if used against systems without au- 667

thorization. Our goal is to provide a controlled 668

evaluation framework that helps researchers and 669

practitioners better understand when confidence- 670

guided classifiers are vulnerable and how different 671

perturbation operators affect robustness. The ex- 672

periments are limited to standard benchmark clas- 673

sification tasks, and the method is evaluated under 674

explicit query budgets and semantic-preservation 675

constraints rather than in open-ended deployment 676

settings. 677

We do not collect private user data or involve hu- 678

man subjects. The evaluation uses public text clas- 679

sification benchmarks and reports aggregate attack 680

metrics, such as attack success rate, semantic sim- 681

ilarity, perplexity, and query cost. The qualitative 682

examples are included only to illustrate operator- 683

switching behavior, not to target any individual or 684

real-world user. Researchers who use this method 685

should run it only on models and datasets that they 686

own or are authorized to evaluate, and should inter- 687

pret generated adversarial examples as diagnostic 688

artifacts for robustness assessment rather than as 689

deployable content. 690

The main intended benefit of this work is to sup- 691

port more reliable evaluation of LLM-based classi- 692

fiers under realistic black-box feedback. By iden- 693

tifying how adaptive operator scheduling changes 694

the attack-quality-cost trade-off, the results can in- 695

form stronger evaluation protocols and motivate 696

defenses that account for heterogeneous perturba- 697

tions. If code or artifacts are released, they should 698

be accompanied by documentation of the intended 699

research use, evaluation assumptions, and recom- 700

mended constraints such as query budgets and se- 701
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mantic filters.702
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Appendix928

Artifact use. We use publicly available datasets929

and model checkpoints following their intended930

research use and cite their original creators. The931

released code is intended for research and robust-932

ness evaluation only. Users should comply with the933

licenses and terms of use of the underlying datasets,934

models, and evaluation tools.935

We used AI assistants only for language polish-936

ing, grammar checking, and formatting suggestions.937

All technical content, experimental design, analy-938

sis, and final decisions were made and verified by939

the authors.940

A Algorithm of the BIRD941

Algorithm 1 summarizes the full online loop.942

B Additional Experimental Details943

We provide additional results that are omitted from944

the main paper due to space limits. These in-945

clude full per-setting single-operator results, per-946

setting efficiency diagnostics, per-setting static-947

composition results, and additional qualitative at-948

tack trajectories. These supplementary results fur-949

ther support the main findings that operator utility950

is heterogeneous, that static composition exposes951

unstable cost-quality trade-offs, and that BIRD can952

dynamically switch among lexical, contextual, and953

surface-form perturbation operators.954

Full single-operator results. Table 7 reports the955

complete per-setting results for the four single-956

operator variants on LLaMA-3-8B-Instruct and957

Mistral-7B-Instruct-v0.3. These results comple-958

ment the averaged single-operator analysis in the959

main paper and show that no operator consistently960

dominates across datasets, target models, and met-961

rics.962

Efficiency diagnostics. Table 8 reports per-963

setting successful-attack query cost and wall-clock964

execution time. Since wall-clock time is affected by965

hardware, batching, and model-serving conditions,966

we use target-model query cost as the primary ef-967

ficiency metric in the main paper. The additional968

wall-clock results are provided only as a practical969

cost reference.970

Static-composition diagnostics. Table 9 reports971

per-setting ASR for all two-operator and three-972

operator static compositions evaluated in our di-973

agnostic study. These results show that static com-974

positions can be strong, but the best manually fixed975

operator set varies across datasets and target mod- 976

els. 977

Additional qualitative trajectories. Table 10 978

provides additional attack trajectories. These ex- 979

amples illustrate that some attacks are solved by 980

a single dominant operator, while others require 981

switching among lexical, contextual, and surface- 982

form perturbations. 983

C Additional Experimental Results 984

C.1 Full Single-Operator Results 985

Discussion. The full single-operator results show 986

that operator behavior varies substantially across 987

datasets and target models. InnerSwap is often 988

the most attack-effective operator, especially on 989

StrategyQA, but it also produces much higher PPL. 990

MaskedLM tends to preserve fluency better, but 991

its ASR is usually lower than CEAttackrep and In- 992

nerSwap. Homoglyph is query-efficient, but it is 993

rarely sufficient as a standalone attack. These per- 994

setting results support the main-paper conclusion 995

that operator utility is heterogeneous and that com- 996

mitting the whole attack to one fixed operator is 997

suboptimal. 998

C.2 Per-Setting Efficiency Diagnostics 999

Discussion. Table 8 reports the per-setting 1000

cost changes relative to CEAttackrep. The 1001

cost pattern is model- and dataset-dependent. 1002

On several settings, such as LLaMA-3/SST-2, 1003

LLaMA-3/StrategyQA, Mistral-7B/StrategyQA, 1004

and DeepSeek-V4/StrategyQA, BIRD improves 1005

ASR while reducing successful-attack query cost. 1006

On AG-News, BIRD requires more successful- 1007

attack queries, suggesting that the larger label space 1008

can make adaptive exploration more expensive. 1009

Overall, these results support the main-paper con- 1010

clusion that BIRD improves attack success with 1011

moderate additional cost rather than unbounded 1012

query expansion. 1013

C.3 Static-Composition Diagnostics 1014

Discussion. Table 9 provides the per-setting ASR 1015

behind the static-composition diagnostic. The re- 1016

sults confirm that heterogeneous operators are use- 1017

ful, since many static compositions outperform the 1018

fixed CEAttackrep recipe. However, the strongest 1019

static composition varies across settings. For ex- 1020

ample, MaskedLM+InnerSwap gives the highest 1021

ASR on LLaMA-3/SST-2, LLaMA-3/StrategyQA, 1022

and Mistral-7B/SST-2, while CE+InnerSwap is 1023

strongest on LLaMA-3/AG-News and Mistral- 1024

7B/StrategyQA, and CE+MaskedLM is strongest 1025
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Algorithm 1 BIRD: Bi-Level Bandit-Driven Operator Scheduling

Input: target classifier f , input x0, operators A = {ak}Kk=1, budget B, window size W
Output: adversarial example x⋆ or failure

1: t← 0; xt ← x0; y ← f(x0); Q← 0;Hk ← ∅ for all ak ∈ A
2: while Q < B do
3: It ← Index(xt)
4: if It = ∅ then
5: return failure
6: end if
7: it ← SelectIndex(It); at ← argmaxak∈A Uk(t) ▷ upper-level scheduling
8: Ct ← at(xt, it); C̃t ← Filter(Ct) ▷ lower-level candidates
9: C̃t ← Truncate(C̃t, B −Q)

10: if C̃t = ∅ then
11: Hat ← AppendWindow(Hat , 0,W ); t← t+ 1; continue
12: end if
13: Query f on C̃t; κt ← |C̃t|; Q← Q+ κt

14: Ft ← {z ∈ C̃t | f(z) ̸= y}
15: if Ft ̸= ∅ then
16: x⋆

t ← argminz∈Ft cf (z, y)
17: xt+1 ← x⋆

t

18: rt ← R(xt, xt+1, at);Hat ← AppendWindow(Hat , rt,W )
19: return x⋆

t

20: end if
21: x̃t ← argminz∈C̃t

cf (z, y)

22: xt+1 ←

{
x̃t, cf (x̃t, y) < cf (xt, y),

xt, otherwise

23: rt ← R(xt, xt+1, at);Hat ← AppendWindow(Hat , rt,W ); xt ← xt+1; t← t+ 1
24: end while
25: return failure

Model Dataset CEAttackrep MaskedLM InnerSwap Homoglyph
ASR↑/SemSim↑/PPL↓/Avg.Q↑ ASR↑/SemSim↑/PPL↓/Avg.Q↑ ASR↑/SemSim↑/PPL↓/Avg.Q↑ ASR↑/SemSim↑/PPL↓/Avg.Q↑

LLaMA-3 SST-2 18.14 / 0.88 / 106.41 / 21.98 16.81 / 0.88 / 82.63 / 15.99 26.16 / 0.89 / 240.15 / 5.88 6.21 / 0.89 / 128.45 / 3.99
AG-News 31.41 / 0.93 / 96.56 / 42.95 17.59 / 0.94 / 90.27 / 25.42 29.35 / 0.94 / 130.37 / 6.95 17.80 / 0.94 / 114.47 / 5.69
StrategyQA 45.67 / 0.89 / 206.23 / 8.50 26.33 / 0.90 / 123.62 / 4.03 66.33 / 0.89 / 393.40 / 5.77 13.20 / 0.89 / 220.00 / 1.88

Mistral-7B SST-2 19.81 / 0.88 / 97.31 / 23.14 12.62 / 0.89 / 81.47 / 15.87 22.91 / 0.89 / 218.42 / 5.92 4.30 / 0.89 / 133.78 / 4.17
AG-News 44.49 / 0.92 / 97.76 / 43.41 30.26 / 0.94 / 78.05 / 28.03 28.07 / 0.94 / 148.49 / 6.92 19.38 / 0.94 / 109.26 / 5.68
StrategyQA 39.26 / 0.90 / 177.94 / 8.71 19.50 / 0.90 / 116.43 / 4.18 55.46 / 0.89 / 386.16 / 0.89 10.79 / 0.90 / 234.97 / 1.93

Table 7: Full per-setting single-operator results on LLaMA-3-8B-Instruct and Mistral-7B-Instruct-v0.3. Each cell
reports ASR / SemSim / PPL / Avg.Q. ASR and SemSim are higher better; PPL and Avg.Q are lower better.

Model Dataset ∆ASR ∆Succ.Q ∆Time

LLaMA-3 SST-2 +12.02 -4.46 -0:45:29
AG-News +3.98 +13.82 +3:05:47
StrategyQA +18.88 -1.50 +0:02:40

Mistral-7B SST-2 +7.98 +2.54 +0:22:27
AG-News +3.97 +13.93 +2:43:35
StrategyQA +19.91 -1.16 +0:01:53

DeepSeek-V4 SST-2 +1.00 -30.73 -6:58:05
AG-News +1.65 +13.42 +3:16:18
StrategyQA +10.60 -1.51 +0:03:30

Average LLaMA/Mistral +11.12 +3.87 +0:55:12
All settings +8.89 -6.27 +0:12:31

Table 8: Per-setting efficiency changes of BIRD over
CEAttackrep. ∆ASR is the absolute ASR gain.
∆Succ.Q and ∆Time are computed as BIRD minus
CEAttackrep, so negative values indicate lower cost.
Succ.Q is omitted when successful-attack query logs
are incomplete.

on Mistral-7B/AG-News. This setting-dependent1026

behavior illustrates why static composition is not a1027

principled replacement for adaptive scheduling: it 1028

requires selecting an operator set before the attack, 1029

and this choice may not transfer across datasets and 1030

target models. 1031

C.4 Additional Qualitative Trajectories 1032

Discussion. The additional trajectories illustrate 1033

several recurring behaviors. First, some successful 1034

attacks are mostly lexical, indicating that CEAttack- 1035

style substitution remains useful in many cases. 1036

Second, several examples require a sequence of 1037

heterogeneous edits, such as surface-form perturba- 1038

tion followed by lexical substitution or contextual 1039

replacement. Third, some operators are useful only 1040

after previous edits have moved the input to a dif- 1041

ferent attack state. These examples qualitatively 1042

support the trajectory-dependent operator utility 1043

assumed by BIRD. 1044
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Strategy #Ops LLaMA SST LLaMA AG LLaMA SQA Mistral SST Mistral AG Mistral SQA Avg.

CEAttackrep 1 18.14 31.41 45.67 19.81 44.49 39.26 33.13
BIRD adaptive 30.16 35.39 64.55 27.79 48.46 59.17 44.25

CE + MaskedLM 2 27.37 41.04 51.33 30.17 57.14 50.82 42.98
CE + InnerSwap 2 36.59 43.51 76.95 30.46 55.95 76.95 53.40
CE + Homoglyph 2 20.49 36.72 52.49 19.95 53.33 41.25 37.54
MaskedLM + InnerSwap 2 40.35 42.90 79.28 32.86 50.44 68.46 52.38
MaskedLM + Homoglyph 2 22.84 32.25 36.84 18.81 44.44 34.84 31.67
InnerSwap + Homoglyph 2 30.22 39.22 71.48 25.06 40.97 64.63 45.26

CE + MaskedLM + InnerSwap 3 31.70 44.01 72.43 28.64 51.11 68.33 49.37
CE + MaskedLM + Homoglyph 3 23.95 37.50 49.17 21.56 53.74 42.86 38.13
CE + InnerSwap + Homoglyph 3 27.78 40.00 71.52 24.11 47.79 64.71 45.99
MaskedLM + InnerSwap + Homoglyph 3 29.05 38.76 68.98 26.90 45.58 66.26 45.92

Table 9: Per-setting ASR of adaptive scheduling and static operator compositions over six settings with LLaMA-
3-8B-Instruct and Mistral-7B-Instruct-v0.3. Static combinations can achieve high ASR, but the best manually
specified operator set varies across settings.

Target / Dataset Original fragment Operator trajectory Key edits Outcome

LLaMA-3 / SST-2 sade is an engaging look ... fiercely atheistic hero Homoglyph→ CEAttack→ CEAttack
look→ [hg]look;
engaging→ participate;
fiercely→ vehemently

prediction flips to negative

LLaMA-3 / SST-2 the primitive force of this film ... collective memory ... InnerSwap→ CEAttack→MaskedLM→ InnerSwap

reorder phrase;
vast→ gargantuan;
seems→ seem;
reorder phrase

prediction flips to negative

LLaMA-3 / SST-2 about a manga-like heroine ... energetic and satisfying ... CEAttack→ InnerSwap→MaskedLM→ CEAttack

energetic→ forceful;
reorder psychological/satisfying;
manga-like→ tormented;
deep→ profound

prediction flips to negative

LLaMA-3 / SST-2 something akin to a Japanese Alice ... far more seriously CEAttack→ CEAttack→ CEAttack
akin→ equivalent;
take→ pick;
seriously→ profoundly

prediction flips to negative

LLaMA-3 / SST-2 nicks, seemingly uncertain ... runs the gamut ... MaskedLM→MaskedLM→MaskedLM
runs→ run;
people→ men;
seemingly→ apparently

prediction flips to positive

DeepSeek-V4 / SST-2 the acting, costumes, music, cinematography and sound ... InnerSwap→ Homoglyph→ CEAttack→ CEAttack

reorder acting/given;
astounding→ [hg]astounding;
austere→ stiff;
sound→ audio

prediction flips to negative

Table 10: Additional qualitative attack trajectories. The table summarizes representative successful cases showing
different operator-switching patterns. Only the key edits are shown for readability; full perturbed texts are omitted.

D Limitations of Current Evaluation1045

The current evaluation focuses on black-box classi-1046

fication attacks with elicited confidence feedback.1047

Although we evaluate multiple datasets and target1048

models, the experiments do not exhaust all possible1049

LLM tasks or downstream safety systems. In ad-1050

dition, after-attack PPL increases in some settings,1051

especially when stronger surface-form perturba-1052

tions are selected. Future work can further evaluate1053

human-perceived fluency, label preservation with1054

human annotation, query-budget curves under dif-1055

ferent budgets, and sensitivity to scheduler hyper-1056

parameters such as the UCB exploration coefficient1057

and sliding-window size. These analyses would1058

provide a more complete picture of the cost-quality1059

frontier of adaptive operator scheduling.1060

E Prompts1061

Figure 3 shows the prompt we use to first perform1062

a prediction on x=‘text’ and then elicit confidence1063

following CEAttack (Formento et al., 2025). This1064

prompt is a combination of methods from (Lin1065

et al.), where verbal confidence is utilized, and1066

(Tian et al., 2023b), where a two-shot approach is1067

used for confidence elicitation. 1068

F Further Implementation Details 1069

We use 8 NVIDIA A100-80GB GPUs for our 1070

testing, every test can be conducted on only 1 1071

A100GPU. For our tests we perturb 500 samples 1072

on 1 A100 GPU with 80GB of memory. 1073

G Experimental Setup Details 1074

G.1 Datasets, tasks and models 1075

We conducted our confidence elicitation attacks on 1076

Meta-Llama-3-8B-Instruct (Touvron et al., 2023) 1077

and Mistral-7B-Instruct-v0.2 (Jiang et al., 2023) 1078

while performing classification on two common 1079

datasets to evaluate adversarial robustness: SST-2 1080

(Socher et al., 2013), AG-News (Zhang et al., 2015) 1081

and one modern dataset: StrategyQA (Geva et al., 1082

2021). 1083

G.2 Evaluation metrics 1084

We utilize the evaluation framework previously pro- 1085

posed in (Morris et al., 2020), where an evalua- 1086

tion set is perturbed, and we record the following 1087

data from the Total Attacked Samples (TAS) set: 1088

Number of Successful Attacks (Nsucc−atk), Num- 1089
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Prediction Prompt

f"""{self.start_prompt_header}
Provide your k best guess for the following text (positive, negative).
Give ONLY the guesses, no other words or explanation.
For example:
Guesses: (most likely guesses, either positive or negative; not a complete sentence, just the

guesses!↪→
Separated by a comma, for example [Negative, Positive, Positive, Negative ... xk])

The text is:{text}
Guesses:
{self.end_prompt_footer}"""

Confidence Elicitation Prompt

f"""{self.start_prompt_header}
You're a model that needs to give the confidence of answers being correct.
The previous prompt was:
Provide your k best guesses for the following text (positive, negative).
Give ONLY the guesses, no other words or explanation.
For example:

Guesses: (most likely guess, either positive or negative; not a complete sentence, just the
guesses!)↪→

The text is:{text}
the guesses were: {guesses_output},
given these guesses provide the verbal confidences that your guesses are correct.
Give ONLY the verbal confidences, no other words or explanation.
For example:
Confidences: (the confidences, from either (Highest, High, Medium, Low, Lowest) that your

guesses are correct,↪→

without any extra commentary whatsoever, for example [Highest, High, Medium, Low, Lowest ...];
just the confidence! Separated by a comma
Confidences:
{self.end_prompt_footer}"""

Figure 3: An example of the Verb. 2S top-k prompting technique. The first prompt generates answers, ŷ, through
the model fθ. These answers are then passed to the Confidence Elicitation Prompt as the variable guesses_output.
The second prompt is passed through fθ to generate the verbal confidence, pC . The variable text is the sample
under analysis, while start_prompt_header and end_prompt_footer are the model’s formatting tokens. Here
we strictly adhere to the setup described in CEAttack (Formento et al., 2025).

ber of Failed Attacks (Nfail−atk), and Number of1090

Skipped Attacks (Nskp−atk). We utilize these val-1091

ues to record the following metrics. Clean accu-1092

racy/Base accuracy/Original accuracy, which of-1093

fers a measure of the model’s performance during1094

normal inference. After attack accuracy/Accuracy1095

under attack (Aaft−atk =
Nfail−atk

TAS ) or (AUA), is1096

critical, representing how effectively the attacker1097

deceives the model across the dataset. Similarly,1098

the After success rate (Asucc−rte =
Nsucc−atk

TAS−Nskp−atk
)1099

or (ASR) excludes previously misclassified sam-1100

ples. The paper also considers the Semantic sim-1101

ilarity/SemSim, an automatic similarity index, as1102

modeled by dϵ (Cer et al., 2018). We compare1103

the original perplexity with the new perturbed sam-1104

ple’s perplexity, calculated using a GPT-2 model. A 1105

higher perplexity indicates that the example is less 1106

natural and fluent to the language model. Queries 1107

denotes the number of model calls for inference. 1108

We subdivide this metric into two categories: All 1109

Att Queries Avg and Succ Att Queries Avg. The lat- 1110

ter records the queries for successful attacks only, 1111

while the former includes all queries. Addition- 1112

ally, we track the duration of the attack process to 1113

perturb all the samples under Total Attack Time. 1114
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