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Abstract

Warning: this paper contains expressions that
may offend the readers.

Offensive language detection is an important
task for filtering out abusive expressions and
improving online user experiences. However,
malicious users often attempt to avoid filtering
systems through the involvement of textual
noises. In this paper, we propose these evasions
as user-intended adversarial attacks that insert
special symbols or leverage the distinctive
features of the Korean language. Furthermore,
we introduce simple yet effective pooling
strategies in a layer-wise manner to defend
against the proposed attacks, focusing on the
preceding layers not just the last layer to cap-
ture both offensiveness and token embeddings.
We demonstrate that these pooling strategies
are more robust to performance degradation
even when the attack rate is increased, without
training of such patterns. Notably, we found
that models pre-trained on clean texts could
achieve a performance in detecting attacked
offensive language, comparable to models
pre-trained on noisy texts by utilizing these
pooling strategies.

1 Introduction

As the internet becomes an important part of our
lives, the prevalence of offensive language on on-
line platforms, particularly social media, has be-
come a serious concern (Zampieri et al., 2019).
Deep learning models for filtering offensive lan-
guages have been proposed to address this problem.
However, malicious users have consistently found
ways to avoid them. One such way is the deliberate
insertion of additional typographical errors or sub-
stitution of certain characters with visually similar
alternatives (Wu et al., 2018; Kurita et al., 2019).
Despite numerous studies on this phenomenon
in English, there has been a comparatively limited
exploration in Korean, which is a low-resource lan-
guage characterized by distinct linguistic features

(Kim et al., 2021a; Sahoo et al., 2023). As the
Korean communities also suffer from the use of
abusive language and cyberbullying (Jun, 2020; Yi
and Cha, 2020; Saengprang and Gadavanij, 2021;
McCurry, 2022), it is desirable to investigate the
evasion tactics employed by malicious users and
to formulate them. While recent studies have dis-
cussed how to avoid offensive language detection
(Ahn and Egorova, 2021; Cho and Kim, 2021; Kim
et al., 2021c), their definitions are ambiguous, and
no clear solutions have been proposed to defend
against the evasions.

In this paper, we propose the evasion methods
as user-intended adversarial attacks and incorpo-
rate them into offensive language from the per-
spective of malicious users. Our proposed attacks
are grounded in prevalent forms that can be found
in offensive language online, and reflect the dis-
tinct features of Korean language, wherein a single
character can be further subdivided (Song, 2006).
When we tested the proposed attacks on the exist-
ing models for offensive language detection, the
results revealed that the performance declines as
the ratio of the proposed attacks increases.

Furthermore, we introduce simple yet effective
pooling strategies in a layer-wise manner to de-
fend against the proposed attacks. Motivated by the
exploration of the impact of each layer in a pre-
trained language model (Jawahar et al., 2019; Oh
etal., 2022), we selectively integrate useful features
for the attacked offensive language across all layers.
The attacked texts have some changes in the tokens
used, differing from the original texts. Therefore,
we implement pooling strategies to ensure that the
model captures not only high-level features but also
low-level features, which are related to offensive-
ness and token embeddings, respectively. This sim-
ple modification enriches the understanding of the
attacked offensive language, enhancing the robust-
ness of the model against user-intended adversarial
attacks without training of such patterns.



The contributions of our study are as follows:

* We propose user-intended adversarial attacks
that are often associated with offensive lan-
guage online from the perspective of mali-
cious users. These attacks are directly per-
formed by inserting special symbols or lever-
aging the distinctive features of the Korean
language.

* We introduce the pooling strategies in a layer-
wise manner to selectively utilize all layers
rather than just the last layer. This approach
achieves a notable performance when utilized
to a model pre-trained on clean texts, without
training of the proposed attacks.

* We demonstrate the effectiveness of layer-
wise first pooling and max pooling by assign-
ing distinct weights to each layer and utilizing
them to the model depending on the nature
of the pre-trained texts when user-adversarial
attacks are involved in offensive language.

2 Related Work
2.1 Adversarial Attacks

Adversarial attacks involve perturbed input data
that confuses the model. In contrast, a situation
in which the model consistently predicts well re-
gardless of the nature of input data is referred to
as defending (Goyal et al., 2023). Previous studies
have explored this based on word-level substitu-
tions (Ren et al., 2019; Jin et al., 2020), and others
also have explored them on character-level. We
propose adversarial attacks that utilize not only
character-level but also smaller-scale alternations
tailored to the features of Korean language. Such
attacks are commonly observed in the context of
offensive languages in various online communities
(Ahn and Egorova, 2021; Cho and Kim, 2021).
TextBugger (Li et al., 2019) is an early study that
focused on character-level alternations, such as re-
placing characters with visually similar ones (e.g.
replacing the alphabet ‘0’ with the number ‘0).
Other studies have suggested simple leetspeaks that
employ symbols that resemble the alphabet (Aggar-
wal and Zesch, 2022), or adversarial attacks that are
not easily detected visually, such as transforming
Latin characters into similar-looking Cyrillic char-
acters (Wolff and Wolff, 2020). Although several
studies also have explored visually undetectable
attacks (Kim et al., 2021b; Boucher et al., 2022;

Bajaj and Vishwakarma, 2023), we utilize a more
realistic attack scenario that can occur online from
the perspective of malicious users.

2.2 Korean Offensive Language Datasets

Owing to the increasing demand for online con-
tent in Korean language and the growing threats
of cyberbullying, previous studies have introduced
offensive language datasets collecting comments
from diverse resources such as online news, com-
munities, and YouTube.

BEEP! (Moon et al., 2020) was a pioneering
study that utilizes hate speech prevalent in news
comments. KoLLD (Jeong et al., 2022) and K-MHaS
(Lee et al., 2022) specified the target group of the
offensive language. Subsequently, KODOLI (Park
et al., 2023b) provided labels that refine the de-
gree of offensiveness, and built upon these efforts,
K-HATERS (Park et al., 2023a) was built to incor-
porate the strengths of the preceding datasets.

Although numerous datasets have been proposed,
there is still a lack of definition for adversarial
attacks that are frequently involved in offensive
language, and how to defend against them. In this
study, we focus on introducing pooling strategies
for defending against these attacks, without directly
using attacked texts during the training stage.

3 Method
3.1 User-Intended Adversarial Attacks

We present adversarial attacks designed to target
offensive languages from the perspective of mali-
cious users. By referring to existing offensive lan-
guage datasets, we define frequently occurring at-
tack types. These attacks are categorized into three
groups: INSERT, COPY, and DECOMPOSE. Exam-
ples of each attack type are listed in Table 1.

User-Intended
Adversarial Attacks
original text
INSERT_zz
INSERT_space
INSERT_special

Text Examples

2 7] Z-2 (such a trash)
E= =m0 2o

2 7] g2

Z@e)|7] 22

CoPY_initial &7 &2
CoPY_middle of7] &2
CoPY_final »d7] 7HE

DECOMPOSE_final
DECOMPOSE_all

7] 7he 2
w_#7] e

Table 1: Text examples of user-intended adversarial at-
tacks with three categories: INSERT, COPY, and DE-
COMPOSE. There are various attacks that involve special
symbols or exploit the distinctive features of Korean.



First, INSERT involves adding incomplete Ko-
rean character forms, which are often used online
without significant meaning. For example, ‘= =’
(equivalent ‘LOL’ in English) is a commonly used
and somewhat meaningless string frequently used
in online communications. In this case, INSERT_zz
is performed by inserting the string at a specific lo-
cation within the word, as in real situations. Other
types of INSERT also include unnecessary spaces
or special symbols.

The following two types of user-intended adver-
sarial attacks take advantage of the distinct features
of the Korean language. A single character must
have an initial sound, a middle sound, and an op-
tional final sound (Song, 2006). For example, in the
expression ‘229 7] -2’ in Table 1, the character
‘2%’ has only the initial and middle sounds, whereas
the character ‘72’ has all three sounds.

Second, COPY utilizes the distinctive features,
copying one of the three sounds from the selected
character to the other character. For example, the
character ‘]’ from the expression ‘2*d|7| Z-&’
has the initial and middle sounds of ‘&’ and * 1]’.
In this case, COPY_initial is performed by copy-
ing the initial sound of that character ‘&’ to the
final sound of the preceding character ‘2~’. Con-
sequently, ‘**’ is transformed into ‘&, thus, the
attacked expression will be ‘&d]|7] 2.

Finally, DECOMPOSE also utilizes the unique
characteristics, isolating the final sound of the se-
lected character or breaking down the character
itself. For example, the single character ‘2’ from
the expression ‘2#|7] Z-2’ has the initial and
middle sounds of ‘#” and ‘__’. In this case, DE-
COMPOSE_all is performed by breaking down the
character, resulting in the sounds being indepen-
dent of that character. Consequently, ‘*’ is trans-
formed into ‘s __’, thus, the attacked expression
will be ‘» _¥|7] Z+2’. Further details and ex-
amples of all user-intended adversarial attacks are
provided in Appendix A.

3.2 Layer-Wise Pooling Strategies

In standard text classification tasks, pre-trained
models such as BERT are fined-tuned to the target
domain. This is based on the assumption that the
[C'LS] token from the last layer effectively captures
the sentence representation (Devlin et al., 2018).
However, when we tested from the assessment of
the existing models, we found that they lost the
consistency of prediction for the proposed attacks.

User-Intended
Adversarial Attacks
original text
INSERT_zz
INSERT_space
INSERT_special
CoPY_initial
Cory_middle
CopryY_final
DECOMPOSE_final
DECOMPOSE_all

Tokenized Examples

2|71, Z, ##-Z (such a trash)
[UNK], Z, #-&

2 H), #7), 1 S

2, @, ), #7], 4, #H

&, #e)|7], 2, #2

2&, ###e, ##0l), ##7], T, ##E
2|71, 7}, #HE

27, 7}, #e S
[UNK], Z, #-&

Table 2: Tokenized examples of user-intended adversar-
ial attacks. Although the texts have the same meaning,
the tokens are represented differently.

When using perturbed text to a model, the tok-
enization results differ from those of the original
text, as shown in Table 2. By involving special
symbols or exploiting the distinctive features of
Korean, we observed that even if the text had the
same meaning to human readers, the tokenized out-
puts differed significantly. Therefore, we did not
rely on the information only from the last layer,
but utilized the preceding layers, which focus more
on token embeddings (Ma et al., 2019). This also
reflects the previous finding that meaningful infor-
mation for a certain task can be captured in the
preceding layers (Oh et al., 2022).

We extend pooling strategies in a layer-wise man-
ner, allowing us the flexibility to utilize text rep-
resentations from all layers. Denoting the [C'LS]
token of the Nth layer as héls we introduce four
strategies that optionally consider the [C'LS] to-
kens from all the layers h$'s, ..., hf\lfs.

Mean, Max Pooling: We apply mean pooling
utilizing the L' norm, which averages all [C'LS] to-
kens from all the layers, and max pooling utilizing
the L°° norm, which takes a max-over-time opera-
tion on the values corresponding to each dimension
from all [C'LS] tokens.

When the dimension of [C'LS] token is M, and
all the values of jth dimension of [C'LS] tokens
from all the layers are concatenated and denoted
by hill, these two poolings are defined as follows:

P00l pean = mean(hﬁls, s hf\lfs), (D

POl ar = max(h}lll), ...,ma:c(h%), 2)

Weighted Pooling: We apply weighted pooling
utilizing a learnable parameter that determines the
importance of each layer. Through adaptive incor-
poration of the layers, we train weights that selec-
tively capture both offensiveness and token embed-
dings, initializing all weights to zero.
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Figure 1: Layer-wise pooling strategies that selectively
use [C'LS] tokens from all layers. From the upper left,
there are mean, max, weighted, and first pooling.

When the w; represents the weight of each
layer and «; represents its softmax distribution,
the weighted pooling is defined as follows:

N

pOOlweighted = Z aihqusu (3)
=1

First Pooling: We apply first pooling utilizing
[C'LS] token from the first layer. Rather than con-
sidering all the layers, we focus on leveraging in-
formation from layers directly associated with of-
fensiveness and token embeddings.

pool pirst = RS + RS, 4)

The layer-wise pooling strategies described
above are illustrated in Figure 1. We conducted
experiments to verify the robustness of these strate-
gies for detecting offensive languages that reflect
user-intended adversarial attacks.

4 Experiment

4.1 Datasets

We collect both the KoLLD (Jeong et al., 2022) and
K-HATERS (Park et al., 2023a) datasets and divide
them into train, validation, and test sets by strati-
fying their labels. We randomly shuffle and split
them into the ratio of 8:1:1. We set the attack rates
into 30%, 60%, and 90%, corrupting a portion of
the words in a sentence. The attacks were only ap-
plied to the test set to evaluate the robustness of the
model against user-intended adversarial attacks.

4.2 Baselines

We experiment the effectiveness of the layer-wise
pooling strategies with the baselines, which are
presented below. The experimental details includ-
ing hyperparameters and metrics are reported in
Appendix B.

* BiLSTM: This model addresses the long-term
dependency problem of RNN by remember-
ing only the information in need (Schuster
and Paliwal, 1997). It was built bidirectionally
by stacking two LSTMs, and the forward and
backward [C'LS] tokens from the last layer
were combined and passed through the classi-
fication layer.

* BiGRU: This model is derived from the Bil-
STM and further evolved by reducing the
training parameters through the selective uti-
lization of gates (Cho et al., 2014). Its config-
urations are the same as BiILSTM.

e BERT ;jcqn: This model follows the BERT
(Devlin et al., 2018) structure, which is built
on a self-attention mechanism with masked
language modeling. It was pre-trained on pre-
processed texts in Korean (Park et al., 2021).
The [C'LS] token from the last layer is passed
through the classification layer.

e BERT,,ise: This model also follows the
BERT structure, but it is pre-trained on noisy
texts in Korean, such as online comments
(Lee, 2020). Its configurations are the same as
BERT ¢jean-

* Ensembley, 4, Ensemble,, r;: These models
utilize both the BERT .., and BERT,,;sc,
employing voting methods from ensemble
techniques. Hard voting is conducted through
a majority vote, but soft voting occurs in the
cases of tied votes. Soft voting averages the
prediction probabilities of each model.

5 Discussion

5.1 Experimental Results

The performances of the models when exposed to
user-intended adversarial attacks are presented in
Table 3. Each of the best performances from the
layer-wise pooling strategies and the baselines in
the original, and 30%, 60%, and 90% attacked are
highlighted in bold.



Model Original 30% Attacked 60% Attacked 90% Attacked

P R Fl P R Fl | Aatk | P R Fl | Aatk P R Fl | Aatk
BILSTM 7183 68.80 69.81 | 70.84 06623 67.38 | -3.48% | 6397 62.82 63.67 | -8.79% | 6932 61.64 62.25 | -10.82%
BiGRU 7132 6571 6691 | 7040 6332 64.26 | -3.96% | 68.84 6031 60.52 | 9.55% | 68.05 58.83 58.48 | -12.59%
BERT oan 7981 7779 78.64 | 7951 7335 75.19 | -4.38% | 77.74 6638 67.96 | -13.58% | 76.14 6201 62.44 | -20.60%
BERT qjoqn + mean 7857 79.06 7901 | 7941 7397 75.70 | 4.18% | 77.15 6697 68.62 | -13.15% | 7490 6245 63.09 | -20.14%
BERT ;jcqn + max 7851 78.81 78.65 | 1847 74.03 7554 | -3.95% | 7780 66.66 6829 | -13.17% | 7619 6151 61.72 | -21.52%
BERT joqn + weighted | 79.93 7850 79.14 | 79.19 73.70 7543 | 4.68% | 7714 67.62 69.33 | -12.39% | 7544 63.66 64.85 | -18.05%
BERT joqn + first 7905 7937 7921 | 7889 75.85 77.02 | -2.76% | 7758 6938 7121 | -10.09% | 76.08 6433 6549 | -17.32%
BERT 0700 80.64 78.88 79.64 | 80.67 7542 77.17 | -3.10% | 78.44 6942 7133 | -10.43% | 7646 6555 66.96 | -15.92%
fé‘g;“;jfx’;’BERTmﬁ) 81.63 79.42 8036 | 81.57 7503 77.04 | -4.13% | 8047 68.60 70.60 | -12.14% | 78.68 64.24 6535 | -18.67%
Ensemble,y¢ 81.52 79.53 8038 | 81.54 7529 77.25 | -3.89% | 8027 68.86 70.87 | -11.83% | 7847 64.42 6558 | -18.41%
(BERT jcan + BERTpise)

Table 3: Experimental results of offensive language detection when a certain ratio of user-intended adversarial
attacks are involved. P, R, and F1 represent macro precision, recall, and f1-score, respectively. Aatk represents the
performance drop in the f1-score as the attacks are involved in the same model.

We observed that the BERT-based models con-
sistently outperformed RNN-based models in terms
of the f1-score across all attack rates. Under origi-
nal and 30% attacked, employing multiple BERT
models with soft voting yielded the best scores,
achieving fl-scores of 80.38 and 77.25. As the
attack rates increased to 60% and 90%, using a
single model pre-trained on noisy texts rather than
ensemble models proved to be the most effective,
achieving f1 scores of 71.33 and 66.96.

However, ensemble models require twice com-
putational resources for both training and inference
stages compared to a single model. In the case
of BERT,,,;s¢, a large amount of noisy texts is re-
quired, raising concerns regarding its adaptability
when inference with attacked input types is not
encountered during the pre-training stage.

When applying layer-wise pooling strategies to
BERT ¢4, we found that the performances were
improved in almost all attack rates compared to
their absence. They only need to train an additional
one-dimensional parameter equal to the size of all
layers (e.g. 12 for BERT-based models), or no pa-
rameters are required. Furthermore, they are robust
as the attack rate increases compared to models
with no pooling strategies.

The average performances when exposed to user-
intended adversarial attacks across all attack rates
are presented in Table 4. All layer-wise pooling
strategies exhibited robustness against attacks com-
pared to their absence, except for BERT e +
max, which exhibited a slight performance drop.
Moreover, even BERT .., + first, which only
incorporates information from the first layer with-
out any parameters or training noisy texts, showed
comparable performance to BERT,,;s. across all
attack rates that were pre-trained on noisy texts.

Average

Model FT Atk
BiLSTM 64.43 | -7.69%
BiGRU 61.08 | -8.70%
BERT cican 68.52 | -12.85%
BERT jcarn + mean 69.13 | -12.49%
BERT cjcan + maz 68.51 | -12.88%
BERT cican + weighted 69.86 | -11.70%
BERT cican + first 71.24 | -10.05%
BERTno'Lse 71.82 -981%
Ensembley, q.-q
(BERT.1on + BERT,0isc) 70.99 | -11.64%
Ensembles, ¢+
(BERTdmf BERT, .. | 1123 | 1137%

Table 4: Average from the experimental results of of-
fensive language detection when a certain ratio of user-
intended adversarial attacks are involved.

5.2 Focus on Performance Drop

The degree to which the fl-scores of the models
decreased with the attack rates is shown in Figure
2. We observed that, with the inclusion of attacks,
all models failed to maintain their original perfor-
mance, falling within a specific range. Particularly,
the performance decreased from -2% to -4% for
30% attacked, -8% to -12% for 60% attacked, and
-10% to -21% for 90% attacked.

We found that BiSLTM exhibited relatively mod-
est performance degradation across the models. De-
spite the modest decrease in performance, the of-
fensive language detection performances of RNN-
based models were not as good as that of the BERT-
based models because of the limitations of the
RNN-based models themselves.

Among the BERT-based models, BERT ¢4,
which was pre-trained on clean texts, exhibited
the largest performance degradation. However,
BERT e, + first, which applied a simple layer-
wise pooling strategy to the model, successfully



mitigated performance degradation by 1.62, 3.49,
and 3.28 at each attack rate, respectively, achieving
an average performance degradation of 2.79.

These results are similar to those of BERT,, ;e
and Ensemble,r;, which used the model pre-
trained on noisy texts. At attack rates of 30% and
60%, the model with the first pooling exhibited the
lowest performance drop, and at 90%), its degrada-
tion was higher than that of BERT),,,;s. but lower
than that of Ensemble,,;. Therefore, we found
that the model pre-trained on clean texts with a
simple pooling strategy can achieve a certain level
of performance, or even be more robust compared
to the model pre-trained on noisy texts in defending
against user-intended adversarial attacks.

-2.5

-5.0 30% attacked

—f#— 60% attacked

=~ 90% attacked

4/‘\

N

BERTcean BERT(jean + first BERThoise Ensemblegoft
(BERTciean + BERThoise)
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-10.0
-12.5
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T

—-20.0

BiLSTM

models

Figure 2: Degree to which the fl-scores of the models
decrease with the attack rates. We selected several base-
line models and BERT ¢4, + first for the comparison.

5.3 Focus on Layer Weights

We focused on the observation that when perturbed
text with the proposed attacks is used as an input,
the tokenization results eventually differed from
the original text. Therefore, we leveraged infor-
mation from the preceding layers not just the last
layer. Consequently, the first pooling achieved the
best performance among the layer-wise pooling
strategies, and its performance was nearly equiv-
alent to that of BERT),,,;sc which was pre-trained
on noisy texts, despite the absence of explicitly
training noisy texts in pre-training stage.
Additionally, we conducted experiments to de-
termine whether useful information could be cap-

| /
—— down-up
up-down

initialized weight
o

1 2 3 4 5 6 7 8 9
layers

10 11 12

Figure 3: Initialized weights for each of the down-up
and up-down poolings. Each strategy shares the shape
of a cosine function but varies in the range on the x-axis
depending on the layers to be focused.

tured not only in the first and last layer, but also in
the layers close to these two layers of the model.
We hypothesized that layers close to the last layer
would capture the offensiveness that determine the
text representations, whereas layers close to the
first layer would capture the token embeddings that
determine the degree to which a sentence contains
textual attacks. We set all weights to zero in the
experiment in Table 3, however, in this experiment,
we assigned distinct weights to all layers.

We assigned relatively high weights to the layers
close to the last and first layers, while assigning
low weights to the middle layers. This strategy is
referred to as down-up pooling, as its graph moves
down then up. In contrast, we assigned relatively
low weights to the layers close to the last and first
layers, while assigning high weights to the mid-
dle layers. This strategy is referred to as up-down
pooling, as its graph moves up then down.

The weights for the down-up and up-down pool-
ings are shown in Figure 3. The green line at the
cosine function within the range [0, 27] represents
the initial weights for down-up pooling, whereas
the pink line at the cosine function within the range
[, 3] represents that of the up-down pooling.

The performances of the models for the distinct
layer weights are presented in Table 5. Down-up
pooling outperformed for all attack rates than the
up-down pooling and exhibited robustness for per-
formance degradation. This demonstrates that it is

Model Original 30% Attacked 60% Attacked 90% Attacked
P R F1 P R Fl1 Aatk P R Fl1 Aatk P R Fl1 Aatk
BERT gjcan 79.81 77779 78.64 | 79.51 7335 75.19 | -4.38% | 77714 6638 67.96 | -13.58% | 76.14 62.01 62.44 | -20.60%
BERT jjcqn + down —up | 79.80 77.64 7855 | 80.02 73.05 75.02 | -449% | 77.20 6570 67.15 | -14.51% | 76.61 61.84 62.19 | -20.82%
BERT jjcqn + up — down | 80.35 77.10 7836 | 79.95 71.67 7373 | -590% | 78.59 6528 66.67 | -1491% | 76.81 60.87 60.81 | -22.39%
BERT jeqn + first 79.05 7937 79.21 | 7889 7585 77.02 | -2.76% | 77.58 69.38 71.21 | -10.09% | 76.08 64.33 65.49 | -17.32%

Table 5: Experimental results of offensive language detection when using down-up and up-down pooling strategies.
They are initialized along with the cosine function, assigning distinct weights to the layers depending on whether

they focus more on offensiveness and token embeddings.



Model Original 30% Attacked 60% Attacked 90% Attacked
P R Fl1 P R F1 Aatk P R F1 Aatk P R F1 Aatk
BERT ¢, 7981 77.79 718.64 | 79.51 7335 75.19 | -4.38% | 71.74 6638 67.96 | -13.58% | 76.14 62.01 62.44 | -20.60%
BERT ¢q, + mean 78.57 79.06 79.01 | 79.41 7397 7570 | -4.18% | 77.15 6697 68.62 | -13.15% | 74.90 6245 63.09 | -20.14%
BERT ycq, + max 78.51 78.81 78.65 | 78.47 74.03 7554 | -3.95% | 77.80 66.66 68.29 | -13.17% | 76.79 61.51 61.72 | -21.52%
BERT (eqn + weighted | 79.93  78.50 79.14 | 79.19 7370 75.43 | -4.68% | 77.14 67.62 69.33 | -12.39% | 7544 63.66 64.85 | -18.05%
BERT cqr, + first 79.05 7937 79.21 | 7889 75.85 77.02 | -2.76% | 77.58 69.38 71.21 | -10.09% | 76.08 64.33 65.49 | -17.32%
BERT ¢ 80.64 78.88 79.64 | 80.67 7542 77.17 | -3.10% | 78.44 69.42 71.33 | -1043% | 7646 6555 66.96 | -15.92%
BERT,,ysc + mean 81.59 77.73 79.18 | 80.81 73.79 75.82 | -4.24% | 7835 68.32 70.17 | -11.37% | 75.89 65.54 66.94 | -15.45%
BERT,,isc + max 80.72 79.81 80.23 | 79.68 76.29 77.57 | -3.31% | 77.46 72.00 73.64 | -8.21% | 74.82 69.60 71.06 | -11.42%
BERT,,isc + weighted | 81.31 78.06 79.34 | 80.71 75.10 7691 | -3.06% | 77.73 69.73 71.57 | -9.79% 75.13  66.77 68.29 | -13.92%
BERT 05 + first 81.62 77.63 79.12 | 80.36 75.04 76.79 | -2.94% | 78.04 71.48 7328 | -7.38% | 74.87 69.15 70.66 | -10.69%

Table 6: Experimental results of offensive language detection when using layer-wise pooling strategies to the
BERT ¢4, and BERT,, ;.. The two models differ in whether the texts used for pre-training have been preprocessed.

more important to weigh the layers close to the last
and first layers than those of the middle for offen-
sive languages, including user-intended adversarial
attacks. In summary, the strategy that focuses on
layers capable of capturing offensiveness and token
embeddings yields a better performance.
Nevertheless, neither of these pooling strategies
performed as well as the BERT ¢, or the model
that utilized the first pooling. This indicates that
while information close to the last and first lay-
ers can be beneficial, there are some layers among
them that hinder the performance of the model, re-
vealing that only the last and first layers are the
most helpful layers when detecting offensive lan-
guage with user-intended adversarial attacks.

5.4 Beyond the Limits:
Layer-Wise Pooling Strategies
with Pre-trained Models on Noisy Texts

We showed that the application of layer-wise pool-
ing strategies to the model without training on noisy
texts allows us to achieve a performance close to
that of the model pre-trained on noisy texts. We also
conducted experiments to assess how robust the
model pre-trained on noisy texts is when layer-wise
pooling strategies are applied to defend against the
proposed attacks.

The performances of the layer-wise pooling
strategies for both BERT ., and BERT,,,;s¢ are
presented in Table 6. When compared under the
same pooling, the scores from the model pre-
trained on noisy texts always performed better. In
BERT 4, the first pooling, which incorporates
information from the first layer, performed well on
the detection metrics and was robust against per-
formance degradation. Conversely, in BERT,,,;se,
first pooling only performed well on the detection
metrics, but the strategy exhibiting more robustness
to performance degradation was max pooling.

In the case of BERT.,., because it did not
directly utilize noisy texts during the training
stage, first pooling performed well, which focuses
most on offensiveness and token embeddings from
the sentence. However, in the case of BERT,,,;se,
where noisy texts were pre-trained into the model
weights before the application of pooling strate-
gies, max pooling proved to be the most effective
on detection metrics by selecting prominent fea-
tures among the information to predict the labels
invariant to small changes or disturbances.

The average performances using max pooling
and first pooling, which had the most impact on
each model are presented in Table 7. For the model
BERT ., pre-trained on clean texts, first pool-
ing improved the f1-score by 2.72 and prevented
a performance degradation of 2.8%. In contrast,
the model BERT),,;s. pre-trained on noisy texts
improved its fl-score by 2.62 with max pooling,
reaching a relatively high score of 74.08. The per-
formances of these pooling strategies are remark-
able considering that they do not require additional
parameters or training on noisy texts.

Average

Model FI Aatk
BERT .jcan 68.52 | -12.85%
BERT ¢ieqn + mazx 68.51 | -12.88%
BERT jcan + first 71.24 | -10.05%
BERT . 0ise 71.82 | -9.81%
BERT »ise + max 74.08 | -7.64%
BERT ,0ise + first 73.57 | -7.00%
Ensembleyqrq
(BERTclean + BERTnoise) 70.99 -11.64%
Ensemble,, ¢
(BERTclean + BERTno'Lse) 71.23 -11.37%

Table 7: Average from the experimental results of offen-
sive language detection when using max pooling and
first pooling to the BERT ;¢4 and BERT,, ;5 in com-
parison to other models which exhibited the high scores.



6 Conclusion

We propose user-intended adversarial attacks that
occur frequently in offensive languages online from
the perspective of malicious users. We categorize
them into three types: INSERT, COPY, and DE-
COMPOSE, which add special symbols or exploit
the distinct features of the Korean language. The
involvement of attacks significantly affects the tok-
enization results from the original text.

To address the proposed attacks, we extend the
pooling strategies in a layer-wise manner. This
extension utilizes not only the last layer, which
focuses on offensiveness, but also the preceding
layers, which focus more on token embeddings.
We test these pooling strategies for the proposed
attacks to various attack rates. The experimental
results indicate that first pooling is robust to the
proposed attacks and can even achieve a perfor-
mance comparable to that of models pre-trained
on noisy texts when applied to models pre-trained
on clean texts. We experimentally demonstrate that
the last and first layers, rather than the middle lay-
ers, can be effectively employed to detect offensive
languages that reflect the proposed attacks.

Furthermore, we test the extent to which the
introduced pooling strategies could handle the pro-
posed attacks. We observe that the first pooling and
max pooling are the most robust, depending on the
nature of the texts used for pre-training. It is note-
worthy that these strategies, without the explicit
training of additional parameters or noisy texts, can
effectively defend against user-intended adversarial
attacks.

Limitations

Despite our efforts to define diverse types of adver-
sarial attacks, there is room for undefined attacks
from real-world situations, which may have an un-
expected impact on the model performance. Addi-
tionally, although we used language-independent
attacks such as inserting special symbols, most of
the proposed attacks were based on the charac-
teristics of the Korean language. Therefore, it is
necessary to determine whether layer-wise pool-
ing strategies can effectively handle offensive ex-
pressions written in other languages for broader
applications.

Ethics Statement

Given our use of offensive representations to de-
scribe the proposed attacks, we have included a

disclaimer at the beginning of this paper. From the
existing offensive language datasets, potential bi-
ases regarding race, gender, political issues, and
other factors might have been inherent in our exper-
iments. This should be considered when developing
our research or expanding it to other languages.
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A The Proposed Attacks Details

A.1 INSERT

We employed three INSERT types by inserting spe-
cial symbols that are not complete characters. The
detailed methods and examples are as follows:

* INSERT_zz: We randomly added between 2~5
sounds of ‘=’ to the word, which means the
equivalent of ‘LOL’ in English (on the key-
board, the sound ‘ =7’ corresponds to the alpha-
bet ‘z’). This is a commonly used expression
in online communities, conveying a meaning-
less and somewhat frivolous tone. We placed
it not only between characters but also in in-
stances where the final sound of a specific
character was empty.

* INSERT_space: We randomly added a single
space to the word. We expected the same im-
pact as the intentions of malicious users.

* INSERT_special: We randomly added a spe-
cial character to the word: one of ‘~’, ‘!’, ‘@,
‘1°, or “2°. We also expected the same impact
as the intentions of malicious users.

A.2 Cory

We employed three COPY types based on the dis-
tinctive characteristics of the Korean language. The
detailed methods and examples are as follows:

INSERT Attacks | Text Examples

original text EdoLF? (Are you a stupid boomer?)
718171 471 212! (Here was the presstitute!)
INSERT_zz E35 3golLp?

7185 5 =1 7] 7] il
E ol
714 7] ©17] 9151
E@olf

712#17] ©7] et

INSERT_space
AH!
INSERT_special

Table 8: Text examples of user-intended adversarial at-
tacks with the types of INSERT.

* CoPY_initial: We copied the initial sound of
the character to the final sound of the preced-
ing character. For example, if the character
‘7] is chosen from the word ‘7|2 7]’, the ini-
tial sound ‘ 7’ would be copied as the final
sound to the preceding character ‘d|’, trans-
forming it to ‘&)’. Thus, the attacked expres-
sion will be <7121 7],

* Copry_middle: We copied the middle sound
of the character, onto the newly added charac-
ter. If the selected character had a final sound,
it was also included. For example, if the char-
acter ‘= is chosen from the word ‘E%F, the
middle sound ¢ }° would be copied as the
following character with the final sound “ 7°,
adding it as ‘2}’. Thus, the attacked expres-
sion will be ‘Emte},

» CopyY_final: We copied the final sound of the
character to the initial sound of the follow-
ing character. For example, if the character
91’ is chosen from the word ‘%) 914, the fi-
nal sound ‘4’ would be copied as the initial
sound to the following character ‘}’, trans-
forming it to ‘4’. Thus, the attacked expres-
sion will be ‘0| 4]’.

A.3 DECOMPOSE

We employed two DECOMPOSE types based on the
distinctive characteristics of the Korean language.
The detailed methods and examples are as follows:

CoPY Attacks
original text

Text Examples
EToLE? (Are you a stupid boomer?)
719|7] o17] Q]! (Here was the presstitute!)

COPY_initial Euloliy?

7147] o171 LA
Copy_middle | Eufelo|up?

Z1917] o1710] AR
Copry_final Eut7|Ly?

718171 o171 o] !

Table 9: Text examples of user-intended adversarial at-
tacks with the types of COPY.
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* DECOMPOSE_final: We decomposed the fi-
nal sound of the character into the following
newly added sound. For example, if the char-
acter ‘=" is chosen from the word ‘E%, the
final sound ‘ 7’ would be decomposed as the
following sound. Thus, the attacked expres-
sion will be ‘St 7.

* DECOMPOSE_all: We decomposed all the
sounds of the character. For example, if the

character ‘E- is chosen from the word ‘E%,

it would be decomposed as the initial, middle,
and final sounds. Thus, the attacked expres-
sionwillbe ‘€ 2T,

DECOMPOSE Attacks | Text Examples

original text E T oTL? (Are you a stupid boomer?)

71917] o171 A ul! (Here was the presstitute!)
Egoor

712171 o17] o] » ]!
= = Tolu

712 4171 9171 Sl

DECOMPOSE_final

DECOMPOSE_all

Table 10: Text examples of user-intended adversarial
attacks with the types of DECOMPOSE.

A.4 Experiments on Each Attack

We further investigated the impact for each attack
type. In the experiments in Table 3~7, we randomly
selected one of all the proposed attacks. However,
we selected one of the attacks from only INSERT,
CoPY, or DECOMPOSE with an attack rate of 60%.
We chose BERT .., and the model that applied
first pooling, which exhibited the best performance
among the layer-wise pooling strategies.

The performances according to the attack types
are presented in Table 11. Even when applying
each type of attack, the model with first pooling
always showed better performance. It is notewor-
thy that a high performance on a specific attack
type indicates that it is easier to defend than others.
INSERT alone proved to be easier than all attacks,
with COPY alone only marginally harder than the
INSERT. Both attack types exhibited a performance
increase of about +1% to +3% compared with the
application of all attacks. However, DECOMPOSE
alone was more difficult than these two attacks, ex-
hibiting a performance degradation of about -3%
to -5% compared with the application of all attacks.
Therefore, we revealed that adversarial attacks that
reflect the characteristics of the Korean language
are more challenging than those that simply add
special symbols that could be adapted language
independently.

11

All Attacks Only INSERT
Models P R Fl P R Fl
BERT on 7774 6638 67.96 | 78.12 68.80 70.66
BERT,joun + first | 77.58 69.38 7121 | 77.51 7076 72.54
Only CopPy Only DECOMPOSE

Models P R Fl P R FI
BERT zon 7786 6847 7029 | 7838 6223 6567
BERT,joun + first | 77.33 7050 7226 | 77.00 6647 68.04

Table 11: Experimental results of offensive language
detection when the attack ratio is 60% for each type of
user-intended adversarial attacks.

B Experimental Details

B.1 Implementation Details

We used 6 layers with an embedding dimension
of 768 and a dropout ratio of 0.1 for the RNN-
based models containing BILSTM and BiGRU. As
for the BERT-based models, containing BERT .j¢41,,
BERT),, s, and their ensembles, we fine-tuned 12
pre-trained layers with an embedding dimension of
768 and a dropout ratio of 0.2.

We used the AdamW optimizer with a learning
rate of le-5, trained the models for 1~5 epochs, and
considered the epoch with the lowest validation loss
or the last epoch. We set a batch size of 32 for all
the models. The models were implemented using
PyTorch and NVIDIA GeForce RTX 3090 GPU.
We also used the HuggingFace library to leverage
the weights of the pre-trained BERT models.

B.2 Maetrics

We collected the datasets to train as many types of
offensive languages as possible. There is some la-
bel imbalance, therefore, we used macro precision,
recall, and f1-score to address this issue.

Aatk represents the performance degradation in
the f1-score. For example, denoting the existing f1-
score as Fl,,iginq and the f1-score with the attacks
as Fl;qcked, 1t 1s computed as follows:

Aatk = (Flattacked - Floriginal)/Floriginal * 100.
&)



