Under review as a conference paper at ICLR 2026

BEYOND DATA FILTERING:
KNOWLEDGE LOCALIZATION FOR
CAPABILITY REMOVAL IN LLMS

Anonymous authors
Paper under double-blind review

ABSTRACT

Large Language Models increasingly possess capabilities that carry dual-use risks.
While data filtering has emerged as a pretraining-time mitigation, it faces signifi-
cant challenges: labeling whether data is harmful is expensive at scale, and given
improving sample efficiency with larger models, even small amounts of misla-
beled content could give rise to dangerous capabilities. To address risks associated
with mislabeled harmful content, prior work proposed Gradient Routing (Cloud
et al |2024) — a technique that localizes target knowledge into a dedicated subset
of model parameters so they can later be removed. We explore an improved variant
of Gradient Routing, which we call Selective GradienT Masking (SGTM), with
particular focus on evaluating its robustness to label noise. SGTM zero-masks se-
lected gradients such that target domain examples only update their dedicated pa-
rameters. We test SGTM’s effectiveness in two applications: removing knowledge
of a language from a model trained on a bilingual synthetic dataset, and remov-
ing biology knowledge from a model trained on English Wikipedia. In both cases
SGTM provides better retain/forget trade-off in the presence of labeling errors
compared to both data filtering and a previously proposed instantiation of Gradi-
ent Routing. Unlike shallow unlearning approaches that can be quickly undone
through fine-tuning, SGTM exhibits strong robustness to adversarial fine-tuning,
requiring seven times more fine-tuning steps to reach baseline performance on the
forget set compared to a traditional unlearning method (RMU). Our results sug-
gest SGTM provides a promising pretraining-time complement to existing safety
mitigations, particularly in settings where label noise is unavoidable.

1 INTRODUCTION

As LLMs grow more capable, concerns are being raised over their potential misuse — ranging from
software exploits to dangerous chemical, biological, radiological, and nuclear (CBRN) applica-
tions (Urbina et al., [2022; |[Kang et al., [2024)). Post-training mitigations, such as refusal training or
output classifiers, are improving, yet continue to face challenges from determined adversaries (An-
driushchenko & Flammarion, 2024} McKenzie et al., [2025)). This motivates interventions earlier in
the training pipeline, to prevent models from acquiring certain capabilities in the first place.

A common pretraining-time approach, data filtering aims to exclude harmful or restricted content
before it can be learned (O’Brien et al.| 20255 (Chen et al., 2025} Maini et al.||2025)). Achieving com-
prehensive and precise filtering at scale is challenging: acquiring high-quality labels is expensive at
scale (Anwar et al., [2024), undesired content is often embedded within benign documents (Dodge
et al.l 2021), and many concepts are entangled between harmful and beneficial use cases (Pannu
et al 2025). This leads to an inevitable trade-off: developers must either accept false negatives
(retaining dangerous content), or remove data useful for general capabilities (O’Brien et al.|[2025).

Recent research proposed localizing target knowledge to a subset of the model’s parameters, which
can later be erased to remove knowledge from the model. Methods include Gradient Routing (Cloud
et al.,[2024)), which achieves localization by modifying gradients during pretraining, and Redirection
for Erasing Memory (Schoepf et al.l [2025), applied post-training. Both methods outperform data
filtering in terms of removal performance in the presence of labeling errors.
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Figure 1: Retain/forget trade-off when removing biology knowledge from a model trained on
Wikipedia. We compare Selective GradienT Masking (SGTM) with two data filtering strategies:
weak (removing biology category only) and strict (also removing medicine, chemistry and environ-
ment categories). The goal is to remove biology knowledge from the model. Each line represents the
progress of one training run, each point a checkpoint at equal intervals. Stars show final checkpoints.
Dashed lines show equal compute expenditure in FLOPs (not shown on right). On general knowl-
edge (left) and biology-adjacent knowledge (right) SGTM provides superior retain/forget trade-off —
higher forget loss at any given retain loss value. SGTM incurs a compute efficiency penalty, showing
higher loss on general knowledge at the end of training compared to both filtering strategies.

We explore an improved variant of Gradient Routing, which we call Selective GradienT Masking
(SGTM). SGTM first designates a portion of the model weights to be dedicated to a predetermined
domain (e.g. CBRN), allocating certain MLP neurons and attention heads in each transformer block.
During training, it selectively zero-masks gradients from examples representing the target domain
such that they only update the dedicated portion of the network. After training, it removes the unde-
sired capabilities by zeroing out the dedicated portion of the network, leaving the rest of the model’s
knowledge mostly intact. Compared to the Gradient Routing variant originally proposed by |Cloud
et al.[(2024), which masks activation gradients on certain layers, we find masking parameter gradi-
ents of SGTM to be less disruptive for model’s performance on the retain set, while more strongly
restricting information flow from forget data into non-forget parameters (See Appendix [B).

We demonstrate SGTM’s robustness to label noise by conducting experiments in two distinct set-
tings: a controlled synthetic dataset and a realistic large-scale corpus. We start with a synthetic data
setup, aiming to remove the knowledge of a language from a model trained on bilingual TinyStories
dataset. We show that SGTM outperforms the original Gradient Routing variant on both retain and
forget performance (Figure [3)), and to provide better retain/forget trade-off in the presence of label-
ing errors compared to data filtering (Figure [d] left). We also quantify the rate of data leakage from
forget data into non-foget parameters (Figure [3)).

We then train a 254M parameter model on English Wikipedia, targeting biology knowledge for
removal, demonstrating SGTM’s performance under realistic label noise from a content classifier.
SGTM provides better retain/forget trade-off than both weak (removing only biology data) and strict
(also removing medicine, chemistry and environment data) filtering baselines (Figure [I). We show
SGTM to be the best performing Gradient Routing variant on this task (Figure [6). Evaluated by
compute efficiency, SGTM slows training on general knowledge by 6% (Figure[g).

Finally, we show SGTM to be robust to adversarial fine-tuning (Figure 4] right), with relearning
speed much slower than Representation Misdirection for Unlearning (RMU) (Li et al.| 2024), a
state-of-the-art traditional unlearning technique. It takes SGTM 7x more forget tokens in fine-
tuning than RMU to achieve the baseline forget loss (92M vs 13M tokens). In the same setup, weak
data filtering takes 85M and strict data filtering takes 92M forget tokens to achieve the baseline loss.
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2 RELATED WORK

Post-training safety mitigations. A common line of defense is to apply mitigations after pretrain-
ing. Refusal training teaches models to decline unsafe requests, but these safeguards can often
be bypassed through jailbreaks and prompt engineering (Kumar et al., 2024} |Andriushchenko &
Flammarion, [2024)). Output classifiers — auxiliary models that filter generated text — can be circum-
vented by determined adversaries (Schwinn et al.,|2023; McKenzie et al.,[2025)). Machine unlearning
techniques instead attempt to erase specific knowledge from trained models (Yao et al.| 2024} Liu
et al., 2024; Barez et al., 2025; [Liu et al., |2025), but remain brittle: suppressed information can
often be recovered through adversarial fine-tuning (Deeb & Roger} [2024; Lermen et al.| 2023)), be-
nign fine-tuning on unrelated tasks (Hu et al.l 2024), jailbreaks (Lucki et al.l 2024), or rephrased
queries (Lynch et al.,2024)).

Data Filtering. Pre-training data filtering is increasingly adopted by frontier model develop-
ers (OpenAll 2025; Meta, [2025} |Anthropicl 2025; |/Agarwal et al., 2025; Kamath et al., [2025) and is
effective at improving model safety (Maini et al., 2025} [Li et al., 2025)). By preventing the initial
acquisition of dangerous knowledge, data filtering proves to be more robust to fine-tuning attacks
than post-hoc unlearning (O’Brien et al.l [2025). However, data filtering faces a critical challenge:
acquiring high-quality labels at scale. The enormous size of pre-training datasets forces developers
to rely on cheap, imperfect filtering strategies such as keyword filters, heuristics, and lightweight
classifiers (Longpre et al., 2024} |Stranisci & Hardmeier, 2025} (Chen et al., |2025; |Albalak et al.,
2024). These approaches suffer from high false positive rates and miss nuanced harmful content
requiring contextual understanding (Welbl et al., [202 1} |[Paullada et al., [2021). For instance, the haz-
ardous biology classifier proposed by |O’Brien et al.| (2025) achieves only 44% precision at 98%
recall, leading to the removal of over 8% of training data.

Knowledge Localization. Recent work has explored an alternative pretraining-time approach to
localize specific knowledge to particular model parameters during training, enabling targeted re-
moval. Inspired by modular architectures that separate knowledge across specialized components
(e.g., Mixture of Experts (Shazeer et al., 2017; Gururangan et al., 2021 |Park et al., |2025)), modular
architectures (Jacobs et al.,|1991a:b;|/Andreas et al., 2016} |Alet et al., 2018}, Kirsch et al., | 2018}, |Ruder
et al., 2019; Pfeiffer et al., 2023)), or adapters (Hu et al., |2022; |Ponti et al., [2023)), these methods
explicitly enforce localization through gradient control to allow strict localization of specific knowl-
edge that one might wish to remove. The gradient masking in SGTM mirrors adapter methods like
LoRA (Hu et al.,|2022): while the forward pass uses all model parameters, the backward pass selec-
tively updates only forget-specific parameters, analogous to how LoRA restricts gradient updates to
adapter modules while keeping the base model frozen. (Cloud et al.| (2024) propose Gradient Rout-
ing, applying weighted, data-dependent masks to the model’s computation graph to localize harmful
knowledge into a designated subset of weights. |Ghosal et al.| (2025) apply a similar approach fo-
cused on MLP layers to localize memorization of specific examples. [Schoepf et al.|(2025) iteratively
localizes undesired knowledge to newly added neurons post-training. These methods share a crucial
advantage over data filtering: the absorption property (Cloud et al., 2024). Even when some harmful
examples are mislabeled as benign, gradient routing mechanisms can partially localize their impact
to the designated parameters, maintaining effective removal despite labeling errors. Both|Cloud et al.
(2024) and [Schoepf et al.| (2025) demonstrate robustness to discovery rates as low as 50% of harm-
ful samples, a scenario where data filtering fails. Our proposed method, SGTM, further improves
the trade-off between retaining general capabilities and removing target knowledge, achieving better
retain/forget trade-offs while maintaining robustness to labeling errors.

3 METHOD

3.1 NOTATION

We consider a transformer block (Vaswani et al.l 2017) consisting of a multi-head attention and an
MLP layer, with h attention heads, model dimension d, and MLP dimension dy;p. We designate
Dtorget (out of h) attention heads and dorger (out of dyp) MLP hidden units for the forget data, and
the remaining attention heads and MLP units for the retain data. We split the weights and biases
of relevant linear layers into forget and retain segments across all transformer blocks. Figure
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Figure 2: Forget/Retain parameter split
in Selective Gradient Masking. In each
transformer block we designate certain number
of attention heads and MLP hidden units to the
forget data (orange). The remaining parameters
are designated to the retain data.

Intervention Parameters
updated
Forward Backward
Data pass pass gforgct grclain

Mask retain

Drorget — gradients %4 X
(Vo = 0)
Ddefau][ ‘ — — ‘ v v
Mask forget
Dicwin | parameters _ X! v
(eforge[ = 0)

! Due to the associated activations being set to zero.

Table 1: Training interventions applied to
different data subsets in SGTM. Interven-
tions are described in Section 3.2} Empty
intervention (—) indicates that normal training
procedure is followed.

provides a simplified visualization. We provide a detailed explanation of parameter designation in
Appendix [E]

We refer to gorger and Orerain to mean all parameters in the model with the given designation. We
denote parameters updated by the forget data but not removed after training as 0joi,;. We can write
the set of all model’s parameters as 8 = {Oforget, Oretain, Gjoine}- Parameters outside transformer
blocks (namely, embeddings) are considered part of frein, unless explicitly specified to be in 6.

For the training data, we denote forget and retain data distributions as Dryrger and Dregain respectively.
Our goal is to train a model that performs well on Dregin, but poorly on Dyoreee. Note that these are
idealized oracle data distributions and might not be accessible in practice.

We then refer to the actual training dataset as D. Accounting for the realistic data labeling, we
assume D to be split into three subsets: D = {Drorger; Dretain, Dédefault}. Diorget and Dhyegin are
intended to contain samples where the input classifier is confident in the corresponding label, while
uncertain or ambiguous samples would be a part of D gegay;-

3.2 TRAINING INTERVENTIONS

Our method performs two types of interventions during training as summarized in Table[I}

Selective Gradient Masking. For samples from Dyt We apply selective gradient masking during
the backward pass so that these samples do not update O eq,;,- In particular, we first compute gradients
for all parameters normally, and then zero out gradients for O, before applying the optimizer
(Vg = {v9forgeu 0, v9joim})-

Selective Parameter Masking. For samples from D..;, we apply selective parameter masking
during the forward pass to train the model to perform well on Diepin €ven when fgore; parameters
are set to 0. In particular, we zero-mask 0Oye parameters during the forward pass, leading to
corresponding activations being set to zero as well.

Ablation. After the training is complete, we set Ogorge; = 0 to remove knowledge specific to Dyorger-

4  SYNTHETIC DATASET (TINYSTORIES) RESULTS

4.1 EXPERIMENTAL SETUP

In this setup we aim at localizing and removing the knowledge of one language from a model trained
on a bilingual dataset, with a varying level of label noise. We train a 64M-parameter model on
1.2B tokens from bilingual TinyStories dataset (Eldan & Lil 2023) in English and Spanish for 1
full epoch, roughly following Chinchilla-optimal scaling (Hoffmann et al.| [2022). We acquire the
Spanish version by translating the original English dataset with Claude 3 Haiku.



Under review as a conference paper at ICLR 2026

1.46 8
=@= Data filtering
=@= Gradient Routing (Cloud et al.)
SGTM (Ours)
’g 1.42 §
= g e
! P
u
L= U~
z< 54
g§’ 1.38 é c
@0 @&
ks ge,
£ =
S o
E 1.34 ] u;_
1 Y
1.30 T T T T T T
0 1 10 100 0 1 10 100
% Undiscovered (forget set) % Undiscovered (forget set)
(a) Retain (b) Forget

Figure 3: SGTM robustly removes forget knowledge, remaining effective even when large frac-
tions of forget data are unlabeled. We report calibrated losses on (a) retain and (b) forget sets
when attempting to remove Spanish from a model trained on bilingual (English/Spanish) TinySto-
ries dataset. We vary the percentage of undiscovered forget data, i.e., the proportion of the forget set
not labeled as such. (a) SGTM consistently has lower retain loss than Gradient Routing (Cloud et al.,
2024), but higher retain loss than data filtering. (b) For all non-zero labeling error rates considered,
SGTM demonstrates stronger forgetting than both Gradient Routing and data filtering.

We treat English data as retain (Drewin) and Spanish data as forget (Drorger). When constructing
datasets {Dforget, Dretains Ddefaure } Under the perfect labeling, all of the Spanish data is allocated to
Drorget, and English data is randomly split between D gegauie (75%) and Dieain (25%).

Note that in this setup we have access to the ground truth labels, as the training data is synthetically
generated. To quantify robustness to labeling errors, we introduce artificial mislabeling. We define
“undiscovered forget percentage” as the percentage of all Spanish data that is allocated to D gefauit
instead of Dyorger (i.€., not explicitly labeled as forget data). This could also be seen as FNR (False
Negative Rate) of the hypothetical classifier identifying the forget data.

As we are approximating a more realistic scenario when only a small portion of the weights would
be dedicated to the forget knowledge, we designate 1 (out of 32) attention heads and 64 (out of
2048) MLP hidden units as Oforeer. In this scenario Drorger has a lot of unique tokens not present in
Diretain, 50 We keep model’s embeddings in 6jyini, updating them with both forget and retain data. For
training with data filtering we simply ignore Dyoge; and train for one epoch on {Dgefault, Dretain } -

All losses reported in this section are calibrated over forget (Spanish) and retain (English) datasets.
Calibration is computed with a trained logit bias post-training (see Appendix [F). This calibration
avoids superficially high losses post-ablation due to extremely low probabilities of relevant tokens.

Further details on the training process, logit calibration and the dataset are presented in Appendix[F

4.2 RESULTS

Figure3]shows retain (a) and forget (b) loss with increasing rates of undiscovered forget data. SGTM
maintains strictly better performance — lower retain loss and higher forget loss — than previously pro-
posed variant of Gradient Routing (Cloud et al.,|[2024) across all discovery rates tested. For data fil-
tering, forget loss drops quickly when even a few forget samples are not filtered out. Both knowledge
localization methods (SGTM and Gradient Routing) show slower decline in forget loss compared to
data filtering as the rate of undiscovered forget data increases. On the retain set, however, SGTM
shows higher loss than data filtering.

A natural concern would be that SGTM’s higher forget loss simply reflects a generally degraded
model compared to data filtering, rather than successful forgetting. To explore this possibility, Fig-
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Figure 4: Retain/forget trade-off when removing the knowledge of a language from a bilingual
model (left). We show the trade-off between forget and retain loss on the task of removing Spanish
knowledge from the bilingual TinyStories model. We set the rate of undiscovered forget data to
1%. Each line represents the progress of one training run, and each point is a checkpoint at equal
intervals of the training. Stars show the final checkpoint. Dashed lines show the same proportion
of training completed. We compare SGTM with data filtering (removing 99% of data). We also
show perfect filter and no filter training as a reference. SGTM provides a better trade-off (higher
forget loss at any fixed value of retain loss) than 99% filter and closely approximates the oracle
model represented by perfect filtering. SGTM’s knowledge removal from the Wikipedia model
is robust to adversarial fine-tuning (right). We measure the relearning rate by performing ad-
versarial fine-tuning after removing biology knowledge from a model trained on Wikipedia. RMU
(a state-of-the-art traditional post-training machine unlearning method) is brittle, quickly reaching
the baseline forget loss in only 50 steps. SGTM (350 steps) is as robust as strict data filtering (350
steps), narrowly outperforming weak filtering (325 steps). It also maintains an advantage over strict
data filtering for the first 150 fine-tuning steps. Each fine-tuning step represents 260k forget tokens.

ure @ shows the trade-off between forget and retain performance throughout training for SGTM and
three filtering options: perfect filter (0% undiscovered), 99% filter (1% undiscovered) and no filter
(100% undiscovered). Though SGTM has slightly higher final retain loss than 99% filter (roughly
equivalent to the 99% filter’s checkpoint at 80% of training), it offers better forget-retain trade-off
— SGTM has higher forget loss at any fixed retain loss value. Note that SGTM aims to remove
knowledge learned from forget training data as if was never seen by the model, and as such we
do not expect or aim for it to outperform perfect data filtering. However, SGTM closely approxi-
mates forgetting performance of the perfect filter, with almost equivalent forget loss at the end of the
training.

Here we’ve considered type II errors of the data classifier (false negative forget samples). We per-
form a detailed analysis with a full range of false positive and false negative rates in Appendix [D}

4.3 LEAKAGE

In Section[4.2] we demonstrate that SGTM maintains high forget loss even when unlabeled portion
of the training data (Dges,y) contains forget examples. In this section, we quantify how much
information from these undiscovered samples leaks into the non-forget parameters (Oretain and Gjoint)
using a metric we call leakage. To measure it, we first establish a baseline relationship between
forget token exposure and model performance, as shown in Figure [5(a). We train standard models
(i.e., without SGTM) on the complete retain dataset combined with increasing rates of forget tokens
added to the training data. This creates a mapping between the number of forget tokens in training
data and resulting forget loss, while keeping retain data constant to control “general” capabilities.

With this baseline, we convert forget loss values to equivalent forget token exposure. For exam-
ple, an SGTM model trained with 20% undiscovered forget data (144M tokens) achieves forget loss
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(a) Quantifying leakage via equivalent standard training
comparison. The baseline curve (blue) maps the relation-
ship between forget token exposure and forget loss estab-
lished by training models on all retain data with increas-
ing amounts of forget tokens added. Each blue point rep-
resents a model trained with standard training procedure
with a given number of forget tokens added to the training
dataset.

Figure 5: SGTM maintains minimal leakage of forget data to retain parameters 0,¢in. Leakage
rates remain below 0.001 for up to 20% undiscovered forget data, with only 0.005 leakage at 20%
undiscovered. Leakage rates of SGTM only increases substantially at a very high rates (0.24 leakage
at 80% undiscovered forget set).

equivalent to a baseline model trained on 707k forget tokens. This means that with 144M undiscov-
ered forget tokens seen by the model, the model gained as much information on the target domain as
a standard model would from 707k forget tokens. Note that SGTM is always trained on full retain
and forget datasets, and undiscovered forget tokens here refer to those not labeled as such, i.e., where
masking is not applied.

We define this ratio of the equivalent tokens to the total undiscovered tokens as leakage. Note that
under this definition, the leakage rate of data filtering would always be 1, as data filtering model
with a certain percentage of undiscovered forget tokens is equivalent to a standard model with all
undiscovered forget tokens in the training data.

Figure [5(b) presents the leakage rates across different percentages of undiscovered forget data. For
undiscovered forget token rates up to 20% (144M tokens), SGTM’s leakage remains below 1%.
Even at 40% undiscovered, the leakage rate stays at 1%. Only at 80% undiscovered does leakage
become substantial at 24%. These results demonstrate that SGTM effectively prevents forget infor-
mation from being stored in the retain parameters, even under partial labeling of the forget data.

5 REALISTIC DATASET (WIKIPEDIA) RESULTS

5.1 EXPERIMENTAL SETUP

In this setup we aim at localizing and removing the biology knowledge from a 254M parameter
model trained on 3.7B tokens from an English Wikipedia dataset (Wikimedial).

We label each Wikipedia article with an art icletopic property provided by Wikipedia’s content
classification service (Halfaker & Geiger, [2020; Wikimedia, 2025). The taxonomy is hierarchical,
covering 64 topics grouped into high-level categories: Culture, Geography, History and Society, and
STEM (see Table[5]for the full taxonomy). We apply one category per article, choosing the one with
highest classifier score.
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We then consider the “STEM.Biology” subcategory (3.7% of overall tokens) as forget set, and all
remaining data as retain set. For evaluation we consider 3 separate test sets: forget (Biology),
related knowledge (Earth and Environment, Medicine and Health, Chemistry) and general knowl-
edge (Culture, Geography, History and Society). In each subcategory we set aside 5000 articles for
the test set. For general and related knowledge we report average loss over test sets for all subcate-
gories. For training, Dy,ge contains all data labeled as biology, while remaining non-biology data
is randomly split between D gegyuie (90%) and Diegin (10%).

When training with SGTM, we designate Aforeee = 1 (out of 32) attention head and dorgee = 64 (out
of 4096) MLP hidden units as Orger.

We consider two data filtering strategies. ”Weak filter” only removes data labeled as biology from
the training set. Strong filter” additionally removes related categories, which are most likely to
contain biology knowledge (Earth and Environment, Medicine and Health, Chemistry). With both
data filtering strategies we maintain the same overall compute budget, training for the same number
of steps on the remaining data after filtering.

As in Section ] here we report the loss after calibration with a trained logit bias post-training to
avoid superficially high loss values post-ablation. We provide further details on the training process,
logit calibration and the dataset in Appendix [G]

5.2 RESULTS

We first note that here, unlike the synthetic data setup from Section[d we do not introduce additional
labeling errors, and demonstrate the effectiveness of SGTM under more realistic conditions with
natural label noise. With document-level labeling we expect that documents not labeled as biology
could also contain biology knowledge, and an algorithm with strong label noise robustness should
outperform strict filtering in this scenario.

Figure 1| (left) shows the trade-off between the performance on the forget set and on general knowl-
edge. Controlling for retain loss, SGTM achieves a higher forget loss than both filtering methods.
Among filtering methods, strict filter shows stronger forgetting, as it removes more biology-adjacent
data from the training set. Notably, both filtering methods have lower retain loss at the end of train-
ing compared to the “'no filter” baseline, reflecting more compute budget spent on non-biology data.
SGTM, on the other hand, has slightly higher loss on the general retain than the baseline. We show
in Appendix |C| that the difference between SGTM and the baseline retain loss is equivalent to 6%
compute penalty on the baseline model.

Figure [I] (right) shows the trade-off between the performance on the forget set and on the biology-
adjacent knowledge. Here, SGTM also outperforms both data filtering approaches by showing
stronger forgetting at any fixed retain loss. The weak filter shows a better trade-off than the
strict filter, as the latter disproportionately affects the retain set by removing relevant data cate-
gories from training. As a clear example of robustness to label noise, the final retain loss for
SGTM lies between weak and strong data filters, while SGTM’s forget loss is higher than both
weak and strong filters. This shows that SGTM retained some non-biology knowledge from
Medicine/Chemistry/Environment domains (removed by the strict filter), while learning less biol-
ogy from it than the weak filter (which did not filter out these).

It is worth noting that we would expect the loss on biology-adjacent domains to be higher as a result
of removing biology data from the training — in fact we see that the final retain loss for the weak
filter (no biology) is higher than the baseline. Nevertheless, we still aim to have higher biology loss
at any fixed retain loss, as it represents a higher level of preserved capabilities which do not help
model’s performance on biology.

5.3 ROBUSTNESS TO FINE-TUNING

To further assess whether SGTM achieves genuine knowledge localization despite label noise —
rather than superficial suppression where mislabeled forget data leaks into retain parameters — we
evaluate how quickly the forget knowledge can be re-acquired through adversarial fine-tuning. Fig-
ure [] (right) shows our findings. We perform a full-parameter fine-tuning on a 50/50 mixture of
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forget and retain data, measuring how quickly the forget knowledge is recovered to the level of the
baseline model with no data filtering. Each fine-tuning step represents 260k forget tokens.

Traditional post-training unlearning methods are known to be brittle (Deeb & Roger, 2024} Lermen
et al.| 2023)), which is demonstrated here by the model where biology was unlearned with RMU (Li
et al.,[2024) recovering the baseline loss within 50 fine-tuning steps (13M forget tokens). Conversely,
SGTM shows strong robustness to fine-tuning, requiring the same number of steps — 350 (92M forget
tokens) — as the model trained with strict data filtering. Weak filter model took 325 steps (85M forget
tokens) to reach the baseline loss.

6 DISCUSSION AND LIMITATIONS

Experimental Limitations. Our setup differs from real-world deployment in several ways. We
use relatively small models (64M and 254M parameters), much smaller than frontier systems. The
forget set in our Wikipedia setup (~ 4% training tokens) likely exceeds real-world frequencies. We
evaluate proxy scenarios (removing Spanish or Wikipedia biology knowledge) rather than genuine
CBRN risks, and rely on simpler transformer architectures instead of modern mixture-of-experts.
Given computational constraints and needing to train models from scratch, our models are not large
enough to yield meaningful results on evaluations that directly probe dangerous capabilities, like
WMDP (Li et al.;[2024). Our evaluation is thus based on loss metrics as a proxy; this may not reflect
downstream task performance or conclusively demonstrate elimination of dangerous capabilities.

In-Context Attacks. Shumailov et al.|(2024])) argues that knowledge removal methods leave models
vulnerable to in-context attacks, where adversaries supply dangerous information at inference time.
Data filtering has been shown to be susceptible to this (O’Brien et al., 2025), and we expect SGTM
to behave similarly, given the nature of our method. However, we view our method as part of a
defense-in-depth approach, where knowledge localization and removal serve as one layer among
multiple security measures rather than a standalone solution.

Future Work. Our method enables the creation of two model versions from a single training run:
one possessing dual-use capabilities (before ablation) and another that is safe (after ablation of
Bforger). This dual-model approach offers significant benefits, as trusted actors could benefit from
having access to a knowledgeable assistant for legitimate purposes, such as medical research or
biosecurity defense. There is evidence suggesting that fine-tuning models on target data post-training
may not be as effective as having that data present during pre-training (Kim et al.,[2024;/Chang et al.,
2024). SGTM allows model developers to maintain both versions and deploy them according to their
specific use cases and trust requirements. While we have not explored this direction, we believe it is
an interesting avenue for future work.

Another important direction for future work is to derive scaling laws for SGTM’s behavior under
label noise. In particular, it is important to understand how robustness evolves as models grow
larger and the forget set constitutes a smaller fraction of the training data. If the minimal leakage
from undiscovered forget samples that we observe does not degrade under these conditions, it would
indicate that SGTM can scale as a practical mitigation strategy for the frontier models.

7 CONCLUSION

Selective Gradient Masking (SGTM) localizes target knowledge into designated parameters and
is robust to label noise. Across both a synthetic bilingual setup and Wikipedia biology removal,
SGTM achieves better retain/forget trade-off than data filtering and prior gradient routing variants.
In the synthetic setup, we quantify information leakage from undiscovered forget data into non-
forget parameters and find it to be minimal. We further show that SGTM is robust to adversarial
fine-tuning, in contrast to traditional post-training unlearning methods.

Taken together, these results suggest SGTM as a promising alternative to data filtering, forming part
of a broader defense-in-depth strategy for mitigating dual-use capabilities — especially in scenarios
where a certain penalty on compute efficiency can be justified by the safety benefits of more reliable
capability removal.
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ETHICS STATEMENT

This research is motivated by the goal of improving the safe deployment of large language models.
The methods we study — particularly Selective Gradient Masking (SGTM) — are designed to reduce
the persistence of potentially harmful knowledge in models, thereby benefiting developers and pol-
icymakers seeking to mitigate dual-use risks. While any work on knowledge removal carries the
possibility of misuse, we believe the contributions of this paper primarily support good-faith efforts
to prevent harm and strengthen defense-in-depth strategies for Al safety.

REPRODUCIBILITY STATEMENT

We provide a detailed description of our method in Section [3]and Appendix [E] Experimental setups
are described in Section[]and Section[5] with further implementation details in Appendices[Fand[G]
We commiit to releasing our code upon publication.

REFERENCES

Sandhini Agarwal, Lama Ahmad, Jason Ai, Sam Altman, Andy Applebaum, Edwin Arbus, Rahul K
Arora, Yu Bai, Bowen Baker, Haiming Bao, et al. gpt-o0ss-120b & gpt-o0ss-20b model card. arXiv
preprint arXiv:2508.10925, 2025.

Alon Albalak, Yanai Elazar, Sang Michael Xie, Shayne Longpre, Nathan Lambert, Xinyi Wang,
Niklas Muennighoff, Bairu Hou, Liangming Pan, Haewon Jeong, et al. A survey on data selection
for language models. arXiv preprint arXiv:2402.16827, 2024.

Ferran Alet, Tomas Lozano-Perez, and Leslie P. Kaelbling. Modular meta-learning. In Aude Bil-
lard, Anca Dragan, Jan Peters, and Jun Morimoto (eds.), Proceedings of The 2nd Conference
on Robot Learning, pp. 856-868, 29-31 Oct 2018. URL https://proceedings.mlr.
press/v87/aletl8a.html.

Jacob Andreas, Marcus Rohrbach, Trevor Darrell, and Dan Klein. Neural module networks. In
Proceedings of the IEEE Conference on Computer Vision and Pattern Recognition (CVPR),
pp. 39-48, 2016. URL http://dblp.uni-trier.de/db/conf/cvpr/cvpr2016.
html#AndreasRDK16.

Maksym Andriushchenko and Nicolas Flammarion. Does refusal training in llms generalize to the
past tense? arXiv preprint arXiv:2407.11969, 2024.

Anthropic. System card: Claude opus 4 and claude sonnet 4. 2025. URL https://www-cdn.
anthropic.com/6be9%99%a52cb68eb70eb9572bdcafadl3df32ed995.pdf.

Usman Anwar, Abulhair Saparov, Javier Rando, Daniel Paleka, Miles Turpin, Peter Hase,
Ekdeep Singh Lubana, Erik Jenner, Stephen Casper, Oliver Sourbut, et al. Foundational
challenges in assuring alignment and safety of large language models. arXiv preprint
arXiv:2404.09932, 2024.

Fazl Barez, Tingchen Fu, Ameya Prabhu, Stephen Casper, Amartya Sanyal, Adel Bibi, Aidan
O’Gara, Robert Kirk, Ben Bucknall, Tim Fist, et al. Open problems in machine unlearning for ai
safety. arXiv preprint arXiv:2501.04952, 2025.

Hoyeon Chang, Jinho Park, Seonghyeon Ye, Sohee Yang, Youngkyung Seo, Du-Seong Chang, and
Minjoon Seo. How do large language models acquire factual knowledge during pretraining?
Advances in neural information processing systems, 37:60626—-60668, 2024.

Yanda Chen, Mycal Tucker, Nina Panickssery, Tony Wang, Francesco Mosconi, Anjali Gopal, Car-
son Denison, Linda Petrini, Jan Leike, Ethan Perez, and Mrinank Sharma. Enhancing model
safety through pretraining data filtering. https://alignment.anthropic.com/2025/
pretraining-data-filtering/}, 2025. URL https://alignment.anthropic.
com/2025/pretraining-data—-filtering/!

10


https://proceedings.mlr.press/v87/alet18a.html
https://proceedings.mlr.press/v87/alet18a.html
http://dblp.uni-trier.de/db/conf/cvpr/cvpr2016.html#AndreasRDK16
http://dblp.uni-trier.de/db/conf/cvpr/cvpr2016.html#AndreasRDK16
https://www-cdn.anthropic.com/6be99a52cb68eb70eb9572b4cafad13df32ed995.pdf
https://www-cdn.anthropic.com/6be99a52cb68eb70eb9572b4cafad13df32ed995.pdf
https://alignment.anthropic.com/2025/pretraining-data-filtering/
https://alignment.anthropic.com/2025/pretraining-data-filtering/
https://alignment.anthropic.com/2025/pretraining-data-filtering/
https://alignment.anthropic.com/2025/pretraining-data-filtering/

Under review as a conference paper at ICLR 2026

Alex Cloud, Jacob Goldman-Wetzler, Evzen Wybitul, Joseph Miller, and Alexander Matt Turner.
Gradient routing: Masking gradients to localize computation in neural networks. arXiv preprint
arXiv:2410.04332, 2024.

Aghyad Deeb and Fabien Roger. Do unlearning methods remove information from language model
weights? arXiv preprint arXiv:2410.08827, 2024.

Jesse Dodge, Maarten Sap, Ana Marasovié¢, William Agnew, Gabriel Ilharco, Dirk Groeneveld,
Margaret Mitchell, and Matt Gardner. Documenting large webtext corpora: A case study on the
colossal clean crawled corpus. arXiv preprint arXiv:2104.08758, 2021.

Ronen Eldan and Yuanzhi Li. Tinystories: How small can language models be and still speak
coherent english? arXiv preprint arXiv:2305.07759, 2023.

Gaurav Rohit Ghosal, Pratyush Maini, and Aditi Raghunathan. Memorization sinks: Isolating mem-
orization during LLM training. In Forty-second International Conference on Machine Learning,
2025. URL https://openreview.net/forum?id=sRJrMPu5Uu.

Suchin Gururangan, Mike Lewis, Ari Holtzman, Noah A Smith, and Luke Zettlemoyer. Demix
layers: Disentangling domains for modular language modeling. arXiv preprint arXiv:2108.05036,
2021.

Aaron Halfaker and R Stuart Geiger. Ores: Lowering barriers with participatory machine learning
in wikipedia. Proceedings of the ACM on Human-Computer Interaction, 4(CSCW2):1-37, 2020.

Jordan Hoffmann, Sebastian Borgeaud, Arthur Mensch, Elena Buchatskaya, Trevor Cai, Eliza
Rutherford, Diego de Las Casas, Lisa Anne Hendricks, Johannes Welbl, Aidan Clark, et al. Train-
ing compute-optimal large language models. arXiv preprint arXiv:2203.15556, 2022.

Edward J Hu, Yelong Shen, Phillip Wallis, Zeyuan Allen-Zhu, Yuanzhi Li, Shean Wang, Lu Wang,
Weizhu Chen, et al. Lora: Low-rank adaptation of large language models. ICLR, 1(2):3, 2022.

Shengyuan Hu, Yiwei Fu, Zhiwei Steven Wu, and Virginia Smith. Unlearning or obfuscating?
jogging the memory of unlearned llms via benign relearning. arXiv preprint arXiv:2406.13356,
2024.

Robert A Jacobs, Michael I Jordan, and Andrew G Barto. Task decomposition through competition
in a modular connectionist architecture: The what and where vision tasks. Cognitive science, 15
(2):219-250, 1991a. URL https://onlinelibrary.wiley.com/doi/pdfdirect/
10.1207/s15516709co0gl502_2.

Robert A Jacobs, Michael I Jordan, Steven J Nowlan, and Geoffrey E Hinton. Adaptive mix-
tures of local experts. Neural computation, 3(1):79-87, 1991b. URL https://watermark.
silverchair.com/neco.1991.3.1.79.pdfl

Aishwarya Kamath, Johan Ferret, Shreya Pathak, Nino Vieillard, Ramona Merhej, Sarah Perrin,
Tatiana Matejovicova, Alexandre Ramé, Morgane Riviere, et al. Gemma 3 technical report. arXiv
preprint arXiv:2503.19786, 2025.

Daniel Kang, Xuechen Li, Ion Stoica, Carlos Guestrin, Matei Zaharia, and Tatsunori Hashimoto.
Exploiting programmatic behavior of llms: Dual-use through standard security attacks. In 2024
IEEE Security and Privacy Workshops (SPW), pp. 132-143. IEEE, 2024.

Jiyeon Kim, Hyunji Lee, Hyowon Cho, Joel Jang, Hyeonbin Hwang, Seungpil Won, Youbin Ahn,
Dohaeng Lee, and Minjoon Seo. Knowledge entropy decay during language model pretraining
hinders new knowledge acquisition. arXiv preprint arXiv:2410.01380, 2024.

Louis Kirsch, Julius Kunze, and David Barber. Modular networks:  Learning to
decompose neural computation. Advances in Neural Information Processing Sys-
tems, 31, 2018. URL https://proceedings.neurips.cc/paper/2018/file/
310ce61c90f3a46e340ee8257bc70e93-Paper.pdf.

11


https://openreview.net/forum?id=sRJrMPu5Uu
https://onlinelibrary.wiley.com/doi/pdfdirect/10.1207/s15516709cog1502_2
https://onlinelibrary.wiley.com/doi/pdfdirect/10.1207/s15516709cog1502_2
https://watermark.silverchair.com/neco.1991.3.1.79.pdf
https://watermark.silverchair.com/neco.1991.3.1.79.pdf
https://proceedings.neurips.cc/paper/2018/file/310ce61c90f3a46e340ee8257bc70e93-Paper.pdf
https://proceedings.neurips.cc/paper/2018/file/310ce61c90f3a46e340ee8257bc70e93-Paper.pdf

Under review as a conference paper at ICLR 2026

Priyanshu Kumar, Elaine Lau, Saranya Vijayakumar, Tu Trinh, Scale Red Team, Elaine Chang,
Vaughn Robinson, Sean Hendryx, Shuyan Zhou, Matt Fredrikson, et al. Refusal-trained llms are
easily jailbroken as browser agents. arXiv preprint arXiv:2410.13886, 2024.

Simon Lermen, Charlie Rogers-Smith, and Jeffrey Ladish. Lora fine-tuning efficiently undoes safety
training in llama 2-chat 70b. arXiv preprint arXiv:2310.20624, 2023.

Kenneth Li, Yida Chen, Fernanda Viégas, and Martin Wattenberg. When bad data leads to good
models. arXiv preprint arXiv:2505.04741, 2025.

Nathaniel Li, Alexander Pan, Anjali Gopal, Summer Yue, Daniel Berrios, Alice Gatti, Justin D.
Li, Ann-Kathrin Dombrowski, Shashwat Goel, Gabriel Mukobi, Nathan Helm-Burger, Rassin
Lababidi, Lennart Justen, Andrew Bo Liu, Michael Chen, Isabelle Barrass, Oliver Zhang, Xi-
aoyuan Zhu, Rishub Tamirisa, Bhrugu Bharathi, Ariel Herbert-Voss, Cort B Breuer, Andy
Zou, Mantas Mazeika, Zifan Wang, Palash Oswal, Weiran Lin, Adam Alfred Hunt, Justin
Tienken-Harder, Kevin Y. Shih, Kemper Talley, John Guan, lan Steneker, David Campbell, Brad
Jokubaitis, Steven Basart, Stephen Fitz, Ponnurangam Kumaraguru, Kallol Krishna Karmakar,
Uday Tupakula, Vijay Varadharajan, Yan Shoshitaishvili, Jimmy Ba, Kevin M. Esvelt, Alexandr
Wang, and Dan Hendrycks. The WMDP benchmark: Measuring and reducing malicious use
with unlearning. In Forty-first International Conference on Machine Learning, 2024. URL
https://openreview.net/forum?id=x1r6AUDuJz.

Sijia Liu, Yuanshun Yao, Jinghan Jia, Stephen Casper, Nathalie Baracaldo, Peter Hase, Yuguang
Yao, Chris Yuhao Liu, Xiaojun Xu, Hang Li, et al. Rethinking machine unlearning for large
language models. Nature Machine Intelligence, pp. 1-14, 2025.

Zheyuan Liu, Guangyao Dou, Zhaoxuan Tan, Yijun Tian, and Meng Jiang. Towards safer large
language models through machine unlearning. In Findings of the Association for Computational
Linguistics ACL 2024, pp. 1817-1829, 2024.

Shayne Longpre, Gregory Yauney, Emily Reif, Katherine Lee, Adam Roberts, Barret Zoph, Denny
Zhou, Jason Wei, Kevin Robinson, David Mimno, et al. A pretrainer’s guide to training data:
Measuring the effects of data age, domain coverage, quality, & toxicity. In Proceedings of the
2024 Conference of the North American Chapter of the Association for Computational Linguis-
tics: Human Language Technologies (Volume 1: Long Papers), pp. 3245-3276, 2024.

Jakub Lucki, Boyi Wei, Yangsibo Huang, Peter Henderson, Florian Tramer, and Javier Rando. An
adversarial perspective on machine unlearning for ai safety. arXiv preprint arXiv:2409.18025,
2024.

Aengus Lynch, Phillip Guo, Aidan Ewart, Stephen Casper, and Dylan Hadfield-Menell. Eight meth-
ods to evaluate robust unlearning in llms. arXiv preprint arXiv:2402.16835, 2024.

Pratyush Maini, Sachin Goyal, Dylan Sam, Alex Robey, Yash Savani, Yiding Jiang, Andy Zou,
Zacharcy C Lipton, and J Zico Kolter. Safety pretraining: Toward the next generation of safe ai.
arXiv preprint arXiv:2504.16980, 2025.

Ian R McKenzie, Oskar J Hollinsworth, Tom Tseng, Xander Davies, Stephen Casper, Aaron D
Tucker, Robert Kirk, and Adam Gleave. Stack: Adversarial attacks on llm safeguard pipelines.
arXiv preprint arXiv:2506.24068, 2025.

Meta. The llama 4 herd: The beginning of a new era of natively multimodal ai innovation, 2025.
URL https://ai.meta.com/blog/llama—-4-multimodal—-intelligence/.

Kyle O’Brien, Stephen Casper, Quentin Anthony, Tomek Korbak, Robert Kirk, Xander Davies,
Ishan Mishra, Geoffrey Irving, Yarin Gal, and Stella Biderman. Deep ignorance: Filter-
ing pretraining data builds tamper-resistant safeguards into open-weight llms. arXiv preprint
arXiv:2508.06601, 2025.

OpenAl. Deep research system card. Technical report, OpenAl, February 2025. URL https:
//cdn.openail.com/deep-research-system—-card.pdfl

12


https://openreview.net/forum?id=xlr6AUDuJz
https://ai.meta.com/blog/llama-4-multimodal-intelligence/
https://cdn.openai.com/deep-research-system-card.pdf
https://cdn.openai.com/deep-research-system-card.pdf

Under review as a conference paper at ICLR 2026

Jaspreet Pannu, Doni Bloomfield, Robert MacKnight, Moritz S Hanke, Alex Zhu, Gabe Gomes,
Anita Cicero, and Thomas V Inglesby. Dual-use capabilities of concern of biological ai models.
PLoS computational biology, 21(5):¢1012975, 2025.

Jungwoo Park, Ahn Young Jin, Kee-Eung Kim, and Jaewoo Kang. Monet: Mixture of monoseman-
tic experts for transformers. In The Thirteenth International Conference on Learning Represen-
tations, 2025. URL https://openreview.net/forum?id=10gwlSHY3p.

Amandalynne Paullada, Inioluwa Deborah Raji, Emily M Bender, Emily Denton, and Alex Hanna.
Data and its (dis) contents: A survey of dataset development and use in machine learning research.
Patterns, 2(11), 2021.

Jonas Pfeiffer, Sebastian Ruder, Ivan Vuli¢, and Edoardo Ponti. Modular deep learning. Transactions
on Machine Learning Research, 2023. ISSN 2835-8856. URL https://openreview.net/
forum?id=z9EkXfvxtal Survey Certification.

Edoardo Maria Ponti, Alessandro Sordoni, Yoshua Bengio, and Siva Reddy. Combining parameter-
efficient modules for task-level generalisation. In Andreas Vlachos and Isabelle Augenstein (eds.),
Proceedings of the 17th Conference of the European Chapter of the Association for Computa-
tional Linguistics, pp. 687-702, Dubrovnik, Croatia, May 2023. Association for Computational
Linguistics. doi: 10.18653/v1/2023.eacl-main.49. URL https://aclanthology.org/
2023 .eacl-main.49/.

Sebastian Ruder, Joachim Bingel, Isabelle Augenstein, and Anders S@gaard. Latent multi-
task architecture learning. In Proceedings of the AAAI Conference on Artificial Intelligence,
pp. 48224829, 2019. URL https://ojs.aaai.org/index.php/AAAI/article/
view/4410/4288.

Stefan Schoepf, Michael Curtis Mozer, Nicole Elyse Mitchell, Alexandra Brintrup, Georgios
Kaissis, Peter Kairouz, and Eleni Triantafillou. Redirection for erasing memory (rem): Towards
a universal unlearning method for corrupted data. arXiv preprint arXiv:2505.17730, 2025.

Leo Schwinn, David Dobre, Stephan Giinnemann, and Gauthier Gidel. Adversarial attacks and
defenses in large language models: Old and new threats. In Proceedings on, pp. 103—-117. PMLR,
2023.

Noam Shazeer, Azalia Mirhoseini, Krzysztof Maziarz, Andy Davis, Quoc Le, Geoffrey Hinton,
and Jeff Dean. Outrageously large neural networks: The sparsely-gated mixture-of-experts layer.
arXiv preprint arXiv:1701.06538, 2017.

Ilia Shumailov, Jamie Hayes, Eleni Triantafillou, Guillermo Ortiz-Jimenez, Nicolas Papernot,
Matthew Jagielski, Itay Yona, Heidi Howard, and Eugene Bagdasaryan. Ununlearning: Un-
learning is not sufficient for content regulation in advanced generative ai. arXiv preprint
arXiv:2407.00106, 2024.

Marco Antonio Stranisci and Christian Hardmeier. What are they filtering out? a survey of filtering
strategies for harm reduction in pretraining datasets. arXiv preprint arXiv:2503.05721, 2025.

Fabio Urbina, Filippa Lentzos, Cédric Invernizzi, and Sean Ekins. Dual use of artificial-intelligence-
powered drug discovery. Nature machine intelligence, 4(3):189-191, 2022.

Ashish Vaswani, Noam Shazeer, Niki Parmar, Jakob Uszkoreit, Llion Jones, Aidan N Gomez,
Lukasz Kaiser, and Illia Polosukhin. Attention is all you need. Advances in neural informa-
tion processing systems, 30, 2017.

Johannes Welbl, Amelia Glaese, Jonathan Uesato, Sumanth Dathathri, John Mellor, Lisa Anne Hen-
dricks, Kirsty Anderson, Pushmeet Kohli, Ben Coppin, and Po-Sen Huang. Challenges in detox-
ifying language models. In Findings of the Association for Computational Linguistics: EMNLP
2021, pp. 2447-2469, 2021.

Wikimedia. Wikimedia downloads. URL https://dumps.wikimedia.org.

Wikimedia. Ores / articletopic. https://www.mediawiki.org/wiki/ORES/
Articletopic, 2025. Accessed: 2025-09-21.

13


https://openreview.net/forum?id=1Ogw1SHY3p
https://openreview.net/forum?id=z9EkXfvxta
https://openreview.net/forum?id=z9EkXfvxta
https://aclanthology.org/2023.eacl-main.49/
https://aclanthology.org/2023.eacl-main.49/
https://ojs.aaai.org/index.php/AAAI/article/view/4410/4288
https://ojs.aaai.org/index.php/AAAI/article/view/4410/4288
https://dumps.wikimedia.org
https://www.mediawiki.org/wiki/ORES/Articletopic
https://www.mediawiki.org/wiki/ORES/Articletopic

Under review as a conference paper at ICLR 2026

Yuanshun Yao, Xiaojun Xu, and Yang Liu. Large language model unlearning. Advances in Neural
Information Processing Systems, 37:105425-105475, 2024.

14



Under review as a conference paper at ICLR 2026

SGTM Strict filter SGTM (Joint Projection)  ==@= Gradient Routing
No filter Weak filter  =@= SGTM (Joint Attention) =@=_ Activation Masking

4.00

3.751

3.501

Forget Loss (higher better)
(Biology)

Forget Loss (higher better)
(Biology)

2.501

‘\1\7 <}7

2.254 /N 22519

2.5 2:5 2‘,7 2‘,5 2‘,9 34‘0 34‘1 3.2 2.8 219 3‘,0 3.‘1 34‘2 313 3‘,4 3.‘5 3.6
Retain Loss (lower better) Retain Loss (lower better)
(Culture / Geography / History) (Medicine / Chemistry / Environment)

Figure 6: Retain/forget trade-off when removing target knowledge domain (biology) from a
model trained on Wikipedia. Each line represents the progress of one training run, and each
point is a checkpoint at equal intervals of training. Stars show the final checkpoint. Retain loss is
computed over general knowledge (left) and biology-adjacent knowledge (right).

APPENDIX

A LLM USE STATEMENT

We used Large Language Models (LLMs) to assist with polishing and smoothing the writing
throughout this paper, as well as for coding assistance during implementation. We take full re-
sponsibility for all content, ideas, experimental design, results, and conclusions presented in this
work.

B GRADIENT ROUTING VARIANTS

Gradient Routing (Cloud et al.l 2024) was proposed as a generic framework for applying weighted
masks over the model’s computation graph to isolate the target knowledge into a specified subset of
parameters. In this section we explore multiple methods following this framework and show that
SGTM, as described in Section[3] provides better retain/forget trade-off than other Gradient Routing
variants.

Note that below we will use the term Gradient Routing to refer to the particular instantiation of the
framework used by (Cloud et al.| (2024), rather than the framework itself.

In addition to SGTM, we consider the following methods (for details on parameter notaion see
Appendix [E):

* Gradient Routing applies zero-masks to the activation gradients. It differs from SGTM in two
key aspects. First, the original variant masks the activation gradients, unlike SGTM which masks
parameter gradients. Similarly to SGTM that also leads to €pin not being updated on forget
examples, but also prevents gradients from being backpropagated, thus changing the gradients for
remaining parameters as well — which is disruptive for the model’s training. Second, the original
variant allows for higher information flow from Dyyge( to non-forget parameters: it does not mask
all layers (leaving all non-target layers in 0join;), and by the virtue of masking activation gradients
it does not block updates from forget data to down projection layers (Ws, ba, Wo, bo). For
SGTM, on the other hand, 84y is empty by default.
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Activation Masking zero-masks 6, during the forward pass, effectively acting as a determin-
istic data-dependent dropout layer. Similarly to SGTM this strategy also leads to Oy, not being
updated, but also affects both the loss and the gradients of all parameters. Similar to Gradient
Routing, it also does not block updates to down projection layers.

* SGTM (Joint Projection). This is a version of SGTM where MLP and attention projection
parameters are considered to be joint weights: 0jgine = {Wa, b2, Wo,bo}

* SGTM (Joint Attention). This is a version of SGTM where we only apply masking to the first
MLP layer in each transformer block, setting all attention heads and the second MLP layer to be

joint weights: Gioine = {Wa, b2, Wo, bo, ng)(v fori € {1,...,h}}. We note that this approach
closely resembles Memorization Sinks by |Ghosal et al.[(2025).

All methods reported in this section use the same masking hyperparameters (if applicable), dedicat-
ing Nforgee = 1 (out of 32) attention head and dforger = 64 (out of 4096) MLP hidden units to the
forget data.

Figure [6] shows the retain/forget trade-off on a task of removing biology knowledge from a model
trained on Wikipedia (See Section[5). We plot the four methods described above alongside previ-
ously reported data for SGTM and three options for data filtering: weak (removing only biology
category), strict (also removing biology-adjacent knowledge: Medicine, Chemistry, Environment),
and no filtering at all.

Gradient Routing and Activation Masking have trade-off curves similar to the weak filter, but are
less compute efficient: for the same compute budget both methods lie further right along the same
curve. The compute penalty is most pronounced for Gradient Routing, where the loss at the end
of training (both forget and retain) is roughly equivalent to that of a weak filter model at 20% of
training.

SGTM variants which do not mask certain gradients (Joint Projection and Joint Attention) do have
better final retain loss on both general and biology-adjacent knowledge, but overall provide worse
retain/forget trade-off than SGTM, as well as both data filtering options.

C COMPUTE PENALTY

Raw loss values can be difficult to interpret due to their non-linear nature. For instance, reducing
the loss from 10 to 9 (near random performance) requires substantially less data and compute than
reducing from 3 to 2 (where the model already performs well). To provide a more interpretable
measure, we convert loss values to the compute budget required to achieve that performance on a
baseline model trained with unfiltered data.

C.1 SCALING LAWS

We establish compute-to-loss scaling laws by training four models of different sizes (34M, 64M,
125M, and 254M parameters) on the Wikipedia dataset. Following Chinchilla scaling princi-
ples (Hoffmann et al.| 2022)), we scale the number of training tokens proportionally with model
size while maintaining a constant data mixture. We set number of training tokens to be Chinchilla-
optimal in every case (20 x number of parameters).

We compute losses and fit scaling laws separately for three evaluation subsets:

* Biology (forget set)

* Biology-adjacent knowledge (Medicine/Chemistry/Environment - retain set)

* General knowledge (Culture/Geography/History - retain set)

Figure |7| presents the fitted scaling laws. We use the standard approximation of 6 x parameters X

tokens to compute FLOPs. The fitted curves follow the form ¢ = a x C~” where £ represents loss
and C represents compute in FLOPs.
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Figure 7: Scaling laws for models trained on Wikipedia. We fit and report three compute-to-loss

scaling laws, one for each test subset we report: biology (forget), biology-adjacent (retain), general
knowledge (retain)
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Figure 8: Compute penalty for three knowledge removal methods. Reported on three test subsets:
biology (forget), biology-adjacent (retain), general knowledge (retain). For each method we convert
final loss to the equivalent training compute budget on a baseline (no-filter) model (Figure [7). We
then report relative delta between the resulting compute and the baseline.
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Figure 9: SGTM vs Data Filtering across full input classifier performance range. We report the
difference in loss (A? = lsgrm — Ysieer) between SGTM and data filtering on the task of removing
the knowledge of Spanish from a model trained on bilingual (English/Spanish) TinyStories dataset.
We vary the quality of the input labeling with TPR and FPR of the input classifier.

C.2 RESULTS

Using these scaling laws, we convert the final losses from each knowledge removal method to equiv-
alent compute budgets. We then report the relative difference compared to baseline training. These
values can be interpreted as: “achieving this performance with the baseline model on the original
data mix would require X% less compute compared to the full baseline training.”

Figure[§] presents the compute penalty analysis across all three evaluation sets.

First, on biology (forget set) both data filtering (94% and 96% penalty) achieve substantial forget-
ting, with SGTM only slightly outperforming both of them (99% penalty). All methods require less
than 6% of the original compute to reach similar biology performance. This high penalty might
suggest data filtering could be practical in this setup. However, this reflects limitations of our exper-
imental design: loss metrics serve only as proxies for actual capabilities, and frontier models’ high
sample efficiency means they could potentially learn from very few examples that escape filtering,
making filtering less viable option in practice.

Second, on biology-adjacent knowledge SGTM’s 37% penalty falls between weak filtering (7%)
and strict filtering (67%). This demonstrates SGTM’s key advantage: achieving stronger biology
forgetting while preserving some medicine/chemistry/environment knowledge that strict filtering
removes entirely. Notably, even weak filtering shows a 7% penalty because removing biology data
inherently degrades performance on related domains — an effect that would be more pronounced
with perfect filtering.

Finally, on general knowledge SGTM incurs a 6% compute penalty, while both filtering approaches
show negative penalties (-9% for weak, -13% for strict). These negative values occur because fil-
tering methods operate at a fixed compute budget, replacing removed biology and biology-adjacent
data with additional general knowledge examples. This effectively increases training on general
topics beyond what the baseline receives.

The compute penalty analysis reveals important trade-offs between methods. While SGTM requires
additional compute compared to data filtering on general tasks, it provides superior forgetting of tar-
get knowledge while maintaining better performance on related domains. The 6% penalty on general
knowledge represents the computational cost of the gradient masking operations during training —
a price that may be justified in certain scenarios by SGTM’s robustness advantages demonstrated
elsewhere in this work.
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D FULL LABELING SENSITIVITY AND SPECIFICITY ANALYSIS

In Section4] we examined SGTM’s robustness to false negative labeling errors, where forget data is
mislabeled as retain. Here we present a comprehensive analysis exploring the full range of classifier
performance by varying both false positive rates (FPR) and true positive rates (TPR).

D.1 EXPERIMENTAL SETUP

We use the same synthetic bilingual TinyStories setup as Section [4] with models trained on En-
glish (retain) and Spanish (forget) data. We simulate different classifier performances by artificially
controlling TPR and FPR rates. For each (TPR, FPR) pair, we construct the training datasets as
follows:

* Drorger: Contains TPR fraction of actual forget data plus FPR fraction of retain data
* Dgefauri: Contains (1-TPR) fraction of forget data plus (1-FPR) fraction of retain data

* Dienin: Fixed at 10% of ground truth retain data (unchanged across all experiments)

For data filtering, which doesn’t train on Dy, false positives result in less training data overall.
All models train for one epoch on their respective datasets, with compute budgets varying based on
the amount of filtered data.

D.2 RESULTS

Figure [9] presents the retain and forget loss differences between SGTM and data filtering (Al =
lsotm — Yier) across the full spectrum of TPR and FPR values. This visualization captures both
classifier quality and decision threshold choice — an ROC curve for any specific classifier can be
overlaid on these heatmaps, with each point on the curve representing a different threshold setting.
Note that the scales differ between the two subfigures to better visualize the patterns in each metric.

First, Figure [9(a) shows that SGTM consistently shows higher retain loss than data filtering across
most of the parameter space, confirming that SGTM incurs a certain penalty in compute efficiency.
With the penalty being most pronounced in the top-left region (high TPR, low FPR), the retain
performance penalty is decreasing with the decrease in classifier performance.

Second, Figure Ekb) shows that outside of perfect recall (TPR=1), SGTM demonstrates a clear ad-
vantage over data filtering, achieving substantially higher forget loss across most classifier operating
points. The advantage is particularly strong in regions with moderate TPR (0.4-0.8), where data
filtering begins to fail due to leaked forget examples in the training data.

The results suggest that SGTM is particularly valuable when perfect classification is unattainable—a
realistic scenario given the difficulty of identifying harmful content at scale. While data filtering can
match SGTM'’s forgetting performance only with perfect recall (TPR=1), achieving this in practice
would involve a trade-off with removing useful data.

E PARAMETER SPLIT

We consider a transformer block (Vaswani et al.| 2017) consisting of a multi-head attention and
an MLP layer, with h attention heads, model dimension d, MLP dimension dyyp, and per-head
dimension dj, = d/h.
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The trainable parameters in a multi-head attention block ard}

Wc(gl;(v € R3xdxdn (query, key, value for attention head 7)
Wo € R4, by e RY (output attention projection)
Wy € RIxdwe — p c Rébwe (First MLP layer)
Wy € Rbwrxd ) c RY (Second MLP layer)

We designate hsoree; attention heads and dgorgee MLP hidden units to be dedicated to the forget data,
and the remaining attention heads and MLP units to the retain data. We splits weights and biases of
the relevant linear layers into forget and retain segments.

We can now define non-overlapping sets of forget (Fforger) and retain (Frerain) parameters.

W1 _ [Wlforget eretain]; Wlforget c Rdxdmge|7 eretain c Rdx(dMLpfdm,ge()

Wforgel

. forget dforger X d retain dmrp — dforget ) X d
Wo = {Wzﬂain] : W2 get = TR rorger , WQ c R( MLP — dforget )

Wforgel .
WO = Ot . ; Wg)rget c R(dhr*hﬁwcl)Xd, Wé’etam c R(dh*(h*hrurgcl))Xd
WTC am
O
by = [bflorget brletain]. bflorgel c IR roreet brletain c R(dMLpfdmrga)
)

)

_ forget 7 forget forget forget (2) .
Oronger = (W1, ploreet yyorset pyforeet g0 fori € {1, Arorger}}

Oreain = (W, B, TR by WE™ by, Wk fori € {hpmgec + Lo, h}}

F TINYSTORIES EXPERIMENTAL DETAILS

F.1 TRAINING HYPERPARAMETERS

All relevant training hyperparameters are listed in Table [2} We aim to roughly double the size of the
model from Eldan & Li/(2023) (64M vs. 33M) to account for the extra Spanish data.

F.2 LoOGIT CALIBRATION

To avoid artificially low token probabilities after model ablation, potentially leading to unreasonably
high loss values, we perform port-training logit calibration. We train a simple logit bias layer (one
parameter per logit, 50257 in total) minimizing the combination of the forget and retain loss: ¢ =
Liorget + lreain. It’s important to note that we perform the calibration assuming full access to both
forget and retain data, including setups with the full data filtering, where none of the forget data was
used during training.

The goal of this step is to stabilise the forget loss post-ablation and recover loss spikes caused by
extremely low probabilities (potentially worse than random) of the relevant tokens. As such we set
a = 100 to make sure we recover the forget loss where possible, but not at the expense of the retain
loss.

F.3 DATASET

We use the original TinyStories dataset (Eldan & Li, 2023) in English (466M tokens), and create a
Spanish translation of the entire dataset 718M tokens. Note that the Spanish dataset contains more

"For notation simplicity we omit trainable parameters in normalization layers and treat them as Bjoint.
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Hyperparameter Value
Parameters 63,855,185
Layers 12
Model dimenstion d 512
Vocabulary size 50257
MLP dimension dyy p 2048
Attention heads h 32
Tied embeddings True
Learning rate Se-3
LR Schedule Cosine annealing with warmup
Warmup steps 1000
Batch size 128
Context size 512
Tokenizer gpt-2
Training steps 33120 (1 epoch)
Optimizer AdamW
Weight decay 0.1
51 0.9
B2 0.95

Table 2: Training hyperparameters for synthetic bilingual experiments.

tokens than the English version because the GPT-2 tokenizer was primarily trained on English text,
making it less efficient for encoding Spanish. Our final bilingual training dataset consists of both
the original English stories and their Spanish translations, totaling 1.2B tokens. In both English and
Spanish and additional 1% of data is set aside as a test set (12M tokens).

We consider each story to be an individual training example, truncating and padding the text when
necessary.

We translate the Tinystories dataset (Eldan & Li, [2023) into Spanish using
claude-3-haiku-20240307 with the following prompt:
Translate the following short story into Spanish. Keep the
same tone, style, and meaning. The translation should be
natural and fluent Spanish, appropriate for children.
English story: story
Spanish translation:
Below is an example of an original story in English:
There was a little girl with dark hair. Her name was Joy.
She lived in a big house with her parents. One day, Joy was
playing outside in her garden. Suddenly, she felt something
on her leg - something pinching her. It was a big, black bug!

Joy screamed and tried to get away, but the bug kept following
her. She tried to run and hide, but it was too quick.

Joy’s parents heard her cries and came running. They used a
stick to help her get rid of the bug. After the bug was gone,
they hugged Joy and told her everything would be alright.

When the bug was gone, Joy felt relieved and happy. She went
back to playing in the garden, making sure she didn’t step on
any more bugs.

And the corresponding Spanish version:
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Habia una nifia pequefia con el cabello oscuro. Su nombre era
Alegria. Vivia en una casa grande con sus padres. Un dia,
Alegria estaba jugando afuera en su jardin. De repente,
sintidé algo en su pierna - algo que le estaba pellizcando.
iEra un bicho grande y negro!

Alegria gritd e intentd alejarse, pero el bicho seguia
persiguiéndola. Tratd de correr y esconderse, pero era
demasiado rapido.

Los padres de Alegria escucharon sus gritos y corrieron hacia
ella. Usaron un palo para ayudarla a deshacerse del bicho.
Después de que el bicho se fue, abrazaron a Alegria y le

bichos.

Cuando el bicho se fue,
Volvidé a jugar en el jardin,

dijeron que todo estaria bien.

Alegria se sintid aliviada y feliz.
asegurandose de no pisar mas

G WIKIPEDIA EXPERIMENTAL DETAILS

G.1 TRAINING HYPERPARAMETERS

Hyperparameter Value
Parameters 254,054,481
Layers 16
Model dimenstion d 1024
Vocabulary size 50257
MLP dimension dyp 4096
Attention heads 32
Tied embeddings True
Learning rate 6e-3
LR Schedule Cosine annealing with warmup
Warmup steps 1000
Batch size 512
Context size 1024
Tokenizer gpt-2
Training steps 9689 (Chinchilla optimal)
Optimizer AdamW
Weight decay 0.1
B1 0.9
Ba 0.95

Table 3: Training hyperparameters for Wikipedia model.

All relevant training hyperparameters are listed in Table

For logit calibration we follow the procedure idential to the one described for the TinyStories setup

(Appendix [F2)).

G.2 RMU

Using the implementation provided by |L1 et al.[(2024), we apply RMU to the baseline model trained

on the full dataset with no filtering. Hyperparameters are reported in Table 4]

H ARTICLETOPIC TAXONOMY

22




Under review as a conference paper at ICLR 2026

Hyperparameter Value
Steps 250
@ 100
Steering coefficient 20
Batch size 4
Layer to unlearn 7
Update layers 5,6,7

Update parameters

MLP weights and biases (W7, by, Wa, bs)

Table 4: RMU hyperparameters.

Culture | Geography | History and Society | STEM
. . Business %
Biography Geographical and economics STEM
Biography* Regions Education Biology
Women* Africa History Chemistry
Food and drink Africa* Military Computing
and warfare
Internet culture Central Africa Politics Earth .
and government and environment
Linguistics Eastern Africa Society Engineering
Literature Northern Africa | Transportation Libraries .
and Information
Media Southern Africa Mathematics
. . Medicine
&
Media Western Africa and Health
Books Americas Physics
Entertainment Central America Space
Films North America Technology
Music South America
Radio Asia
Software Asia*
Television Central Asia
Video games East Asia
Performing arts North Asia
Philosophy and religion South Asia
Sports Southeast Asia
Visual arts West Asia
Visual arts* Europe

Comics and Anime

Fashion

Eastern Europe
Northern Europe
Southern Europe
Western Europe

Oceania
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Table 5: Wikipedia articletopic taxonomy



	Introduction
	Related Work
	Method
	Notation
	Training Interventions

	Synthetic Dataset (TinyStories) Results
	Experimental Setup
	Results
	Leakage

	Realistic Dataset (Wikipedia) Results
	Experimental Setup
	Results
	Robustness to fine-tuning

	Discussion and Limitations
	Conclusion
	LLM Use Statement
	Gradient Routing Variants
	Compute penalty
	Scaling Laws
	Results

	Full Labeling Sensitivity and Specificity Analysis
	Experimental Setup
	Results

	Parameter Split
	Tinystories Experimental Details
	Training Hyperparameters
	Logit Calibration
	Dataset

	Wikipedia Experimental Details
	Training Hyperparameters
	RMU

	Articletopic taxonomy

