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ABSTRACT

Similar to surprising performance in the standard deep learning, deep nets trained
by adversarial training also generalize well for unseen clean data (natural data).
However, despite adversarial training can achieve low robust training error, there
exists a significant robust generalization gap. We call this phenomenon the Clean
Generalization and Robust Overfitting (CGRO). In this work, we study the CGRO
phenomenon in adversarial training from two views: representation complexity and
training dynamics. Specifically, we consider a binary classification setting with N
separated training data points. First, we prove that, based on the assumption that
we assume there is poly(D)-size clean classifier (where D is the data dimension),
ReLU net with only O(N D) extra parameters is able to leverages robust mem-
orization to achieve the CGRO, while robust classifier still requires exponential
representation complexity in worst case. Next, we focus on a structured-data case
to analyze training dynamics, where we train a two-layer convolutional network
with O(N D) width against adversarial perturbation. We then show that a three-
stage phase transition occurs during learning process and the network provably
converges to robust memorization regime, which thereby results in the CGRO.
Besides, we also empirically verify our theoretical analysis by experiments in
real-image recognition datasets.

1 INTRODUCTION

Nowadays, deep neural networks have achieved excellent performance in a variety of disciplines,
especially including in computer vision (Krizhevsky et al., 2012; Dosovitskiy et al., 2020; Kirillov
et al., 2023) and natural language process (Devlin et al., 2018; Brown et al., 2020; Ouyang et al.,
2022). However, it is well-known that small but adversarial perturbations to the natural data can
make well-trained classifiers confused (Biggio et al., 2013; Szegedy et al., 2013; Goodfellow et al.,
2014), which potentially gives rise to reliability and security problems in real-world applications and
promotes designing adversarial robust learning algorithms.

In practice, adversarial training methods (Goodfellow et al., 2014; Madry et al., 2017; Shafahi et al.,
2019; Zhang et al., 2019; Pang et al., 2022) are widely used to improve the robustness of models by
regarding perturbed data as training data. However, while these robust learning algorithms are able
to achieve high robust training accuracy (Gao et al., 2019), it still leads to a non-negligible robust
generalization gap (Raghunathan et al., 2019), which is also called robust overfitting (Rice et al.,
2020; Yu et al., 2022).

To explain this puzzling phenomenon, a series of works have attempted to provide theoretical
understandings from different perspectives. Despite these aforementioned works seem to provide
a series of convincing evidence from theoretical views in different settings, there still exists a gap
between theory and practice for at least two reasons.

First, although previous works have shown that adversarial robust generalization requires more data
and larger models (Schmidt et al., 2018; Gowal et al., 2021; Li et al., 2022; Bubeck & Sellke, 2023), it
is unclear that what mechanism, during adversarial training process, directly causes robust overfitting.
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A line of work about uniform algorithmic stability (Xing et al., 2021; Xiao et al., 2022), under
Lipschitzian smoothness assumptions, also suggest that robust generalization gap increases when
training iteration is large. In other words, we know there is no robust generalization gap for a trivial
model that only guesses labels totally randomly (e.g. deep neural networks at random initialization),
which implies that we should take learning process into consideration to analyze robust generalization.

Second and most importantly, while some works
(Tsipras et al., 2018; Zhang et al., 2019; Hassani
& Javanmard, 2022) point out that achieving ro-
bustness may hurt clean test accuracy, in most of 901
the cases, it is observed that drop of robust test 604
accuracy is much higher than drop of clean test
accuracy in adversarial training (Madry et al.,
2017; Schmidt et al., 2018; Raghunathan et al.,
2019) (see in Figure 1, where clean test accuracy
is more than 80% but robust test accuracy only w0l —
attains nearly 50%). Namely, a weak version of Clean Train Acc
benign overfitting (Zhang et al., 2017), which 1 —
means that overparameterized deep neural net- 01 : : : : ; : ; :
works can both fit random data powerfully and coror Eplgoch e
generalize well for unseen clean data, remains
after adversarial training.
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Figure 1: The learning curves of adversarial train-
Therefore, it is natural to ask the following ques- ing on CIFARIO0 with /. -perturbation radius
tion: § = 8/255.

What is the underlying mechanism that results in both Clean Generalization and Robust Overfitting
(CGRO) during adversarial training?

In this paper, we provide a theoretical understanding of this question. Precisely, we make the
following contributions:

* In Section 3, we first present some useful notations used in our work, and then provide the
formal definition of the CGRO classifier (Definition 3.4).

* In Section 4, we study the CGRO classifiers via the view of representation complexity.
Based on data assumptions observed in practice, we prove that achieving CGRO classifier
only needs extra linear parameters by leveraging robust memorization (Theorem 4.4), but
robust classifier requires even exponential model capacity in worst case (Theorem 4.7).

* In Section 5, under our theoretical framework of adversarial training, we apply a two-layer
convolutional network to learn the structured data. We propose a three-stage analysis
technique to decouple the complicated training dynamics of adversarial training, which
shows that the network learner provably converges to the CGRO regime (Theorem 5.9).

¢ In Section 6, we empirically demonstrate our theoretical results in Section 4 and Section 5
by experiments in real-world data and synthetic data, respectively.

2 ADDITIONAL RELATED WORK

Empirical Works on Robust Overfitting. One surprising behavior of deep learning is that over-
parameterized neural networks can generalize well, which is also called benign overfitting that deep
models have not only the powerful memorization but a good performance for unseen data (Zhang
et al., 2017; Belkin et al., 2019). However, in contrast to the standard (non-robust) generalization, for
the robust setting, Rice et al. (2020) empirically investigates robust performance of models based on
adversarial training methods, which are used to improve adversarial robustness (Szegedy et al., 2013;
Madry et al., 2017), and the work Rice et al. (2020) shows that robust overfitting can be observed on
multiple datasets, including CIFAR10 and ImageNet.

Theoretical Works on Robust Overfitting. A list of works (Schmidt et al., 2018; Balaji et al.,
2019; Dan et al., 2020) study the sample complexity for adversarial robustness, and their works
manifest that adversarial robust generalization requires more data than the standard setting, which
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gives an explanation of the robust generalization gap from the perspective of statistical learning
theory. And another line of works (Tsipras et al., 2018; Zhang et al., 2019) propose a principle called
the robustness-accuracy trade-off and have theoretically proven the principle in different setting,
which mainly explains the widely observed drop of robust test accuracy due to the trade-off between
adversarial robustness and clean accuracy. Recently, Li et al. (2022) investigates the robust expressive
ability of neural networks and shows that robust generalization requires exponentially large models.

Feature Learning Theory of Deep Learning. The feature learning theory of neural networks
(Allen-Zhu & Li, 2020a;b; 2022; Shen et al., 2022; Jelassi & Li, 2022; Jelassi et al., 2022; Chen
et al., 2022; Chidambaram et al., 2023) is proposed to study how features are learned in deep learning
tasks, which provide a theoretical analysis paradigm beyond the neural tangent kernel (NTK) theory
(Jacot et al., 2018; Du et al., 2018; 2019; Allen-Zhu et al., 2019; Arora et al., 2019). In this work,
we make a first step to understand clean generalization and robust overfitting (CGRO) phenomenon
in adversarial training by analyzing feature learning process under our theoretical framework about
structured data.

Memorization in Adversarial Training. Dong et al. (2021); Xu et al. (2021) empirically and theo-
retically explore the memorization effect in adversarial training for promoting a deeper understanding
of model capacity, convergence, generalization, and especially robust overfitting of the adversarially
trained models. However, different from their works, the concept clean generalization and robust
overfitting (CGRO) proposed in our paper focuses on both robust overfitting and high clean test
accuracy, which means that there is surprisingly no clean memorization or clean overfitting.

3 PRELIMINARIES

In this section, we first introduce some useful notations that are used in this paper, and then present
our problem setup.

3.1 NOTATIONS

Throughout this work, we use letters for scalars and bold letters for vectors. We will use [k] to

indicate the index set {1,2,--- , k}. The indicator of an event is defined as I{-} = 1 if the event -
holds and I{-} = 0 otherwise. We use sgn(-) to denote the sign function of the real number -, and we
use span(vy, v, - -, Uy,) to denote the linear span of the vectors vy, vy, -+ , v, € RP.

We use O(-), Q(+), and O(-) to hide logarithmic factors in these notations respectively. Moreover, we
denote A,, = poly (B,) if A,, = O (BX) for some positive constant K, and A,, = polylog (B,,)
if B,, = poly (log (B,,)). We also say A,, = o(B,,) if for arbitrary positive constant C's > 0, there
exists N3 > 0 such that |A,| < Cs|B,| for all n > N3. An event is said that it happens with high
probability (or w.h.p. for short) if it happens with probability at least 1 — o(1).

We use the notation [|-||,,p € [1,400] to denote the £, norm in the vector space RP. For
two sets A,B C RP, we can define the /,-distance between A and B as dist,(A,B) =
inf {| X ~ Y|, : X € AY €B}. Forr > 0, B,(X,r) i= {Z €R:[|Z = X]|, < r} is de-

fined as the ¢,,-ball with radius r centered at X. We use o(-) to denote the (non-linear) entry-wise
activation function, and ReLU activation function is defined as o(-) := max(-,0).

3.2 PROBLEM SETUP

We consider a binary classification setting, where we use X € X C R” to denote the data input
and the binary label y isin ) = {—1, 1}. Given a data distribution D that is a joint distribution over
the supporting set X x ), and a function f : X — R as the classifier, we can define the following
measurements to describe the clean (robust) classification performance of the classifier f on data D.
Definition 3.1. (Clean Test Error) The clean test error of the classifier f w.rt. the data distribution
D is defined as Lp(f) := Px y)~p [sgn(f(X) # yl.

Definition 3.2. (Robust Test Error) Given a {,-robust radius 6 > 0, the robust test error of
the classifier f w.rt. the data distribution D and 6 under {, norm is defined as E%’é( f) =

E(x,y)~p [max) x— x|, <s {sgn(f(X")) # y}].
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In our work, we mainly focus on the cases when p = 2 and p = oo, which can be extended
to the general p case as well. In adversarial training, with access to the training dataset S =
{(X1,11),(X2,92),.-.,(Xn,yn)} randomly sampled from the data distribution D, we aim to
minimize the following robust training error to derive the robust classifier.

Definition 3.3. (Robust Training Error) Given a €,-robust radius 6 > 0, the robust training er-
ror of the classifier f w.rt. training dataset S and 0 under ¢, norm is defined as Eg"s(f) =

X Sy max) x;- x|, <s Hsen(f(X))) # v}

Now, we present the concept CGRO classifier that we mainly study in this paper as follows.

Definition 3.4. (CGRO Classifier) Given a {y-robust radius 6 > 0, we say a classifier f is CGRO
classifier w.r.t. the data distribution D and training dataset S if it satisfies that Lp(f) = o(1),
L5 (f) = o(1) bur L5 (f) = (1),

Remark 3.5. In the above definition of CGRO classifier, the asymptotic notations o(1) and (1) are
both defined with respective to the data dimension D, which means that CGRO classifier has a good
clean test performance but a poor robust generalization at the same time.

4 ANALYZING THE CGRO PHENOMENON FROM THE VIEW OF
REPRESENTATION COMPLEXITY

In this section, we provide a theoretical understanding of the CGRO phenomenon from the view of
representation complexity. First, We present the data assumption as follow.

For the data distribution D and ¢,-robust radius § > 0, the supporting set of the data input X’ can be
divided into two sets X and A_ that correspond to the positive and negative classes respectively, i.e.
X ={XeX:(X,yeDyy=1tand X_ ={X € X¥: (X,y) € D,y =—1}.

Assumption 4.1. (Bounded) There exists a absolute constant R > 0 such that, with high probability
over the data distribution D, it holds that the data input X € [-R, R]P.

Recall the definition of CGRO classifier (Definition 3.4). W.l.o.g., we can only focus on the case
X C [-R,RIP.

Assumption 4.2. (Well-Separated) we assume that the separation between the positive and negative
classes is large than twice the robust radius, i.e. dist, (X}, X_) > 26.

This assumption is necessary to ensure the existence of a robust classifier, and which is indeed
empirically observed in real-world image classification data (Yang et al., 2020).

Assumption 4.3. (Polynomial-Size Clean Classifier Exists) we assume that there exists a clean
classifier fueam : X — R represented as a ReLU network with poly(D) parameters such that

L:D(fcle(m) = 0(1) but ‘C%a(fclean) = Q(l)

In Assumption 4.3, the asymptotic notations o(1) and (1) are defined w.r.t. the data dimension D.
It means that the clean classifier with moderate size can perfectly classify the natural data but fails
to classify the adversarially perturbed data, which is consistent with the common practice that well-
trained neural networks are vulnerable to adversarial examples (Szegedy et al., 2013; Raghunathan
etal., 2019).

Now, we present our main result about the upper bound of representation complexity for CGRO
classifier as follow.

Theorem 4.4. (Polynomial Upper Bound for CGRO) Under Assumption 4.1, 4.2 and 4.3, with N -
sample training dataset S = {(X1,vy1), (X2,¥2), ..., (XnN,yn)} drawn from the data distribution
D, there exists a CGRO classifier fcgro : X — R that can be represented as a ReLU network with at
most poly(D) + O(N D) parameters.

Proof Sketch. First, we show the existence of the CGRO classifier w.r.t the data distribution D and
training dataset S.

Lemma 4.5. For given the data distribution D satisfying Assumption 4.1, 4.2 and 4.3, and the
randomly sampled training dataset S = {(X1,11),(X2,y2),...,(Xn,yn)}, we consider the
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following function fs : X — R defined as

N
fs(X) = ferean(X) (1 = {X € UL B,(X;,0)}) + > sil{X €B,(X;,0)} .

i=1

clean classification on unseen test data

robust memorization on training data

And it holds that the function fs is a CGRO classifier.

Due to Assumption 4.2, it is clear that we have B, (X, 6) B, (X, d) = () for any distinct i, j € [N].
Thus, fs perfectly clean classifies unseen test data by the first summand (Assumption 4.3) and robustly
memorizes training data by the second summand, which belongs to CGRO classifiers.

Back to the proof of Theorem 4.4, the key idea is to approximate the classifier fs proposed in Lemma
4.5 by ReLU network. Indeed, the function fs can be rewritten as

N
Fs(X) =" (Wi = fetean(X)NHX = Xillp < 0} + fotean(X) .
i=1 ~
poly(D)
weighted sum of robust local indicators
Therefore, we use ReLU nets to approximate the distance function d;(X) := || X — X, in

[~R,R]P efficiently, and we also noticed that the indicator I{-} can be approximated by a soft
indicator represented by two ReLLU neurons. Combined with the above results, there exists a ReLU
net fcgro with poly(D) + O(N D) parameters such that || fcgro — fs||co = 0(1), which implies
Theorem 4.4. ]

Remark 4.6. Theorem 4.4 manifests that ReLU net with only O(N D) extra parameters is able to
leverages robust memorization (Lemma 4.5) to achieve the CGRO regime.

However, to achieve robust generalization, higher complexity seems necessary. We generalize the
result in Li et al. (2022) from linear-separable setting to Assumption 4.3.

Theorem 4.7. (Exponential Lower Bound for Robust Classifer) Let F s be the family of function
represented by ReLU networks with at most M parameters. There exists a number Mp = Q(exp(D))
and a distribution D satisfying Assumption 4.1, 4.2 and 4.3 such that, for any classifier in the family
Fnip, the robust test error w.rt. D is at least Q(1).

Proof Sketch. The main proof idea of Theorem 4.7 is the linear region decomposition of ReL.U nets
(Montufar et al., 2014), and then we apply the technique bounding the VC dimension for local region
similar to Li et al. (2022). O

According to Assumption 4.3, Theorem 4.4 and Theorem 4.7, we obtain the following inequalities
about representation complexity of classifiers in different regimes.

Clean Classifier < CGRO Classifier < Robust Classifier .

poly(D) poly(D)+O(N D) Q(exp(D))

Remark 4.8. These inequalities states that while CGRO classifiers have mildly higher representation
complexity than clean classifiers, adversarial robustness requires excessively higher complexity, which
may lead the classifier trained by adversarial training to the CGRO regime. We also empirically
verify this by the experiments of adversarial training regarding different model sizes in Section 6.

5 ANALYZING DYNAMICS OF ADVERSARIAL TRAINING ON STRUCTURED
DATA

In the previous section, we show the efficiency of CGRO classifier via representation complexity.
However, it is unclear how the classifier trained by adversarial training converges to the CGRO
regime. In this section, we will focus on a structured-data setting to study the learning process of
adversarial training. First, we introduce our structured-data setting as follow, and then provide a
fine-grained analysis of adversarial training under our theoretical framework.
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5.1 STRUCTURED DATA SETTING

In this section, we consider the case that data input X € R” has a patch structure as follow, which
is similar to a list of theoretical works about feature learning (Allen-Zhu & Li, 2020b; Chen et al.,
2021; Jelassi & Li, 2022; Jelassi et al., 2022; Kou et al., 2023; Chidambaram et al., 2023).

Definition 5.1. (Patch Data Distribution) We define a data distribution D, in which each instance
consists in an input X € X = RP and a label y € Y = {—1,1} generated by

1. The label y is uniformly drawn from {—1,1}.

2. The input X = (X[1],..., X[P]), where each patch X[j] € R? and P = D/d is the
number of patches (we assume that D /d is an integer and P = polylog(d)).

3. Meaningful Signal patch: for each instance, there exists one and only one meaningful patch
signal(X) € [P] satisfies X [signal(X)] = ayw*, where w* € R? (||w*||, = 1) is the
unit meaningful signal vector and o > 0 is the norm of signal.

4. Noisy patches: X [j] ~ N (0, (Is — w*w*T) 02), for j € [P]\{signal(X)}, where o >
0 denotes the variance of noise .

Remark 5.2. The patch structure that we leverage can be viewed as a simplification of real-world
vision-recognition datasets. Indeed, images are divided into signal patches that are meaningful
for the classification such as the whisker of a cat or the nose of a dog, and noisy patches like the
uninformative background of a photo. And our patch data assumption can also be generalized to the
case that there exist a set of patches that are meaningful, while analyzing the learning process will
be too complicated to un-clarify our main idea that we want to present. Therefore, we focus on the
single meaningful patch case in our work.

To learn our structured data, we use two-layer convolutional neural network (CNN) (LeCun et al.,
1998; Krizhevsky et al., 2012) with non-linear activation as the learner network.

Definition 5.3. (Two-layer Convolutional Network) For a given input data X € RF?, our net-
work learner fwy : RPY — R is defined as fw(X) = Y., Zle aro ({(wh, X[j])) —

S i ay o (wy, X [f])), where W = [{a;f }y {ag by {aw;t by, {w) Yy ] are learn-
able parameters, and o (-) is the ReLUY activation function defined as o(-) = (max(-,0))? (¢ > 2).

ReLUY activation functions are useful to address the non-smoothness of ReLLU function at zero, which
are widely applied in literatures of deep learning theory (Kileel et al., 2019; Allen-Zhu & Li, 2020a;b;
Chen et al., 2021; Jelassi & Li, 2022; Jelassi et al., 2022). To simplify our analysis, we fix the second
layer weights as a,” = a,” = 1. We also assume that g is odd and it holds that w, := w7 = —w,”
during optimization process. At initialization, we sample w,. i.i.d from N(0, 021,). Our results can
be extended to the case when ¢ is even and w;", —w, are differently.

The Role of Non-linearity. Indeed, a series of recent theoretical works (Li et al., 2019; Chen et al.,
2021; Javanmard & Soltanolkotabi, 2022) show that linear model can achieve robust generalization
for adversarial training under certain settings, which but fails to explain the CGRO phenomenon
observed in practice. To mitigate this gap, we improve the expressive power of model by using
non-linear activation that can characterize the data structure and learning process more precisely.

In adversarial training, we aim to minimize the following adversarial training loss, which is a trade-off
between natural risk and robust regularization defined as follow.

Definition 5.4. (Adversarial Training Loss) For a hyperparameter N > 0 and the {y-robust
radius § > 0, the adversarial training loss of the network fw w.rt. the training dataset

S = {(X1.91), (X2,2), -, (Xn,yw)} is defined as Loa(W) = 3 30l £(W; Xi,y) +
- Maxg o (x,.5) [ﬂ (W;)/(i,yi) - L (W;Xi,yi)}, here we use L(W; X ,y) to denote the
single-point loss with respect to fw on (X ,y) and A, (X, ) denotes the perturbed range of the
data point X with £p,-radius 0.

Remark 5.5. Adversarial training loss in Definition 5.4 gives a general form of adversarial training
methods (Goodfellow et al., 2014; Madry et al., 2017; Zhang et al., 2019) for different values of
hyperparameter X and different types of loss function L(W'; X ,y) and perturbed range A, (-, 0).
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Here, we use the logistic loss defined as L(W'; X, y) := log (1 + exp{—yfw (X)}). And we apply
the perturbed range defined as A, (X, 6) := B, (X,8)NX +A (X), where A (X ) C RF? satisfies
that A (X)) [j] = span(w?*), if j = signal(X), A (X) [j] = 0, otherwise. This perturbed range
ensures that adversarial perturbations used to generate adversarial examples are always aligned with
the meaningful signal vector w™* during adversarial training, which exactly simplifies the analysis.

Definition 5.6. (Adversarial Training Algorithm) We run the standard gradient descent method to
update the network parameters {W(t) M for T iterations w.r.t. the adversarial training loss that can

be rewritten as EASIZ)‘(W) =% vazl(l —NL(W; X, y:) + AL (W; X;ldv’(t), yi>, where dev’(t)

denotes the adversarial example generated by i-th training data X; at t-th iteration. Concretely, the
adv,(t)

i and network parameters W) are updated alternatively as

X0 = argmax £ (WO X,y,) i € [N,
Xi€Ap(X;,0)
WD = WO -V LG (W),
where 11 > 0 is the learning rate.

adversarial examples X

Next, we make the following assumptions about hyperparameters.

Assumption 5.7. (Choice of Hyperparameters) We assume that: o = O(d°), o, =
—cp _ _ _ Dpolylog(d) — _ 1
o), m = O(N) = poly(d),og = PMED 5 a(l \/apolylogw))’A €

[m, 1) , n= (0’ m}, where cq, cp € (0,1) are constants satisfying cq + cp > %

Discussion of Hyperparameter Choices. Actually, the choices of these hyperparameters are not
unique. We make concrete choices above for the sake of calculations in our proofs, but only the
relationships between them are important. Namely, since the norm of signal patch is o and the norm
of noise patch w.h.p. is © (o, \/d), our choices ensure that meaningful signal is stronger than noise.
Without this assumption, in other word, if the signal-to-noise ratio is very low, there even exists no
clean generalization, which has been theoretically shown under the similar patch-structured data

setting (Cao et al., 2021; Chen et al., 2021; Frei et al., 2022). The width of network learner is O(N D)
to achieve mildly over-parameterization we mentioned in Theorem 4.4. The separation in Assumption
4.2 also holds due to § < a.

5.2 MAIN RESULTS

First, we introduce the concept called feature learning to characterize what the model learns.

Definition 5.8. (Feature Learning) Specifically, given a certain training data-point (X ,y) ~ D and
the network learner fw, we focus on the following two types of feature learning.

e True Feature Learning. We project the weight W on the meaningful signal vector to
measure the correlation between the model and the true feature as

U= 27_: (w,., w*)?.

* Spurious Feature Learning. We project the weight W on the random noise to measure the
correlation between the model and the spurious feature as

VeSS (wnuXGl)
r=1 je[P]\signal(X)

We then calculate the model’s classification correctness on certain clean data point as
m

yfw(X) =y > (w., X[signal(X))" +y> Y (wr, X[j])"

r=1 je[P]\signal(X)

<w7‘7ayW*>q+yZ Z (w,, X[j])7.

r=1 je[P]\signal(X)
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Thus, the model correctly classify the data if and only if a9 + V > 0, which holds in at least two
cases. Indeed, one is that the model learns the true feature and ignores the spurious features, where
U = Q(1) > |V|. Another is that the model doesn’t learn the true feature but memorizes the spurious
features, where |U/| = o(1) and |V| = Q(1) > 0.

Therefore, this analysis tells us that the model will generalize well for unseen data if the model
learns true feature learning. But the model will overfit training data if the model only memorizes
spurious features since the data-specific random noises are independent for distinct instances, which
means that, with high probability, it holds that VV = o(1) for unseen data (X, y). We can analyze the
perturbed data similarly.

Now, we give our main result about feature learning process.

Theorem 5.9. Under Assumption 5.7, we run the adversarial training algorithm in Definition 5.6 to
update the weight of the network learner for T = Q(poly(d)) iterations. Then, with high probability,
it holds that the network leanrer

1. partially learns the true feature, i.e. UT) = ©(a™9);
2. exactly memorizes the spurious feature, i.e. for each i € [N], Vi(T) =0(1),

where U and Vi(t) is defined for i—th instance (X;, y;) and t—th iteration as the same in Definition
5.8. Consequently, the clean test error and robust training error are both smaller than o(1), but the
robust test error is at least % — o(1), which means that fy,r) is a CGRO classifier.

Remark 5.10. Theorem 5.9 states that, during adversarial training, the neural network partially
learns the true feature of objective classes and exactly memorizes the spurious features depending on
specific training data, which causes that the network learner is able to correctly classify clean data
by partial meaningful signal (clean generalization), but fails to classify the unseen perturbed data
since it leverages only data-wise random noise to memorize training adversarial examples (robust
overfitting). We also conduct numerical simulation experiments to confirm our results in Section 6.

5.3 ANALYSIS OF LEARNING PROCESS

Next, we provide a proof sketch of Theorem 5.9. To obtain a detailed analysis of learning process,

we consider the following objects that can be viewed as weight-wise version of /() and Vi(t). For
eachr € [m],i € [N]and j € [P] \ signal(X;), we define that

u® = mflx] <'w7(«t), w*> (Signal Component),
relm

vgt; = mfxx] <w£t),ini[j]> (Noise Component).

’ relm

Theoretically, traditional formulation of adversarial training algorithms involve highly non-convex
and non-concave min-max optimization, under which analyzing global convergence is NP-hard
problem (Murty & Kabadi, 1985). To overcome this hardness barrier, we leverage geometry-inspired
attack as adversarial training method, under which we propose a non-trivial three-stage analysis
technique to decouple the complicated feature learning process as follows.

Phase I: At the beginning, the signal component of lottery tickets winner «(*) increases quadrat-
ically (Lemma 5.11). At this point, the model starts to learn partial true feature.
To project the adversarial training update on the signal vector w*, we derive the following result.

Lemma 5.11. (Lower Bound of Signal Component Growth) For each r € [m] and any t > 0, the
signal component grows as

W) 2 40 1 0ran) () ()

where we use 1(+) to denote the negative sigmoid function ¥ (z) = H_% as well as Lemma 5.12,5.13.

Lemma 5.11 manifests that the signal component increases quadratically at initialization. Therefore,
we know that, after Ty = © (n~*a~ %0y ") iterations, the signal component u(7%) attains the order

Q(a~"), which implies the model learns partial true feature at this point.



Accuaracy

Under review as a conference paper at ICLR 2025

Performance of Different Sizes on MNIST Performance of Different Sizes on CIFAR10 Feature Learning Process

100 1 —e— Clean Test Acc
Robust Test Acc
—=— Robust Train Acc

100 1 —e— Clean Test Acc
Robust Test Acc 87
—=— Robust Train Acc

80

Accuaracy
S
3
Value

2
60
—— Largest Noise Memorization
. 04 Smallest Noise Memorization
—— Average Noise Memorizaion

—— True Feature Learning

2 4 6 8 10 12 14 16 2 4 6 8 10 o 20 40 60 80 100
Model Size Model Size Iteration

(a) (b) (©

Figure 2: (a)(b): The effect of network capacity on the performance of the network. We trained the
networks of varying capacity on MNIST (a) and CIFARI1O0 (b); (c): Feature learning process of the
two-layer convolutional network on the structured data.

Phase II: Once the maximum signal component «(*) attains the order Q(a‘l), the growth of
signal component nearly stops updating since that the increment of signal component is now
mostly dominated by the noise component (Lemma 5.12).

Due to the property of the negative sigmoid function ¢(z) = H%’ the growth of signal component

becomes very slow when ¢)’s input attains the order {2(1). This intuition can be formally represented
as follow.

Lemma 5.12. (Upper Bound of Signal Component Growth) For Ty = © (n_la_qaal) and any
t € [Ty, T, the signal component is upper bounded as

u® <O (n(aN—é)q) § i@ﬂ ((a — 5 U + st)) +O0(a™b).

s=Tp 1=1

Lemma 5.12 shows that, after partial true feature learning, the increment of signal component is
mostly dominated by the noise component VZ-(t), which implies that the growth of signal component
will converge when Vft) = Q(1).

Phase III: After that, by the quadratic increment of noise component (Lemma 5.13), the total

noise Vi(t) eventually attains the order (2(1), which implies the model memorizes the spurious
feature (data-wise noise) in final.

Lemma 5.13. (Lower Bound of Noise Component Growth) For each i € [N], r € [m] and j €
[P] \ signal(X;) and any t > 1, the noise component grows as

2 t—1
no-d s N B
o> +0 () S w0t ()" - ot v

The practical implication of Lemma 5.13 is two-fold. First, by the quadratic increment of noise com-
ponent, we derive that, after 77 = © (N ntog 10; 3d_%) iterations, the total noise memorization
Vi(T) attains the order (1), which suggests that the model is able to robustly classify adversarial
examples by memorizing the data-wise noise. Second, combined with Lemma 5.12, the signal

component 1! will maintain the order ©(a '), which immediately implies the main conclusion of
Theorem 5.9. And the full detailed proof of Theorem 5.9 can be see in Appendix E.

6 EXPERIMENTS

In this section, we empirically verify our theoretical results in Section 4 and Section 5 by the numerical
experiments in real-world image-recognition datasets and synthetic structured data, respectively.
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Table 1: Performance of models with different sizes

Dataset MNIST CIFARI10
Model Size 1 4 8 12 16 1 2 5 10
Clean Test 11.35 | 11.35 | 11.35 | 95.06 | 94.85 | 82.56 | 84.92 | 85.83 | 86.05
Robust Test | 11.35 | 11.35 | 11.35 | 77.96 | 83.43 | 43.39 | 43.74 | 46.25 | 50.08
Robust Train | 11.70 | 11.70 | 11.70 | 99.30 | 99.50 | 64.19 | 79.82 | 97.37 | 99.57

6.1 EFFECT OF DIFFERENT MODEL SIZES

Experiment Settings. For the MNIST dataset, we consider a simple convolutional network, LeNet-5,
and study how its performance changes as we increases the size of network (i.e. we expand the
number of convolutional filters and the size of the fully connected layer to the size number multiple
of the initial, where the size numbers are 1,4,8,12,16). The original convolutional network has
a convolutional layer with 1 filters, followed by another convolutional layer with 2 filters, and a
fully connected hidden layer with 32 units. Convolutional layers are followed by 2 x 2 max-pooling
layers. For the CIFAR10 dataset, we apply WideResNet-34 with different widen factors 1,2, 5, 10.
We use the standared projected gradient descent (PGD) (Madry et al., 2017) to train the network by
adversarial training. We choose the classical ¢ -perturbation with radius 0.3 for MNIST and 8/255
for CIFAR10. All models are trained for 100 epoches on MNIST and 200 epoches on CIFAR10 by
using a single NVIDIA RTX 4090 GPU.

Experiment Results. We report our results about the performance of models with different sizes
in Figure 2 (a)(b) and Table 1. It shows that when the model size becomes larger, first the robust
training loss decreases but the robust generalization gap remains large, and then when the model gets
even larger, the robust generalization gap gradually decreases, and we also find that, in the small
size case (see LeNet with the size number 1, 4, 8), adversarial training converges to a trivia solution
that always predicts a fixed class, while it can learn an accurate clean classifier through the standard
training, which corresponds to the theoretical results in Theorem 4.4 and Theorem 4.7.

6.2 SYNTHETIC STRUCTURED DATA

Experiment Settings. Here we generate synthetic data exactly following Definition 5.1 and apply
the two-layer convolutional network in Definition 5.3. We train the network by the adversarial
training algorithm we mentioned in Definition 5.6. We choose the hyperparameters that we need as:
d=100,P =2, =10,0, =1,00 =0.01,¢g =3, N =20,m =10,p = 2,6 = 10, A = 0.9, =
0.1,7 = 100, which is a feasible one under Assumption 5.7. We characterize the true feature learning
and noise memorization via calculating /() and the smallest/largest/average of {Vi(t)}l-e[ N]- We
calculate the robust train and test accuracy of the model by using the standard PGD attack.

Experiment Results. We plot the dynamics of true feature learning and noise memorization in Figure
2 (c). Itis clear that a three-stage phase transitions happen during adversarial training , which is
consistent with our theoretical analysis of learning process (Lemma 5.11, 5.12, 5.13), and finally the
model partially learns true feature but exactly memorizes all training data (Theorem 5.9).

7 CONCLUSION

To summarize, we study the puzzling clean generalization and robust overfitting (CGRO) phenomenon
in adversarial training and present theoretical explanations: from the perspective of representation
complexity, we prove that the CGRO classifier is efficient to achieve by leveraging robust memo-
rization regarding the training data, while robust generalization requires excessively large model
capacity in worst case, which may lead adversarial training to the CGRO regime; from the perspective
of training dynamics, we propose a three-stage analysis technique to analyze the feature learning
process of adversarial training under our structured-data framework, and it shows that two-layer
neural network trained by adversarial training provably learns the partial true feature but memorizes
the random noise from training data, which thereby causes the CGRO regime. On the empirical side,
we confirm our theoretical findings above by real-world vision datasets and synthetic data simulation.

10
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Figure 3: Experiment results (¢, perturbation radius ¢y = 0.1 on MNIST, = 8/255 on CIFAR10).

A ADDITIONAL EXPERIMENTS REGARDING ROBUST MEMORIZATION

In this section, we demonstrate that adversarial training converges to similarities of the construction
fs of Lemma 4.5 on real image datasets, which results in CGRO. In fact, we need to verify models
trained by adversarial training tend to memorize data by approximating local robust indicators on
training data.

Concretely, for given loss £(+, -), instance (X, y) and model f, we use two measurements, maximum
gradient norm within the neighborhood of training data,

e [VxL(F(X +€).9)h.

and maximum loss function value change

i [L(f(X +8).y) = LX), )]

The former measures the §—local flatness on (X, y), and the latter measures d—local adversarial
robustness on (X, y), which both describe the key information of loss landscape over input.

Experiment Settings. In numerical experiments, we mainly focus on two common real-image
datasets, MNIST and CIFAR10. During adversarial training, we use cyclical learning rates and mixed
precision technique (Wong et al., 2020). For the MNIST dataset, we use a LeNet architecture and
train total 20 epochs. For the CIFAR10 dataset, we use a Resnet architecture and train total 15 epochs.

Numerical Results. First, we apply the adversarial training method to train models by a fixed
perturbation radius ¢g, and then we compute empirical average of maximum gradient norm and
maximum loss change on training data within different perturbation radius e. We can see numerical
results in Figure 3 (a~d), and it shows that loss landscape has flatness within the training radius, but
is very sharp outside, which practically demonstrates our conjecture on real image datasets.

Learning Process. We also focus on the dynamics of loss landscape over input during the adversarial
learning process. Thus, we compute empirical average of maximum gradient norm within different
perturbation radius € and in different training epochs. The numerical results are plotted in Figure 3
(e~h). Both on MNIST and CIFAR10, with epochs increasing, it is observed that the training curve
descents within training perturbation radius, which implies models learn the local robust indicators to
robustly memorize training data. However, the test curve of CIFAR10 ascents within training radius
instead, which is consistent with our theoretical analysis in Section 5.

Robust Generalization Bound. Moreover, we prove a robust generalization bound based on global
Sflatness of loss landscape (see in Appendix B). We show that, while adversarial training achieves local
flatness by robust memorization, the model lacks global flatness, which causes robust overfitting.
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Figure 4: Left: local and global flatness during adversarial training on CIFAR10; Right: the relation
between robust generalization gap and global flatness on CIFARI10.

B ROBUST GENERALIZATION BOUND BASED ON GLOBAL FLATNESS

In this section, we prove a novel robust generalization bound that mainly depends on global flatness
of loss landscape. We consider ¢, —adversarial robustness with perturbation radius 6 and we use

Leleans Laav(f) and Eadv( f) to denote the clean test risk, the adversarial test risk and the adversarial
empirical risk w.r.t. the model f, respectively. We also assume % + % = 1 for the next results.

Theorem B.1. (Robust Generalization Bound) Let D be the underlying distribution with a smooth
density function, and N —sample training dataset S = {(X1,v1), (X2,y2),-..,(Xn,yn)} is Lid.
drawn from D. Then, with high probability, it holds that,

Laio(f) < Lan(F) + NP0 | Eix gy | max VLS (X +€),0)g

global flatness

This generalization bound shows that robust generalization gap can be dominated by global flatness
of loss landscape. And we also have the lower bound of robust generalization gap stated as follow.

Proposition B.2. Let D be the underlying distribution with a smooth density function, then we have
Eadv(f) - Eclean(f) = ((HE(X,y)ND H|VX£(f(X)a y)”q]) :

Theorem B.1 and Proposition B.2 manifest that robust generalization gap is very related to global
flatness. However, although adversarial training achieves good local flatness by robust memorization
on training data, the model lacks global flatness, which leads to robust overfitting.

This point is also verified by numerical experiment on CIFAR10 (see results in Figure 4). First, global
flatness grows much faster than local flatness in practice. Second, with global flatness increasing
during training process, it causes an increase of robust generalization gap.
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C PRELIMINARY LEMMAS

First, we present a technique called Tensor Power Method proposed by Allen-Zhu & Li (2020a;b).
Lemma C.1. Let {z(t) }z;o be a positive sequence defined by the following recursions
20D > (0 4oy (Z(t))z
24D < L0 40 (z<t>)2 ’
where 2z > 0 is the initialization and m, M > 0. Let v > 0 such that 20 < . Then, the time to
such that zy > v for all t > tg is:
3 8M [log (v/z0)
ty= — |
mz©®  m log(2)
Lemma C.2. Let {Z(t) }f,T:o be a positive sequence defined by the following recursion
20 > 50 4 4541 (Z<s>)z _C
where A,C > 0 and 2(°) > 0 is the initialization. Assume that C' < 2(°) /2. Let v > 0 such that
2(0) < v. Then, the time t such that 29 > v is upper bounded as:

log (v/20) 21
to =8 .
0 { log(2) * (2(0) A
Lemma C.3. Let T > 0. Let (2;),.+ be a non-negative sequence that satisfies the recursion:
20D < () _ 4 (z(t))Q,for A > 0. Then, it is bounded at a time t > T as

1
(t)
ZUs Alt-=T)

Then, we provide a probability inequality proved by Jelassi & Li (2022).
Lemma C4. Let {v,}" | be vectors in R? such that there exist a unit norm vector x that satisfies

S (o, :13)3‘ > 1. Then, for &1, ..., &, ~ N (0,0%1y) iid., we have:

r=1

P m ) ~ 0
P Z <UT7‘£J'>3 29(03) >1- 21(7(1)

j=1r=1

Next, we introduce some concepts about learning theory.

Definition C.5 (growth function). Let F be a class of functions from X C R to {—1,+1}. For any
integer m > 0, we define the growth function of F to be

Hr(m) = max _|{(f(z1), f(x2),-- f(zm)) s [ € F}.

z; €X,1<i<m
In particular, if [{(f(x1), f(x2), -, f(@m)) : f € F} =2™, then (x1, 22, -+, Tpm) is said to be
shattered by F.
Definition C.6 (Vapnik-Chervonenkis dimension). Let F be a class of functions from X C RP
to {—1,+1}. The VC-dimension of F, denoted by VC-dim(F), is defined as the largest integer
m > 0 such that llx(m) = 2™. For real-value function class H, we define VC-dim(H) :=
VC-dim(sgn(H)).

The following result gives a nearly-tight upper bound on the VC-dimension of neural networks.

Lemma C.7. (Bartlett et al., 2019) Consider a ReLU network with L layers and W total parameters.
Let F be the set of (real-valued) functions computed by this network. Then we have VC-dim(F) =
O(W Llog(W)).

The growth function is connected to the VC-dimension via the following lemma; see e.g. Anthony
et al. (1999).

Lemma C.8. Suppose that VC-dim(F) = k, then IL,,,(F) < Zf:o (™). In particular, we have
I, (F) < (em/k)* forallm > k + 1.

18



Under review as a conference paper at ICLR 2025

D FEATURE LEARNING

In this section, we provide a full introduction to feature learning, which is widely applied in theoretical
works (Allen-Zhu & Li, 2020a;b; 2022; Shen et al., 2022; Jelassi & Li, 2022; Jelassi et al., 2022;
Chen et al., 2022) explore what and how neural networks learn in different tasks. In this work, we first
leverage feature learning theory to explain CGRO phenomenon in adversarial training. Specifically,
for an arbitrary clean training data-point (X, y) ~ D and a given model fy, we focus on

* True Feature Learning. We project the weight W on the meaningful signal vector to
measure the correlation between the model and the true feature as

U= i (w,, w

* Spurious Feature Learning. We project the weight W on the random noise to measure the
correlation between the model and the spurious feature as

= yz Y (wl X[

r=1 je[P]\signal(X)

We then calculate the model’s classification correctness on certain clean data point as

m

yfw(X) =y Y (w,, X[signal( X)) +yY Y (w, X[j])"

r=1 je[P]\signal(X)

<w7’7ayw*>q+yz Z <wraX[]}>q

r=1 je[P]\signal(X)

Il
-

r

I
:

\]
Il
-

alld v

Thus, the model correctly classify the data if and only if a%U + V > 0, which holds in at least two
cases. Indeed, one is that the model learns the true feature and ignores the spurious features, where
U = Q(1) > |V|. Another is that the model doesn’t learn the true feature but memorizes the spurious
features, where || = o(1) and |V| = Q(1) > 0.

Therefore, this analysis tells us that the model will generalize well for unseen data if the model learns
true feature learning. But the model will overfit training data if the model only memorizes spurious
features since the data-specific random noises are independent for distinct instances, which means
that, with high probability, it holds that V = o(1) for unseen data (X, y).

We also calculate the model’s classification correctness on perturbed data point, where we use attack
proposed in definition 5.6 to generate adversarial example as

avi 1 ) a(l —vy)yw*, j = signal(X)
X = { X[j],j € [p] \ signal(X)

‘We then derive the correctness as

yfw (X)) =y (w, X Wsignal X)) +y> Y (w, X))

r=1 r=1j€[P]\signal(X)

= Z w,, a(l — y)yw™) +yz Z <wr7X[j]>q'

r=1 je[P)\signal(X)

ald(l—vy)aU Vv

Thus, the model correctly classify the perturbed data if and only if a?(1 — )% + V > 0, which
implies that We can analyze the perturbed data similarly.
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E PROOF FOR SECTION 5

In this section, we present the full proof for Section 5. To simplify our proof, we only focus on the
case when ¢ = 3, and it can be easily extended to the general case when ¢ > 2. And we need the
re-defined notation as the following.

(t)

Forr € [m], i € [N] and j € [P] \ signal(Xj;), we define u, ’ and o

i, 88

3
Signal Component. ul? = <w,(«t), w*>, thus (") = 2 reim] (ug)) .

3
. t t . t t
Noise Component’ UE,},T =Y <’UJ7(« )7 X; [J}>’ thus Vv( ) = Zre[m,] ZjE[P]\signal(X,;) (vvg,]?,r> .

First, we give detailed proofs of Lemma 5.11, Lemma 5.12 and Lemma 5.13. Then, we prove
Theorem 5.9 base on the above lemmas.

We prove our main results using an induction. More specifically, we make the following assumptions
for each iteration t < 7.

Hypothesis E.1. Throughout the learning process using the adversarial training update for t < T,
we maintain that:

* (Uniform Bound for Signal Component) For each r € [m], we assume u < O(a™h).

* (Uniform Bound for Noise Component) For eachr € [m], i € [N]and j € [P]\ signal(X;),
we assume |vz(tj)r\ <O(1).

In what follows, we assume these induction hypotheses for ¢ < 7" to prove our main results. We then
prove these hypotheses for iteration ¢ = 7" in Lemma E.11.

Now, we first give proof details about Lemma 5.11.

Theorem E.2. (Restatement of Lemma 5.11) For each r € [m] and any t > 0, the signal component
grows as

W > 9 1 onat) (1) 0 08 30 (u)' ).
ke[m]

where we use (+) to denote the negative sigmoid function ¥ (z) = 1—5-% as well as Lemma 5.12,5.13.

Proof. First, we calculate the gradient of adversarial loss with respect to w,.(r € [m]) as

o s (e e ) (el xen)
Vo Laar(W >:_NZZ L+ exp (yifwo (X)) Xi[j]+1+exp(yz’fw<t> (X)) %

2 N
-2 ((Urt)) (;(1 — N’ (yi fr o (X)) + Aa® (1= 7)* P (i fw o (dev))> w”

(o0, ) (0= Nl o (X)) + bl oo (XE) X
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Then, we project the gradient descent algorithm equation W+ = W) — nVWZadV (W(t)) on
the signal vector w*. We derive the following result due to X;[j] L w* for j € [P] \ signal(X;).

N
uf = uf® 4 3 (40) 737 (1= Moo (X0)) + Ao (1= )6 (w: oo (X))

N i=1
3(1 —
> u® + W (ugw)z ;¢(yifw(t) (X,))
> ul?) 1+ 0(ne?) (u) v (o 30 ()]
ke[m]

3
where we derive last inequality by using ¢ (y; fyy ) (X)) = ©(1)y <a3 > kem) (u,@) > , which
is obtained due to Hypothesis E.1.
O

Consequently, we have the following result that shows the order of maximum signal component.
Lemma E.3. During adversarial training, with high probability, it holds that, after Ty = €} (m)

iterations, for all t € [Ty, T, we have max,.¢[m; u > Q(a™h).

Proof. From the proof of Theorem E.2, we know that
3n 2 X
w0 = N (uv(”t)> Z (1 =Ny (yifoo (Xa) + A (1 = 7)* (yi fowror (X54))) -
i=1
By applying Hypothesis E.1, we can simplify the above equation to the following inequalities.
utf Y <u 4 A (uﬁt))
2
WD > o8 4 B ()

2

where A and B are respectively defined as:

A=06() ((1-XNa®+ (1 —7)%)
B = é(n)(l —Nad.

At initialization, since we choose the weights w” ~ A (0,0814), we know the initial signal

components u&o) are i.i.d. zero-mean Gaussian random variables, which implies that the probability

that at least one of the u\" is non-negative is 1 — ()™ =1-o0(1).

Thus, with high probability, there exists an initial signal component uff,)) > 0. By using Tensor Power

Method (Lemma C.1) and setting v = (:)(a_l), we have the threshold iteration T} as

T O(1)  O(1) (1 —N)ad+r33) | ~log (é (an))
0= nalog (1-XNa3 log(2)

Next, we prove Lemma 5.12 to give an upper bound of signal components’ growth.
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Theorem E.4. (Restatement of Lemma 5.12) For Ty = © ( L 0) and any t € [Ty, T), the signal

nasdo,
component is upper bounded as

N
max uf?) < Oa ‘1)+O< ) >3 (aa-p ¥ () + v

s=Tp 1=1 ke[m]

Proof. First, we analyze the upper bound of derivative generated by clean data. By following the
proof of Theorem E.2, we know that, for each r € [m],

3na3(1— ) ( )
(t+1) > 0 4y 2= A= 7 E i ¢
Fé%u Tné%nx]u N :Ielm(]u 7/’ny<>( ))
A N
(t)
>g%u +Qna - E V(i fw o (Xi)),

where we obtain the first inequality by the definition of max,.c[,, u,(»t)7 mMaX,¢m uStH) and we use

mMax,.¢m] ug) > Q( ~1) derived by Lemma E.3 in the last inequality. Thus, we then have

N
Z (Wifwe (X)) < 0(77*10471) (max u(tﬂ) max u(t))

re[m] re[m]

Now, we focus on max,.¢ u( D _ max,.¢m] ugt). By the non-decreasing property of u£ ), we

have

max u(t“) max u( ) < Z (u,ﬁ“l) — uf.t))

re[m] re[m] -

re[m]
’ 2 na(1—7)*\ v
< (1=N)O(na)yp | z[:] (Urt)) Z[:] (auit)) + 20 (N) z;ql)(yifw(t) (X2vY)
relm reim 1=

a3(1 — ~)3 N
<006 | ot 52 ()] +20 (1) S bt (X))

where we use ¢(+) to denote the logistics function defined as ¢(z) = log(1 + exp(—z)) and we
derive the last inequality by Hypothesis E.1. Then, we know

VS (X)) < (1= 006 | o* 3 (u)”

re[m]

N
+ 20 (Oﬂ(lN_wB) Z?/J(yifwu%X?dv))

an
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Then, we derive the following result by Hypothesis E.1 and the above inequality.

3 2 N
(1) < (4 31 < t)) f
max max w4 7 | max u; 2; (i fwo (X))

+ X’ (1 —~)3 w(ylfW(t) (X3™))

a(l—7)3)
< :2%31(] ul? + 6( T)a I ZL/J (vifwo (X3)) + (W) Zw(yifw(t) (X2vY)
=1 i=1
3 B 043 1— 3 N
< max ugt) +(1— Ho (t) +0 (M> Z‘l/f(yifwm (X2
re[m] N i=1
2 - [ nad( N
< max u® 4 0 (na > 5+ 6 (1) S tdweo (X2
R (um
o (L=N0@a?) | & (na’(l S
gmaxuerNJr@( >Z7f1 Yi fov o (X32)).
r€fm] 1+ exp (Q(l)) i=1
By summing up iteration s = Ty, ...,t — 1, we have the following result as
t—1 ~ 2
max ul < max u™) 4 Z (1 )\)O(Nna ) (7704 ) Z Z¢ Ui Foror (X24%))
réim) reim] 1+ exp 9(1)) =i
) . t—1
<O(a™H+0 ( ) Z¢ (1 —7)3 Z ( fﬁ) +V(S
s=Ty i=1 ke[m]
Therefore, we derive the conclusion of Theorem E.4. O

Next, we prove the following theorem about the update of noise components.

Lemma E.5. For each r € [m], i € [N] and j € [P] \ signal(X;), any iterationty,t such that
to < t < T, with high probability, it holds that

NORN) 10%d\ = () () \2
Vi ~ Vigr — © ( N ) Z i (Ui,j,r>

S:tg

i W1 3N L X
<0 (ML) S vl (X2)

s=tg i=1

+ O(Po?a~'V4d),

where we use the notation 1/;1(3) to denote (1 — N Y(y; fyy o) (X3)) + AN (yi fyyr o (X)),

Proof. To obtain Lemma E.5, we prove the following stronger result by induction w.r.t. iteration ¢.

t—to—1

t7
LB () _ no’d 5) 502 1 a 1 /7y—q
) ( )th (J) < O(Po*a™'Vd) (14 2am + —5-) ;(P V)
)\ a 3 t—top—1 t—q N B ~ y
+o (A=l (P 60 oy (XE)
q=0 s=tg i=1

ey
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First, we project the training update on noise patch X;[j] to verify the above inequality when
t=1ty+1as

(to1) _ (t0) _ g (970 56 (0 <o no’d\ 5 Ht0) (o) \°
Uz,],r UZ,J,’I‘ N wz ( ’L]’l‘) N Z Z wa (Ua,b,r)

a=1 b;ésignal(X )

o(Po*Va) 2 Zw (Wi fov o (X))

9(77P02\/3)% Z D fup e (X39)

< O(Po?a™'V4d) (1 + dan + d)

where we apply 152 30, ¢ (yifen (X)) < O~ ') (maxre[m] ul ™ max, ) ugO)) <

O(n~'a~?)and Zi:l V(Wi fo o) (X299)) < O(1) to derive the last inequality.

Next, we assume that the stronger result holds for iteration ¢, and then we prove the result for iteration
t + 1 as follow.

(t+1) _ (t0) _ Wd () <0 ”Ud 3 56 () )2
vi,j,r Ui,j,r Zw (U ,gr) ZZ Z '(/)a ( ,b,r)

s=to s=to a=1 b#£signal(X,)
-2 e
9(77PU2\/E)T Z V(i fwo (X)) + @(UPU2\/E)N Z Y(yifwe (Xiadv))-
i=1 i=1

Then, we bound the first term in the right of the above inequality by our induction hypothesis for %,
and we can derive

t—to—1
o250 () 0 (o) < Ot Va) (1 5) 3 VA
s$=to 9=

/\7704 R g —1 —q adv
0 (Y S S et )

q=0 s=tg i=1
~ A N
+0(Po*a™ Vi) (14 Aan + 5= ) + O@PeVa) 1 > 0y fuwer (X)),
=1

By summing up the terms, we proved the stronger result for ¢ + 1.

Finally, we simplify the form of stronger result by using 2210( P~YWd)"1=(1-P/Vd)~' =
©(1), which implies the conclusion of Lemma E.5. O

Now, we prove Lemma 5.13 based on Lemma E.5 as follow.

Theorem E.6. (Restatement of Lemma 5.13) For each i € [N], r € [m] and j € [P] \ signal(X;)
and any t > 1, the signal component grows as

0 no*d ~ _
v, > fj)r+®< )Zw (J) — O(Po*a V).
Proof. By applying the one-side inequality of Lemma E.5, we have

2d N A 3 N 3 t—1 N
(t]) v(fj"y) O (%) 21/1( ®) ( i ) > -0 <77a (]1[ ) ) Z Zw(yifwm (X))

s=tg s=tg i=1

O(Po%a~Vd).
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Thus, we obtain Theorem E.6 by using O (L) Zs to ZZ LW fy o (X29))
O(MTa?(1 — 7)) < O(Po?a~'/d) and ’(/JZ-S) = (1)’(/J(VZ-( )) derived by Hypothesis E.1.  [J

IN

Consequently, we derive the upper bound of total noise components as follow.
Lemma E.7. During adversarial training, with high probability, it holds that, after T} =

© ( N 3) iterations, for all t € [T1,T] and each i € [N], we have Vi(t) > O(1).

nooo3d?2

Proof. By applying Lemma E.5 as the same in the proof of Theorem E.6, we know that

o8, i~ () S5 (o)’

s=to

< O(Po?a~'Vd),

which implies that, for any iteration ¢ < T, we have
o @ 8
2]7"— z]r+AZ (’LjT) -C
@ (0) s
z]r<vz]r+AZs ()(131”) +C

where A, C' > 0 are constants defined as

)

O (no2d .
A= # C = O(Po?a~ V).
At initialization, since we choose the weights w ~N (0 O'OId) and X;[j] ~ N (0, 02Id), we

(0 )

know the initial noise components v; ;. are i.i.d. zero-mean Gaussian random variables, which

implies that, with high probability, there ex1sts at least one index 1’ such that v > Q(Pa%fl\f ).

©,5,T
By using Tensor Power Method (Lemma C.2) and setting v = @(1), we have the threshold iteration
T as
] 0(1)
21N 8N o8 (”
h=g — o 2 0) log(2)
© (nod) Vi gr © (nod) ( id, 7‘) &

nooo3d2

derive Vi(t) > Q(1). O

3
Therefore, we get T1=9<N> and we use V1 = 32, ¢ X cerpeignaiixn (1) ©

Indeed, our aimed loss function Eadv (W) is non-convex due to the non-linearity of our CNN model
fw . To analyze the convergence of gradient algorithm, we need to prove the following condition that
is used to show non-convexly global convergence (Karimi et al., 2016; Li et al., 2019).

Lemma E.8. (Lojasiewicz Inequality for Non-convex Optimization) During adversarial training,

with high probability, it holds that, after T1 = © N_ ) iterations, for all t € [Ty, T}, we have

noopo3d2

HVWZadv (W(t)) H2 > Q(l)ZadV (W(t)> .

Proof. To prove Lojasiewicz Inequality, we first recall the gradient w.r.t. w, as

N

Vi, L (W) = = ((uﬁ))Q (Z(l = NP (ifyo (X)) + (L= ) 0y o (X dV>>> w'

i=1

N 2
30 () (= N (X)) + Mol fwo (X)) Xl

i=1 j#signal(X;)
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Then, we project the gradient on the signal direction and total noise, respectively.

For the signal component, we have

vajadv(W“))H2 > <vaEadv(W<t>),w*>2

2

> o) [ (1= 2)e? (u@)iﬁ o Z (ul(ct)>3

For the total noise component, we have

[V, Zuaw )|

2

i=1 Zaj#signal(X;) Xi[j]

> <vwr2adv(W(t)>, ’ 3 X gl x,) Xi[j]H >2

N

) <_]i))f S () (- N (X0) + Mo (X)) Xl
i=1 j#signal(X;)

2

Za 1Zb7$51gnal(X )X [b >
HZa:l Zb;ﬁsignal(X H

3 N ) 2 .
<_NZ Z (vi}w) (1 = NY(ifwo (X)) X[j] ‘

St S psgnai(xa) Xalt >
|20 Chpeignaiix) Xalll|

Za:l Zb;ﬁsignal(Xa) Xa[b] >
|

i=1 j#signal(X;) 5

N 2
+<_Ji\))zz > (1) Ml fwo (X)) Xilj)

i=1 j#signal(X;)

N
Za:1 Zb;ﬁsignal(Xa) Xa [b]

For the first term, with high probability, it holds that

N 2
<;Z > (41) (= Newifwe (X)X,

i=1 j#signal(X;)

N

Za:l Zbyﬁsignal(Xa) Xa [b} >
N

Za:l Zb#signal(xa) Xa [b] HQ

~ N 2
> QO0ZN S 5 () @ Mwbwn (X0).

i=1 j#signal(X;)

PO 1 D btsignal(Xa) Xalbl
||E —1 2bssignal(Xq) Xa [b]”

where we use that <X [ > is a sub-Gaussian random variable of pa-

SN D seignal(xa) Xalb] >

< 0(0).
||Z Zb#slgnal(xa) Xa [b]H - (U)

rameter o, which implies w.h.p. ‘<X [11,

For the second term, with high probability, it holds that

N
<J3vZ > (o) M (X)X Lot Do %o [bH>

=1 j#£signal(X;) HZa 1 Eb#blgnal Xa )

(1) & X.[i
SSUS T () e (x2) 111
N N
i=1 j#signal(X;) Hza=1 Zb;ﬁsignal(xa) Xa [b] H

N 2
=@(‘j§/&>2 S (08,) Ml wo (X2,

i=1 j#signal(X;)

2

X, 13, X, 15']) o) Ix: I3 . L
h h.p. { < f AN
where we use WP 5SS e X, = T S sty %o, 0 (29) 7 ()

26



Under review as a conference paper at ICLR 2025

Now, combine the above bounds, we derive

m

5[ Vun B (WO > > (Vo L (W) ")

2

N .
+Z <V L, (W(t)) iz Zj#Signal(Xi)Xi[J] >
w,. ~adv s ~ .
Dim1 2 j#signal(x,) XilJ] H2

(2 (- (o (o

ke[m]

P OTD S S () Ml (X))

r=1i=1 j#signal(X;)

_W Z i Z (vl(tj)r) (1= NYWifwo (X))
r=1i=1 j#signal(X;)
~ 3 % A v (t) 2
> Q(1) ((1 N | a® > (u,U) + de)(]}i )
re[m] i=1
2 00 (G ()"
O

Consequently, we derive the following sub-linear convergence result by applying Lojasiewicz In-
equality.

Lemma E.9. (Sub-linear Convergence for Adversarial Training) During adversarial training, with

high probability, it holds that, after T1 = © < N_ > iterations, the adversarial training loss

nooo3d?2
sub-linearly converges to zero as

~ Oo(1)
‘/‘/ (t) P S —
Laav ( ) “pt-T1+1)

Proof. Due to the smoothness of loss function Lyqy (W) and learning rate 7 = O(1), we have
7 ) < £ @) _" H 7 (t) H
ﬁadv (W ) = ﬁadv (W ) 2 le:adv (W ) 5
~ . ~ 2
< Luae (W) = () (Zaas (W),

where we use Lojasiewicz Inequality in the last inequality. Then, by applying Tensor Power Method
(Lemma C.3), we obtain the sub-linear convergence rate. L]

Now, we present the following result to bound the derivative generated by training-adversarial
examples.

Lemma E.10. During adversarial training, with high probability, it holds that, after Ty =
© ( N_ ) iterations, we have % S, Zil V(Wi for o (X)) < O(n~togh).

nooo3d?2
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Proof. First, we bound the total derivative during iteration s = 711, . .., t. By applying the conclusion
of Lemma E.5, we have

t

Ay wnyy  O() S5 8= s 2
N;Z: anfwo (X < 5 53200 (16,)

s=T1 i=1
AaB(1—7) ) a ( P )
+0 i fw s +0 :
No?d Z;I;wyfwu N+o(
DuetoO( (1 7) )<< 1, we know
A oy = O0) s (@ V2 s (P
i advyy
N ;; (i fw o (X)) < N 5 1;% (vw”') +O(na\/§)
O(l) t—1 N (®) ~( P )
v 2 o) o
t—1
~ ~ ~ P
<01 v (WO +O( )
( )S:ZTl w (W) v
t—1 ~
~ O(1) ~ P ~
< <
< O(l)sle =T+ 1) +0 <77a\/&> <0O(n™)
Thus, we obtain % ZZ:O Zf\il V(i fr o (X)) < O(Jal) + 0(7771) < O(n’loo_l). O

Consequently, we have the following lemma that verifies Hypothesis E.1 for ¢t = T

Lemma E.11. During adversarial tralmng, with high probability, it holds that, for any t < T, we
have max, ¢, u < O(a™') and |v” | < O(1) for each r € [m],i € [N],j € [P]\ signal(X;).

Proof. Combined with Theorem E.4 and Lemma E.10, we can derive max,.¢ ] " < O(a™h).

By applying Lemma E.5, we have

2
| zjr|<|vzjr|+®<n(;\]d) ZwZ(S)( ’JT>2

s=to

Ana ( — adv 2 1
+0(N) S i (X)) + O(Poa™ V)

s=tg i=1
< 0(1) 4+ O(c?d) + O(a®(1 —~)305 1) + O(Po?a~Vd) < O(1).
Therefore, our Hypothesis E.1 holds for iteration ¢t = 7. O

Finally, we prove our main result as follow.

Theorem E.12. (Restatement of Theorem 5.9) Under Assumption 5.7, we run the adversarial training
algorithm to update the weight of the simplified CNN model for T = Q(poly(d)) iterations. Then,
with high probability, it holds that the CNN model

1. partially learns the true feature, i.e. UT) = ©(a™3);

2. exactly memorizes the spurious feature, i.e. for each i € [N], v = o(1),

7

where UM and Vi(t) is defined for i—th instance (X;,y;) and t—th iteration as the same in (1)(1).
Consequently, the clean test error and robust training error are both smaller than o(1), but the robust
test error is at least 5 — o(1).
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Proof. First, by applying Lemma E.3, Lemma E.7 and Lemma E.11, we know for any i € [N]

U = Z (ugT))S =0(a™?)

re[m]

=% ¥ (vg;)szeu).

re[m] j#signal(X;)

Then, since adversarial loss sub-linearly converges to zero i.e. Lagy (W) < % <
0 (m) = 0o(1), the robust training error is also at most o(1).

To analyze test errors, we decompose wﬁT) into wﬁT) = u&T)'w* + BﬁT) for each r € [m], where
B e (span(w*))™. Due to VZ»(T) = O(1), we know ||6§T)H2 =0(1).

For the clean test error, we have

P(x,y)~p [ (X) < 0] = Pix y)op | Z

<Fopen YD <ﬂ£T>,Xm>3zQ<1>

L =1 j€[P]\signal(X)

o [ 0O Ly,
- p( AD I IIﬁﬁT)HS) =0 (p01Y(d)> W

3
where we use the fact that > Zje P]\signal (X) < BgT), X|[j ]> is a sub-Gaussian random variable

with parameter o \/(P — 2 185,

For the robust test error, we use .A(+) to denote attack in Definition 5.6, and then we derive

Pix y)~p { min yfyy o (X +§) < 0} > Pix y)op [Wfwo (A(X)) <0

lgl=2<s
—Picyen |@f D (6P) 1= +y> > (w,X[j]) <0
r=1 r=1 j€[P]\signal(X)
1 A3~ 1 O(d) 1
z 5Py~ Z > <ﬁ5-T),X[J]> >Q((1-7)°) 25 (1— 5 ) =5 —o(1),
r=1 je[P]\signal(X)
where we use Lemma C.4 in the last inequality. O
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F PROOF FOR SECTION 4

We prove Theorem 4.4 by using ReLLU network to approximate fs proposed in Section 1.

Theorem F.1. (Restatement of Theorem 4.4) Under Assumption 4.1, 4.2 and 4.3, with N —sample
training dataset S = {(X1,vy1), (X2,92),...,(XnN,yn)} drawn from the data distribution D,
there exists a CGRO classifier that can be represented as a ReLU network with poly(D) + O(N D)

parameters, which means that, under the distribution D and dataset S, the network achieves zero
clean test and robust training errors but its robust test error is at least Q(1).

Proof. First, we give the following useful results about function approximation by ReL.U nets.

Lemma F.2. (Yarotsky, 2017) The function f(x) = x2 on the segment [0, 1] can be approximated
with any error € > 0 by a ReLU network having the depth and the number of weights and computation
units O(log(1/e)).

Lemma F.3. (Yarotsky, 2017) Let e > 0,0 < a < band B > 1 be given. There exists a function
x : [0, B> — [0, B%] computed by a ReLU network with O (log2 (e7'B)) parameters such that

sup | X(z,y) —zy| <,
z,y€(0,B]

and x(x,y) = 0 ifxy = 0.

Since for VX, € [0,1]7, the ¢, —distance function | X — X2 = S22, |X® — X712, by
using Lemma F.2, there exists a function ¢; computed by a ReLU network with O (Dlog (€; ' D))
parameters such that supx ¢ 1o [¢1(X) — | X — Xo[]?| < er.

Return to our main proof back, indeed, functions computed by ReLLU networks are piecewise linear
but the indicator functions are not continuous, so we need to relax the indicator such that I soit(2) =1
for z < ¢ + €, fsoﬁ(x) = 0forz > R — deg and Iy is linear in (6 + €0, R — d€p) by using only
two ReLU neurons, where ¢ is sufficient small for approximation.

Now, we notice that the constructed function fs can be re-written as

N
Fs(X) = faean(X) (1 - I{X € U, Bo(X;,0)}) + Y wil{ X € Ba(X;,0)}
N
= fclean(X) + Z(yt - fclean(X))H{HX - XlH% < 52}'

i=1

Combined with Lemma F.2, Lemma F.3 and the relaxed indicator, we know that there exists a ReLU
net h with at most poly(D) +O(N D) parameters such that |h — fs| = o(1) for all input X € [0, 1]7.
Thus, it is easy to check that h belongs to CGRO classifiers. O

Next, we prove Theorem 4.7 by using the VC-dimension theory.

Theorem F.4. (Restatement of Theorem 4.7) Let Fyr be the family of function represented by ReLU
networks with at most M parameters. There exists a number Mp = Q(exp(D)) and a distribution
D satisfying Assumption 4.1, 4.2 and 4.3 such that, for any classifier in the family Fy;,,, under the
distribution D, the robust test error is at least (1).

Proof. Now, we notice that ReLU networks are piece-wise linear functions. Montufar et al. (2014)
study the number of local linear regions, which provides the following result.

Proposition F.5. The maximal number of linear regions of the functions computed by any ReLU
network with a total of n hidden units is bounded from above by 2".

Thus, for a given clean classifier fean represented by a ReLU net with poly (D) parameters, we know
there exists at least a local region V' such that decision boundary of fje,, is linear hyperplane in V.

: D) _ 1
And we assume that the hyperplane is X (P) = 5-
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Then, let V' be the projection of V' on the decision boundary of fejeqn, and P be an 25-packing of V.
Since the packing number P(V”, || - ||,26) > C(V', || - ||2, 20) = exp(Q(D)), where C(©, | - ||, ) is
the J-covering number of a set ©. For any ¢ € (0, 1), we can consider the construction

ng:{(a:,;-i-ﬁo'ﬁb(w)) :weP},

where ¢ : P — {—1,+1} is an arbitrary mapping. It’s easy to see that all points in S, with first

D — 1 components satisfying |||, < \/1 — €3 are in V’, so that by choosing ¢, sufficiently small,
we can guarantee that |S, N'V| = exp(Q(D)). For convenience we just replace S, with S, NV
from now on.

Let Ay = Sg N {X eV:z® > %} By = Sg — Ay. It’s easy to see that for arbitrary ¢, the
construction is linear-separable and satisfies 2-separability.

Assume that for any choices of ¢, the induced sets Ay and By can always be robustly classified with
(O(0),1 — p)-accuracy by a ReLU network with at most M parameters. Then, we can construct an
enveloping network Fy with M — 1 hidden layers, M neurons per layer and at most M3 parameters
such that any network with size < M can be embedded into this envelope network. As a result, Fy is
capable of (O(6),1 — u)-robustly classify any sets A, By induced by arbitrary choices of ¢. We
use R, to denote the subset of Sy, = Ay U By satisfying |Ry| = (1 — p) |Sy| = exp(2(D)) such
that R can be O(¢)-robustly classified.

Next, we estimate the lower and upper bounds for the cardinal number of the vector set
R:={(f(@))zer|f € Farp}-
Let n denote |P|, then we have
R=A{(f(z1), f(®2), ... f(@n))|f € Frap},
where P = {x1, 2, ..., Tp }.

On one hand, we know that for any u € {—1,1}", there exists a v € R such that dg (u,v) < an,
where dg (-, -) denotes the Hamming distance, then we have

271

|R| > N({-1,1}",dy, pn) > T(n)
=0 \ ¢

On the other hand, by applying Lemma C.8, we have
A ' /n
AT (n) < |R| SH]:]MD(H) < Z ( )
i=1 (z) j=0 J

where [ is the VC-dimension of F,. In fact, we can derive [ = Q(n) when p is a small constant.
Assume that I < n — 1, then we have Z;zo (%) < (en/U)tand >4 (7) < (e/p)k™, so

i <RI < (enfl).

(e/w)"

We define a function h(x) as h(x) = (e/x)%, then we derive

2 < (#) (ljn)l/n — h(h(i/n).

When p is sufficient small, [/n > C(u) that is a constant only depending on x, which implies [ =
Q(n). Finally, by using Lemma C.7 and n = |P| = exp(Q2(D)), we know Mp = exp(Q(D)). O
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G PROOF FOR SECTION B

Theorem G.1. (Restatement of Theorem B.1) Let D be the underlying distribution with a smooth
density function, and N —sample training dataset S = {(X1,v1), (X2,y2),...,(Xn,yn)} is Lid.
drawn from D. Then, with high probability, it holds that,

Lon() < Lanl1) 4 NP520 | B o | o, VLU X+ .0,

global flatness

Proof. Indeed, we notice the following loss decomposition,

~

£adv(f) - ['adv(f) = <Lclean(f) - Eadv(f)) + (Ladv(f) - Eclean(f)) .

To bound the first term, by applying \; to denote kernel density estimation (KDE) proposed in Petzka
et al. (2020), then we derive

N
Loean(f) = Laae(f) = Eex )~ L/ (X) y Z ma L(f(Xi+€,1))
N
< ]E(X,y)ND[‘c(f a - ZEE’VA X +€)ayl)]
_ /pr(x)z( / X),y)dX

< \ [ woix) —Es[ps<x>1>c<f<X>,y<X>>dX]
(@)
n \ [ Belps(30] ~ ps XL X0, 9(X)dX

)

(In
where pp(X) is the density function of the distribution D, and ps(X) is the KDE of point X.
With the smoothness of density function of D and Silverman (2018), we know that (1) = O(5?).
For (II), by using Chebychef inequality and Silverman (2018), with probability 1 — A, we have

(II) = O(A":N~36~% 4+ N72),
On the other hand, by Taylor expansion, we know

Eadv(f) - »Cclean(f) < 0(5)E(X,y)~D Hﬁnﬁa}éé HVX‘C(f(X + E)vy)Hq .

Combined with the bounds for (I) and (II), we can derive Theorem B.1. O
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