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Abstract

Ensemble-based black-box transfer attacks optimize adversarial examples on a set
of surrogate models, claiming to reach high success rates by querying the (unknown)
target model only a few times. In this work, we show that prior evaluations are
systematically biased, as such methods are tested only under overly optimistic
scenarios, without considering (i) how the choice of surrogate models influences
transferability, (ii) how they perform against robust target models, and (iii) whether
querying the target to refine the attack is really required. To address these gaps, we
introduce TransferBench, a framework for evaluating ensemble-based black-box
transfer attacks under more realistic and challenging scenarios than prior work. Our
framework considers 17 distinct settings on CIFAR-10 and ImageNet, including
diverse surrogate-target combinations, robust targets, and comparisons to baseline
methods that do not use any query-based refinement mechanism. Our findings
reveal that existing methods fail to generalize to more challenging scenarios, and
that query-based refinement offers little to no benefit, contradicting prior claims.
These results highlight that building reliable and query-efficient black-box transfer
attacks remains an open challenge. We release our benchmark and evaluation code
at: https://github.com/pralab/transfer-bench.

1 Introduction

Machine learning (ML) models are vulnerable to adversarial examples, i.e., inputs intentionally crafted
to cause misclassification [6, 32]. When white-box access to the target model is available, one can
easily find adversarial examples using gradient-based attacks [9]. This scenario is typically considered
when evaluating adversarial robustness of defense mechanisms [9, 10]. However, real-world systems
are typically deployed as black-box services, preventing full access to the model’s architecture
and parameters, and thus also to their internal gradients [5]. Under this limitation, developing
effective gradient-free (black-box) attacks becomes more challenging. Two main strategies are often
considered, encompassing black-box transfer and query attacks. The first approaches assume white-
box access to one or more surrogate models trained to solve the same task as the (unknown) target,
optimize the adversarial examples against them, and then evaluate whether the attack successfully
transfers to the target model [13, 25]. We refer to these attacks as guery-free, since they do not
iteratively query the target model to improve the attack success rate. The second approaches, instead,
are only based on querying the target model and leveraging its feedback to improve the attack, using
black-box optimizers such as genetic algorithms [1], natural evolution strategies [28], and zeroth-
order methods [7] to find adversarial examples. While black-box transfer attacks are query-free,
they may suffer from low success rates when the surrogate does not closely approximate the target.
Conversely, black-box query attacks can reach higher success rates but at the cost of many queries,
given that these attacks do not leverage any knowledge/approximation of the target.
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To mitigate these issues, recent work has proposed combining these two approaches to define
a stream of novel attacks, referred to as ensemble-based black-box transfer attacks. They are
based on (i) attacking an ensemble of surrogate models to improve attack transferability against
unknown targets [8], while (ii) leveraging the feedback obtained by querying the target model to
refine the attack optimization [8, 16, 17, 23, 29]. We refer to these two steps as surrogate-based
attack optimization (SBA) and query-based attack refinement (QBR), respectively, and present a
categorization of such attacks in Sect. 2. Ensemble-based black-box transfer attacks exhibit near-
perfect performance on standard benchmarks like the NeurIPS-2017 adversarial challenge [19]. In
the untargeted case (i.e., when attacks do not aim for misclassification in a specific class), they often
succeed without even issuing a single query to the target [36, 41].

In this work, we first show that such methods have been evaluated by considering overly optimistic,
biased experimental setups. In particular, we argue that prior evaluations have considered too
favorable settings in which: (i) surrogate ensembles have very similar architectures to that of the
target, favoring high transfer success rates; (ii) only standard (non-robust) models have been often
used as targets—making it is much easier to find successful attacks—and when robust targets are
considered, only robust surrogates are included in the surrogate pool; (iii) no proper ablation studies
have been conducted, making it difficult to properly assess how much qguery-based attack refinement
contributes to the overall attack success rate on top of the given surrogate-based attack optimization.
To overcome these issues, we introduce TransferBench (Sect. 3), a benchmark for evaluating ensemble-
based black-box transfer attacks under more realistic and challenging scenarios. Our evaluation spans
17 settings on CIFAR-10 and ImageNet, incorporating (i) diverse surrogate-target combinations,
(i1) robust target defenses, and (iii) transfer attack baselines that never query the target to refine the
attack. This allows us to assess the contribution of the query-based refinement strategies used by
several attacks over simpler, query-free transfer attack baselines. Our results (Sect. 4) show that
existing methods often fail to generalize to more complex scenarios and that querying the target
model provides only marginal benefits, if any, contradicting previous claims.

To summarize, our work provides the following contributions. From the methodological view-
point: (i) we define an evaluation protocol for ensemble-based black-box transfer attacks under
more realistic and challenging scenarios, including diverse surrogate-target combinations, and ro-
bust target and surrogate models; (ii) we include query-free naive baselines to assess the actual
improvements coming from querying the target model. (iii) we re-evaluate state-of-the-art ensem-
ble-based black-box transfer attacks, exposing pitfalls in their original evaluations caused by overly
favorable experimental conditions. From a more practical perspective, our implementation contri-
butions are: (i) we introduce TransferBench, a plug-and-play library for fast evaluation of any
p-norm black-box transfer attack on a set of default benchmark scenarios; (ii) we provide efficient
(batch-wise) re-implementations of 9 ensemble-based black-box transfer attacks (in contrast to the
original, inefficient sample-wise implementations); (iii) we release an online leaderboard, accessible
at https://transferbench.github.io/, to rank and compare ensemble-based black-box trans-
fer attacks; and (iv) we provide trbench, a command-line interface (CLI) to Weight&Biases that
facilitates tracking experimental runs and analyzing results in detail.

We discuss related work on benchmarking black-box transfer attacks in Sect. 5, highlighting their
differences with respect to TransferBench. We conclude by summarizing our findings in Sect. 7
and remarking that, accordingly, building reliable and query-efficient ensemble-based black-box
transfer attacks remains an open and unsolved challenge, contradicting evidence from prior work.

2 Ensemble-based Black-box Transfer Attacks

We present here a novel categorization of ensemble-based black-box transfer attacks, unifying their
formalization and clarifying the role of surrogate-based attack optimization against that of query-
based refinement. To this end, let us denote the target model with g, and the set of m surrogate
models with f = ( fO L f (m)), assuming that they operate on a common input domain X" and
provide logit outputs in R®. Given an input xy € X, a target label ¢, and a norm parameter p, the
attack aims to construct an adversarial example z* € X that fools the target model, i.e., such that
g+(x*) = max; g;(«*), and lays within a perturbation budget ||z* — z¢||, < . In theory, this
problem could be approached by minimizing a loss function £(g(+), t). However, since the gradient
of g is not accessible, this loss should be treated as non-differentiable with respect to the input and
cannot be directly optimized using standard gradient-based methods. To circumvent this, a surrogate
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loss function Lens(x,t,f;2) is introduced. This function is differentiable with respect to z and
approximates £, becoming exact when z = g(x) and each f (1) is a differentiable representative of g.!

With this notation, the attack x* can be obtained by solving the following optimization problem:

x* € arg min Lens(, 6, f59(2)) st |z —xollp, <e. (1
zeX

This formulation unifies surrogate-based and query-based strategies, encompassing as special cases
the black-box transfer attacks and the black-box query attacks (i.e., when Leys(z,t,f;+), and
Lens(x,t, -; 2) are constant respectively).

Although the two contributions of the surrogate-ensemble and the query to the target are merged in
Lens, from a practical perspective, Problem 1 is decoupled into the two sub-problems surrogate-based
attack optimization (SBA) and query-based refinement (QBR) defined as follows:

¥ (w) € arg min Lype(z, ¢, f5w), st ||z — 2o, <e, (SBA)
TeEX

w* € arg min L(g(z"(w)), ), (QBR)
weWw

where the loss function £, is differentiable in z, and parameterized by w € W. The parameters w
serve to guide L1, so that its minimum aligns with that of Le,s at z*(w*), and to reduce the search
space of Problem QBR, which would be intractable if defined directly over X.

Surrogate-based Attack Optimization. A solution to SBA can be estimated in various ways,
depending on the optimization strategy and the choice of loss function. For example, GAA [38]
assumes W = R¢ and employs the GACE loss:

Lons (2,1,852) = 3 | (0e(2) = 1) 17 (2) + > _pi(2) £17() | . 3)

) J#t

where L1, = Lens, and p(z) denotes the softmax probabilities derived from z. Note that the GACE
loss reduces to the standard cross-entropy loss Lce(g(-), t) when the surrogates are a differentiable
representative of g [38]. Other methods, such as BASES [8] and DSWEA [16], adopt a convex
combination of losses, where each surrogate () is assigned a non-negative weight w; with w; € [0,1]
and Zl w; = 1. In this formulation, the loss L1, is defined as

Laoe(a,t, £;w) = Zw, H( ),t), Vi e X, ()

where H,, denotes the hinge loss with margin  [9]. This formulation enables a weighted ensemble of
surrogates to guide the generation of adversarial examples, balancing their contributions based on the
weight vector w within the convex set WW. In the SIMBAODS [33], SUBSPACE [15], and GFCS [23],
the surrogates are randomly sampled—i.e., only one w; at the time is not-zero—taking values in
{+£1}, indicating the direction to be used. While both SUBSPACE and GFCS minimize the loss
defined in Equation (4), the SIMBAODS method produces a sub-optimal solution by considering only
(weighted) random directions without explicitly optimizing any loss. In contrast, DSA [29] interprets
the weights as probability scores used for sampling the surrogate models. Finally, HYBRID [31]
follows a transversal approach, by averaging the surrogates whose parameters are represented by w.

Query-based Attack Refinement. Depending on the method, the solution to Problem QBR deter-
mines how feedback from the target model is used to infer the parameters in VV. Most attacks leverage
this feedback to optimize the adversarial example directly, rather than to explicitly update the weights
w. This family includes methods such as SIMBAODS [33], GFCS [23], and SUBSPACE [15], where
the target model is queried on two candidate adversarial examples, 2*(w_) and 2*(w..), and the one
yielding the lower loss E( (+),t) is selected. In contrast, GAA [38] queries the target model only
once to obtain the logits z* = g(«*) for a single candidate, thus requiring only one query.

In contrast, the second family of methods leverages the target model to adapt the parameters w
associated with the surrogates, thereby dynamically refining the ensemble. In BASES [8], one weight
at a time is updated by adding and subtracting a constant value 7, generating two solutions, 2*(w_)

'Let f, g € L*(X); f is a differentiable representative of g if f is differentiable a.e., and [ v |f—gldu=0.



and x* (w ), which are fed to the target model to select the weight configuration that reduces the loss.
In DSWEA [16], the victim model is queried to rank the surrogates, and the gradient magnitudes
are used to update the weights w. DSA [29] queries the target model to update the score associated
with each surrogate, based on the estimated likelihood of successfully attacking the victim. Finally,
HYBRID [31] fine-tunes the surrogates model parameters w on the queried output scores.

2.1 Evaluation Pitfalls and Challenges

Despite recent enthusiasm around ensemble-based black-box transfer attacks, we identify critical
shortcomings in how these methods have been evaluated. In particular, current protocols often assume
overly favorable conditions that do not reflect realistic threat models. We expand on three major gaps
in the current literature that motivate our work.

Impact of Surrogate Pool. Prior work often evaluates transfer-based attacks using a carefully
curated ensemble of surrogate models. In particular, these ensembles share architectural similarities
or training pipelines with the target model. Such setups correspond to an homogeneous surrogate
setting, where the ensemble contains models that share the same architectural family as the target,
e.g., attacking a ResNet-50 with other ResNet variants. However, ensembles constructed from
architectures that closely mirror the target can indeed result in high success rates, not due to the attack
capabilities, but rather to inherent similarities that favor transferability.

Robust Targets. A second significant limitation in current evaluations concerns defense mechanisms
that may be utilized by the target. In practice, many deployed systems incorporate robustness
mechanisms (e.g., adversarial training [24]) specifically to counter adversarial examples that may not
be accessible to the attacker. However, several studies on ensemble-based transfer attacks target only
non-robust models. Only a few studies consider robust target models, and in those cases, they are
tested including robust surrogate models. As a result, it is unclear whether high transfer success rates
reported in the literature carry over to robust targets attacked with non-robust surrogates.

Using Feedback from Target Models. Several recent methods attempt to increase attack effec-
tiveness by querying the target model to refine the attack, either during the optimization process
or to adaptively re-weight the surrogate ensemble based on feedback from the target’s predictions.
Nevertheless, these methods are rarely compared against simpler baselines such as a fixed-weight
ensemble or query-free attacks that do not use queries at all. Our findings indicate that the marginal
gain from query-based refinement is negligible in most settings, as a simple averaging scheme over
surrogate models, or query-free baselines, achieves comparable or superior success rates, questioning
the utility of complex adaptive strategies. We argue that this phenomenon is caused by the absence of
a standardized evaluation methodology in this area.

3 TransferBench

We introduce TransferBench, a benchmark designed to assess the effectiveness of ensemble-based
black-box transfer attacks in realistic and challenging scenarios. Each scenario includes two key
factors: the set of surrogate models used to compute the attack, and the specific target model selected
for the evaluation. In the easiest scenario, we assume the use of homogeneous surrogates, while more
challenging scenarios involve surrogates whose architectures differ significantly from the target’s.
Additionally, TransferBench includes evaluations and comparisons against simple baselines that
do not refine the attack optimization while querying the target. In the remainder of this section,
we present the scenarios considered (Section 3.1), the baseline attack strategies used for reference
(Section 3.2), and the implementation details of TransferBench (Section 3.3).

3.1 Scenarios

Transferability is strongly influenced by the architectural similarity between surrogates and the target
model [18], and biased surrogate choices can therefore overestimate attack performance. To ensure
fair evaluation, our benchmark includes diverse scenarios, listed in Specifically, Table 1 details
the target-surrogate combinations, drawing them from open repositories such as Torchvision [26],
HuggingFace [35], and PyTorch-CIFAR [11].



Table 1: Scenarios involved in the benchmark. The HeS includes only surrogates with an architecture
different from the target model; the HoS includes only surrogates with the same architecture as the
target; the HoS+R includes robust target models.

ImageNet
Type | Target | Surrogates
VGG-19 Inc-v3, ConvNeXt-b, VGG-16
HoS ResNeXt-101 ResNet-50, ResNeXt-101, Dense-121
ViT-B/16 Swin-B, Swin-T, ViT-B/32
VGG-19 ResNet-50, ResNeXt-101, Dense-121, Swin-{B, T}, ViT-B/32
HeS ResNeXt-101 Inc-v3, ConvNeXt-b, VGG-16, Swin-{B, T}, ViT-B/32

ViT-B/16 Inc-v3, ConvNeXt-b, VGG-16, ResNet-50, ResNeXt-101, Dense-121

Pub-RN-50 ResNet-50, ResNeXt-101, Dense-121

HoS+R Mim-Sw-L Swin-B, Swin-T, ViT-B/32
Amini-Sw-L Swin-B, Swin-T, ViT-B/32
CIFAR10
Type | Target | Surrogates
VGG-19-bn VGG-13-bn, ConvNeXt-t, VGG-16-bn
HoS ResNet-56 ResNet-44, ResNet-32, ShuffleNet-v2

BEiT-B/16 Swin-B, Swin-T, ViT-B/16

VGG-19-bn ResNet-{44,32}, ShuffleNet-v2, Swin-{B,T}, ViT-B/16
HeS ResNet-56 VGG-13-bn, VGG-16-bn, ConvNeXt-t, Swin-{B,T}, ViT-B/16
ViT-B/16 VGG-{13,16}-bn, ConvNeXt-t, ResNet-{44,32}, ShuffleNet-v2

Peng-RWRN-70 | ResNet-44, ResNet-32, ShuffleNet-v2
Barto-WRN-94 | ResNet-44, ResNet-32, ShuffleNet-v2

HoS+R

Homogeneous scenario (HoS) represents a surrogate setting where all surrogate models belong to
the same family or share strong architectural similarity with the target. This is the most favorable
condition for transferability, as the surrogate and target models are more likely to share decision
boundaries. For instance, a transformer model is attacked using other transformers, or a CNN is
attacked using CNN-based surrogates.

Heterogeneous scenario (HeS) simulates a black-box attack setting where the adversary has access
to a pool of surrogate models that differ in architecture from the target model. This aims to reflect
a realistic threat model where the adversary does not know the exact architecture of the target.
For each target model, we select a diverse set of surrogates, such as combining convolutional and
transformer-based models, to maximize architectural diversity.

Robust-Homogeneous scenario (HoS+R) evaluates transfer attacks against robustly trained mod-
els, with surrogates sharing architectures as in the Homogeneous scenario. Targets include
state-of-the-art defenses—Pub-RN-50 [30], Mim-Sw-L [37], and Amini-Sw-L [2] for ImageNet;
Peng-RWRN-70 [27] and Barto-WRN-94 [3] for CIFAR-10. Most models are sourced from Robust-
Bench [12], except Pub-RN-50, which is taken from its original repository. We select models from
different authors and architectures with top robust accuracy. This scenario is the most challenging, as
model robustness significantly reduces attack transferability.

3.2 Baselines

To evaluate the impact of the target feedback, we provide different attack baselines in our benchmark.
We include query-free methods, which do not perform any query to the target, along with two simple
baselines, which instead query the target and solve the Problem SBA until success is obtained.

(Query-free) Transfer Attacks. Query-free transfer attacks exploit the transferability property of
adversarial examples, avoiding queries to the target model. Notably, these methods may involve
some weight update mechanism, but they do not query the target model to fine-tune the weights. This
family includes a wide range of methods, from older static ensemble strategies with no weight update
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(e.g., ENS [22]) to more recent approaches, such as SASD_WS [36], which utilize a reinforcement
mechanism to update the weights of the surrogate models.

Naive Average Attacks. Ensemble-based transfer attacks performance is influenced by several
factors, such as inner white-box attacks, query budget, and weight update mechanisms. Since
evaluating the contribution of each component is not straightforward, we include two naive baseline
methods, NaiveAvgl0 and NaiveAvg100, which represent the simplest ensemble-based transfer
attacks. In these methods, no weight updates are performed, i.e., w; remains fixed at % during the
attack optimization. The solution of Problem SBA is estimated by considering the projected-gradient-
descent, following the iterative formulation in [24], to minimize the ensemble loss function defined
in Equation (4) with x = 200. This consists in computing the following iterations,

A | PR (x““) — o sgnV,Laoc (2™ 1, £ w)) , Vk<T, )

where Ilg_(4,,) is the projection on the [-ball in X, centered in x¢ having radius ¢, and the

step-size « = 4.8/255. During the QBR, the black-box model is evaluated in 2* = (D) to validate
the attack success. If the sample =* fails to transfer to the target model, i.e., ¢t # max; g;(z*), then
Equation (5) is repeated by initializing (°) with the previous attempt *. We considered two versions
of the baseline, NaiveAvg10 and NaiveAvg100, that leverage 10 and 100 local iterations, respectively.

3.3 Implementation Details

TransferBench is a plug-and-play modular library for ensemble-based attack evaluation, written
in Python, and leveraging the PyTorch framework [26]. The library supports customized attacks,
models, and datasets. TransferBench relies on three main objects: The AttackEval wraps the
TransferAttack, representing the attack to be evaluated, and runs the evaluation on the specified
Scenario, which includes the information on the parameters, models, and datasets.

The usage of the library is kept as straightforward as possible: users can evaluate their attack on the
default scenarios we selected, see an example in Listing 1, or on custom scenarios that can be easily
created by instantiating a new Scenario object.

from transferbench import AttackEval

# The user can define a custom method

def myattack(victim_model, surrogate_models, inputs, labels, targets,
p, eps, maximum_queries) -> Tensor:

# Initializing and running the evaluation

evaluator = AttackEval (myattack)

evaluator.set_scenarios ("omeo-imagenet-inf", "etero-cifar10-inf")

results = evaluator.run()

Listing 1: Standard Usage of TransferBench API for the evaluation of a custom attack.

Scenario. The Scenario object includes all the components required for evaluating a given attack,
such as the target model, list of surrogates, dataset, and three attack constraints. Specifically, these
constraints, stored in a non-modifiable Python dataclass named HyperParams, are shared between
the TransferAttack and AttackEval. The HyperParams includes the query budget (), the epsilon
budget for the attack e, and the p-norm.

Attack Protocol. The attack is performed by a TransferAttack function, defined as a binding
to the Python Protocol class, i.e., a function with a fixed signature that takes only the following
input arguments: victim_model, surrogate_model, inputs, labels, targets, p, eps,
maximum_queries. The TransferAttack function solely performs the attack, without overriding
any class methods, and returns a batch of attack samples. The computation of queries is not handled
by TransferAttack but is externally monitored by AttackEval. Specifically, the target is passed
as a Callable function that does not allow access to the model’s internal parameters. To fully exploit
GPU memory usage, TransferBench supports and recommends batched attack implementations. To
properly count the number of queries, the user can leverage a mask tensor to indicate which samples
require a forward pass. Attacks in TransferBench are collected in the attack_zoo module, where
the original code has been enhanced by adopting a batched version of the attacks. Refer to Table 4



user@laptop$ trbench display -—query 'victim_model=="vgg19" and status == "finished"'
>>> [INFO] 2025-05-14 22:53:01,217

| id | status | attack | victim_model | campaign | p | eps | maximum_queries | dataset | available

|2 | I I: I | 1 ) I: |
| a3360 | finished | DSWEA | vgg19 | omeo | inf | 0.062745 | 50 | ImageNetT | True

| a290b | finished | NaiveAvg | vgg1l9 | etero | inf | 0.062745 | 50 | ImageNetT | True

| 9cdde | finished | SASD_WS | vgg1l9 | omeo | inf | 0.062745 | 50 | ImageNetT | True

| 9ce5b | finished | BASES | vgg19 | etero | inf | 0.062745 | 50 | ImageNetT | True

Figure 1: trbench usage: Each run is associated with a unique id synchronized with WB.

for a complete list. Furthermore, the two NAIVEAVG100 and NAIVEAVG10 baselines, as well as
query-free transfer attacks imported from the TransferAttack library [14].

TRBench CLI. The TransferBench library includes trbench, a command-line interface designed
to orchestrate large-scale benchmarking of black-box transfer attacks, that exposes the three com-
mands: run, display, report. An example in Fig. 1. The tool integrates seamlessly with the
Weights&Biases (W&B) [4] logging backend and enables programmatic inspection, filtering, and
re-execution of runs based on query expressions over metadata (e.g., surrogate model, campaign,
run status). It supports parallel execution by multiple users while preventing job conflicts through
coordinated status tracking. This CLI tool trbench facilitates reproducibility by automating the
management of incomplete or failed jobs and providing real-time visibility into ongoing experiments.

4 Experimental Results

This section presents the capabilities of the TransferBench framework and shows the pitfalls in
the evaluations of the methods in the original papers, discussed earlier, each in a dedicated section.
For the evaluations, we selected 13 attacks from the attack-zoo and ran them on the 17 different
scenarios described in Table 1. We set the perturbation budget to & = 16/255, the maximum queries
allowed to @) = 50, and considered only targeted attacks bounded in /., distance. Note that we only
focused on the targeted case, since the untargeted one can be considered addressed, [22]. In this
analysis, we included only black-box attacks that reached satisfactory success in some scenarios. In
particular, we only included BASES, DSWEA, GAA, GFCS, SIMBAODS, HYBRID, NAIVEAVG
among the query-based, and ENS, CWA, LGV, SASD_WS, SVRE, MBA, among the query-free.
Experiments have been conducted using an NVIDIA RTX A6000 GPU, imposing a batch size not
smaller than 20 samples for each target, with a (maximum) time limit of 30 hours per run.

Dataset. For these experiments, we considered the NeurIPS-17 challenge?, containing a subset
of 1000 images taken from ImageNet [21] associated with both a ground-truth and a target label.
Furthermore, we included a subset of 1000 images of CIFAR-10 [20], where the targeted label ¢;
has been determined by considering the label /; 11 of the next sample, or I; + 1%10 in case of two
consecutive samples with the same ground-truth.

Metrics. The Attack Success Rate (ASR) is defined as the proportion of adversarial samples that are
successfully classified as the target label by the victim model. We also consider the average queries
per success, q, which measures the average number of queries required to achieve a successful attack.

4.1 Impact of Biased Surrogate Selection

Considering the aggregated results in Figure 2 and Table 2, it becomes clear that the choice of the
surrogates has a huge impact on the attack success rate. The query-free attack SASD_WS and
the simple baselines are capable of achieving a satisfactory success rate under the homogeneous
scenarios, i.e., where the architecture of the surrogates and the targets corresponds to the same family.
A sudden drop in the success rate is visible when attacks are compared under the heterogeneous
scenarios. This experiment suggests that a biased choice of surrogates may easily lead to the wrong
conclusion, albeit needed for a rich evaluation of the attacks.

Attacking the ViT models. An interesting finding emerges from the analysis of the ViT model,
which consistently exhibits a low attack success rate (ASR) across all scenarios. As noted in [34], this
is likely due to artifacts introduced by the image tokenizer into the gradient—a phenomenon specific

T kaggle.com/competitions/nips-2017-targeted-adversarial-attack/data
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Figure 2: ASR on ImageNet. The bars represent the mean among different targets, while the error
bars show the inter-quartile range. On average, the SASD_WS baseline has higher success rates
among all the attacks, including those that leverage multiple queries.

Table 2: ASR and averaged queries-per-success for the ImageNet dataset.

ResNeXt-101 VGG-19 ViT-B/16 Pub-RN-50 Amini-Sw-L Mim-Sw-L
HoS HeS HoS HeS HoS HeS HoS+R HoS+R HoS+R
ASR q ASR q ASR q ASR q ASR q ASR q ASR q ASR q ASR ¢

Attack
BASES 8.3 74 | 290 119|793 80 | 276 127 | 27 153 | 45 153|546 11.1 | 0.0 - 0.0 -
DSWEA 835 62 | 177 121|766 59 | 135 100 | 33 104 | 3.6 144 | 468 101 | 0.0 - 0.0 -
GAA 28.1 73 55 72 395 7.1 46 69 12 7.5 20 78 | 130 75 0.0 - 0.0 -
GFCS 0.0 - 01 170 | 02 260| 03 107 | 03 103| 0.1 390 | 05 114]| 0.0 - 0.0 -
SIMBAODS 0.0 - 0.0 - 0.1 380 | 0.1 6.0 0.1 1.0 0.0 - 03 297 0.0 - 0.0 -
Hybrid 95 253 | 09 280 107 25.1 1.2 270| 00 - 0.0 - 1.9 280 | 0.0 - 0.0 -
NAIVEAVG10 892 64 | 308 11.8 ] 808 72 | 274 115]| 27 159] 55 148 | 564 104 | 0.0 - 0.0 -
NAIVEAVG100 ‘ 89.6 34 ‘ 31.8 9.1 | 81.0 42 ‘ 28.1 9.8 ‘ 1.7 186 ‘ 46 142 ‘ 557 87 0.0 - ‘ 0.0 -
ENS 221 00 0.7 0.0 43 0.0 1.8 0.0 0.0 - 0.3 0.0 6.1 0.0 0.0 - 0.0 -
CWA 583 0.0 60 00 | 225 00 7.3 0.0 1.1 0.0 1.7 00 | 290 0.0 0.0 - 0.0 -
LGV 215 0.0 0.8 0.0 55 0.0 1.6 00 0.3 0.0 0.3 0.0 6.4 0.0 0.0 - 0.0 -
MBA 215 0.0 0.8 0.0 4.5 0.0 1.5 0.0 0.3 0.0 0.3 0.0 73 0.0 0.0 - 0.0 -
SASD_WS 964 0.0 | 692 00 | 463 00 | 471 00 | 337 00 | 124 0.0 | 598 0.0 0.0 - 0.0 -
SVRE 254 0.0 7.7 00 | 205 0.0 7.1 0.0 1.1 0.0 3.1 00 | 140 0.0 0.0 - 0.0 -

to the ViT architecture and closely tied to the number of input patches. This highlights a limitation of
gradient-based attack strategies and presents a challenge for future ensemble-based attack methods.

4.2 TImpact of Defense Mechanism

As detailed in Table 2, all the attacks fail to effectively transfer adversarial examples from non-robust
models to the two robust models, Mim-Sw-L and Amini-Sw-L, which exhibit robust accuracy above
70% against perturbations of magnitude up to 8/255—half the magnitude considered in our scenarios.
This trend is consistent on the CIFAR-10 dataset, as shown in Table 3. An interesting exception is the
Pub-RN-50 model, which, likely due to gradient obfuscation strategies, appears robust to targeted
white-box attacks but remains vulnerable to transfer attacks. It is worth noting, however, that the
perturbation budget of 16/255 used in our evaluation exceeds the one claimed in the original paper.
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Figure 3: ASR-vs-Query curves for ResNeXt-101 and Pub-RN-50 tested on the ImageNet dataset.



Table 3: Results for CIFAR-10.

ResNet-56 VGG-19-bn ViT-B/16 BEiT-B/16 Peng-RWRN-70 Barto-WRN-94
HoS HeS HoS HeS HeS HoS HoS+R HoS+R
ASR q ASR q ASR q ASR q ASR q ASR q ASR q ASR q

Attack

BASES 99.9 1.2 | 99.6 1.9 | 994 21 986 19 | 73.0 5.6 | 999 1.8 1.9 1.7 1.8 2.1
DSWEA 1000 1.2 | 99.7 1.9 | 99.8 1.8 | 973 21 760 3.6 | 99.8 1.5 2.4 2.1 25 1.1
GAA 89.4 5.1 692 59 | 652 57 | 772 56 | 557 6.1 769 5.7 2.0 2.8 23 3.5
GFCS 253 102 ] 269 113|198 93 182 89 9.3 142 | 227 123 1.9 35 22 29
SIMBAODS 273 500|255 11.7 | 183 72 183 9.7 9.3 145 | 19.1 159 1.9 39 23 32
Hybrid 86.2 48 | 621 11.1 | 59.8 114 | 664 100 | 30.7 195 | 670 9.8 1.6 28.0 1.5 28.0
NAIVEAVG10 99.8 1.2 | 995 1.6 | 997 1.8 | 983 19 | 739 54 | 999 1.6 19 1.0 1.9 1.8
NAIVEAVG100 | 99.9 1.1 99.5 1.1 99.6 1.1 98.7 1.8 | 73.7 49 | 99.6 1.2 1.8 4.6 1.8 5.7
ENS 97.2 00 | 974 00 | 983 00 | 867 0.0 | 402 0.0 | 936 0.0 13 0.0 1.8 0.0
CWA 98.5 00 [ 979 00 | 978 00 | 935 00 | 602 0.0 | 990 0.0 1.6 0.0 1.7 0.0
LGV 97.4 00 [ 979 0.0 | 985 00 | 847 00 | 360 0.0 | 934 0.0 1.7 0.0 1.6 0.0
MBA 96.9 00 | 974 0.0 | 988 0.0 | 843 00 | 355 0.0 |93.0 0.0 14 0.0 1.5 0.0
SASD_WS 99.8 00 [ 988 0.0 |92 00 | 975 00 |71.8 0.0 | 990 0.0 1.8 0.0 1.9 0.0
SVRE 95.2 00 [ 985 0.0 | 990 00 | 927 00 | 563 0.0 | 983 0.0 2.1 0.0 14 0.0

4.3 Impact of Using the Feedback from the Target Models

For a finer analysis, we disentangle the analysis of the contribution of the target’s feedback to both
the ASR (the higher, the better) and the average number of queries ¢ (the lower, the better). As
shown in Table 2 and Figure 2, feedback from the target generally leads to higher ASR, allowing
query-based methods to (though not consistently) outperform query-free ones. Nevertheless, among
the query-based attacks, our baselines NAIVEAVG 10 and NAIVEAVG 100—which do not perform any
weight updates—outperform other methods that actively leverage target feedback to refine the attack
optimization. This indicates that the favorable conditions under which those methods were previously
evaluated may have led to an overestimation of the contribution of the refinement mechanisms.

Concerning the average number of queries per successful attack, Figure 3 shows that feedback from
the target becomes more crucial when only a small number of internal iterations are performed during
the local attack stage. Indeed, although NaiveAvg10 achieves a comparable ASR to NaiveAvg100, it
requires a significantly higher number of queries. In conclusion, the query-based feedback used by
existing methods in the literature appears to function primarily as a mechanism for reinitializing the
attack—either from a previously failed attempt or from a new random starting point—rather than
being effectively exploited by the weight update or refinement process.

5 Related Work

We discuss here related work on benchmarking black-box transfer attacks: TransferAttack [14],
TransferAttackEval [39], and BlackBoxBench [40].

The library TransferAttack [14] and the benchmark TransferAttackEval [39] implement var-
ious black-box attacks, including ensemble-based transfer methods, but support only query-free
approaches. Moreover, only surrogate pools of the original paper, without exploring alternative
configurations, have been used. In contrast, our benchmark, TransferBench, is designed for sys-
tematic comparison across diverse scenarios, reflecting realistic and challenging settings. Moreover,
TransferBench also enables evaluation with attacks wrapped from TransferAttackEval.

BlackBoxBench [40] includes only query-free transfer attacks and evaluates them using a fixed
surrogate set—up to five non-robust residual and convolutional models—shared across all target
models. TransferBench expands it by including a broader range of surrogate configurations (HoS,
HeS, and HoS+R), enabling a deeper investigation into how surrogate diversity impacts transferability.

6 Ethical Considerations and Broader Impacts

Being the TransferBench tools usable for plug-and-play attacks evaluation, a malicious actor
could potentially exploit them for secondary aims. This section aims to provide more insights for a
responsible use of the benchmark, as well as mitigation strategies for model providers.



Responsible Use of the Benchmark. While tools for generating and evaluating adversarial ex-
amples can advance our understanding of model vulnerabilities, they also present inherent dual-use
risks. To address this, we clearly define the intended use of our tool as a resource for defenders, i.e.,
researchers and practitioners focused on strengthening model robustness and advancing adversarial
defense strategies. Acceptable uses are strictly limited to research aimed at improving model ro-
bustness, advancing secure Al system design, and enhancing the evaluation of adversarial defenses,
facilitating proactive red-teaming strategies. We explicitly prohibit any offensive applications, includ-
ing but not limited to unauthorized security testing of live systems, surveillance, privacy violations,
or the deployment of adversarial attacks for malicious purposes. As highlighted in our recommended
practices, the evaluation of adversarial attack performance is intended solely to inform and improve
safety measures, not to exploit model vulnerabilities.

Safeguards and Mitigation Strategies. To reduce the risk of transfer-based adversarial attacks
that exploit query access to target models, we recommend several mitigation strategies. First, model
providers should implement strict access controls, such as rate limiting, authentication, and anomaly
detection, to monitor and restrict potentially abusive querying behavior. Defensive techniques
like input filtering, adversarial training, or certified defenses can also reduce the effectiveness of
surrogate-based attacks.

Additional Insights from the Benchmark. Although the primary aim of our benchmark is to
support the evaluation and development of defenses, it also reveals important findings. Notably,
our results expose a significant gap between the claimed robustness of some defenses and practical
resilience in more advanced transfer-based settings. This highlights the need for more comprehensive
and rigorous benchmarks that reflect the complexities of available adversarial tools, and encourages
the development of defenses that generalize beyond narrow evaluation protocols.

7 Conclusion and Future Work

We introduced TransferBench, a plug-and-play benchmarking tool for evaluating ensemble-based
black-box transfer attacks under realistic and challenging conditions. Unlike prior benchmarks,
which operate under overly optimistic assumptions, TransferBench accounts for surrogate model
diversity, robust target defenses, and the role of target feedback. Across 17 settings on CIFAR-10 and
ImageNet for each attack, our evaluation revealed key insights: (i) attack success is highly sensitive to
surrogate choice and diversity; (ii) many state-of-the-art methods fail against robust targets; and (iii)
query-based refinement often provides little to no gain over simple transfer baselines. These findings
challenge common assumptions and highlight the need for more principled, robust attack strategies.

While our work has limitations, future research will focus on improving the surrogate pools by
incorporating additional criteria (e.g., number of parameters). On the implementation side, we plan
to extend TransferBench with new evaluation metrics, such as surrogate forward/backward counts
and memory usage. Since the evaluations in this paper represent only a subset of the scenarios
TransferBench supports, we aim to broaden the experimental coverage with more p-norms, &
budgets, and datasets. We believe TransferBench will foster progress toward more reliable and
query-efficient black-box attack algorithms.
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NeurlIPS Paper Checklist

1. Claims

Question: Do the main claims made in the abstract and introduction accurately reflect the
paper’s contributions and scope?

Answer: [Yes]

Justification: Pitfalls and countermeasures exposed in the abstract are shown by dedicated
evaluations using the proposed benchmark.

Guidelines:

* The answer NA means that the abstract and introduction do not include the claims
made in the paper.

* The abstract and/or introduction should clearly state the claims made, including the
contributions made in the paper and important assumptions and limitations. A No or
NA answer to this question will not be perceived well by the reviewers.

* The claims made should match theoretical and experimental results, and reflect how
much the results can be expected to generalize to other settings.

* It is fine to include aspirational goals as motivation as long as it is clear that these goals
are not attained by the paper.

2. Limitations
Question: Does the paper discuss the limitations of the work performed by the authors?
Answer: [Yes]

Justification: Limitations and future improvements have been discussed together with the
conclusions of the work.

Guidelines:

* The answer NA means that the paper has no limitation while the answer No means that
the paper has limitations, but those are not discussed in the paper.

 The authors are encouraged to create a separate "Limitations" section in their paper.

* The paper should point out any strong assumptions and how robust the results are to
violations of these assumptions (e.g., independence assumptions, noiseless settings,
model well-specification, asymptotic approximations only holding locally). The authors
should reflect on how these assumptions might be violated in practice and what the
implications would be.

* The authors should reflect on the scope of the claims made, e.g., if the approach was
only tested on a few datasets or with a few runs. In general, empirical results often
depend on implicit assumptions, which should be articulated.

* The authors should reflect on the factors that influence the performance of the approach.
For example, a facial recognition algorithm may perform poorly when image resolution
is low or images are taken in low lighting. Or a speech-to-text system might not be
used reliably to provide closed captions for online lectures because it fails to handle
technical jargon.

* The authors should discuss the computational efficiency of the proposed algorithms
and how they scale with dataset size.

* If applicable, the authors should discuss possible limitations of their approach to
address problems of privacy and fairness.

* While the authors might fear that complete honesty about limitations might be used by
reviewers as grounds for rejection, a worse outcome might be that reviewers discover
limitations that aren’t acknowledged in the paper. The authors should use their best
judgment and recognize that individual actions in favor of transparency play an impor-
tant role in developing norms that preserve the integrity of the community. Reviewers
will be specifically instructed to not penalize honesty concerning limitations.

3. Theory assumptions and proofs

Question: For each theoretical result, does the paper provide the full set of assumptions and
a complete (and correct) proof?
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Answer: [NA]
Justification: [NA]
Guidelines:

* The answer NA means that the paper does not include theoretical results.

* All the theorems, formulas, and proofs in the paper should be numbered and cross-
referenced.

* All assumptions should be clearly stated or referenced in the statement of any theorems.

* The proofs can either appear in the main paper or the supplemental material, but if
they appear in the supplemental material, the authors are encouraged to provide a short
proof sketch to provide intuition.

* Inversely, any informal proof provided in the core of the paper should be complemented
by formal proofs provided in appendix or supplemental material.

* Theorems and Lemmas that the proof relies upon should be properly referenced.
4. Experimental result reproducibility

Question: Does the paper fully disclose all the information needed to reproduce the main ex-
perimental results of the paper to the extent that it affects the main claims and/or conclusions
of the paper (regardless of whether the code and data are provided or not)?

Answer: [Yes]

Justification: The experimental setups are detailed in the dedicated section, and results can
be reproduced applying the benchmark API;

Guidelines:

* The answer NA means that the paper does not include experiments.

* If the paper includes experiments, a No answer to this question will not be perceived
well by the reviewers: Making the paper reproducible is important, regardless of
whether the code and data are provided or not.

If the contribution is a dataset and/or model, the authors should describe the steps taken
to make their results reproducible or verifiable.
Depending on the contribution, reproducibility can be accomplished in various ways.
For example, if the contribution is a novel architecture, describing the architecture fully
might suffice, or if the contribution is a specific model and empirical evaluation, it may
be necessary to either make it possible for others to replicate the model with the same
dataset, or provide access to the model. In general. releasing code and data is often
one good way to accomplish this, but reproducibility can also be provided via detailed
instructions for how to replicate the results, access to a hosted model (e.g., in the case
of a large language model), releasing of a model checkpoint, or other means that are
appropriate to the research performed.

While NeurIPS does not require releasing code, the conference does require all submis-

sions to provide some reasonable avenue for reproducibility, which may depend on the

nature of the contribution. For example

(a) If the contribution is primarily a new algorithm, the paper should make it clear how
to reproduce that algorithm.

(b) If the contribution is primarily a new model architecture, the paper should describe
the architecture clearly and fully.

(c) If the contribution is a new model (e.g., a large language model), then there should
either be a way to access this model for reproducing the results or a way to reproduce
the model (e.g., with an open-source dataset or instructions for how to construct
the dataset).

(d) We recognize that reproducibility may be tricky in some cases, in which case
authors are welcome to describe the particular way they provide for reproducibility.
In the case of closed-source models, it may be that access to the model is limited in
some way (e.g., to registered users), but it should be possible for other researchers
to have some path to reproducing or verifying the results.

5. Open access to data and code
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Question: Does the paper provide open access to the data and code, with sufficient instruc-
tions to faithfully reproduce the main experimental results, as described in supplemental
material?

Answer: [Yes]

Justification: The code is publicly available in the dedicated repository, with detailed
documentations that are also summarized in the supplementary materials.

Guidelines:

* The answer NA means that paper does not include experiments requiring code.

* Please see the NeurIPS code and data submission guidelines (https://nips.cc/
public/guides/CodeSubmissionPolicy) for more details.

* While we encourage the release of code and data, we understand that this might not be
possible, so “No” is an acceptable answer. Papers cannot be rejected simply for not
including code, unless this is central to the contribution (e.g., for a new open-source
benchmark).

* The instructions should contain the exact command and environment needed to run to
reproduce the results. See the NeurIPS code and data submission guidelines (https:
//nips.cc/public/guides/CodeSubmissionPolicy) for more details.

* The authors should provide instructions on data access and preparation, including how
to access the raw data, preprocessed data, intermediate data, and generated data, etc.

* The authors should provide scripts to reproduce all experimental results for the new
proposed method and baselines. If only a subset of experiments are reproducible, they
should state which ones are omitted from the script and why.

* At submission time, to preserve anonymity, the authors should release anonymized
versions (if applicable).

* Providing as much information as possible in supplemental material (appended to the
paper) is recommended, but including URLSs to data and code is permitted.

6. Experimental setting/details

Question: Does the paper specify all the training and test details (e.g., data splits, hyper-
parameters, how they were chosen, type of optimizer, etc.) necessary to understand the
results?

Answer: [Yes]

Justification: Instructions for for tests reproducibility are detailed in the the experimental
setup subsection and in the description of the protocols involved in the proposed benchmark.

Guidelines:

* The answer NA means that the paper does not include experiments.

* The experimental setting should be presented in the core of the paper to a level of detail
that is necessary to appreciate the results and make sense of them.

* The full details can be provided either with the code, in appendix, or as supplemental
material.

7. Experiment statistical significance

Question: Does the paper report error bars suitably and correctly defined or other appropriate
information about the statistical significance of the experiments?

Answer: [Yes]

Justification: Error bars have been exploited in the bar-plots for the sake of a fair visualization
of aggregated results.

Guidelines:

* The answer NA means that the paper does not include experiments.

* The authors should answer "Yes" if the results are accompanied by error bars, confi-
dence intervals, or statistical significance tests, at least for the experiments that support
the main claims of the paper.
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8.

10.

* The factors of variability that the error bars are capturing should be clearly stated (for
example, train/test split, initialization, random drawing of some parameter, or overall
run with given experimental conditions).

* The method for calculating the error bars should be explained (closed form formula,
call to a library function, bootstrap, etc.)

* The assumptions made should be given (e.g., Normally distributed errors).

¢ It should be clear whether the error bar is the standard deviation or the standard error
of the mean.

e It is OK to report 1-sigma error bars, but one should state it. The authors should
preferably report a 2-sigma error bar than state that they have a 96% CI, if the hypothesis
of Normality of errors is not verified.

* For asymmetric distributions, the authors should be careful not to show in tables or
figures symmetric error bars that would yield results that are out of range (e.g. negative
error rates).

* If error bars are reported in tables or plots, The authors should explain in the text how
they were calculated and reference the corresponding figures or tables in the text.

Experiments compute resources

Question: For each experiment, does the paper provide sufficient information on the com-
puter resources (type of compute workers, memory, time of execution) needed to reproduce
the experiments?

Answer: [Yes]

Justification: Information on the computer resources have been included in the experimental
section.

Guidelines:

* The answer NA means that the paper does not include experiments.

 The paper should indicate the type of compute workers CPU or GPU, internal cluster,
or cloud provider, including relevant memory and storage.

* The paper should provide the amount of compute required for each of the individual
experimental runs as well as estimate the total compute.

* The paper should disclose whether the full research project required more compute
than the experiments reported in the paper (e.g., preliminary or failed experiments that
didn’t make it into the paper).

. Code of ethics

Question: Does the research conducted in the paper conform, in every respect, with the
NeurIPS Code of Ethics https://neurips.cc/public/EthicsGuidelines?

Answer: [Yes]

Justification: This paper fully complies with the NeurIPS Code of Ethics. It uses only public,
licensed datasets without personal data, avoids deprecated resources, and clearly reports
dataset limitations. No human subjects or harmful applications are involved. Potential
misuse is acknowledged with suggested safeguards. All code and data for reproducibility
will be released under appropriate licenses.

Guidelines:

¢ The answer NA means that the authors have not reviewed the NeurIPS Code of Ethics.

* If the authors answer No, they should explain the special circumstances that require a
deviation from the Code of Ethics.

* The authors should make sure to preserve anonymity (e.g., if there is a special consid-
eration due to laws or regulations in their jurisdiction).

Broader impacts

Question: Does the paper discuss both potential positive societal impacts and negative
societal impacts of the work performed?

Answer: [Yes]

Justification: Discussion on broader impact of this work has been discussed in Section 6.
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11.

12.

Guidelines:

* The answer NA means that there is no societal impact of the work performed.

* If the authors answer NA or No, they should explain why their work has no societal
impact or why the paper does not address societal impact.

* Examples of negative societal impacts include potential malicious or unintended uses
(e.g., disinformation, generating fake profiles, surveillance), fairness considerations
(e.g., deployment of technologies that could make decisions that unfairly impact specific
groups), privacy considerations, and security considerations.

* The conference expects that many papers will be foundational research and not tied
to particular applications, let alone deployments. However, if there is a direct path to
any negative applications, the authors should point it out. For example, it is legitimate
to point out that an improvement in the quality of generative models could be used to
generate deepfakes for disinformation. On the other hand, it is not needed to point out
that a generic algorithm for optimizing neural networks could enable people to train
models that generate Deepfakes faster.

* The authors should consider possible harms that could arise when the technology is
being used as intended and functioning correctly, harms that could arise when the
technology is being used as intended but gives incorrect results, and harms following
from (intentional or unintentional) misuse of the technology.

* If there are negative societal impacts, the authors could also discuss possible mitigation
strategies (e.g., gated release of models, providing defenses in addition to attacks,
mechanisms for monitoring misuse, mechanisms to monitor how a system learns from
feedback over time, improving the efficiency and accessibility of ML).

Safeguards

Question: Does the paper describe safeguards that have been put in place for responsible
release of data or models that have a high risk for misuse (e.g., pretrained language models,
image generators, or scraped datasets)?

Answer: [Yes]
Justification: A description of the safeguards to avoid misuse has been included in Section 6.
Guidelines:

» The answer NA means that the paper poses no such risks.

* Released models that have a high risk for misuse or dual-use should be released with
necessary safeguards to allow for controlled use of the model, for example by requiring
that users adhere to usage guidelines or restrictions to access the model or implementing
safety filters.

 Datasets that have been scraped from the Internet could pose safety risks. The authors
should describe how they avoided releasing unsafe images.

* We recognize that providing effective safeguards is challenging, and many papers do
not require this, but we encourage authors to take this into account and make a best
faith effort.

Licenses for existing assets

Question: Are the creators or original owners of assets (e.g., code, data, models), used in
the paper, properly credited and are the license and terms of use explicitly mentioned and
properly respected?

Answer: [Yes]

Justification: All the authors of external repositories, machine learning libraries, and dataset
have been referenced in the paper.

Guidelines:
» The answer NA means that the paper does not use existing assets.
 The authors should cite the original paper that produced the code package or dataset.

* The authors should state which version of the asset is used and, if possible, include a
URL.

* The name of the license (e.g., CC-BY 4.0) should be included for each asset.
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13.

14.

15.

* For scraped data from a particular source (e.g., website), the copyright and terms of
service of that source should be provided.

 If assets are released, the license, copyright information, and terms of use in the
package should be provided. For popular datasets, paperswithcode.com/datasets
has curated licenses for some datasets. Their licensing guide can help determine the
license of a dataset.

* For existing datasets that are re-packaged, both the original license and the license of
the derived asset (if it has changed) should be provided.

* If this information is not available online, the authors are encouraged to reach out to
the asset’s creators.
New assets

Question: Are new assets introduced in the paper well documented and is the documentation
provided alongside the assets?

Answer: [Yes]

Justification: Proposed benchamark is furnished with detailed instructions, and example of
usage shown on Python Notebooks.

Guidelines:

» The answer NA means that the paper does not release new assets.

* Researchers should communicate the details of the dataset/code/model as part of their
submissions via structured templates. This includes details about training, license,
limitations, etc.

* The paper should discuss whether and how consent was obtained from people whose
asset is used.

At submission time, remember to anonymize your assets (if applicable). You can either
create an anonymized URL or include an anonymized zip file.
Crowdsourcing and research with human subjects

Question: For crowdsourcing experiments and research with human subjects, does the paper
include the full text of instructions given to participants and screenshots, if applicable, as
well as details about compensation (if any)?

Answer: [NA]
Justification: [NA]
Guidelines:
* The answer NA means that the paper does not involve crowdsourcing nor research with

human subjects.

* Including this information in the supplemental material is fine, but if the main contribu-
tion of the paper involves human subjects, then as much detail as possible should be
included in the main paper.

* According to the NeurIPS Code of Ethics, workers involved in data collection, curation,
or other labor should be paid at least the minimum wage in the country of the data
collector.

Institutional review board (IRB) approvals or equivalent for research with human
subjects

Question: Does the paper describe potential risks incurred by study participants, whether
such risks were disclosed to the subjects, and whether Institutional Review Board (IRB)
approvals (or an equivalent approval/review based on the requirements of your country or
institution) were obtained?

Answer: [NA]
Justification: [NA|
Guidelines:

* The answer NA means that the paper does not involve crowdsourcing nor research with
human subjects.
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* Depending on the country in which research is conducted, IRB approval (or equivalent)
may be required for any human subjects research. If you obtained IRB approval, you
should clearly state this in the paper.

* We recognize that the procedures for this may vary significantly between institutions
and locations, and we expect authors to adhere to the NeurIPS Code of Ethics and the
guidelines for their institution.

* For initial submissions, do not include any information that would break anonymity (if
applicable), such as the institution conducting the review.
16. Declaration of LLLM usage

Question: Does the paper describe the usage of LLMs if it is an important, original, or
non-standard component of the core methods in this research? Note that if the LLM is used
only for writing, editing, or formatting purposes and does not impact the core methodology,
scientific rigorousness, or originality of the research, declaration is not required.

Answer: [NA]
Justification: [NA|
Guidelines:

* The answer NA means that the core method development in this research does not
involve LLMs as any important, original, or non-standard components.

* Please refer to our LLM policy (https://neurips.cc/Conferences/2025/LLM)
for what should or should not be described.
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Supplementary materials of ‘“TransferBench: Benchmarking
Ensemble-based Black-box Transfer Attacks”

A Methods involved in the benchmark

In this benchmark, we considered the works described in Table 4. The DSA and SubSpace methods
have not been directly compared, as they exhibit near-zero performance in the targeted scenarios
with such a constrained amount of queries. All the attacks have been tested on the scenarios
of the original papers, achieving the same performance. Original scenarios can be found in the
transferbench/config/scenarios path of the benchmark.

Table 4: ASR and average-queries-per-success claimed in the original papers.

Attack Venue m HeS HoS+R Targeted p € ASR [%] @

SUBSPACE [15] NeurIPS 2019 3 X X oo 13/255 98.9% 462
SIMBAODS [33] NeurIPS 2020 4 X X v oo 13/255 92.0% 985
HYBRID [31] Usenix 2020 3 X X v oo 13/255 100% 14.3
GFCS [23] ICLR 2022 4 X X v 2 /0.001d!  60.0% 20
BASES [8] NeurIPS 2022 20 X X v oo 16/255 99.7% 1.8
GAA [38] PR 2024 4 X X v oo 16/255 46.0% 3.9
DSA [29] Usenix 2024 3 v v X oo 16/255 96.9% 136
DSWEA [16] PR 2025 10 X X v oo 16/255 96.6% 2.7

'Images included in the experiments have d = 3 - 299 - 299 pixels, from which e ~ 16.37

B Instructions

The TransferBench codebase is accompanied by three main instructional resources:

* The primary Readme .md provides installation guidance and a quick-start tutorial for using
the API with minimal setup.

* A companion example notebook offers in-depth, hands-on instructions, demonstrating how
to use the framework with varying levels of customization.

* The attacks_zoo/Readme.md explains the implementation of the TransferAttack pro-
tocol within the attacks_zoo module.

* Instructions for setting up and using the trbench CLI command are detailed in the dedicated
benchmark_tools/Readme.md.

Further details and the complete codebase are available on the official GitHub repository:
https://github.com/pralab/transfer-bench.

C Licenses of external assets

The benchmark involved external assets for the models and query-free attacks.

Robust models The robust models Mim-Sw-L [37], Amini-Sw-L [2], Peng-RWRN-70 [27],
Barto-WRN-94 [3] have been imported from RobustBench [12] released under MIT license, except
for Pub-RN-50 [30], which has been taken from its original repository, released under Apache 2.0
license.

Black-box attacks Query-free black box attacks involved for comparison have been imported form
TransferAttack [14] under the MIT license.
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D Analysis on the Important Factors

The composition of the surrogate pools is determined based on considerations of the models’ archi-
tectures, as discussed in the paper. However, determining the optimal pool composition from the
available models is inherently challenging. Indeed, an attack-driven selection of surrogates would
require an exhaustive search over all possible model combinations, resulting in a combinatorial explo-
sion of experiments on the order of (I]\(]) , where N is the number of available models and K is the
maximum size of each surrogate pool. Beyond its computational infeasibility, such a strategy would
also require fixing one or more attack algorithms in advance, thereby introducing a methodological
bias in the pool selection.

To remain faithful to the objectives of this benchmark—particularly, to expose and mitigate suboptimal
evaluation practices commonly adopted in transfer-based attack studies—we deliberately opted for
a fixed subset of target and surrogate models. To validate the robustness of this design choice,
we conduct an a posteriori factor analysis aimed at quantifying the actual impact of the adopted
configurations on the benchmark results. Specifically, to examine the influence of key factors on the
attack success rate (ASR), we represent each experimental configuration—defined by the target model,
surrogate pool, and scenario type (HeS, HoS, HoS+R)—as a structured feature vector comprising:

1. A one-hot vector encoding the architectural characteristics of the target model, where the
first, second, and third entries are set to 1 if the model lacks skip connections, includes
residual connections, or employs attention layers, respectively;

2. A one(s)-hot vector encoding the aggregated architectural properties of the surrogate pool,
following the same principle—that is, each entry indicates whether the pool contains models
without skip connections, or with residuals, or attention layers;

3. A one-hot vector representing the scenario typology, derived from the categorical variable
“Scenario Type”.

The value of € has been included as well. This setup avoids cherry-picking and enables a controlled
study of the factors influencing ASR. In Table 5, we analyze the impact of the factors using a
correlation analysis derived from fitting a linear model to predict the ASR from the features described
above.

Table 5: Linear model coefficients predicting ASR from configuration features. Res_T, CNN_T, and
Att_T denote the presence of residual, convolutional, and attention components in the target model;
Res_S, CNN_S, and Att_S refer to the corresponding properties of the surrogate pool.

Res_ T CNN_T Att.T Res_.S CNN_S Att.S HeS HoS HoS+R ¢
0.16 0.13 -0.09 0.02 0.01 0.035 0.05 025 -028 O

From the analysis, we can deduce that Transformer-based targets correlate negatively with ASR,
CNN and ResNet targets positively, and while individual surrogate architectures have a limited effect,
their joint configuration strongly influences transferability—robust pools reduce ASR, homogeneous
scenarios enhance it, confirming that transferability depends more on target—surrogate architectural
relationships than on specific model types.

E Additional Results

We include in this section further plots not displayed in the main paper. Figure 4 involves the success
vs average-queries-per-success curves for the ImageNet dataset, while the same curves relative to
the CIFAR-10 dataset are visualized in Figure 5. Figure 6 shows aggregated success rates of the
various attacks for the CIFAR-10 dataset. The empty plots are due to the fact that when the attack
reaches zero success rate, the average-queries-per-success metric is not defined, and curves can not
be displayed.
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Figure 4: ASR-vs-Query curves on the ImageNet dataset.
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Figure 5: ASR-vs-Query curves on the ImageNet dataset for different victims.

F Statistical Significance of the Results
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Since attacks are evaluated on subsets containing 1000 samples, this section aims at discussing
whether such an amount of data is sufficient for the main claims of the work. In particular for the
ASR, since the success can be modeled as a Bernoulli random variable, the variance of the sample

mean p (i.., the ASR) is known in closed form, var(X) = @ (where p is the probability of attack
success, i.e., the ASR). Therefore, the worst case is for ASR ~ 50%, where the standard deviation
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Figure 6: Aggregated attack success rate on the CIFAR10 dataset. Several attacks have an almost
perfect success rate.

would be 059 = 1/ %25 ~ 1.58¢ — 2. This is an upper-bound, which means that the 95%-level

confidence intervals I, for an ASR of p, would be always included in [)_( — 2050, X+ 2050), i.e., the
attack-success rates a;, as of two methods that differ more than 6.32% can be considered statistically
different, thereby proving that our claims are statistically sound. For a more detailed analysis, we
collected the ASR of the methods on the bar plots shown in Figure 7, which provide a model-wise
comparison while also highlighting the confidence intervals at the 0.95 level.

G Comparisons with other Perturbation Budgets

This section aims to evaluate the performance of the attacks with different perturbation budgets.
Specifically, since success in homogeneous scenarios is easily achievable, we considered a lower
perturbation budget of 8/255. Results are reported in Figure 8, where barplots are used to compare
the accuracy among different target models included in this scenario, and also confidence intervals
are shown. The take-out messages are aligned with the 16/255 perturbations budget, even though, as
expected, a slightly lower ASR is achieved.

Furthermore, Figure 9 compares ASR for the robust models with a higher perturbation budget of
32/255, showing that, surprisingly, both Amini-Sw-L and Mim-Sw-L models are still robust against
such a larger perturbation.
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Figure 7: Comparison of the ASR among different target models with confidence interval. Non-
overlapping intervals indicate that the difference is statistically significant.
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Figure 8: Homogeneous scenario with a smaller perturbation budget.
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Figure 9: Attacking robust models is still challenging with a larger perturbation budget.
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