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ABSTRACT

Adversarial samples exploit irregularities in the manifold “learned” by deep learn-
ing models to cause misclassifications. The study of these adversarial samples
provides insight into the features a model uses to classify inputs, which can be
leveraged to improve robustness against future attacks. However, much of the
existing literature focuses on constrained adversarial samples, which do not accu-
rately reflect test-time errors encountered in real-world settings. To address this,
we propose ‘NatADiff’, an adversarial sampling scheme that leverages denoising
diffusion to generate natural adversarial samples. Our approach is based on the
observation that natural adversarial samples frequently contain structural elements
from the adversarial class. Deep learning models can exploit these structural el-
ements to shortcut the classification process, rather than learning to genuinely
distinguish between classes. To leverage this behavior, we guide the diffusion
trajectory towards the intersection of the true and adversarial classes, combining
time-travel sampling with augmented classifier guidance to enhance attack transfer-
ability while preserving image quality. Our method achieves comparable white-box
attack success rates to current state-of-the-art techniques, while exhibiting signifi-
cantly higher transferability across model architectures and improved alignment
with natural test-time errors as measured by FID. These results demonstrate that
NatADiff produces adversarial samples that not only transfer more effectively
across models, but more faithfully resemble naturally occurring test-time errors
when compared with other generative adversarial sampling schemes.

1 INTRODUCTION

Deep learning models can react unpredictably when there is domain difference between training and
test data (Szegedy et al., [2014; |Goodfellow et al., 2015). Constrained adversarial attacks exploit
this vulnerability, adding visually imperceptible pixel-level perturbations to deliberately fool models
into misclassification (Szegedy et al., 2014; (Goodfellow et al., [2015} [Madry et al.| 2018} (Croce &
Hein, [2020). More recently, unconstrained adversarial attacks have been proposed which allow for
unrestricted perturbation magnitudes, provided the resulting adversarial image lies sufficiently close
to the natural image manifold (Song et al., [ 2018}; |Chen et al.| [2023a3b)).

Defences to these attacks have been proposed (Szegedy et al.,|2014; Madry et al.,|2018;/Gu & Rigazio,
2015; Xu et al.| 2018} [Samangouei et al., 2018} [Nie et al.l 2022); however, they largely target attacks
formed by adding perturbations to natural images—overlooking the existence of natural adversarial
samples. Natural adversarial samples are more commonly known as test-time errors, and they
represent the strongest class of unconstrained adversarial attack, as they are valid (perturbation-free
and naturally occurring) model inputs that are erroneously classified (Hendrycks et al.| [2021)). The
absence of an adversarial perturbation renders many defensive measures ineffective (Agarwal et al.,
2022). Furthermore, natural adversarial samples have been widely studied in the literature, and they
have been found to exhibit high transferability—where multiple classifiers incorrectly classify the same
sample (Hendrycks et al., 2021). It is hypothesized that this is caused by classifiers independently
learning to rely on the same erroneous contextual cues to shortcut classification and reduce training
losses without generalising to the underlying task (Hendrycks et al.l 2021} |Geirhos et al.| [2020;
Arjovsky et al., [2020).
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Generating natural adversarial samples offers an opportunity to better understand the mechanisms
underpinning test-time errors. Prior work has sought to achieve this by using classifier gradients to
perturb the sampling process of generative adversarial networks (GANs) and denoising diffusion
models (Song et all [2018} |Chen et al., 2023bj Dai et al 2024} |Chen et al., 2025). However,
GAN-based approaches lack theoretical justification for perturbing the sample path, and doing
so often degrades image quality (Karras et al.l |2019; |Abdal et al., [2019). Alternatively, directly
injecting classifier gradients into the diffusion sampling trajectory can result in generating constrained
adversarial samples (Vaeth et al., 2024} Shen et al.| [2024) (see Figure E] (c)). Moreover, existing
methods do not account for the link between learned erroneous contextual cues and test-time errors.

We propose NatADiff, a highly transferable, diffusion-based (Ho et al., [2020; Song et al., |2021al)
adversarial sample generation method. NatADiff leverages the link between contextual cues and test-
time errors by guiding the diffusion sampling trajectory towards the intersection of the adversarial and
true classes, a technique we define as “adversarial boundary guidance”. Additionally, we incorporate
classifier augmentations to reduce the strength of the constrained adversarial perturbation and to
further guide the sampling trajectory towards regions of the image manifold that incorporate features
from the adversarial class. We find that NatADiff-generated samples achieve comparable white-box
(same target and victim classifier) attack success rates to current state-of-the-art adversarial attacks,
while exhibiting significantly higher transferability (different target and victim classifier) across
models. Furthermore, samples generated using NatADiff align more closely with known test-time
errors (with respect to their Fréchet inception distance (FID) (Fréchet, [1957)) than those generated
through adversarial classifier guidance alone (Dai et al.l 2024). These results demonstrate that
NatADiff produces adversarial samples that not only transfer more effectively across models, but
more faithfully resemble naturally occurring test-time errors. To summarize our contributions: (i) We
propose NatADiff, incorporating classifier transformations, gradient normalization, and time-travel
sampling (Shen et al.,|2024; Lugmayr et al.| [2022; [Yu et al.,|2023)) to improve adversarial classifier
guidance and image quality; (ii) We design an adversarial boundary guidance algorithm to reliably
navigate the complex, learned manifold, allowing us to generate natural adversarial samples with
significantly higher transferability than existing approaches. (iii) We explore how convolution and
transformer based classifiers perceive natural adversarial samples, exposing interesting properties of
the feature representations learned by deep learning models.

2 DEFINITIONS AND PRELIMINARIES

Constrained, unconstrained, and natural adversarial samples. Broadly speaking there are three
categories of adversarial sample: unconstrained, constrained, and natural. Let f : 7;; — )Y be a
trained image classifier, Z;; be the set of allowable image inputs, Zns C Z;; be the set of natural
images, ) be the set of image classification labels, and O : Z;; — ) be an oracle (“perfect”
human) classifier. Unconstrained adversarial samples require only that the image is misclassified:
Av 2 {z € Ty : f(z) # O(x)} (Song et al., 2018). Constrained adversarial samples are restricted
to an e-neighbourhood about some natural image: Ac = {x +3 € Ty : = € In, |8, <
€, f(x +0) # O(x + )} (Szegedy et al.,2014). Natural adversarial samples are natural images that
are misclassified: Ay = {z € Zy : f(x) # O(z)} (Hendrycks et al., 2021). Finally, it follows from
the above definitions that Ays C A¢ C Ay.

Natural adversarial samples are a well-documented phenomenon in deep learning (Hendrycks et al.|
2021). Literature suggests that they typically occur when deep learning models learn to rely on
erroneous contextual cues to shortcut classification, as opposed to truly learning to distinguish
between classes (Hendrycks et al., 2021} |Geirhos et al., [2020; /Arjovsky et al., 2020) (see AppendixE]
for examples). These cues are typically features within an image that are highly correlated with a
target class but not indicative of the class. For instance, a model that uses oceanic environments
as a cue for predicting “shark” may misclassify an image of a shark lying on sand. By exploiting
these easy-to-learn cues, models can reduce training loss without correctly learning to generalize
to the underlying classification task. Additionally, it has been observed that natural adversarial
samples are able to bypass common adversarial defences (Agarwal et al.,[2022)), and they exhibit
high transferability i.e., the same image is misclassified by multiple classifiers (Hendrycks et al.|
2021). The significant transferability of natural adversarial samples can be attributed to classifiers
independently learning to rely on the same contextual cues, which is likely a consequence of shared
correlations between cues and class labels across independent datasets (Hendrycks et al., [2021]).
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(a) PGD (b) Nat. Adv. Samples (c) Adv. Class. Guid. (d) NatADiff

Figure 1: A comparison of different types of adversarial samples. Green and red borders indicate
non-adversarial and adversarial samples, respectively. A dotted border denotes artificially generated
images, while a solid border indicates real-world photographs. (a) Constrained adversarial attacks
(PGD (Madry et al.| 2018)) used here) add perturbations to clean images. (b) Natural adversarial
samples are test-time errors that do not contain perturbations. (c) Adversarial classifier guidance (Dai
2024) produces constrained adversarial samples, as the difference between images generated
with and without the guidance is minimal—their difference amounts to a constrained perturbation. (d)
Adversarial samples generated with NatADiff diverge from those generated without NatADiff.

Denoising diffusion generative models (Ho et al.,[2020) leverage a stochastic differential equation
(SDE) to “learn” the space of natural images, allowing for the generation of natural, within-distribution
images. The SDE is characterized by the forward process:

where ; € R™, f(t) : R — Rand g(¢) : R — R are continuous functions of ¢, and - dB; denotes
an It6 integral with respect to the standard multi-dimensional Brownian motion process B; € R™
2014b). Functions f and g are chosen such that the forward process progressively
“destroys” structure in the image, ¢, adding noise until it is approximately marginally Gaussian at
termination time, T, i.e., p(z7) ~ N(0,0%1). To generate a natural image, the forward process
can be reversed, and structure recovered from Gaussian noise using either [Anderson/s reverse-
time diffusion or the flow ODE (Song et all, 2021b) derived from (I). Both
formulations require an estimate of the score function, V5, log(p(x+)), which is approximated by a
neural network, €y (¢, t). This network is trained to predict the original image from a noisy version
using the objective:

mein Eccg,mt,twp(cco,mt,t) |:||w0 - (mt - B( )ee(wta ))/Oé( )||§i| ’ @
where a(t) = efo J(du and B(t) fo g ((Z s du. leen an optimal solution to the above, the
score function is given by (see Theorem|M_3|1n Appendix M):

Vaz, log(p(x:)) = —€ps (x4, 1) /8(t) Vte (0,T], xe € R™. 3)

Additionally, while €y« (x¢,t) can be used to directly estimate x, it is typically of a lower quality
than samples generated iteratively from the reverse-time diffusion or flow ODE (Ho et al.}, 2020; [Song

et al.,[2021b} Nichol & Dhariwall, [202T).

Denoising diffusion class guidance provides finer control over the diffusion process by sam-
pling from @y ~ p(xo|y) instead of &y ~ p(xo), where y represents some conditioning infor-
mation. To control the strength of class-guided diffusion, the marginal distribution is treated as
P(xly) o plyley)“p(e;)/p(y), where w € R governs how strictly the diffusion adheres to the
class constraint. For w > 1, the probability mass of p(y|xz;)* is “tightened” around the regions of
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most probable y, while for w < 1, the probability mass is more diffuse. This results in stronger and
weaker class adherence, respectively.

Class conditioning is incorporated directly into the diffusion score function in (3)) by replacing p(x:|y)
with p(a|y) as follows:

Vi, log(p(@1]y)) = wVa, log(p(ylas)) — %69*(%7 t) 4
1
=30 [wegs (4, t,y) + (1 — w)egs (¢, )], 5)

where €p« (x,t) and €p+ (x4, t, y) are neural networks trained to estimate the noise added in the
forward diffusion process when @ ~ p(xo) and &y ~ p(xg|y), respectively. The distinction between
and (B) illustrates the difference between the two forms of class-guided diffusion: classifier and
classifier-free guidance. In classifier guidance, a separate model, py(y|x;), is trained to predict the
probability of y given x; (Dhariwal & Nichol, 2021). In contrast, classifier-free guidance requires
training a diffusion model to directly estimate V, log(p(x:|y)) (Ho & Salimans, 2022).

It is important to note that p(x;|y) does not represent the marginal distribution that arises from
applying the diffusion in (1)) to &y ~ p(xzo|y) (Karras et al., [2024). Instead, it is a mechanism that
forces the sampling trajectory of &, into regions with a higher probability of p(y|x;), and in doing so,
deviates from reverse-time diffusion and flow ODE dynamics. However, despite foregoing theoretical
guarantees of sampling convergence, class-guided diffusion often exhibits superior sampling quality
(Dhariwal & Nichol, [2021; |Ho & Salimans), 2022).

3 RELATED WORK

Generating unconstrained adversarial samples. Previous work has shown that modern generative
models are capable of creating artificial unconstrained adversarial samples (Song et al.,[2018};|Zhao
et al.} 2018}, |Chen et al., [2023bj |Dai et al., |2024). Initial approaches used GANs as the generative
backbone for these attack; however, GANs are sensitive to perturbations to their sampling path, and
they lack theoretical justification for such perturbations (Karras et al.l 2019; |Abdal et al., [2019).
Recent methods have leveraged denoising diffusion models (Ho et al., 2020). Diffusion models
possess superior generation quality to GANs, and provide theoretical justification for perturbing the
sampling path (Dhariwal & Nicholl 2021)). Dai et al.| (2024) leveraged these properties to develop
AdvDiff, which treats the true image class, y, and adversarial target, ¢, as random variables. The joint
distribution can be decomposed as p(x:,y,7) = p(y|z:)p(F|x:)p(x:), where it is assumed that y
and y are conditionally independent given the noisy image, x;. Thus, given the forward diffusion in
(I), the corresponding diffusion score function (see (@) and (5)) becomes

. 1 -

Vil!f, log(ﬁ(:ct|y, y)) = _% I:WEG* (wh ta y) + (1 - W)Eg* (wh t)] + Sv:l:t log(p(y|wt))’ (6)
where w and s control the strength of the guidance, €y~ is a network trained to remove noise from x;,
and the adversarial gradient, V5, log(p(§|x+)), is derived from a victim classifier that provides class
probabilities. Since AdvDiff directly uses the victim classifier gradient, it can be considered a form
of classifier guidance, and is therefore susceptible to the same issues as classifier-guided diffusion.

Classifier-guided diffusion requires training a model, py(y|x;), to predict the class of an image that
has been corrupted with Gaussian noise (Dhariwal & Nichol, [2021), which is a form of adversarial
training (He et al.,[2019; |Li et al., | 2019). When a non-adversarially robust classifier is used instead,
the diffusion process typically generates visually coherent samples that do not adhere to the desired
class conditioning, but are erroneously classified as the desired class (Vaeth et al.,[2024; Shen et al.,
2024)). We hypothesize that this phenomenon arises due to constrained adversarial samples frequently
lying within an e-neighborhood of natural samples (Goodfellow et al., [2015; |[Madry et al., [2018]).
Under this hypothesis, the diffusion model acts as a constraint that pushes the sample towards the
natural image manifold, while the non-adversarially robust classifier introduces a perturbation that
directs the sample towards the nearest region containing samples of the desired class. The resulting
trade-off between the diffusion model and classifier guidance incentivizes the diffusion trajectory to
converge towards the adversarial regions that frequently lie imperceptibly close to the natural image
manifold—that is, pockets of constrained adversarial samples (Shen et al.| [2024).
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4 METHODOLOGY

Natural adversarial samples frequently occur when classifiers over-rely on contextual cues to shortcut
classification (Hendrycks et al., [2021). We incorporate this key observation into our proposed,
diffusion-based natural adversarial sampling scheme—NatADIff (see Algorithm[I)). NatADiff lever-
ages adversarial boundary guidance to incorporate features from the adversarial class. In addition, we
use augmented classifier guidance and time-travel sampling to enhance attack transferability while
preserving image quality.

Accounting for sample noise. Classifier-guided diffusion specifically trains a classifier to predict the
class label of a noisy sample x;. However, in adversarial diffusion guidance, the victim model is
typically an “off-the-shelf” classifier that was never trained on noisy samples. Directly passing x; to
this classifier will likely degrade classification accuracy, leading to inferior diffusion guidance. To
address this, we take the same approach as (Yu et al.| [2023; [Bansal et al., [2024; Shen et al.| 2024)) and
use Tweedie’s formula (Efron, [2011) to pass the classifier the current estimate of x at time ¢:

@o () = (2 — B(t)ea (@1, 1, y))/alt). O

Reducing adversarial gradient. Constrained adversarial attacks are sensitive to image transforma-
tions, with rotations, crops, and translations reducing the success rates of common attack algorithms
(Guo et al.; 2018). We leverage this by applying differentiable image transforms to reduce the effect
of the adversarial gradient that points in the direction of constrained adversarial perturbations. We find
that this increases the prevalence of visible adversarial features (see Appendix [G.T|for ablation study).
These transformations are similar to the ones used by |Shen et al.| (2024) to perform training-free
classifier-guided diffusion. The local adversarial signal is “averaged out”, reducing the likelihood of
generating constrained adversarial samples, and forcing the manifestation of features from the—in our
case—adversarial class conditioning (Shen et al., |[2024).

Given a collection of differentiable image transforms: 7 = {771, 7z, . . . }, we compute the adversarial
classifier gradient as
Va, log(p(ylz:)) = g(x1)/llg (@) |2, ®)

where g(x;) = Vg, log (ag <‘—71_| ZLQ h(ﬂ(ﬁzo(a:t))))), h: R™ — Rl is a function that returns

the victim classifier’s logit predictions, and oy : Rl — R is a sigmoid function that returns the
probability of the target adversarial class.

Adversarial boundary guidance. Initial experiments showed that substituting the improved ad-
versarial gradient from (8)) into (6) did not steer the diffusion trajectory towards natural adversarial
samples (see Appendix for ablation study). This may occur because classifier augmentations
eliminate many of the constrained adversarial samples that lie close to the image manifold, but not
those further away. Consequently, if the initial sampling point of the diffusion trajectory is too distant
from a region of natural adversarial samples, adversarial guidance will push the sample off the image
manifold.

To address this, we leverage the connection between natural adversarial samples and the use of
contextual cues as a classification shortcut (Hendrycks et al.,[2021;|Geirhos et al.,[2020; Arjovsky et al.,
2020). We propose adversarial boundary guidance as a method of directing the diffusion trajectory
towards samples that incorporate erroneous contextual cues, i.e., features from the adversarial class.
We define adversarial boundary guidance as

1

Va, log(p(x:ly, §)) = 0] €0+ (@4, 1) + (w — pw)vy + ppvyng] + sVa, log(p(glze)).  (9)
where w,p,s € RZO’ n e [07 1]’ Vy = €p» (-’Bt,t, y) — €p* (xta t)? and Vyny = €p* (mta t7y N g) -
€9« (x1,t). w and p govern the strength of classifier-free guidance, s controls adversarial classifier
guidance strength, and p regulates how strongly the sample tends towards the intersection of the true
and adversarial classes. For sufficiently large y:, the sampling trajectory should approach the class
intersection, incorporating enough elements from the adversarial class to cause a misclassification,
while remaining within the bounds of the true class from a human’s perspective. Note when 1 = 0,
adversarial boundary guidance is equivalent to adversarial classifier guidance (Dati et al.,2024).

To justify @, we note that the classifier-free score function can be rewritten as V, log(p(x|y)) =

—% [€g+ (T4, ) + wv,| where v, = €9+ (x4, t,y) —€p+ (x4, 1) is a vector that points towards regions
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of the manifold containing images of class y. Additionally, recall that p(x;|y) is not the marginal
density arising from a valid diffusion, rather it is a magnification of the guidance provided by a
network that has “learned” the image manifold. To further exploit the information contained in this
network, we introduce vy, which directs the sampling trajectory towards the class intersection.

Time-travel sampling. Significant disruption to the diffusion sampling path risks degradation in
sample quality, or falling off the image manifold (Lugmayr et al., |2022; |Yu et al.| [2023)). To mitigate
these issues, we incorporate time-travel sampling into our diffusion scheme, which has been shown
to increase image quality in cases where standard diffusion sampling would otherwise fail (Lugmayr
et al., 2022; |Yu et al., 2023; |Shen et al.| 2024).

By injecting additional sampling steps, time-travel sampling allows the diffusion model to explore
a wider region of the sample space and recover from suboptimal trajectories. This helps maintain
sample quality and prevents the generation process from diverging away from the image manifold.
More concretely, given a sequence of sampling times {t;}}¥, with ¢, > t; for all 7, time-travel
sampling resets the diffusion state at time ¢; by running the forward process, ,,, ~ p(x,,, |7:,),
and then resampling x;, using the reverse process (Anderson, 1982} [Song et al.l 2021b). This
procedure is repeated R times before x;, is accepted, after which sampling proceeds to x;, ,. To
improve efficiency, time-travel sampling can be applied to a subset of diffusion steps (Yu et al., 2023).

Similarity targeting. Many popular adversarial ~ Algorithm 1 NatADiff

attacks operate 1n an untargeted setting (Szegedy Require: adversarial guidance parameters: w, p, j, s; true and adver-
et al., 2014; Goodfellow et al., 2015, Madry sarial classes: y, y; victim classifier: h; forward diffusion functions:
et al,, 2018; [Croce & Hein| [2020), where the 8 o s sepuence of

T T T . s s:{T1, T2, ... }ss

only requirement is that the predicted class dif- G mpling steps with t1 = 0, tx = T.and ;11 > ti: {t:}2,:
fers from the true ClaSS, i.e_, g 7£ Y. These at- time-travel paramgters: R, T, T adyersarial classifier bounds: ¢,
tacks often update the adversarial target dynam- Cy; number sampling attempts: S; guidance scalers: d,,, d5

ically during optimization, selecting the most 2 ~ N(0,1)

probable incorrect class at each step, and they = fors=1,...,Sdo
. fori = N,...,1do

frequently outperform targeted variants (Croce it <t, < ry then
et al.}[2020). To extend NatADiff to untargeted R=R
settings, we propose similarity targeting (see elseR .
Algorithm [2]in Appendix [F). endif

.. . . . . forr=R,...,1do > Time-travel loop
Similarity targeting is based on the assumption vy = €gx (24, ti, Y) — €gx (24,5 i)
that it is easier to incorporate adversarial fea- Vyng = €ox (21, ti, y N G) — €gx (24, ti)
tures from classes that are semantically similar o €0 (@e 1) (W = po)vy + upvyng
to the true class. To heuristically measure this '5; :;/ <z,,i 43(%)&)
similarity, we leverage the CLIP (Radford et al., 0T e alti)
2021])) text encoder, which maps class labels into g=Vz,, log (Ug (‘% T (T (ﬁ:o))))
a shared image-text embedding space. We then 9=

select the adversarial target as the class most
similar to the true class in this embedding space, < reverse diffusion step using &

as measured by cosine similarity. Concretely, ifr > 1 then > Sampling 24, ~ p(z¢; |z¢;_,)
given the CLIP text encoder Cep. : Y — R™, i(_m )

the true class label, y;, and the set of candidate N

) b2 = B(t:)? — (aB(ti—1))?
adversarial labels Veana = {y1,-- - Yn} \ ¥i» We 21, ~ N (aze,_ | B .11)

a =

i—17

define the adversarial target as end if
B . C N O end for
¢y = argmin enc(Yi) - Cene (1) . (10) end for B
yeveand || Cenc (i) [|2[| Cenc (¥) |2 if argmax(h(Viee(20))) # § then
B=p+9d,
s =354 0g
else
5 EXPERIMENTS break > End the search early if sample is found
end if
5.1 EXPERIMENT DETAILS end for

return Ve (20)

We evaluate the effectiveness of NatADiff on that ImageNet (Deng et al.| 2009) classification task,
which requires a model to classify an image into one of 1,000 distinct object categories. We target
a range of off-the-shelf ImageNet classifiers and assess the attack success rates and visual quality
of the generated samples. All experiments are conducted on an NVIDIA RTX 4090 GPU, and each
sample takes approximately 103 seconds to generate (see Appendix [[]for runtime comparisons).
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Surrogate and victim models. NatADiff and other comparable attack methods require access to
classifier gradients when generating adversarial samples. The model whose gradients are used in
this way is referred to as the surrogate model, and we test ResNet-50 (RN-50) (He et al., [2016a),
Inception-v3 (Inc-v3) (Szegedy et al., 2016), and Vision Transformer (ViT-H) (Dosovitskiy et al.|
2021)) surrogates. We examine the performance of these adversarial samples across RN-50, Inc-v3,
ViT-H, adversarially trained ResNet (AdvRes) and Inception (AdvInc) (Kurakin et al.,|2018), ResNet-
152 (RN-152) (He et al., 2016b), Max-ViT (Tu et al., 2022), Swin-B (Liu et al.,|[2021), and DelT
(Touvron et al., [2021)) victim models.

Diffusion model. We use Stable Diffusion 1.5 (Rombach et al.,[2022) (SD1.5) as our base diffusion
model for NatADiff and adversarial classifier guidance (Dai et al.| [2024)). SD1.5 is a pretrained
latent text-to-image diffusion model. The diffusion process is performed in a latent space, and a
variational autoencoder (VAE), (Kingma & Welling} |2014)), Vye., is used to decode latent samples into
the image space. To facilitate the use of adversarial classifier guidance the VAE must be incorporated
into the gradient calculation. Specifically, given a sample, z;, from the latent diffusion process,
we introduce the VAE, Ve, into (7) as &o(z:) = Vaee ((z¢ — B(t)€a(2¢,t,y))/a(t)), and take the
gradient with respect to z; instead of «; in (6)) and (8). Finally, we use 200 sampling steps under the
DDIM (Song et al.,[2021a) parameterization, which defines the drift and diffusion coefficients in
as f(t) = 22 log(dy) and g(t)? = — 4 log(é), respectively (Han| 2024).

NatADiff settings. We run NatADiff under both rargeted and untargeted attack settings. For targeted
attacks, we assign a random adversarial target to each sample. For untargeted attacks, we use
similarity targeting from Section[d] During adversarial boundary guidance we use the text prompt
“<class name of y>" as the conditioning for the true class guidance, y. For intersection guidance,
y N gy, we use the prompt “<class name of y> and <class name of y>". We delay adversarial
classifier guidance until timestep ¢ < 700, i.e., we set s = 0 for all ¢ > 700. Finally, we choose a
conservative value of ; = 0.2 for all experiments, and select s based on the target classifier (see
Appendix [G.2]for ablation study and additional experiment details).

Comparison methods. We compare NatADiff to state-of-the-art constrained and unconstrained
adversarial attacks: PGD |Madry et al.| (2018)), AutoAttack (AA)|Croce & Hein|(2020), NCF (Yuan
et al., 2022)), DiffAttack (Chen et al., 2025)), ACA (Chen et al.l 2023b)), and adversarial classifier
guidance (AdvClass) (Dai et al., 2024). All methods use their default parameter settings and for
comparison methods that alter a pre-existing “clean” image, we use their suggested ImageNet-
compatible dataset as our clean baseline (Kurakin et al., |2017). Finally, we apply AdvClass under
both targeted and untargeted attack settings (using the same similarity targeting as NatADiff).

Metrics. To assess attack performance, we follow (Chen et al.|(2023b), and report attack success rate
(ASR) as the percentage of misclassified samples. To evaluate image quality, we use the Inception
Score (IS) Salimans et al.|(2016)) and Fréchet Inception Distance (FID) [Fréchet (1957). IS provides
a direct measure of image quality, while FID estimates the similarity between the distributions of
generated and real images. We compute FID with respect to both the ImageNet-Val Deng et al.| (2009)
and ImageNet-A [Hendrycks et al.|(2021) datasets to assess how closely NatADiff samples resemble
natural images and known natural adversarial examples, respectively.

5.2 RESULTS

Attack success. NatADiff had comparable white-box ASR to current state-of-the-art attacks, but
vastly superior transferability across all experiments (see Table[T)). This suggests that NatADiff is able
to more effectively leverage the mechanisms underpinning natural adversarial samples. Additionally,
adversarial training did not offer any meaningful robustness to NatADiff, with both targeted and
untargeted attacks transferring to adversarially trained ResNet and Inception models.

PGD (Madry et al.| 2018 and AA (Croce & Hein, 2020) had the lowest transferability, likely
because both are perturbation-based attacks, i.e., they rely on the small pockets of adversarial
samples that neighbor natural images. These adversarial regions are not guaranteed to align across
classifier architectures, especially architectures that are dissimilar, e.g., convolutional vs. transformer.
Similarly, the lower transferability of NCF (Yuan et al.l 2022) and DiffAttack (Chen et al[2025) can
be explained by their limited attack surface. NCF is restricted to attacking the color distribution of
a “clean” source image (see Figure[3). In contrast, DiffAttack crafts adversarial perturbations for a
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ResNet-50 ViT-H

Inception-v3

True: Goldﬁsh True: Mushroom True: Dining Table True: Thimble True: Cicada True: Polaroid Camera
Adv": Titi Monkey Adv": Packet Adv": Platypus Adv": Traffic Light ~Adv": Bobsled Adv": Sleeping Bag
L ¥ 3 = - 4

e -

True: Bonnet True: Garbage Truck True: Hay True: Cheeseburger  True: Paintbrush True: Wool
Adv': Sombrero Adv': Snowplow Adv': Ox Adv': Banana AdvY: Matchstick ~ Adv': Dishrag

Figure 2: Adversarial samples generated by NatADiff with ResNet-50 2016a), Inception-v3

(Szegedy et al,[2016)), and ViT-H (Dosovitskiy et al,[2021)) surrogate models (see column labels).
We report the true class and adversarial target for each image. Superscripts T and U denote random

and similarity targeted attacks, respectively.

Source NCF DiffAttack

Figure 3: Source and adversarial samples generated by PGD (2018)), AutoAttack (AA)
Croce & Hein| (2020), NCF (Yuan et al [2022), DiffAttack 2025), ACA
2023Db), AdvClass (Dai et al., 2024), and NatADIiff with a ResNet-50 surrogate

model. Note true class is “burger” and adversarial target for AdvClass and NatADiff is “banana”.

Table 1: Attack success rate (%) and image quality of adversarial samples. Superscripts T and U
denote random and similarity targeted attacks, respectively. Bold and underlined values highlight the
best and second best scores for each surrogate model. White-box ASR (same surrogate and victim
model) is denoted with an *. Note we do not report image quality for constrained perturbation-based
attacks (these attacks make imperceptible image alterations).

Victim Models ASR (%)
Surrogate Average IS FID- FID-
Model Attack CNNs i Tran_sformers_ ASR @ vad) AQ
RN-50 Inc-v3 RN-152 AdvRes Advinc ViT-H Max-ViT Swin-B  DelT
Clean 5.3 7.6 2.9 3.0 5.8 10.9 3.8 4.5 7.4 5.7 55.0 58.0 94.7
PGD 99.4* 11.8 5.2 4.9 8.1 10.5 44 5.5 8.2 17.6 - - -
AA 100* 13.3 10.0 3.9 8.8 10.5 5.4 5.6 8.0 18.4

NCF 74.8% 33.4 37.3 28.2 31.2 17.2 24.0 3L.7 37.2 35.0 30.4 69.7 85.5
DiffAttack  92.5% 47.1 52.5 35.3 43.3 28.4 44.6 42.4 38.9 47.2 26.8 64.1 76.8

RN-50 ACA  788° 533 527 49.8 531 418 46.4 493 506 529 239 650 779
AdvClassT  99.6* 350  32.1 31.4 335 258 30.0 308 328 390 383 489 924
AdvClassV  99.9° 425 443 38.7 411 29.7 37.6 384 391 457 385 502 927
NatADIffT  96.9*  60.1  56.5 55.3 580  36.8 453 490 523 568 260 665 773
NatADiffY  99.3* 683 721 653 668 453 641 652 670 682 432 514 959

PGD 6.0 997" 40 5.1 104 102 11 5.6 74 169 - B -

AA 73 100* 49 4.8 128 106 5.7 6.1 80  17.8 - - -
NCF 310  66.7° 231 29.0 363 158 18.3 204 305 301 317 691  83.0
DiffAttack  29.0  74.6*  23.7 30.0 399 189 22.9 265 258 324 332 637 782
Inc-v3 ACA 509  67.8% 482 54.2 60.1  43.6 45.1 488 513 522 231 680 788
AdvClassT 351 99.6° 345 35.6 395 288 324 340 357 417 337 510 892
AdvClassU 380  99.9" 387 40.4 442 300 36.0 366 389 448 397 494 933

NatADiffT  53.4 97.9* 49.4 57.3 62.6 35.4 44.4 45.1 50.8 55.2 27.7 66.6 78.2
NatADiff’ 67.4  99.4* 65.7 70.1 75.7 444 60.3 60.2 63.1 67.4 47.0  50.5 98.9

PGD 5.8 11.0 3.6 4.0 7.8 96.2* 4.5 5.4 9.2 16.4 - - -
AA 6.5 9.8 3.9 4.3 8.6 100* 4.5 5.9 9.9 17.0 - - -
NCF 20.0 194 14.8 15.4 18.5  50.6* 11.9 15.6 21.2 20.8 39.8  63.1 86.4
DiffAttack  20.5 25.0 17.2 18.9 224 73.2° 18.1 22.3 20.6 26.5 35.2 63.4 80.0
ViT-H ACA 50.5 54.5 48.1 49.1 52.8  75.8" 47.5 49.7 50.5 53.2 25.5 64.2 80.9

AdvClass™  33.9 35.9 33.4 34.4 344 92.6% 319 33.4 36.0 40.7 38.9 485 95.2
AdvClassV  35.2 37.5 35.8 35.2 36.0 98.7F 33.9 34.9 37.7 42.8 39.2  48.5 98.8

NatADiffT  70.7 73.5 68.4 713 721 98.5% 65.7 66.9 7 73.2 15.3 88.0 93.5
NatADiff’  66.8 67.0 65.3 64.9 65.8  99.6% 63.9 65.4 68.6 69.7 31.9 53.9 96.2
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source image by perturbing the diffusion latent space subject to the constraint that the reconstructed
adversarial image must remain sufficiently close to the original (see Figure[3).

Adversarial classifier guidance (Dai et al.| [2024) is outperformed by ACA (Chen et al.}2023b) and
NatADiff in all experiments. This can be attributed to the limited guidance provided by injecting
non-robust classifier gradients into the diffusion sampling trajectory (Shen et al., 2024). ACA is the
most comparable to NatADiff performance-wise; however, ACA alters the semantic structure of a
source image and is thus constrained by the semantics of the initial image. In contrast, NatADiff has
a wider attack surface as it is free to generate any image that fools a surrogate classifier. Furthermore,
NatADiff uses a diffusion model to incorporate adversarial features that are classifier-agnostic (as
seen in Figure [2)), and as such, is the only method that does not solely rely on the gradient of a
surrogate classifier.

ViT-H (Dosovitskiy et al.| [2021)) is the current state-of-the-art in image classification and is the most
resistant to transfer attacks. This is unsurprising, as it uses the modern transformer architecture and is
the largest model examined. ViT-H learns a more robust feature representation than convolutional
and smaller transformer models, which makes it less susceptible to both constrained and natural
adversarial samples. However, despite the strengths of the ViT-H architecture, NatADiff is able
to reliably generate samples that transfer to ViT-H—albeit at a lower ASR than equivalent attacks
against all other models.

When comparing NatADiff’s targeted attacks with their untargeted counterparts, we see that un-
targeted attacks outperform targeted attacks both in terms of victim classifier performance and
transferability. This indicates that some adversarial targets are easier to achieve than others, which
further motivates the use of similarity targeting as a method for identifying classifier “weak spots.”

Image quality. We observe a clear disparity in the image quality of targeted and untargeted NatADiff
variants (see Table[I)). Targeted NatADiff samples exhibit lower FID-A but worse IS and FID-VAL,
indicating that they are closer in distribution to known natural adversarial examples, albeit with
lower image quality and less alignment to the ImageNet validation dataset. In contrast, untargeted
NatADiff achieves IS and FID-VAL comparable to other generative methods, but with a higher FID-A,
suggesting that overall image quality improves at the expense of alignment with natural adversarial
samples. This follows from the known characteristics of natural adversarial samples, which often
blend features from disparate classes (Hendrycks et al.,[2021}; |Geirhos et al., [2020; /Arjovsky et al.,
2020). Replicating such blending places greater demands on the underlying diffusion model to locate
plausible points on the image manifold, which can introduce artifacts and degrade image quality.
In contrast, similarity targeting blends more related classes, yielding samples with higher visual
fidelity but less alignment with natural adversarial distributions. Additionally, NCF (Yuan et al.,
2022)), DiffAttack (Chen et al., 2025)), and ACA (Chen et al.,|2023b) all achieve superior FID-A than
AdvClass (Dai et al.l |2024) and untargeted NatADiff. This can be attributed to the low FID-A of
the clean baseline dataset that NCF, DiffAttack, and ACA use as their source, which causes them
to inherit the same distributional properties. Conversely, AdvClass and NatADiff generate artificial
samples and are thus constrained both by the distributional tendencies of the underlying diffusion
model and the effect of similarity targeting.

6 CONCLUSION

We introduce NatADiff, an adversarial sampling scheme that leverages diffusion models to generate
highly transferable adversarial samples. Our method is motivated by the observation that natural
adversarial samples frequently contain features from the adversarial class, which deep learning
models exploit to shortcut the classification processes. To leverage this behavior, we guide the
diffusion trajectory towards the intersection of the true and adversarial classes. Our method achieves
comparable white-box attack success rates to current state-of-the-art techniques, while exhibiting
significantly higher transferability across models. Furthermore, samples generated using NatADiff
align more closely with known natural adversarial samples than those generated via adversarial
classifier guidance alone. These results demonstrate that NatADiff produces adversarial samples
that transfer more effectively than existing attacks, and more faithfully resemble naturally occurring
test-time errors than those generated from vanilla adversarial diffusion guidance.



Under review as a conference paper at ICLR 2026

REFERENCES

Rameen Abdal, Yipeng Qin, and Peter Wonka. Image2StyleGAN: How to embed images into the
stylegan latent space? In IEEE/CVF International Conference on Computer Vision, ICCV, pp.
4431-4440. IEEE, 2019.

Akshay Agarwal, Nalini Ratha, Mayank Vatsa, and Richa Singh. Exploring robustness connection
between artificial and natural adversarial examples. In IEEE/CVF Conference on Computer Vision
and Pattern Recognition, CVPR, pp. 179-186, 2022.

Brian D. O. Anderson. Reverse-time diffusion equation models. Stochastic Processes and their
Applications, 12(3):313-326, 1982.

Martin Arjovsky, Léon Bottou, Ishaan Gulrajani, and David Lopez-Paz. Invariant risk minimization.
arXiv preprint arXiv:1907.02893, 2020.

Arpit Bansal, Hong-Min Chu, Avi Schwarzschild, Soumyadip Sengupta, Micah Goldblum, Jonas
Geiping, and Tom Goldstein. Universal guidance for diffusion models. In /2th International
Conference on Learning Representations, ICLR, 2024.

Anand Bhattad, Min Jin Chong, Kaizhao Liang, Bo Li, and David A. Forsyth. Unrestricted adversarial
examples via semantic manipulation. In 8th International Conference on Learning Representations,
ICLR, 2020.

Tom B. Brown, Nicholas Carlini, Chiyuan Zhang, Catherine Olsson, Paul Christiano, and Ian
Goodfellow. Unrestricted adversarial examples, 2018.

Jiangi Chen, Hao Chen, Keyan Chen, Yilan Zhang, Zhengxia Zou, and Zhenwei Shi. Diffusion
models for imperceptible and transferable adversarial attack. IEEE Trans. Pattern Anal. Mach.
Intell., 47(2):961-977, 2025.

Xinquan Chen, Xitong Gao, Juanjuan Zhao, Kejiang Ye, and Cheng-Zhong Xu. AdvDiffuser: Natural
adversarial example synthesis with diffusion models. In IEEE/CVF International Conference on
Computer Vision, ICCV, pp. 4562-4572, 2023a.

Zhaoyu Chen, Bo Li, Shuang Wu, Kaixun Jiang, Shouhong Ding, and Wenqgiang Zhang. Content-
based unrestricted adversarial attack. In Advances in Neural Information Processing Systems 36,
NeurlPS, 2023b.

Francesco Croce and Matthias Hein. Reliable evaluation of adversarial robustness with an ensemble
of diverse parameter-free attacks. In Proceedings of the 37th International Conference on Machine
Learning, ICML, volume 119 of Proceedings of Machine Learning Research, pp. 2206-2216.
PMLR, 2020.

Francesco Croce, Jonas Rauber, and Matthias Hein. Scaling up the randomized gradient-free
adversarial attack reveals overestimation of robustness using established attacks. Int. J. Comput.
Vis., 128(4):1028-1046, 2020.

G. Cybenko. Approximation by superpositions of a sigmoidal function. Mathematics of Control,
Signals and Systems, 2(4):303-314, 1989.

Xuelong Dai, Kaisheng Liang, and Bin Xiao. AdvDiff: Generating unrestricted adversarial examples
using diffusion models. In European Conference on Computer Vision, ECCV, volume 15104 of
Lecture Notes in Computer Science, pp. 93—109. Springer, 2024.

Jia Deng, Wei Dong, Richard Socher, Li-Jia Li, Kai Li, and Fei-Fei Li. ImageNet: A large-scale
hierarchical image database. In IEEE Conference on Computer Vision and Pattern Recognition,
CVPR, pp. 248-255, 2009.

Prafulla Dhariwal and Alexander Quinn Nichol. Diffusion models beat gans on image synthesis. In
Advances in Neural Information Processing Systems 34, NeurIPS, pp. 8780-8794, 2021.

10



Under review as a conference paper at ICLR 2026

Alexey Dosovitskiy, Lucas Beyer, Alexander Kolesnikov, Dirk Weissenborn, Xiaohua Zhai, Thomas
Unterthiner, Mostafa Dehghani, Matthias Minderer, Georg Heigold, Sylvain Gelly, Jakob Uszkoreit,
and Neil Houlsby. An image is worth 16x16 words: Transformers for image recognition at scale.
In 9th International Conference on Learning Representations, ICLR, 2021.

Bradley Efron. Tweedie’s formula and selection bias. Journal of the American Statistical Association,
106(496):1602-1614, 2011. ISSN 01621459.

Maurice Fréchet. Sur la distance de deux lois de probabilité. Annales de I’ISUP, VI(3):183—-198,
1957.

Robert Geirhos, Jorn-Henrik Jacobsen, Claudio Michaelis, Richard Zemel, Wieland Brendel, Matthias
Bethge, and Felix A. Wichmann. Shortcut learning in deep neural networks. Nature Machine
Intelligence, 2(11):665-673, 2020.

S. Alireza Golestaneh, Saba Dadsetan, and Kris M. Kitani. No-reference image quality assessment
via transformers, relative ranking, and self-consistency. In IEEE/CVF Winter Conference on
Applications of Computer Vision, WACV, pp. 3989-3999. IEEE, 2022. URL https://doil
org/10.1109/WACV51458.2022.00404.

Ian J. Goodfellow, Jonathon Shlens, and Christian Szegedy. Explaining and harnessing adversarial
examples. In 3rd International Conference on Learning Representations, ICLR, 2015.

Shixiang Gu and Luca Rigazio. Towards deep neural network architectures robust to adversarial
examples. In 3rd International Conference on Learning Representations, ICLR, 2015.

Chuan Guo, Mayank Rana, Moustapha Cissé, and Laurens van der Maaten. Countering adversarial
images using input transformations. In 6th International Conference on Learning Representations,
ICLR, 2018.

Manhyung Han. DDIM redux: mathematical foundation and some extension. arXiv preprint
arXiv:2408.07285, 2024.

Kaiming He, Xiangyu Zhang, Shaoqing Ren, and Jian Sun. Deep residual learning for image
recognition. In IEEE Conference on Computer Vision and Pattern Recognition, CVPR, pp. 770-
778. IEEE Computer Society, 2016a.

Kaiming He, Xiangyu Zhang, Shaoqing Ren, and Jian Sun. Deep residual learning for image
recognition. In IEEE Conference on Computer Vision and Pattern Recognition, CVPR, pp. 770—
778. IEEE Computer Society, 2016b.

Zhezhi He, Adnan Siraj Rakin, and Deliang Fan. Parametric noise injection: Trainable randomness
to improve deep neural network robustness against adversarial attack. In IEEE/CVF Conference
on Computer Vision and Pattern Recognition, CVPR, pp. 588-597. Computer Vision Foundation /
IEEE, 2019.

Dan Hendrycks, Kevin Zhao, Steven Basart, Jacob Steinhardt, and Dawn Song. Natural adversarial
examples. In IEEE/CVF Conference on Computer Vision and Pattern Recognition, CVPR, pp.
15262-15271. IEEE/CVF, 2021.

Jonathan Ho and Tim Salimans. Classifier-free diffusion guidance. arXiv preprint arXiv:2207.12598,
2022.

Jonathan Ho, Ajay Jain, and Pieter Abbeel. Denoising diffusion probabilistic models. In Advances in
Neural Information Processing Systems 33, NeurIPS, 2020.

Kurt Hornik. Approximation capabilities of multilayer feedforward networks. Neural Netw., 4(2):
251-257, 1991.

Aapo Hyvirinen. Estimation of non-normalized statistical models by score matching. Journal of
Machine Learning Research, 6:695-709, 2005.

Tero Karras, Samuli Laine, and Timo Aila. A style-based generator architecture for generative
adversarial networks. In IEEE/CVF Conference on Computer Vision and Pattern Recognition,
CVPR, pp. 4401-4410. IEEE/CVF, 2019.

11


https://doi.org/10.1109/WACV51458.2022.00404
https://doi.org/10.1109/WACV51458.2022.00404

Under review as a conference paper at ICLR 2026

Tero Karras, Miika Aittala, Timo Aila, and Samuli Laine. Elucidating the design space of diffusion-
based generative models. In Advances in Neural Information Processing Systems 35, NeurlPS,
2022.

Tero Karras, Miika Aittala, Tuomas Kynk&édnniemi, Jaakko Lehtinen, Timo Aila, and Samuli Laine.
Guiding a diffusion model with a bad version of itself. In Advances in Neural Information
Processing Systems 38, NeurlPS, 2024.

Diederik P. Kingma and Max Welling. Auto-encoding variational bayes. In 2nd International
Conference on Learning Representations, ICLR, 2014.

Alexey Kurakin, Ian J. Goodfellow, and Samy Bengio. Adversarial examples in the physical world.
In 5th International Conference on Learning Representations, ICLR, 2017.

Alexey Kurakin, Ian J. Goodfellow, Samy Bengio, Yinpeng Dong, Fangzhou Liao, Ming Liang,
Tianyu Pang, Jun Zhu, Xiaolin Hu, Cihang Xie, Jianyu Wang, Zhishuai Zhang, Zhou Ren, Alan L.
Yuille, Sangxia Huang, Yao Zhao, Yuzhe Zhao, Zhonglin Han, Junjiajia Long, Yerkebulan
Berdibekov, Takuya Akiba, Seiya Tokui, and Motoki Abe. Adversarial attacks and defences
competition. arXiv preprint arXiv:1804.00097, 2018.

Bai Li, Changyou Chen, Wenlin Wang, and Lawrence Carin. Certified adversarial robustness with
additive noise. In Advances in Neural Information Processing Systems 32, NeurIPS, pp. 9459-9469,
2019.

Ze Liu, Yutong Lin, Yue Cao, Han Hu, Yixuan Wei, Zheng Zhang, Stephen Lin, and Baining
Guo. Swin Transformer: Hierarchical vision transformer using shifted windows. In IEEE/CVF
International Conference on Computer Vision, ICCV, pp. 9992-10002. IEEE, 2021.

Andreas Lugmayr, Martin Danelljan, Andrés Romero, Fisher Yu, Radu Timofte, and Luc Van Gool.
Repaint: Inpainting using denoising diffusion probabilistic models. In IEEE/CVF Conference on
Computer Vision and Pattern Recognition, CVPR, pp. 11451-11461. IEEE/CVF, 2022.

Aleksander Madry, Aleksandar Makelov, Ludwig Schmidt, Dimitris Tsipras, and Adrian Vladu.
Towards deep learning models resistant to adversarial attacks. In 6¢h International Conference on
Learning Representations, ICLR, 2018.

Anish Mittal, Anush Krishna Moorthy, and Alan Conrad Bovik. No-reference image quality assess-
ment in the spatial domain. IEEE Trans. Image Process., 21(12):4695-4708, 2012.

Anish Mittal, Rajiv Soundararajan, and Alan C. Bovik. Making a "completely blind" image quality
analyzer. IEEE Signal Process. Lett., 20(3):209-212, 2013.

Alexander Quinn Nichol and Prafulla Dhariwal. Improved denoising diffusion probabilistic models.
In Marina Meila and Tong Zhang (eds.), Proceedings of the 38th International Conference on
Machine Learning, ICML, volume 139 of Proceedings of Machine Learning Research, pp. 8162—
8171. PMLR, 2021.

Weili Nie, Brandon Guo, Yujia Huang, Chaowei Xiao, Arash Vahdat, and Animashree Anandkumar.
Diffusion models for adversarial purification. In Proceedings of the 39th International Conference
on Machine Learning, ICML, volume 162 of Proceedings of Machine Learning Research, pp.
16805-16827. PMLR, 2022.

G. A. Pavliotis. Stochastic processes and applications: diffusion processes, the Fokker-Planck
and Langevin equations. Texts in Applied Mathematics. Springer New York, 2014a. ISBN
9781493913237.

G. A. Pavliotis. Stochastic processes and applications: diffusion processes, the Fokker-Planck and
Langevin equations, chapter 4, pp. 88—89. Texts in Applied Mathematics. Springer New York,
2014b. ISBN 9781493913237.

Alec Radford, Jong Wook Kim, Chris Hallacy, Aditya Ramesh, Gabriel Goh, Sandhini Agarwal,
Girish Sastry, Amanda Askell, Pamela Mishkin, Jack Clark, Gretchen Krueger, and Ilya Sutskever.
Learning transferable visual models from natural language supervision, 2021.

12



Under review as a conference paper at ICLR 2026

Robin Rombach, Andreas Blattmann, Dominik Lorenz, Patrick Esser, and Bjorn Ommer. High-
resolution image synthesis with latent diffusion models. In IEEE/CVF Conference on Computer
Vision and Pattern Recognition, CVPR, pp. 10674-10685. IEEE/CVF, 2022.

Tim Salimans, Ian J. Goodfellow, Wojciech Zaremba, Vicki Cheung, Alec Radford, and Xi Chen.
Improved techniques for training gans. In Daniel D. Lee, Masashi Sugiyama, Ulrike von Luxburg,
Isabelle Guyon, and Roman Garnett (eds.), Advances in Neural Information Processing Systems
29, NeurlPS, pp. 2226-2234, 2016.

Pouya Samangouei, Maya Kabkab, and Rama Chellappa. Defense-GAN: Protecting classifiers
against adversarial attacks using generative models. In 6th International Conference on Learning
Representations, ICLR, 2018.

Yifei Shen, Xinyang Jiang, Yifan Yang, Yezhen Wang, Dongqi Han, and Dongsheng Li. Understand-
ing and improving training-free loss-based diffusion guidance. In Advances in Neural Information
Processing Systems 38, NeurIPS, 2024.

Jiaming Song, Chenlin Meng, and Stefano Ermon. Denoising diffusion implicit models. In 9th
International Conference on Learning Representations, ICLR, 2021a.

Yang Song, Rui Shu, Nate Kushman, and Stefano Ermon. Constructing unrestricted adversarial
examples with generative models. In Advances in Neural Information Processing Systems 31,
NeurIPS, pp. 83228333, 2018.

Yang Song, Jascha Sohl-Dickstein, Diederik P. Kingma, Abhishek Kumar, Stefano Ermon, and
Ben Poole. Score-based generative modeling through stochastic differential equations. In 9th
International Conference on Learning Representations, ICLR, 2021b.

Christian Szegedy, Wojciech Zaremba, Ilya Sutskever, Joan Bruna, Dumitru Erhan, Ian J. Goodfellow,
and Rob Fergus. Intriguing properties of neural networks. In 2nd International Conference on
Learning Representations, ICLR, 2014.

Christian Szegedy, Vincent Vanhoucke, Sergey loffe, Jonathon Shlens, and Zbigniew Wojna. Re-
thinking the inception architecture for computer vision. In IEEE Conference on Computer Vision
and Pattern Recognition, CVPR, pp. 2818-2826. IEEE Computer Society, 2016.

Hugo Touvron, Matthieu Cord, Matthijs Douze, Francisco Massa, Alexandre Sablayrolles, and Hervé
Jégou. Training data-efficient image transformers & distillation through attention. In Marina Meila
and Tong Zhang (eds.), Proceedings of the 38th International Conference on Machine Learning,
ICML, volume 139 of Proceedings of Machine Learning Research, pp. 10347-10357. PMLR,
2021.

Zhengzhong Tu, Hossein Talebi, Han Zhang, Feng Yang, Peyman Milanfar, Alan C. Bovik, and
Yinxiao Li. MaxViT: Multi-axis vision transformer. In Shai Avidan, Gabriel J. Brostow, Moustapha
Cissé, Giovanni Maria Farinella, and Tal Hassner (eds.), European Conference on Computer Vision,
ECCV, volume 13684 of Lecture Notes in Computer Science, pp. 459—-479. Springer, 2022.

Philipp Vaeth, Alexander M. Fruehwald, Benjamin Paassen, and Magda Gregorova. GradCheck:
Analyzing classifier guidance gradients for conditional diffusion sampling. arXiv preprint
arXiv:2406.17399, 2024.

Pascal Vincent. A connection between score matching and denoising autoencoders. Neural Computa-
tion, 23:1661-1674, 2011.

Xiaosen Wang, Kun He, Chuanbiao Song, Liwei Wang, and John E. Hopcroft. AT-GAN: An adver-
sarial generator model for non-constrained adversarial examples. arXiv preprint arXiv:1904.07793,
2020.

Mengda Xie, Yiling He, Zhan Qin, and Meie Fang. RetouchUAA: Unconstrained adversarial attack
via realistic image retouching. IEEE Trans. Circuits Syst. Video Technol., 35(3):2586-2602, 2025.

Weilin Xu, David Evans, and Yanjun Qi. Feature squeezing: Detecting adversarial examples in deep
neural networks. In Network and Distributed System Security Symposium, NDSS, NDSS 2018.
Internet Society, 2018.

13



Under review as a conference paper at ICLR 2026

Jiwen Yu, Yinhuai Wang, Chen Zhao, Bernard Ghanem, and Jian Zhang. Freedom: Training-free
energy-guided conditional diffusion model. In IEEE/CVF International Conference on Computer
Vision, ICCV, pp. 23117-23127. IEEE, 2023.

Shengming Yuan, Qilong Zhang, Lianli Gao, Yaya Cheng, and Jingkuan Song. Natural Color Fool:
Towards boosting black-box unrestricted attacks. In Sanmi Koyejo, S. Mohamed, A. Agarwal,
Danielle Belgrave, K. Cho, and A. Oh (eds.), Advances in Neural Information Processing Systems
35, NeurlPS, 2022.

Zhengli Zhao, Dheeru Dua, and Sameer Singh. Generating natural adversarial examples. In 6th
International Conference on Learning Representations, ICLR, 2018.

14



Under review as a conference paper at ICLR 2026

Appendix

Table of Contents
[A"Timitafions 16
[BEthics and broader impacts| 16
|C_Reproducibility| 16
ID_Perturbation-based attacks and defences| 16
ID.I Adversarialattacks|. . . . . . ... o o 16
ID.2 " Defences against adversarial attacks|. . . . . . .. .. ... .00 000 17
[EExample natural adversarial samples| 17
[ NatADilT similarity attack algorithm| 19
[G_NatADiff ablation studies! 19
|G.1 Effect of classifier augmentations| . . . . . . .. ... ... ... ... ..., 19
|G.2  Effect of boundary guidance strength| . . . . . . ... ... ... 0 0. 21
|IG.3  Selection of classifier guidance strength| . . . . . . .. ... ... ... ... .. 21
[A NatADIiff experiment parameter settings| 23
[IT"Additional NatADiff samples| 24
II.T Mixed Samples| . . .. ... ... ... ... ... ... 24
.2 ResNet-50 samples| . . . . ... ... ... . ... ... . 25
I3 Inception-v3samples| . . .. . ... ... 26
T4V ples| . . . .. 27
|J__Additional image quality metrics| 28
[K_Resistance fo adversarial defences] 28
[L" " Runfime comparison| 30
[M Useful denoising diffusion results| 31
M1 _Conditional forward distribufionl . . . . .« « « v v v v e 31
[M.2Conditional forward alternate parameterisation] . . . . . . . . . . . . ... ... 32
M3 Scoremodel Tinkl . . . . . . . o 33

15



Under review as a conference paper at ICLR 2026

A LIMITATIONS

While NatADiff is effective at generating highly transferable adversarial samples, it remains computa-
tionally expensive due to the iterative nature of diffusion and the overhead introduced by adversarial
guidance. This is an inherent limitation of diffusion-based generative methods, and one unlikely to
change without significant advances in generative modeling or architectural design. Additionally,
the use of similarity targeting on datasets like ImageNet can lead to subtle misclassifications—e.g.,
between similar dog breeds—which may diminish the perceived severity of the attack. A potential
refinement would be to surface a ranked list of similar classes, allowing users to select more divergent
adversarial targets while retaining the semantic grounding of similarity-based selection. We also note
that we used a conservative setting for the adversarial boundary guidance term, p, as larger values
caused generated samples to occasionally include the adversarial class, as discussed in Appendix [G.2]
Finally, we restrict our evaluation to ImageNet classifiers, as ImageNet offers a diverse label space,
which supports varied attack scenarios. Extending NatADiff to more specialized domains remains an
avenue for future work.

B ETHICS AND BROADER IMPACTS

We adhere to the ICLR code of ethics. We acknowledge that this work explores the use of generative
models as a means of creating highly transferable adversarial samples. While adversarial attacks
raise legitimate concerns regarding misuse, our objective is to expose fundamental vulnerabilities of
current classifiers and to better understand the structure of natural adversarial samples. By making
our models and code publicly available, we aim to support transparency and reproducibility, and we
believe that insight into generative adversarial mechanisms is a necessary step toward building more
secure and interpretable classifiers. We do not use private or sensitive data, and all data and models
used are publicly released and broadly studied. In future work, we plan to explore how NatADiff can
be extended to detect or defend against naturally occurring adversarial samples.

C REPRODUCIBILITY

We ensure reproducibility by providing detailed descriptions of our algorithms (see Algorithms|l|and
[2) and experiment parameter settings (see Table[). Our full codebase is included in the supplementary
material, along with all configuration files required to replicate our experiments. Comparison methods
are implemented using publicly available repositories, and we follow the authors’ recommended
hyperparameters unless otherwise stated.

D PERTURBATION-BASED ATTACKS AND DEFENCES

In this section, we provide a brief overview of existing constrained perturbation-based attack and
defense strategies for image classification models. We focus on the optimization-based formulation
of adversarial attacks and highlight the theoretical underpinnings of common training-time defenses.

D.1 ADVERSARIAL ATTACKS

Szegedy et al.|(2014) were the first to demonstrate that imperceptible perturbations to an image’s
pixel values could cause deep learning models to misclassify the image with a high probability (see
Figure 1). Mathematically, these constrained adversarial attacks can be considered a solution to the
following constrained optimization problem:

min £i(@ + 5;6,7), (1)

where & € R™ is the computed perturbation, € R™ is the vectorized “clean” image, h : R™ — Y
is a “trained” classifier model with parameters 6, § € ) is the class targeted by the adversarial attack,
L (+;0,7) is the loss of the classifier with respect to the target adversarial class, and S £ {§ € R™ :
l6]], < L} is a convex set of allowable perturbation sizes. Algorithms such as fast gradient sign
method (FGSM) (Goodfellow et al.,[2015)), projected gradient descent (PGD) (Madry et al.,|2018)),
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and AutoAttack (Croce & Hein| [2020), have been proposed to efficiently solve the optimization
problem in (TT).

Other attack methods have relaxed the constraint on the magnitude of the adversarial perturbation.
These unconstrained adversarial attacks seek to alter the semantic information within an image,
resulting in misclassification without visually altering the perceptible class. Additionally, techniques
like selective cropping and rotation, texture remapping, color pallette transformations, and generative
sampling have all been used to successfully “fool” modern deep learning models (Brown et al., 2018}
Bhattad et al., [2020; [Song et al., 2018 Wang et al., [2020; |Dai et al., 2024} | Xie et al., 2025).

D.2 DEFENCES AGAINST ADVERSARIAL ATTACKS

Several defensive measures have been proposed that aim to purify adversarial inputs (Samangouei
et al, 2018; Nie et al., [2022), harden model architectures against attacks (Gu & Rigazio, 2015}
Xu et al.| 2018)), or improve training procedures (Szegedy et al., [2014; Madry et al.l 2018). A
key challenge in designing adversarial defences is preventing attackers from crafting new attacks
that exploit the adapted model. For this reason adversarial training has become one of the most
popular defences, as it both addresses the source of the adversarial attack, while providing theoretical
guarantees of robustness against all possible perturbation-based adversaries.

Adversarial training can be formulated as the following saddle-point optimization problem:
min Egy)p (max Lz +8;6,y)) (12)

where D is the joint distribution of naturally occurring images and classes, and y € ) is the true
class label of « (Szegedy et al.| | 2014; Madry et al., 2018)). The optimization problem in @ can be
thought of as minimizing the loss caused by the strongest possible adversarial attack. Thus, any model
that minimizes (I2)) is theoretically guaranteed to be resistant to its strongest possible adversarial
perturbations.

E EXAMPLE NATURAL ADVERSARIAL SAMPLES

Figure E] shows natural adversarial samples from the ImageNet-A dataset (Hendrycks et al.| 2021)),
each paired with a heatmap of the classifier-guidance gradient with respect to the adversarial class,
Vz log(p(g | )). These gradients highlight the image features that contribute to misclassification
and that would be emphasized during adversarial classifier-guided diffusion (Dai et al.}[2024). In the
first image, the classifier gradient is concentrated around the school bus and the snowbanks running
alongside the road; in the second, it is concentrated on the snail and its shadow; and in the third, it is
concentrated on the power switch. This suggests the classifier has “learned” to associate vehicles
beside snowbanks with snowplows, dark elliptical objects with cockroaches, and vertical rectangular
boxes with pay phones.
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School Bus Snowplow (34%) Snail Cockroach (43%) Robin Pay-Phone (22%)

lmw\& e itz

V. log(p(§|z))

V. log(p(3]

)

V. log(p(§|z))

Figure 4: Top: Natural adversarial samples compiled by Hendrycks et al.[(2021) for ImageNet
classifiers. The green labels denote the ground-truth classes; the red labels are the classes
assigned by a ResNet-50 classifier 2016a). Bottom: Heatmap of the ResNet-50 adversarial
classifier-guidance [2024) gradient with respect to the adversarial classes. Arrows point to
features from the adversarial class that affect the ResNet-50 classification.
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F NATADIFF SIMILARITY ATTACK ALGORITHM

Algorithm 2] provides the algorithm for the similarity targeted variant of NatADiff.

Algorithm 2 NatADiff-Similarity

Require: adversarial guidance parameters: w, p, u, s; true class: y; candidate adversarial classes: Yeana = {91, U2, - - - }; victim classifier:
h; forward diffusion functions: «(t), B3(t); stable diffusion model: €g«; VAE decoder: Vie.; CLIP text encoder: Ceyc; collection of
differentiable image transforms: {77, 72, . . . }; sequence of sampling steps with ¢1 = 0, tny = T, and t;41 > t;: {ti}Nzl; time-travel
parameters: R, r, 7, ; adversarial classifier bounds: ¢;, ¢, ; number sampling attempts: .S; guidance scalers: 0., ds

i

Cenc () - Cenc (v

~ . )
Y = arg M e e T2 Tene (1112

~ € Ycand
zT NN(O,I)
fors=1,...,Sdo
fori = N,...,1do
ifr; <t; <ry then
R=R
else _
R=1
end if
forr=R,...,1do > Time-travel loop

vy = €ox (21, ti, Y) — €ox (21, 1)

Vyng = €ox (21, ti, Yy N Y) — €o% (2¢;,L3)
€ =€gx (@1, ti) + (W — pw)vy + ppvyng
ifc; <t < ¢y then

. zy. —B(t;)e
2o = Vitee (%T)

= V=, 1og (o3 (77 270 (T @0)) )
g

o~ Q Q

llgll2
=é&é—sp(t)g
end if
z¢,_, < reverse diffusion step using &
if 7 > 1 then > Sampling 24, ~ p(2z¢;|2ze; ;)
a(ty)
alt;_1)
b2 = B(t:)° — (aB(ti—1))*
ze, ~ N (aztii1 b2 - I)
end if
end for
end for
if argmax (h(Vaec (20))) # 3 then
p=p+ oy
s =5+ 0g
else
break > End the search early if sample is found
end if
end for
return Ve (20)

a =

G NATADIFF ABLATION STUDIES

Here we provide ablation studies to examine the effect of classifier augmentations and the strength of
adversarial boundary guidance, u. Additionally, we provide a visualisation of how these components
effect the generated image (see Figure [5). Recall that augmented adversarial classifier guidance
introduces visual features from the adversarial class (see Appendix [G.I)), adversarial boundary
guidance further increases the amount of adversarial features introduced and improves image quality
(see Appendix [G.2), and time-travel sampling further improves image quality (Lugmayr et al., [2022)
(see Figure3)).

G.1 EFFECT OF CLASSIFIER AUGMENTATIONS

We compare samples generated by NatADiff with and without classifier augmentations. We use a
ResNet-50 (He et al., [2016a) surrogate model and report attack success rate, Inception Score (IS)
(Salimans et al.,|2016) and Fréchet Inception Distance (FID) (Fréchetl|1957). Note we report FID with
respect to both ImageNet-Val (Deng et al.,[2009) and ImageNet-A (Hendrycks et al.l [2021)) datasets
to assess how closely samples resemble natural images and known natural adversarial examples,
respectively.
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Adyv. Class. Guid.
Class. Aug.

Adyv. Bound. Guid.
Time-Travel Samp.

X
X
X
X

> X X Y
x % N Y
R 3N NRN

Image
Res: T 35% Res: TP 83% Res: TP 98% es: TP 32% Res: TP 100%
Inc: T 77% Inc: T 64% Inc: T 72% Inc: TC 20% Inc: TP 96%
Classification ViT: T 88% ViT: T 83% ViT: T 84% ViT: T 62% ViT: TP 83%
ARes: T 72% ARes: T 74% ARes: T 65% ARes: TP 32% ARes: TP 98%
Alnc: T 78% Alnc: T 75% Alnc: T 75% Alnc: T 52% Alnc: TP 89%

Figure 5: Effect of adversarial classifier guidance, classifier augmentations, adversarial boundary
guidance, and time-travel sampling on samples generated by NatADiff. Prompt = “tiger”, adversarial
target = “toilet paper”, surrogate model = ResNet-50 [20164). Classification scores are
given for ResNet-50, Inception-v3 (Szegedy et al [2016), ViT-H (Dosovitskiy et all, 2021), and
adversarially trained ResNet-50 and Inception victim models (Kurakin et al.l [2018). Note: “T”:
“Tiger”, “TP”: “Toilet Paper”, “TC”: “Tiger Cat”.

©

True: Snake True: Cowboy Hat  True: Koala True: Ambulance  True: Container Ship True: Snowmobile
Adv: Bow Tie Adv: Mushroom Adv: Birdhouse Adv: Headland Adv: Kite Adv: Shower Curtain

Figure 6: Comparison of samples generated by NatADiff under targeted attack settings with and
without classifier augmentations. We use a ResNet-50 [2016a) surrogate model. We report
the true class and adversarial target for each image.

Table 2: Attack success rate (%) and image quality of adversarial samples generated by NatADiff
under targeted attack settings with and without classifier augmentations. We use a ResNet-50
surrogate model. Bold values highlight the best score. White-box ASR (same surrogate
and victim model) is denoted with an *.

Victim Models ASR (%)

Average IS FID-  FID-

Attack CNNs i TranAsformersA ASR M vad) AQd)
RN-50 Inc-v3 RN-152 AdvRes Advinc ViT-H Max-ViT Swin-B  DelT

NatADiff 96.9* 60.1 56.5 55.3 58.9 36.8 45.3 49.0 52.3 56.8 26.0 66.5 77.3

NatADiff (No-Aug) 98.7* 48.5 45.6 44.1 46.8 31.7 38.6 40.6 43.3 48.7 30.5 56.7 81.7

20



Under review as a conference paper at ICLR 2026

We find tht classifier augmentations significantly increase the transferability of adversarial samples,
while retaining comparable white-box ASR (see Table[2). Images generated with classifier augmen-
tations have slightly reduced overall image quality (IS and FID-VAL), but improved FID-A. This
suggests that classifier augmentations introduce slightly more generative artifacts in an image, but
also incorporate more meaningful adversarial features, which produces images that align more closely
with known natural adversarial samples (see Figures [5]and [6)

G.2 EFFECT OF BOUNDARY GUIDANCE STRENGTH

The adversarial boundary guidance term, p, governs how strongly features from the adversarial class
are incorporated into the generated sample. To evaluate the effect of this parameter, we conduct an
ablation study across p € {0.0,0.1,0.2,0.3,0.4,0.5} using a ResNet-50 (He et al.,2016a)) surrogate
model and applying NatADiff in targeted mode, i.e., with adversarial classes selected at random. We
report attack success rate, Inception Score (IS) (Salimans et al.||2016) and Fréchet Inception Distance
(FID) (Fréchet, |1957). Note we report FID with respect to both ImageNet-Val (Deng et al.,2009) and
ImageNet-A (Hendrycks et al.,[2021) datasets to assess how closely samples resemble natural images
and known natural adversarial examples, respectively.

Table 3: Attack success rate (ASR) and image quality of adversarial samples generated by NatADiff
under targeted attack settings with varying adversarial boundary guidance strength, . We use a
ResNet-50 (He et al.l 2016a) surrogate model. Bold values highlight the best score. White-box ASR
(same surrogate and victim model) is denoted with an *.
Victim Models ASR (%)

Average IS FID-  FID-

Attack CNNs . Tran'sformersl ASR @ vad AW
RN-50 Inc-v3 RN-152 AdvRes Advinc VIT-H Max-ViT Swin-B  DelT

NatADiff (u = 0.0)  95.2* 54.2 49.6 48.7 53.7 32.6 42.4 43.7 48.4 52.1 26.1 67.7 78.9
NatADiff (u = 0.1)  95.4* 55.2 52.5 51.5 53.9 33.8 44.2 45.0 49.3 53.4 26.6 63.6 78.1
NatADiff (u = 0.2)  96.9* 60.1 56.5 55.3 58.9 36.8 45.3 49.0 52.3 56.8 26.0 66.5 77.3
NatADiff (u = 0.3) 97.4* 62.4 60.0 57.8 61.2 42.6 50.7 53.4 55.0 60.1 27.6 63.8 7.8
NatADiff (1 = 0.4) 98.5" 67.8 65.2 62.5 65.5 49.3 57.1 59.0 60.7 65.1 28.9 63.4 80.2
NatADiff (u = 0.5) 98.5° 71.6 70.1 68.0 70.6  53.7 62.7 63.8 66.4 69.5 32.0 617 80.1

We observe that attack success rate, IS, and FID-Val increase alongside 1 (see Table 3)). Interestingly,
the lowest FID-A was observed at ;© = 0.2. These quantitative results suggest that larger values
of u tend to improve NatADiff performance; however, they do not capture the qualitative shift
in sample structure. Large values of y introduce two distinct phenomena: dual class samples, in
which both the true and adversarial classes are present in the image (see Figure|/|(a) and (b)), and
flipped class samples, in which the original class is entirely overwritten by the adversarial target (see
Figure[7)(c) and (d)). Furthermore, as seen in Figure[7] the optimal value of 1 appears to vary across
true-adversarial class pairs. Thus, we select a conservative value of 4 = 0.2, as manual qualitative
investigation found this did not lead to dual and flipped class samples, and experimental results
indicate it best aligns with natural adversarial samples as measured by FID-A.

G.3 SELECTION OF CLASSIFIER GUIDANCE STRENGTH

The adversarial classifier guidance term, s, controls the strength of the guidance provided by the
victim classifier. We found that the optimal value of s varied across classifiers and exhibited a
near-binary behaviour—attacks would consistently fail until a “large enough” value was selected.
For each classifier, we manually tuned s by incrementally increasing it until NatADiff successfully
generated adversarial samples; the selected values for each experiment are provided in Table ]
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(@

Figure 7: Samples generated by NatADiff using the same random seed while varying p from 0.0 to
0.5, shown left to right. Green and red labels denote the true and adversarial classes, respectively.
Images in (a) and (b) exhibit the dual class phenomenon, where large 1 values cause objects from
both the true and adversarial classes to appear. Images in (c) and (d) demonstrate the flipped class
phenomenon, where large ;. values causes the sample to fully adopt the adversarial class, suppressing
the original class features.
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H NATADIFF EXPERIMENT PARAMETER SETTINGS

Here we provide the NatADiff parameter values used in our experiments (see Table ).

Table 4: Experiment parameters used in diffusion-based adversarial sampling experiments. Param-
eters refer to those defined in Algorithms|[I]and 2] Experiments were conducted with ResNet-50 (He
et al., 2016a)), Inception-v3 (Szegedy et al., 2016)), and ViT-H (Dosovitskiy et al., [2021]) surrogate
models.

Surrogate Attack NatADiff Parameters

Model w p 1 s R n Tw o Gy S 0, 0
NatADiff" (No-Aug) 7.5 7.5 02 50 5 500 80 0 700 5 0 15
NatADiff" (4 =0.0) 7.5 7.5 00 50 5 500 80 0 700 5 0 15
NatADiff" (u =0.1) 75 75 01 50 5 500 80 0 700 5 0 15
NatADiff" (4 =0.2) 75 75 02 50 5 500 80 0 700 5 0 15
NatADiff" (4 =0.3) 75 75 03 50 5 500 80 0 700 5 0 15

RN-50  NatADiff" (u=0.4) 75 7.5 04 50 5 500 80 0 700 5 0 15
NatADiff" (4 =0.5) 7.5 7.5 05 50 5 500 80 0 700 5 0 15
AdvClass” 75 00 00 50 0 0 0 0 20 5 0 250

AdvClassY 75 00 00 50 0 0 0 0 20 5 0 250

NatADiffT 75 75 02 50 5 500 80 0 700 5 0 15

NatADiff! 75 75 02 50 5 500 80 0 700 5 0 25

AdvClass” 75 00 00 50 0 0 0 0 200 5 0 250

Ine-v3 AdvClassV 75 00 00 50 0 0 0 0 20 5 0 250
NatADiff" 75 75 02 50 5 500 80 0 700 5 0 20

NatADiffV 75 75 02 50 5 500 80 0 700 5 0 20

AdvClass” 75 00 00 50 0 0 0 0 20 5 0 250

VILH AdvClassY 75 00 00 50 0 0 0 0 20 5 0 250
NatADiff" 75 75 02 100 5 500 80 0 700 5 0 50

NatADiffV 75 75 02 100 5 500 80 0 700 5 0 50
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I ADDITIONAL NATADIFF SAMPLES

We provide NatADiff samples alongside the classification scores of ResNet-50 (He et al.| [2016a)),

Inception-v3 (Szegedy et all 2016), ViT-H (Dosovitskiy et al. 202T)), and adversarially trained
ResNet-50 and Inception victim models (Kurakin et al., 2018)). Samples were generated using

ResNet-50 (He et al., 20164), Inception-v3 (Szegedy et al.| 2016)), and ViT-H (Dosovitskiy et al.]
2021) surrogate models.

1.1 MIXED SAMPLES

ResNet-50

Inception-v3 ViT-H

True: Go];iﬁsh True: Mushroom True: Dining Table True: Thimble True: Cicada True: Polaroid Camera

Adv": Tit Monkey Adv": Packet Adv": Platypus Adv": Traffic Light Adv": Bobsled Adv": Sleeping Bag
Res: Titi Monkey 92% Res: Packet 80% Res: Platypus 40% Res: Traffic Light 39% Res: Bobsled 16% Res: Polaroid Camera 22%
Inc: Titi Monkey 72% Ine: T-Shirt 3677 Inc: Platypus 100% Inc: Traffic Light 100% Inc: [cal Beetle 1897 Inc: Polaroid Camera 76 %
ViT: Goldfish 48% ViT: T-Shirt 879 ViT: Dining Table 100% ViT: Saltshaker 69% ViT: Bobsled 100% VIiT: Sleeping Bag 100%
AdvRes: Goldfish 85% AdvRes: Bolete 207 AdvRes: Platypus $2% AdvRes: Traffic Light 83% icada 75% AdvRes: Sleeping Bag 97%
AdvIne: Titi Monkey 50% Advlne: Packet 24%

"

AdvInc: Platypus 86% AdvIne: Tennis Ball 469 : ( Advlne: Polaroid Camera 70%

1

True: Bonnet True: Garbage Truck True: Hay True: Cheeseburger True: Paintbrush True: Wool

Adv': Sombrero AdvV: Snowplow AdvV: Ox AdvV: Banana AdvY: Matchstick AdvV: Dishrag

Res: Sombrero 97% Res: Snowplow 91% Res: Hay 64% Res: Cheeseburger 14% Res: Paintbrush 26% Res: Wool 15%

Inc: Sombrero 97% Inc: Snowplow 57% Inc: Ox 100% Ine: Banana 100% Inc: Matchstick 71% Inc: Chain Armor 26%
ViT: Bonnet 92% ViT: Snowplow 98% ViT: Hay 100% ViT: Cheeseburger 93% ViT: Matchstick 100% ViT: Dishrag 100%
AdvRes: Sombrero 86% AdvRes: Snowplow 70% AdvRes: Ox 84% AdvRes: Cheeseburger 64%  AdvRes: Paintbrush 88% AdvRes: Dishrag 65%
AdvInc: Sombrero 97% AdvlInc: Garbage Truck 52%  AdvIne: Ox 36% AdvInc: Banana 100% AdvInc: Paintbrush 94% AdvIne: Wool 13%

Figure 8: Adversarial samples generated using NatADiff with ResNet-50 2016al), Inception-
v3 (Szegedy et al,[2016)), and ViT-H (Dosovitskiy et al., 2021) surrogate models (see column labels).

We report the true class, adversarial target, and classification scores of the surrogate and adversarially
trained ResNet-50 and Inception victim models (Kurakin et al.} 2018])). Superscripts T and U denote
random and similarity targeted attacks, respectively.
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1.2 RESNET-50 SAMPLES

True: Jaguar True: Shield True: Steam Train True: Pomegranate True: Ox True: Barn

Adv": Mashed Potato AdvT: Isopod Adv": Submarine Adv": Three-Toed Sloth AdvT: Brittany Spaniel AdvT: Ring-Binder

Res: Mashed Potato 96% Res: Isopod 54% Res: Submarine 59% Res: Three-Toed Sloth 51%  Res: Brittany Spaniel 57% Res: Ring-Binder 79%
uar 61% Inc: Isopod 85% Inc: Submarine 98% Inc: Pomegranate 86% Inc: Brittany Spaniel 77%  Inc: Ring-Binder 38%

* Barn 100%
Barn 24%
Barn 57%

uar 97% Vi “ockroach 7 Vi eam Train 98%
AdvRes: Mashed Potato 81% AdvRes: Shield AdvRes: Steam Train 88%
AdvInc: Jaguar 76% AdvIne: Cricket 35 AdvIne: Submarine 62%

iT: Three-Toed Sloth 88%  ViT: Ox 93% Vi
AdvRes: Pomegranate 60%  AdvRes: Brittany Spaniel 90% AdvRes:
AdvInc: Pomegranate 68% %

True: Candle True: Canoe True: China Cabinet True: Fountain True:

tove
Adv": Perfume Adv": White Heron Adv": Rifle Adv": Typewriter Adv": Ape
Res: Perfume 96% Res: White Heron 44% Res: Rifle 98% Res: Typewriter 55% Res: Ape 73%
Inc: Perfume 88% Inc: White Heron 15% Inc: Rifle 82% Inc: Dutch Oven 3077 Inc: Hourglass 9%
obsled 100% ViT: Candle 95% ViT: Canoe 84% ViT: China Cabinet 26 % ViT: Fountain 99%

sled 59% AdvRes: Candle 76% AdvRes: Canoe 44% AdvRes: China Cabinet 73%  AdvRes: Duich Oven 8377
3 Advlnc: Perfume 99% AdvInc: White Heron 37%  AdvInc: Rifle 90% AdvIne: Duich Oven 2

3a,

True: Barn True: Bassinet True: Bobsled True: Broom True: Bulletproof Vest True: Cardigan

AdvY: Boathouse AdvY: Hamper AdvY: Dogsled AdvY: Crutch AdvY: Cuirass AdvY: Kimono

Res: Boathouse 70% Res: Hamper 99% Res: Dogsled 59% Res: Crutch 34% Res: Cuirass 86% Res: Kimono 89%

Inc: Barn 90% Inc: net 38% Inc: Dogsled 75% Inc: Broom 39% uirass 67% Inc: Stole 4477

VAT: Barn 96% VAiT: Hamper 48% VIT: Dogsled 78% VAT: Broom 99% VAT Bulletproof Vest 96%  ViT: Cardigan 83%
AdvRes: Boathouse 80% AdvRes: Hamper 84% AdvRes: Dogsled 92% AdvRes: Crutch 77% irass 57% AdvRes: Cardigan 74%

AdvInc: Barn 65% AdvInc: Hamper 84% AdvInc: Bobsled 38% AdvInc: Crutch 70% “uirass 44%

True: Car Wheel True: Cowboy Boot True: Loafer True: Mosquito Net True: Hen-Of-The-Woods True: Airliner

AdvY: Potter’S Wheel AdvY: Beer Bottle AdvY: French Loaf AdvY: Window Screen AdvY: Gyromitra AdvY: Space Shuttle

Res: Potter’s Wheel 76 % Res: Beer Bottle 62% Res: French Loaf 91% Res: Window Screen 66 % Res: Gyromitra 98% Res: Space Shuttle 85%
Inc: Potter’'s Wheel 64% Inc: Beer Bottle 44% Inc: French Loaf 22% Inc: Window Screen 33% Inc: lce Cream G477 Inc: Airliner 70%

ViT: Car Wheel 99% ViT: Cowboy Boot 99% ViT: Loafer 81% ViT: Mosquito Net 98% ViT: Acorn Squash 49% ViT: Airliner 82%

AdvRes: Car Wheel 81% AdvRes: Cowboy Boot 42%  AdvRes: Clog 927 AdvRes: Mosquito Net 81%  AdvRes: Gyromitra AdvRes: Space Shuttle 66%
AdvlIne: Disk Brake 257 Advlnc: Beer Bottle 73% AdvlIne: Cowboy Boot 229 AdvIne: Window Screen 64% AdvIne: Ice Cream 4677 Advlnc: Space Shuttle 39%

Figure 9: Adversarial samples generated by NatADiff with a ResNet-50 surrogate
model. We report the true class, adversarial target, and classification scores of ResNet-50
[2016a)), Inception-v3 (Szegedy et al 2016), ViT-H (Dosovitskiy et al., 2021), and adversarially
trained ResNet-50 and Inception victim models (Kurakin et al., 2018)). Superscripts T and U indicate
targeted and untargeted (similarity-based) attacks, respectively.
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1.3 INCEPTION-V3 SAMPLES

True: Goldfish True: Desktop Computer True: Disk Brake True: Feather Boa True: Football Helmet True: Four-Poster Bed
Adv™: Comn Adv": Pretzel Adv": Hen-Of-The-Woods ~ Adv': Barn Adv": Dogsled
Res: Corn 20% Res: Pretzel 48% Res: Mushroom 1277 Res: Barn 3% Res: Dogsled 42%

Inc: Corn 100% Inc: Pretzel 100% Inc: Hen-Of-The-Woods 80% Ine: Barn 100% Inc: Dogsled 100%
ViT: Goldfish 97% sktop Computer 18%  ViT: Padlock 36% ViT: Feather Boa 95% ViT: Football Helmet 67 % ViT: Four-Poster Bed 93%
AdvRes: Corn 90% AdvRes: Persian Cat 66% AdvRes: Pretzel 93% AdvRes: Jellyiish 1397 AdvRes: Barn 91% AdvRes: Dogsled 97%

AdvIne: Corn 70% AdvInc: Persian Cat 21% AdvIne: Mushroom 457 AdvlInce: Football Helmet 25%

Advlnc: Pretzel 94% Advlnc: Dogsled 88%

True: Fur Coat True: Greenhouse True: Jersey, T-Shirt, Tee Shirt True: Lampshade True: Plate

Adv": Barracouta Adv" : Notebook Adv": Canoe Adv": Planetarium Adv": Skunk Adv": Water Jug
Res: Fur Coat 45% Res: Grand Piano 22% Res: Canoe 31% Res: Vestment 977 Res: Lampshade 16% Res: Soup Bowl 20%
Inc: Barracouta 100% Inc: Notebook 99% Inc: Canoe 100% Inc: Planetarium 100% Inc: Skunk 99% Inc: Water Jug 82%
ViT: Fur Coat 100% ViT: Grand Piano 86 % ViT: Greenhouse 99% ViT: Football Helmet 81% ViT: Lampshade 88% ViT: Hig 627
AdvRes: Barracouta 89% AdvRes: Notebook 83% AdvRes: Greenhouse 79% AdvRes: Cinema 5 AdvRes: Skunk 86% AdvRes: Plate 37%
AdvlInc: Barracouta 74% AdvInc: Notebook 80% AdvInc: Canoe 95% M

AdvIne: Skunk 33% AdvlInc: Potier's Wheel 1697

True: Daisy True: Potpie True: Broccoli True: Windsor Tie True: Water Tower True: Washbasin

AdvY: Lemon AdvY: Pizza Guacamole Adv": Bow Tie Adv": Water Jug AdvY: Soap Dispenser
Res: Lemon 32% Res: Pizza 57% Res: Broceoli 58% Res: Bow Tie 42% Res: Water Jug 8% Res: Soap Dispenser 75%
Inc: Lemon 100% Inc: Pizza 100% Inc: Guacamole 100% Inc: Bow Tie 100% Inc: Water Jug 93% Inc: Soap Dispenser 100%
ViT: Daisy 59% ViT: Potpie 100% ViT: Broceoli 80% ViT: Windsor Tie 99% ViT: Water Tower 100% ViT: Washbasin 97%

AdvRes: Lemon 91% AdvRes: Pizza 86% AdvRes: Guacamole 88% AdvRes: Bow Tie 96%
AdvInc: Lemon 80% AdvlInc: Potpie 73% AdvIne: Guacamole 98% AdvIne: Bow Tie 92%

AdvRes: Water Jug 40%
AdvIne: Water Jug 19%

AdvRes: Soap Dispenser 100%
AdvInc: Soap Dispenser 100%

N
b 4

True: Shield True: Mountain Bike True: Manhole Cover

True: Wardrobe True: Television

AdvV: Medicine Chest AdvU: Radio, Wireless AdvV: Breastplate AdvV: Tandem AdvV: Doormat

Res: Medicine Chest 40% Res: Radio, Wireless 21% Res: Swing 59% Res: Shicld 29% Res: Mountain Bike 19% Res: Labyrinth 28%

Inc: Medicine Chest 100%  Inc: Radio, Wireless 100%  Ine: Swing 100% Inc: Breastplate 100% Inc: Tandem 98% Inc: Doormat 100%

ViT: Wardrobe 86 % ViT: Television 84% ViT: Stage 54% ViT: Breastplate 56 % ViT: Tandem 49% ViT: Sundial 337

AdvRes: Medicine Chest 89% AdvRes: Radio, Wireless 95% AdvRes: Swing 99% AdvRes: Shield 32% AdvRes: Tandem 67% AdvRes: Doormat 84%
AdvInc: Medicine Chest 87% AdvIne: Radio, Wireless 98% AdvIne: Stage 18% AdvlInc: Breastplate 80% AdvInc: Tandem 50% AdvInc: Manhole Cover 31%

Figure 10: Adversarial samples generated by NatADIiff with an Inception-v3 (Szegedy et al., 2016))
surrogate model. We report the true class, adversarial target, and classification scores of ResNet-
50 2016a), Inception-v3 (Szegedy et al.l 2016), ViT-H (Dosovitskiy et al. [2021), and
adversarially trained ResNet-50 and Inception victim models (Kurakin et al.,[2018)). Superscripts T
and U indicate targeted and untargeted (similarity-based) attacks, respectively.
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1.4 VIT SAMPLES

True: Chiffonier True: Dam True: House Finch True: Sleeping Bag True: Snowmobile
Adv": Tobacco Shop AdvT: Piggy Bank Adv": Totem Pole Adv": Oxcart Adv": Shower Curtain
Res: Tobacco Shop 15% tone Wall 18% Res: Piggy Bank 18% Res: Totem Pole 4% Res: Streicher 2097 Res: Four-Poster 8%

Inc: Window Shade 6% Inc: Leopard 46% Inc: Fountain 6870 Maraca 14% Inc: Park Bench 21% Ski 54%
ViT: Tobacco Shop 99% aguar 99% ViT: Piggy Bank 97% ViT: Totem Pole 99% ViT: Oxcart 98% Shower Curtain 89%
AdvRes: Library 177 AdvRes: |_copard 697 AdvRes: Piggy Bank 77% AdvRes: Toyshop 2177 AdvRes: Stretcher 3777 AdvRes: Dam 237

AdvIne: Bookshop 20 AdvIne: Stone Wall 54% AdvInc: Piggy Bank 84% AdvIne: Juy 67 eeping AdvInc: Snowmobile 26%
ey,

True: Megalith True: Tile Roof
Adv": Quail
Res: Megalith 9%

True: Throne
Adv": Flatworm
Res: Boat Paddle 107

Adv": Pineapple
Res: Pineapple 29

Res: Tray 17%
z Inc: Volleyball 85%

Inc: Clog 3577 Inc: Worm Fence 1374 % Inc: Pinwheel 12
ViT: Flatworm 78% ViT: Neck Brace 100% ViT: Quail 75% ViT: Agaric 60% VIiT: Pineapple 100% VIT: Volleyball 85%
AdvRes: Wooden Spoon o AdvRes: Ski Mask 3890 AdvRes: Chickadee 317 f AdvRes: Otter 57% AdvRes: Volleyball 96%

AdvInc: Wooden Spoon 719 AdvIne: Wool 1670 AdvInc: Worm Fence 3197 AdvInc: Tile Roo Advlnc: Otter 6% AdvInc: T) 6%

True: Altar True: Barn True: Crate True: Drilling Platform True: Lipstick True: Pillow

AdvV: Desk AdvV: Boathouse AdvU: Hamper AdvV: Container Ship AdvV: Red Wine AdvU: Sleeping Bag
Res: Desk 8% Res: Boathouse 40% Res: Crate 48% : Crane 20% Res: Lipstick 69% Res: Sleeping Bag 23%
Inc: Throne 777 Inc: Barn 82% Inc: Crate 71% Inc: Drilling Platform 30% Inc: Mask 337 Inc: Sleeping Bag 30%
ViT: Desk 98% ViT: Boathouse 100% ViT: Hamper 91% ViT: Container Ship 99% ViT: Red Wine 93% VAT: Sleeping Bag 100%
AdvRes: Throne 5497 AdvRes: Barn 71% AdvRes: Cradl rane 65% AdvRes: Conch 257 AdvRes: Pillow 46%

35% AdvRe
o AdvInc: Drilling Platform 54 % AdvIne: Red Wine 20%
= -

) i

Advlnc: Sleeping Bag 32%

369 AdvInc: Barn 83% AdvInc: Cr:

T

True: Crib True: Lemon True: Rapeseed True: Crock Pot True: Greenhouse True: Knee Pad

AdvY: Cradle AdvV: Corn AdvY: Lemon AdvV: Coffeepot AdvV: Apiary AdvV: Pillow

Res: Plate Rack 24 : Lemon 43% Res: Rapeseed 43% offeepot 21% Res: Mailbox 107 Res: Knee Pad 19%
Inc: Plate Rack 31% Inc: Lemon 27% Inc: Lemon 25% ck Pot 55% Inc: Guillotine 13% Inc: Bath Towel 39%
ViT: Cradle 99% iT: Corn 100% ViT: Lemon 97% offeepot 62% ViT: Apiary 100% VIiT: Pillow 98%
AdvRes: Crib 37% AdvRes: Lemon 84% AdvRes: Rapeseed 99% AdvRes: Crock Pot 93% AdvRes: Greenhouse 38% AdvRes: Wool 5
AdvIne: Plate Rack 467 AdvInc: Corn 46% AdvlIne: Bath Towel 477 AdvIne: Crock Pot 84% AdvInc: Greenhouse 27% AdvIne: Bath Towel 7

Figure 11: Adversarial samples generated by NatADiff with a ViT-H (Dosovitskiy et al [202T)
surrogate model. We report the true class, adversarial target, and classification scores of ResNet-

50 2016a), Inception-v3 (Szegedy et al.| 2016), ViT-H (Dosovitskiy et al.| [2021), and

adversarially trained ResNet-50 and Inception victim models (Kurakin et al.,2018)). Superscripts T
and U indicate targeted and untargeted (similarity-based) attacks, respectively.
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J  ADDITIONAL IMAGE QUALITY METRICS

We use NIQE (Mittal et al., 2013), BRISQUE (Mittal et al.,[2012]), and TReS (Golestaneh et al., 2022)
to provide additional no-reference image quality evaluations of adversarial sampling methods. We
assess the image quality of NCF (Yuan et al.,[2022), DiffAttack (Chen et al.}[2025)), ACA (Chen et al.|
2023b)), adversarial classifier guidance (AdvClass) (Dai et al.l 2024), and NatADiff across ResNet-50
(He et al., 2016a), Inception-v3 (Szegedy et al., 2016), and ViT-H (Dosovitskiy et al.,2021) surrogate
models. These metrics more closely align with human perception of image quality, but they do not
address adherence to a target data distribution, i.e., how well samples “fit into”” the ImageNet dataset.

Adversarial classifier guidance and DiffAttack frequently outperformed other methods on NIQE,
BRISQUE, and TReS (see Table E]); howeyver, as discussed in Section @], this is likely because
these methods apply constrained perturbations to source images and clean stable diffusion outputs,
respectively. When considering only methods that make structural image alterations, we see that
NatADiff outperforms NCF across all image metrics, and outperforms ACA on NIQE and BRISQUE,
with similar TReS scores that slightly favour ACA. This supports the findings from the main paper
that NatADiff is able to construct visually high-quality adversarial samples.

Table 5: Image quality of adversarial samples generated using ACA (Chen et al.| 2023b)), DiffAttack
(Chen et al.l 2025), adversarial classifier guidance (Dai et al., [2024), and NatADiff. Bold and
underlined values highlight the best and second best scores for each surrogate model. Superscripts T
and U denote targeted and untargeted attacks, respectively. Note that we report FID with respect to
ImageNet-Val (FID-Val) and ImageNet-A (FID-A).

Surrogate

Image Quality Metrics

Model Attack
ode IS (1) FID-Val(l) FID-A(}) NIQE () BRISQUE(]) TReS (1)

Clean 55.0 58.0 94.7 4.6 18.1 88.6
NCF 30.4 69.7 85.5 5.5 19.8 68.9
DiffAttack  26.8 64.1 76.8 5.7 17.7 81.8
ACA 23.9 65.0 77.9 6.8 24.4 80.8
RN-50  AdvClass™ 38.3 48.9 92.4 4.3 11.9 81.8
AdvClassV  38.5 50.2 92.7 4.6 12.2 81.3
NatADiffT  26.0 66.5 77.3 4.8 12.3 76.0
NatADiff’ 43.2 51.4 95.9 4.8 12.0 77.9
NCF 31.7 69.1 83.0 4.7 19.0 76.3
DiffAttack  33.2 63.7 78.2 5.8 18.0 81.2
ACA 23.1 68.0 78.8 7.8 28.4 78.7
Inc-v3 AdvClassT  33.7 51.0 89.2 4.5 12.3 814
AdvClassY  39.7 49.4 93.3 4.5 12.3 81.2
NatADiffT  27.7 66.6 78.2 4.8 12.4 76.6
NatADiff’ 47.0 50.5 98.9 4.7 11.7 78.9
NCF 39.8 63.1 86.4 5.6 20.0 70.1
DiffAttack  35.2 63.4 80.0 6.0 18.4 81.3
ACA 25.5 64.2 80.9 7.4 25.5 79.2
ViT-H  AdvClass™ 38.9 48.5 95.2 4.2 14.8 Yardve
AdvClassY  39.2 48.5 98.8 4.3 13.5 79.8
NatADiffT  15.3 88.0 93.5 4.9 20.9 74.7
NatADiff’ 31.9 53.9 96.2 4.6 14.8 78.8

K RESISTANCE TO ADVERSARIAL DEFENCES

It has previously been shown that perturbation-based adversarial attacks are sensitive to image
transformations—such as rotations, crops, and translations—which can substantially reduce attack
success rates (Guo et al.| |2018). In addition to such transformation-based defences, purification
approaches aim to remove adversarial noise prior to classification. One such method is DiffPure
(Nie et al.| [2022), which leverages a denoising diffusion model to project adversarial samples back
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onto the natural image manifold. Given an adversarial image, &, the forward diffusion process,
p(xt|To = &o), is applied for t < T (recall that T is the termination time of the forward process),
introducing Gaussian noise without fully destroying the original signal. The sample is then passed
through the reverse-time diffusion process (Anderson, |1982)) or flow ODE (Song et al.| 2021b)) to
recover a purified image. |[Nie et al.| (2022) empirically demonstrated and theoretically proved that
this procedure effectively removes perturbation-based adversarial noise, enabling the reverse process
to reconstruct a “clean” version of the image. Intuitively, the noise injected during forward diffusion
overwhelms the adversarial signal, allowing the diffusion model to project the corrupted sample back
onto the natural image manifold.

We evaluate the robustness of standard image transformations and DiffPure against adversarial
samples generated by PGD (Madry et al., |2018), AutoAttack (Croce & Hein, [2020), NCF (Yuan
et al.,[2022), DiffAttack (Chen et al., 2025), ACA (Chen et al., 2023b), adversarial classifier guidance
(AdvClass) (Dai et al.,|2024), and NatADiff. We use a ResNet-50 (He et al,[2016a) surrogate model
and test NatADiff and adversarial classifier under both targeted and untargeted modes. Defences are
applied as a pre-processing step to classification; for image transformations, we average classification
probabilities over augmented views obtained via cropping, rotation, and grayscale conversion. To
quantify defence effectiveness, we report attack success rate (ASR).

Our results show that transform-purification did not meaningfully reduce the efficacy of NatADiff,
though it successfully defended against PGD attacks (see Table[6). In contrast, DiffPure provided
a much stronger defence to most attacks, reducing NatADiff’s average ASR by 7.9%. However,
DiffPure occasionally degraded overall classifier accuracy, leading to increased ASR for non-surrogate
classifiers. This likely occurred when the reverse diffusion process failed to recover the original image,
rendering classification unreliable. Compared to other attacks, NatADiff still exhibited superior
white-box performance and achieved either best or second-best transferability across all victim
classifiers. Interestingly, NCF showed a significant increase in transferability under the DiffPure
defence. We hypothesize that this stems from NCF’s color-based attacks pushing samples into
low-probability regions of the manifold during the forward diffusion process. This increases the
likelihood that DiffPure fails to recover the original image in the reverse process, thereby degrading
classifier accuracy.

Consistent with findings in the main paper, NatADiff achieved best or near-best performance under
both transformation and DiffPure defences. Given that natural adversarial samples are known to
bypass perturbation-based defences and image transformations (Agarwal et al.| [2022)), these results
further support our claim that NatADiff generates adversarial examples that are more semantically
aligned with naturally occurring test-time errors.
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Table 6: Attack success rate of transform and DiffPure-purified adversarial samples generated by
PGD (Madry et al.|[2018)), AutoAttack (Croce & Hein|, |2020), NCF (Yuan et al.}[2022), DiffAttack
(Chen et al., [2025)), ACA (Chen et al.,|2023b), adversarial classifier guidance (AdvClass) (Dai et al.|
2024])), and NatADiff. Samples are generated using a ResNet-50 (He et al., 2016a) surrogate model.
Bold and underlined values highlight the best and second best scores for each purification method.
Superscripts T and U denote targeted and untargeted attacks, respectively. White-box ASR (same
surrogate and victim model) is denoted with an *.

Victim Models ASR (%)

Puﬁf;tchegiion Attack CNNs Transformers AvAesra];ge
RN-50 Inc-v3 RN-152 AdvRes Advinc ViT-H Max-ViT Swin-B  DelT
Clean 5.3 7.6 2.9 3.0 5.8 10.9 3.8 4.5 74 5.7
PGD 99.4* 11.8 5.2 4.9 8.1 10.5 4.4 5.5 8.2 17.6
AA 100* 13.3 10.0 3.9 8.8 10.5 5.4 5.6 8.0 18.4
NCF 74.8* 33.4 37.3 28.2 31.2 17.2 24.0 31.7 37.2 35.0
DiffAttack  92.5* 47.1 52.5 35.3 43.3 28.4 44.6 42.4 38.9 47.2
None ACA 78.8* 53.3 52.7 49.8 53.1 41.8 46.4 49.3 50.6 52.9
AdvClass™  99.6* 35.0 32.1 314 33.5 25.8 30.0 30.8 32.8 39.0
AdvClassY  99.9* 42.5 44.3 38.7 41.1 29.7 37.6 38.4 39.1 45.7
NatADiffT  96.9* 60.1 56.5 55.3 58.9 36.8 45.3 49.0 52.3 56.8
NatADiff'  99.3* 68.3 721 65.3 66.8 45.3 64.1 65.2 67.0 68.2
PGD 14.5* 12.1 4.8 4.7 74 9.2 3.5 5.2 7.3 7.6
AA 79.4* 12.4 7.9 3.3 9.1 10.2 34 5.8 7.3 15.4
NCF 60.2* 35.1 39.6 28.4 31.2 16.7 27.1 33.7 37.7 34.4
DiffAttack  73.9* 48.6 50.1 39.9 45.8 28.6 434 46.7 39.0 46.2
Transform ACA 64.2* 54.8 52.2 50.4 56.4 40.8 47.1 51.9 51.0 52.1
AdvClass™  35.2* 334 30.4 29.7 31.5 25.5 28.9 314 32.1 30.9
AdvClassY  65.8* 39.8 40.8 38.3 40.0 29.1 36.3 37.0 38.4 40.6
NatADiffT  85.7" 59.8 55.6 55.0 56.8 36.1 46.7 48.6 52.4 55.2
NatADiff'  96.6* 68.7 73.3 67.3 68.3 45.0 65.4 66.8 70.3 69.1
PGD 21.9* 30.8 20.3 23.3 26.5 21.3 16.7 194 20.6 22.3
AA 23.5* 32.5 19.8 22.7 28.4 21.7 18.9 21.2 23.6 23.6
NCF 68.8* 59.9 60.4 53.9 55.3 46.1 57.5 62.3 59.7 58.2
DiffAttack  45.9* 44.0 39.3 37.3 43.5 38.4 37.4 41.8 38.7 40.7
DiffPure ACA 60.8* 63.1 55.3 57.3 60.1 50.4 55.1 56.7 56.5 57.3
AdvClass™  35.0% 37.8 34.2 35.2 37.2 30.3 34.3 34.9 36.7 35.1
AdvClassY  42.4* 42.6 39.8 39.8 41.9 34.3 38.8 40.3 41.3 40.1
NatADiffT  56.3* 56.6 52.2 53.1 54.8 42.3 49.1 51.0 53.4 52.1
NatADiffY 71.3* (2.2 61.2 61.0 61.3  47.8 58.5 60.2  61.2 60.5

L RUNTIME COMPARISON

We provide a runtime comparison of PGD (Madry et al., [2018)), AutoAttack (AA) (Croce & Hein),
2020), NCF (Yuan et al.| 2022)), DiffAttack (Chen et al., |[2025), ACA (Chen et al., 2023b)), adversarial
classifier guidance (AdvClass) (Dai et al.;, 2024) and NatADiff. It is clear that the generative approach
of NatADiff requires substantially greater runtime; however, this cost yields stronger adversarial
samples that transfer more effectively across classifiers (see Table[T), and that are more resistant
to adversarial purification (see Appendix [K]). We argue that the trade-off between runtime and
state-of-the-art adversarial strength makes NatADiff a compelling attack strategy despite its slower
speed.

Table 7: Time comparison of adversarial attack methods.
Average Runtime per

Attack Sample (seconds)

PGD 0.3
AutoAttack 0.7

NCF 6.9
DiffAttack 14.2

ACA 96.8
AdvClass 13.5
NatADiff 103.1
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M USEFUL DENOISING DIFFUSION RESULTS

This section outlines results necessary for working with denoising diffusion models. Citations of
original authors are provided where applicable.

M.1 CONDITIONAL FORWARD DISTRIBUTION

The following theorem describes the conditional forward distribution of the denoising diffusion model
when conditioned on an arbitrary time 7.

Theorem M.1 (Conditional Forward Distribution for Denosing Diffusion). Let x; € R™, f(¢) :
R — Rand g(t) : R = R be continuous functions of t, and - dBy denote an It integral with respect
to the standard multi-dimensional Brownian motion process. Then the denoising diffusion model with
Jforward process,

dxy = f(t)zdt + g(t) - dB,, (13)

admits a conditional forward distribution of

XXy ~ N (a(T, 1)z, B(r, t)21<mxm>) Vi,

T a(r,u)?
dimensional identity matrix. Additionally, it is understood that with slight abuse of notation
a(t) = a(0,t) and B(t) = (0, 1)

where o(T,t) = exp (f: f(u)du), B(r,t)? = afr,t)? ft gw)? du, and 1™ ™) is the m-

Proof. The diffusion in @I) has Stratonovich representation (see (Pavliotis, 2014a) for a treatment of
1t6 and Stratonovich SDE formulations),

dx; = f()zdt + g(t) o dBy,

where o d B, denotes a Stratonovich integral with respect to the standard multi-dimensional Brownian
motion process. Thus, the SDE can be solved in the usual manner:
dxs dB,
— = f(t t
7 =[Oz +g(t) o —

— (e 1 s) % = (e I 1) f ity

n (e— fif(u)du) g(t) o dd]it Vt>rT
o (A A ) S (1) s

. /t (e— I .f(u)du> o) o d:;v do — /t (e— I f(u)du) % _ (e— I f(u)du) F(0)aody
/ t (e— I f(u)du) g(v) 0 dB, — [% (e— I f(u)du)] :

/t (e* I7 f(“)d") g(v)odB, = x; (e* I f(“)d“) — T,

" g(v) 5 _ T o
/Taw) Be= ey

" g(v)
= x; = a7, t)x, + afT, t)/ odB,,. (14)
- alr,v)
By rewriting (T4) in its It6 representation we have
t
g(v)
= t T ,t ° dB’U?
z: = a(r,t)z, + afr )/T a(r.0)
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and as f: 9 aB. ~ N (0, f: 9)* 1, . I(me))’ it follows that

a(T,u) a(r,u)?

! g(u)2 du'[(mxm) )
a(T,u)?

x|z, ~ N (a(r, ., afr, t)z/

T

M.2 CONDITIONAL FORWARD ALTERNATE PARAMETERISATION

When implementing time-travel sampling (Lugmayr et al., 2022) we require access to the condi-
tional forward distribution, p(x|x, ). However, it is frequently the case that diffusion schemes are
formulated with respect to the full forward distribution, p(x¢|xo), and some proposed method of
sampling the reverse-time diffusion (Anderson, |1982), or solving the flow ODE (Song et al.| 2021b)).
Thus, we provide a simple result to derive the conditional forward distribution, p(x¢|x, ), from the
parameterisation of the full forward, p(x|x).

Lemma M.2 (Conditional Forward Alternate Parameterisation). Given the diffusion formulation in
Theorem|[M.1) then the conditional forward distribution can alternately be expressed as

Xl X; ~ N (axT, bQI(m’“’L)) Vit>r,

where

X[ Xo ~ N (a(O,t)xo, ﬂ(o,t)%(mxm)) V>0,

= g((g’:)), b2 = B(0,1)2 — (aB(0,7))% , and I(™*™) is the m-dimensional identity matrix.

Additionally, it is understood that with slight abuse of notation a(t) = «(0,t) and 5(t) = «(0,t)

Proof. We need to show that a = af(7,t) = exp (f: f(u)du) and > = B(7,t)? =
a(r,t)? ft 9" 1y as per Theorem M. 1] It follows that

T a(r,u)?
- a(0,1)
~ a(0,7)
o (f(f f(u)du)
 exp (fOT f(u)du)
:exp( ; fw)du — ; f(u)du)

= a(r,t), (15)
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= 6(Tat)2

M.3 SCORE-MODEL LINK

The following Score-Model Link theorem is based on Karras et al.’s (Karras et al.,[2022)) argument.
However, we provide a minor extension by conditioning on measurable sets taken from the sigma-
algebra of an auxiliary random variable, Y. For additional treatments see (Karras et al., 2022
Hyvarinen, [2005; |Vincent, [201 1)).

Theorem M.3 (Score-Model Link). Let z; € R™, f(t) : R — Rand g(t) : R — R be continuous
functions of t, and - dB; denote an It6 integral with respect to the standard multi-dimensional
Brownian motion process. Suppose that x, evolves according to the diffusion,

dx, = f(H)zdt + g(t) - dB,, (16)

with observed initial data distribution, pyu.(xoly € &), where £ is taken to be an arbitrary element
of the sigma-algebra, Y, associated with the random variabl{] Y,ie, &€ ).

Define

xy — B(t)eo(xt, 1, )
a(t) ’

where a(t) = exp (fot f(u)du) B(t)? = aft)? fot i((z); du, and €g : R™ xR x Y — R™ is a model

parameterised by 6 € © with sufficient capacity such that the Universal Approximation Theorem

((Cybenko, |1989; |Hornikl |1991) holds for all ¢ € Y. Then if 3(t)> > 0V t € (0, T), the following

statements are true:

io(mfntag) = (17)

1.
1
Ve, IOg(P(th € f)) = —mfe*(wtﬂfaf) Vie (O»T]» x; € R, £ €); (18)

Eoopan(woluce) | 77 (@ — alt)zo)pladleo)]
p(@ily € €)

€gr (xy,t,6) = Vte (0,T7], (19)

"Note that this is a slight abuse of notation. We are assuming that (Qy-, ), P) is a probability space and
Y : Qy — Qy arandom variable such that Y (w) = w V w € Qy. That is to say, we do not need to take the
pre-image when crafting probability statements.
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x; € R™, £ €Y, where

—

* A :
0" = arg;nm By, trop(@o,a tlyee)

o — (e, .11 20)

p(@o, 4, ty € &) = p(xe|T0)Puara(Toly € E)p(t), and p(t) = %.

Proof. Let {xél), :L'gz), . ,ng)} and {y(M) 4@ .. y(N)1 denote observed values of 2o and Y.
Then the data density function is given by:

N i
SN (o — 21 e

pdata(x0|y S g) - N
Zi:l ]l{y“')ef}

2

where §(-) denotes the Dirac delta function and 1.y is the indicator function. The forward diffusion
process in (I6) is independent of Y, and thus,

p@ily € €) = /Q p(@1]0)paa(@oly € €)dzo

N i
Zi:l p(x: |:c(() ))]l{y“)e{}

= (22)
N
2im1 Lyweey
Substituting (22) into the LHS of (T8),
N (i)
o plxe|xy )L,
Vo, log(p(ily € €)) = Va, log (Z“lpfv 0 e )
iz Lyoeg
N .
= Vg, log (Zp(wﬂa:g))]l{y(i)e,g})
i=1
N i
_ Dz thp(fﬂt|$(() ))]l{y(i)gg}
B N i :
S ol ))]l{y(“eg}
By Theorem . p(xi|@o) = N (a(t)zo, BE)I™™) = Va,p(z¢|z0) = _ﬁ(}t)2 (zy —
a(t)xg)p(xt|zo), thus,
1 Y (@ — a®)zg)p(@d2i)) 1 o
Va, log(p(a]y € €)) = — : (23)

2 N i
B(t) Zi:l p(a:t|sc(()))]l{y<z)eg}
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Now we consider the optimisation problem in (20).
. 2
L(6:0) = Eagy o tmplanmctives) |80 = Zo(@tst, 3]

[ . 2
= IE:tNP(t) _Emowp(mo\yef) [EthP(mf,\mo) [”330 - wO(mtat7£)H2}H

o[,

= Eyopit / / o — do (e, t, O)|I2 p(mt|mo>dmtp<woyes>dmo]

ZA; 6(:130*33(2))1 (4)
= Erpiy / / 20 — (e £.6)2 plaeelwo)da, | =00 20 Miuveer ) g
iz Lyywegy

=Etpt) |Eaxomp(aolyee) lxo — Zo(2:, @5)”3 P(wt|m0)d$tH

t

(4)
_— — Zo(xy, ¢, f)H p(@e|xy ) des Ly eey
Zﬂ]l{ymeg}z 1/ H

:Eth(t) ]1—/ ZP mt|:co ]l{y()ef} Hmo —xo(xy,t,§) H dﬂ?f]
Zz 1 {yeg} Qe =1

1 1 / /
= Zp a:t|:c0 Miyieey H:co — &o(x,1, ) H dx.dt
Tzz':l ﬂ{y”e&} Quy j=1

1
i [ St

TZz 1 ]l{ymeg} Dy =1

) x; — B(t)eg(ae,1,) ||

— a(t) dﬁﬂtdt

2

£(zy,t,650)
(24)

To minimise (24 with respect to 6, it suffices to find 6 such that £(x;, ¢, £; 0) is minimised for each
combination of &; and ¢. That is to say, we find the optimal value of €y (¢, t, ) for each combination
of @, and ¢. Furthermore, ¢(x,t,&;6) constitutes a convex optimisation problem with respect to
€g(xs,t,&). Thus,

N
ol QB(t) ( ) Ty — 6(t)60(mtat7£)
= =N Y 1
Ber ~ 2 arp) P MLooeg alt)
i=1
N _ _
= pl@ilat ) yoce (e - 20+ B(b)eo(@:t.€))
i=1
=0
= Z(wt - a(t)w((f))p(wt|:B((f))]1{y(i>€§} = ZB(t)eg(wht,f)p(:cﬂwél))]l{y(i)eg}
i=1 i=1
N (4) (4)
* 1> i (®e —a(t)y )p(axy’ )Ly o
=4 €G(wtat7§) = m ! N 0 @ 0 yee) (25)
i1 P(@eleg )Ly ey
T (@ —a(ei)p(@dei") 1 o) ey
= 1 Timil,wee
6(t) Zivzl p(zt|m(()i))]l{y(i)gg}

N
Yiza Luea

Eaompaneolves) | 515 (@0 = alt)zo)p(@i|zo)]
p(xely € €)

Var € R™ ¢t € (0,T], £ € Y. As f(t) and ¢(t) are both continuous functions then «(t) and
B(t) are also continuous. It follows that is continuous with respect to x; and ¢, as it is the

(26)

)
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sum of continuous functions and 3(¢)> > 0V ¢t € (0,7]. Thus, the Universal Approximation
Theorem (Cybenko, [1989; Hornik} [1991)) holds and there exists a * € © such that €g« (x4, t, &) =
€;(x,t,6)Va, € R™, t € (0,T], € € V. Finally, by comparing and we observe that,

V. log(plaly € €)) = —ﬁem(xt,t,@,

which proves (I8)), and (T9) follows from (26). O

It is worth noting that Theorem [M:3|unifies the score-model link between conditional and uncondi-
tional models. That is to say,

Va, log(p(z:)) = Vaz, log(p(xi|y € Qy))

= —%69* (:Bt,t, Qy)
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