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Abstract

We study the underlying mechanism of catas-
trophic overfitting, a phenomenon in which mod-
els overfit to weak adversarial examples and lose
true robustness, from the perspective of training
dynamics. Despite numerous studies investigating
catastrophic overfitting, the fundamental cause of
sudden robustness collapse remains poorly under-
stood. In this study, we systematically analyze
the dynamics of adversarial training and reveal
that the rapid amplification of the mixed Hessian
causes catastrophic overfitting. Based on this in-
sight, we propose a novel KL divergence-based
regularizer that stabilizes training dynamics and
effectively prevents catastrophic overfitting. Re-
markably, our method consistently matches or
even surpasses the robustness of multi-step ad-
versarial training, despite using single-step ad-
versarial training. Furthermore, when combined
with multi-step adversarial training, our regular-
izer yields additional robustness improvements,
indicating that mixed Hessian stabilization is a
general principle applicable beyond the single-
step regime.

1. Introduction

Adversarial vulnerability (Szegedy et al., 2013; Goodfellow
et al., 2014; Madry et al., 2018) remains one of the most
critical threats to the reliable deployment of deep neural net-
works. Adversarial attacks produce small, even impercepti-
ble, perturbations to input data that cause models to predict
incorrectly. To defend against such perturbations, Adver-
sarial Training (AT) (Goodfellow et al., 2014; Madry et al.,
2018) has emerged as one of the most effective defenses. By
generating adversarial examples on-the-fly during training
and optimizing model parameters on these examples, AT
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significantly improves robustness. However, the standard
AT formulation proposed by Madry et al. (2018) requires
solving a computationally expensive inner maximization
problem.

To propose an efficient and effective AT, a line of research
investigated efficient AT methods based on the Fast Gra-
dient Sign Method (FGSM) (Wong et al., 2020; Shafahi
et al., 2019). They investigated training a robust model on
single-step adversarial examples. However, a critical failure
mode, “catastrophic overfitting” emerges, robust accuracy
against Projected Gradient Descent (PGD) (Madry et al.,
2018) rapidly drops to 0%, whereas robust accuracy against
FGSM (Goodfellow et al., 2014) strictly increases, indicat-
ing the model overfit to the weak FGSM adversaries con-
structed on-the-fly at each training step, rather than learning
genuinely robust features.

Although numerous methods have been proposed to mitigate
catastrophic overfitting (Andriushchenko and Flammarion,
2020; Kim et al., 2021; Li et al., 2022; de Jorge Aranda et al.,
2022; Huang et al., 2023; Lin et al., 2023; Rocamora et al.,
2024; Golgooni et al., 2021), the fundamental mechanism
under its sudden emergence remains poorly understood. In
particular, it is still unclear what drives the sudden collapse
of robustness during training and how training dynamics
trigger this collapse. This motivates us to investigate the
following questions:

Which changes in training dynamics trigger catastrophic
overfitting during single-step AT?

How can we efficiently prevent catastrophic overfitting and
improve adversarial robustness?

To investigate the underlying mechanism of catastrophic
overfitting, we decompose several aspects of training dy-
namics. First, we analyze the mixed Hessian, which charac-
terizes how input perturbations influence the parameter gra-
dients. We show that catastrophic overfitting is fundamen-
tally driven by the rapid amplification of the mixed Hessian
spectral norm. This analysis departs from prior work that
primarily examines input curvature (Andriushchenko and
Flammarion, 2020; Rocamora et al., 2024), revealing that
the joint input-parameter curvature, rather than input cur-
vature alone, is the central quantity governing catastrophic
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Figure 1. PGD-10 robust accuracy and catastrophic overfitting
across evaluation and training radii. Solid lines denote single-
step methods, while dashed lines denote multi-step methods. (a)
We train each method with fixed perturbation radius € as 8/255
and evaluate with various e. The suffix —n indicates the number
of adversarial gradient steps used to generate perturbation. While
several single-step methods suffer from catastrophic overfitting,
our KL divergence-based regularizer effectively prevents catas-
trophic overfitting and consistently improves PGD robust accuracy
over PGD-10 AT, while remaining comparable to TRADES, de-
spite using single-step training. (b) We vary the training radius
(from 2/255 to 16/255) and evaluate at the corresponding training
radius. This setting directly tests whether each method remains
stable across different training configurations; our method main-
tains strong robustness without catastrophic overfitting across the
various radii.

overfitting.

Building on this insight, we introduce three consistency
views—input curvature, loss-landscape sharpness, and joint
input-parameter curvature—and show that a single joint
KL divergence controls all three through its second-order
expansion. We then propose a KL divergence-based con-
sistency regularizer that stabilizes training dynamics by

directly suppressing the joint curvature—and thereby the
mixed Hessian—preventing catastrophic overfitting and im-
proving robustness under strong adversarial attacks (see Fig-
ure 1). Notably, our regularizer also delivers additional
robustness gains when applied on top of multi-step AT, sug-
gesting that mixed Hessian stabilization captures a universal
mechanism of robust training. We summarize our contribu-
tions as follows:

* We establish a theoretical connection between mixed
Hessian amplification and parameter update misalign-
ment, providing a principled explanation of catas-
trophic overfitting.

* We introduce a training dynamics perspective for catas-
trophic overfitting and present the first systematic de-
composition of catastrophic overfitting dynamics, in-
cluding mixed Hessian spectral growth, parameter up-
date misalignment, and KL divergence-based curvature
views.

* We propose a new regularizer that prevents catastrophic
overfitting by stabilizing training dynamics and further
improves robustness against various attacks, achieving
performance comparable or even outperforming multi-
step AT despite using single-step AT. Furthermore, our
regularizer generalizes to the multi-step regime, pro-
viding additional robustness gains.

2. Related works

2.1. Adversarial robustness

Adversarial attack was first investigated by Szegedy et al.
(2013) and was broadly investigated over a decade (Madry
et al., 2018; Goodfellow et al., 2014; Lee et al., 2020; 2021;
Schmidt et al., 2018; Tramer et al., 2018; Kim et al., 2020;
Zhu et al., 2023; Li and Li). Despite this progress, training
models that are reliably robust to adversarial perturbations
remains an open problem. Among existing approaches,
PGD-training (Madry et al., 2018) has emerged as one of
the most reliable empirical directions. It is formulated as:

min H?ﬁj}ée L(x+0,y;0)| . e))
However, solving the inner maximization problem is com-
putationally expensive. This has motivated a line of work
on more efficient AT methods (Shafahi et al., 2019; Wong
et al., 2020). Although these methods substantially reduce
training cost, they are known to suffer from catastrophic
overfitting.

2.2. Catastrophic overfitting

Wong et al. (2020) observed that during single-step AT,
robust accuracy against PGD (Madry et al., 2018) rapidly
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drops to 0% over a few epochs, whereas accuracy against
FGSM (Goodfellow et al., 2014) increases to nearly 100%.
This phenomenon was termed catastrophic overfitting. To
mitigate this issue, Wong et al. (2020) suggested adding a
random step to FGSM and employing an early-stopping
scheme. Similarly, de Jorge Aranda et al. (2022) also
explored input randomization strategies. However, early-
stopping does not fundamentally mitigate catastrophic over-
fitting. Moreover, Andriushchenko and Flammarion (2020)
argued that the benefit of adding a random step mainly
comes from reducing the effective perturbation magnitude.

Therefore, many lines of research investigated to mitigate
catastrophic overfitting (Andriushchenko and Flammarion,
2020; Kim et al., 2021; Li et al., 2022; de Jorge Aranda et al.,
2022; Huang et al., 2023; Lin et al., 2023; Rocamora et al.,
2024; Golgooni et al., 2021). Among them, Andriushchenko
and Flammarion (2020) proposed “GradAlign”, which reg-
ularizes gradient similarity between pairs of nearby points
in the input space. Related gradient-based regularization
strategies that explicitly aim to preserve local linearity have
also been explored in subsequent work (Rocamora et al.,
2024). However, existing approaches primarily regularize
input space gradients, whereas our analysis focuses on joint
input-parameter curvature through the mixed Hessian dy-
namics.

Another line of research, Kim et al. (2021) observed that the
worst-case adversarial examples do not lie at the maximum
perturbation magnitude. Based on this observation, they
proposed “FGSM-CKPT”, performs a line search over per-
turbation magnitudes for each adversarial example. Related
adaptive-perturbation strategies have been further explored
in (Huang et al., 2023). Despite many lines of research eager
to mitigate catastrophic overfitting, the inherent mechanism
underlying catastrophic overfitting remains unclear and has
not yet been fully explained.

3. Background

We consider an image classification model fy that maps
an input z € R% to logits z = fy(z) € RIC!, where C
denotes the set of classes. We denote the predictive class
probabilities by ps(y|r) = softmax(fy(x)),. Let £(2,y)
denote the cross-entropy loss applied to the logits. The
overall loss can be written as £(z,y;6) = —logpe(y|x) =
¢(fo(x),y). The model is trained using Stochastic Gradient
Descent (SGD). We denote the parameter update at step ¢
as At = 9t+1 — 915.

We define three Hessian as follows:
eL . oL 0L
aaaxa Txxr — 61'2’ 00 — 892

The mixed Hessian H,y measures how the parameter gra-
dient changes with respect to the input. We denote the

Hyo = @

evaluation point explicitly via its arguments. Unless oth-
erwise specified, Hp is evaluated at the FGSM-perturbed
point (z + d;,y; 0;), and we abbreviate H,o(x + d¢,y; 0¢)
as H .y for brevity.

In FGSM-training, a single-step perturbation is constructed
as 0y = e-sgn(V,L(x,y; 0¢)), where the subscript ¢ denotes
the training step. The model parameters are then updated
by minimizing the loss at the perturbed input « + ;. Ac-
cordingly, the parameter update direction is given by the
gradient

Vo, L(x + 0s,1;0:), (3)

up to a learning rate factor. In contrast, PGD-training
employs a multi-step adversarial perturbation J;. Start-
ing from 5,50) = 0, PGD iteratively updates 5§’““> =
s <e(5") + @ - sgn(VoL(z + 6", y;6,))), and we
denote the final perturbation after K steps as §; = 6t(K).
The corresponding parameter update direction during PGD-

training is given by the gradient
Vo, L(x + 67, y; 0). “

We denote o1 (A) as the spectral norm (the largest singular
value) of a matrix A. Let A = ), Uiuiv;r be its singular
value decomposition, where u;, v; denotes the left, right
singular vectors, respectively. In particular, v1(A) denotes
the top singular vector.

4. Training dynamics and mixed Hessian

We first systematically analyze the training dynamics that
drive catastrophic overfitting during single-step AT. Starting
from a first-order analysis of the parameter update directions
during FGSM/PGD-training, we show that the misalignment
between these directions is governed by the mixed Hessian
H ¢, and that the rapid spectral amplification of H ¢ is the
primary driver of catastrophic overfitting.

4.1. Parameter update direction misalignment

First, we investigate the parameter update direction misalign-
ment. This misalignment between FGSM/PGD-training in-
duced by Equations (3) and (4), is directly governed by the
mixed Hessian Hy:

VoL(x+0s,y;0:) —VoLl(w+0;,y;0t) = Hyp(dr—0;).

&)

Assume that PGD-training produces a worst-case adversar-
ial perturbation 6*. Robust optimization relies on alignment
between the parameter update directions induced by FGSM
and PGD perturbations. When this alignment collapses,
parameter updates are driven toward FGSM-specific
adversarial directions instead of worst-case adversarial
directions, leading to catastrophic overfitting.
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Figure 2. Parameter update misalignment leads to catastrophic
overfitting. FGSM/PGD-accuracy (blue/green line), and param-
eter update misalignment (orange line) during (a) FGSM and (b)
PGD-training. Catastrophic overfitting emerges at iteration 9800 in
(a), which is indicated as a red dashed vertical line (denoted as CO
in the figure). Catastrophic overfitting coincides with parameter
update misalignment.

Equation (5) reveals that this update direction misalignment
is governed by two factors: (i) the perturbation misalign-
ment (6; — ;) and (ii) the mixed Hessian operator Hy,
which amplifies this misalignment. While prior works (An-
driushchenko and Flammarion, 2020; Rocamora et al., 2024)
primarily investigates the perturbation misalignment via
input-space analysis—essentially proxies for the input Hes-
sian H,,—our analysis identifies a fundamentally dif-
ferent object—the mixed Hessian H,p—and explicitly
separates and measures both perturbation mismatch and its
amplification, revealing their coupled role in catastrophic
overfitting.

Figure 2 illustrates the training dynamics of FGSM/PGD-
training. At the onset of catastrophic overfitting (Figure 2 (a)
iteration 9800), the parameter update misalignment sharply
increases. In contrast, the parameter update directions stay
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Figure 3. Decomposition of catastrophic overfitting. The y-axis
shows the multiplicative ratio of each quantity relative to a baseline
iteration just before catastrophic overfitting (gray dotted vertical
line). By the multiplicative decomposition in Equation (7), the
first-order term factorizes into o1 (Hye), |0+ — 07 ||, and a, shown
as stacked log-area bands. Among the three factors, o1(Hgzo)
amplifies by orders of magnitude near catastrophic overfitting,
substantially exceeding the contributions of the other two factors,
identifying it as the dominant factor of update misalignment.

well-aligned during PGD-training. These observations re-
alize the mechanism derived in Equation (5): update mis-
alignment leads to catastrophic overfitting.

4.2. Decomposition of catastrophic overfitting
mechanism

In Equation (5), we show that the update misalignment is
governed by the mixed Hessian H,y and the perturbation
mismatch §; — J;. To identify the dominant factor driving
catastrophic overfitting, we expand the update misalignment
into its constituent components and empirically track each
one during training. Taking norms of both sides of Equa-
tion (5) and applying the Taylor expansion explicitly:

IVoL(x +6) = VoL(x +67)|| = |[Hup(0r — 67)

update misalignment (UM)

first-order term
2
+O([16: = 671%),
6)
where the first-order term admits the multiplicative decom-
position

[ Heo(0r = 00) || = s - o1 (Hap) - 00 = 61, (D)

with i € [0, 1] denoting the alignment between J; — d; and
the top right singular vector of H,¢. The update misalign-
ment thus decomposes into three multiplicative factors—
o1(Hgzp), ||0: — 67 ||, and ce;—plus a higher-order residual.

Figure 3 visualizes the resulting decomposition: the first-
order term closely tracks the true update misalignment,
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confirming the validity of the Taylor expansion. Among
the multiplicative factors, o1 (H,p) amplifies by orders of
magnitude near the onset of catastrophic overfitting, while
|6 — 67| and oy grow at substantially smaller rates. The
decomposition therefore identifies o1 (H¢) as the dominant
factor of update misalignment, and consequently of catas-
trophic overfitting. We conclude that the rapid spectral
amplification of the mixed Hessian is the central driver
of catastrophic overfitting in single-step AT.

4.3. Why Hessian grows?
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Figure 4. Spectral norm and gradient dynamics during FGSM
training. (a) Training dynamics of o1 (H ), singular vector align-
ment, and parameter gradient norm. (b) Zoom around the catas-
trophic overfitting point, showing that the amplification of o1 (H¢)
precedes and coincides with the growth of the parameter gradient.

Figure 3 establishes that the amplification of oy (Hg) is
the dominant driver of update misalignment, and hence of
catastrophic overfitting. A natural follow-up question is why
o1(Hp) amplifies during single-step AT. A full theoretical
characterization is left as future work; here, we present a
conjecture supported by empirical observations and a first-

order analysis.

Conjecture: a progressive positive feedback between o
and the parameter gradient. A first-order analysis of the
mixed Hessian dynamics suggests

HzG('; l9t+1) ~ Hz&('% at) - 77V9Hm9(‘; 915) Veﬁ('; 91&)7
3

which yields the singular value update
Aoy = —nu] (VoHug(+3600) VoL(a + 6, y:6,))vie 9)

Furthermore, expanding the parameter gradient at the per-
turbed input to first order:

V(}E(m + 6757 Y; 92&) ~ vﬁﬁ(xv Y; gt) + Hz&(xa Y; 9,5) 525;
(10)
where Hyg(z,y;0:) 0: = >, 0i(vi, 0¢)u,. Together, Equa-
tions (9) and (10) are consistent with a progressive positive
feedback: an amplification of o, enlarges the parameter
gradient via Equation (10), which in turn further amplifies
o1 via Equation (9).

Figure 4 provides empirical support: during FGSM training,
o1(Hp) amplifies sharply just prior to catastrophic over-
fitting, the alignment (vq, §;) remains relatively stable, and
the parameter gradient norm grows alongside o;. These
observations are consistent with the conjectured feedback
loop. We therefore present this as a hypothesis rather than a
derived result, and defer a rigorous analysis of o1 dynamics
to future work.

Scope and future direction. Our analysis here character-
izes why the mixed Hessian spectral norm amplifies during
single-step (FGSM) AT, and how this amplification trigger
catastrophic overfitting. A complementary question—why
and how multi-step AT keeps o1 (H,p) controlled, as ob-
served in Figure 2 (b)—remains beyond the scope of this
work. Empirically, multi-step training stabilizes both the
01(Hp) and parameter update alignment without explicit
curvature regularization, which we hypothesize arises from
the iterative recomputation of input gradients along the loss
surface: each PGD step probes regions where the input
gradient varies rapidly and thereby implicitly penalizes ex-
cessive mixed curvature. This is consistent with our dis-
cussion in Section 5.3. A formal characterization of this
implicit stabilization mechanism is an interesting direction
for future work. In this paper, we focus on how to achieve
a comparable stabilization effect in the single-step regime
through an explicit KL-based regularizer, which we propose
in Section 5.

5. Stabilizing training dynamics through KL
divergence consistency

In the previous section, we show that catastrophic over-
fitting is driven by the rapid amplification of the mixed
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Hessian, and the perturbation misalignment. This suggests
that preventing catastrophic overfitting requires controlling
curvature not only in the input space, but also in the parame-
ter space and their interaction. In this section, we introduce
a KL divergence-based consistency regularizer that simul-
taneously suppresses three curvature components: (i) the
mixed Hessian, which we identified in the previous section
as the main driver of catastrophic overfitting, (ii) the input
Hessian, which characterizes local linearity of the model
in the input space, and (iii) the parameter Hessian, which
reflects the sharpness of the loss-landscape.

5.1. KL divergence as a joint curvature regularizer

Define the predictive distribution  py(y) =

Po(ylx), o, (y) = Po(ylx + ne), dng () = Do, (yl2).
We consider the KL divergence consistency term

KLy, [l an) = 3 pm () log 29 (1)
" ne (y)

Theorem 5.1 (KL divergence controls joint curvature). As-
sume that the predictive distribution pg(y|x) is positive
and twice continuously differentiable. For sufficiently small

(nzm 779),

1
KL(py, | dns) = 50" F (. 0)n+o(nl*),

5 1= [123n0].
(12)
where
_ Fzz FzO
F(z,0) = |:F0:r Fea] (13)

is the joint Fisher information matrix of the predictive dis-
tribution with respect to (x,0). Under cross-entropy loss,
each block equals the expected loss Hessian block:

Frp = E[Vizﬁ],

Fyo =E[V3eL], Fuo=E[V2L].

(14)

The proof is deferred to Appendix A. This result shows that
minimizing a single KL divergence consistency term locally
suppresses three curvature simultaneously.

5.2. Three consistency views and training dynamics

Building on Theorem 5.1, the KL divergence formula-
tion in Equation (11) admits a natural decomposition into
three consistency views. Specifically, the input consistency
KL(py, () || po(y)) has second-order form 37, Fy,7, and
therefore penalizes input curvature, while the parameter
consistency KL(qy, (y) || po(y)) yields 11, Fyone and cor-
responds to loss-landscape sharpness control. Finally, the
mixed consistency KL(py, (v) || ¢4, (v)) produces the full
quadratic form containing the mixed block F ¢, which gov-
erns joint input-parameter curvature.

— KL@s0) 1g:07) KLpsMlpo(»))  —— KL(g,() | o)
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Figure 5. KL divergence dynamics during FGSM/PGD-

training. The input, parameter, and joint KL divergence terms—
corresponding to input curvature, loss-landscape sharpness, and
joint input-parameter curvature—grow rapidly near catastrophic
overfitting under FGSM-training, while remaining comparatively
stable under PGD-training.

We next examine how these KL divergence consistency
views evolve during FGSM/PGD-training. Empirically, we
observe that:

* input consistency increases as local input curvature
grows

* parameter consistency increases with progressive loss
sharpening

» mixed consistency amplifies sharply near catastrophic
overfitting

Figure 5 shows the evolution of the three KL divergence
consistency terms during training. All KL divergence mea-
sures increase during FGSM/PGD-training, which is consis-
tent with progressive loss sharpening (Cohen et al., 2021;
Jastrzebski et al., 2019) and input curvature growth (An-
driushchenko and Flammarion, 2020). However, under
FGSM-training, these quantities exhibit a rapid amplifica-
tion near catastrophic overfitting, whereas PGD-training
shows a much more stable increase. This behavior aligns
with our previous analysis of mixed Hessian dynamics and
suggests that controlling KL divergence-based consistency
can help prevent curvature amplification.
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5.3. Method: KL divergence-based curvature
regularization

By Theorem 5.1, the mixed Hessian H,s—identified in
Section 4 as the primary driver of catastrophic overfitting—
can be suppressed in expectation by minimizing the KL
divergence KL(py, ||gy,). We therefore augment single-
step adversarial training with a KL divergence consistency
regularizer

£total = Eadv + AKL (pnx (y) ” on (y))a (15)
where 7, and 1y are small perturbations sampled in the
input and parameter space, respectively. Unlike prior works
primarily control input sensitivity (Andriushchenko and
Flammarion, 2020; Rocamora et al., 2024), this regularizer
directly targets joint input-parameter curvature, which we
identified as a key driver of catastrophic overfitting.

Difference between TRADES (Zhang et al., 2019). Our
objective is related in form to TRADES:

minE[p(po(y)) + max (po(y),pn. ()],  (16)

ll6]lo0 <e

where ¢ is a non-negative loss function. However, TRADES
enforces consistency under input perturbations only and
does not explicitly regularize mixed consistency. Its success
in preventing catastrophic overfitting comes from the multi-
step inner maximization: when we replace it with a single-
step perturbation (TRADES-S), catastrophic overfitting still
occurs (Figure 6a, around iteration 9200), with amplifica-
tion of o1 (H,) and mixed consistency. This contrast shows
that input-only consistency is insufficient in the single-step
regime; without explicitly controlling joint input-parameter
curvature, o1 (H¢) amplifies and ultimately triggers catas-
trophic overfitting.

Notably, although TRADES does not explicitly regularize
mixed curvature, Figure 6a shows that it effectively sta-
bilizes mixed consistency and o1(H,g), thereby prevent-
ing catastrophic overfitting. We hypothesize that multi-
step adversaries implicitly suppress mixed curvature: each
PGD step recomputes input gradients along the loss sur-
face, exposing regions where input perturbations strongly
affect parameter gradients, and thereby penalizing exces-
sive mixed curvature. A single-step adversary relies on a
local first-order linearization and lacks this implicit signal.
Our KL divergence-based regularizer explicitly regularize
this, achieving comparable stabilization in the single-step
regime.

5.4. Experimental results

We now introduce our experimental results. Detailed ex-
perimental setup, implementation details, and additional
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Figure 6. Mixed Hessian control determines robustness. (a)
Training dynamics of robust accuracy under PGD-10 (top), mixed
consistency (middle), and o1 (Hg) (bottom). Catastrophic over-
fitting coincides with the amplification of mixed consistency and
01(Hze) under FGSM, FGSM-RS, ZeroGrad, and even TRADES-
S (see red dashed vertical lines). In contrast, methods that suc-
cessfully prevent catastrophic overfitting consistently suppress the
growth of both quantities. (b) Final o1 (H¢) at the end of training
versus final PGD-10 robust accuracy across all methods. Methods
with smaller final o1 (He) achieve higher PGD-10 robustness,
indicating that stronger robustness is closely associated with better
suppression of o1 (Hyg). Together, these results show that control-
ling o1 (H ) is critical for both preventing catastrophic overfitting
and achieving strong adversarial robustness.

experiments, which contains different architecture general-
ization (WideResNet, ViT (Dosovitskiy et al.)) are reported
in Appendix B, C and E, respectively.
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Table 1. Clean, FGSM, PGD, AutoAttack robust accuracy (%), training time on CIFAR-10, CIFAR-100 with ResNet-18 across various
methods. The best PGD and AutoAttack robustness within single-step methods and within multi-step methods are shown in bold. FGSM
robustness is not indicative of true robustness, as catastrophic overfitting can yield artificially high FGSM robustness while PGD robustness

collapses.
CIFAR-10 CIFAR-100 .
Type Method Clean FGSM PGD  AutoAttack | Clean FGSM PGD  AutoAttack | Lme (h)
FGSM 87.50 9174  0.11 0.00 5837 5893  0.11 0.00 1.03
FGSM-RS 83.15 9487  0.00 0.00 4933 6663  0.00 0.00 1.00
GradAlign 8638 5424 4375 38.90 5781 2667 19.87 17.05 3.46
ZeroGrad 7824 9275  0.00 0.00 60.16  75.00  0.00 0.00 1.14
MultiGrad 83.59  55.69 4743 40.37 54.02 2578  25.54 17.84 2.09
Single-Step NFGSM 81.92 5558  46.32 40.70 5279 2444  20.76 18.53 1.00
ATAS 89.62 53.13 37.72 33.04 62.83 2488 18.42 14.73 1.29
AAER 81.92 5558  46.32 40.72 5279 2444  20.76 18.54 1.17
ELLE 85.16  53.46 4297 37.75 5792 25.11 20.76 16.22 2.63
TRADES-S 91.96 59.82 9.6 0.11 70.76 3025 5.9 0.49 2.19
Ours 81.14 57.03 5246 45.08 49.11  29.13  26.56 22.41 2.11
PGD-10 8225 5692 51.79 46.09 5446 2779 2545 20.79 5.99
. PGD-10+Ours  80.80 5636  53.68 46.57 49.67 2991  27.90 23.65 7.06
Multi-Step
TRADES 8259 58.04 52.90 48.38 5324 3036 28.01 23.33 6.87
TRADES+Ours  80.13  58.15  54.02 48.51 5335  32.14 3025 24.13 8.29

Table 1 shows that multi-step AT prevents catastrophic over-
fitting, whereas single-step AT such as FGSM (Goodfellow
etal., 2014), FGSM-RS (Wong et al., 2020), ZeroGrad (Gol-
gooni et al., 2021), and TRADES-S (which we discussed
in Section 5.3) exhibit catastrophic overfitting. Consistent
with Figure 6, these methods fail to control the growth of
mixed consistency and o1 (Hp).

In contrast, in Table 1, several single-step variants such
as GradAlign (Andriushchenko and Flammarion, 2020),
ATAS (Huang et al., 2023), AAER (Lin et al., 2023),
NFGSM (de Jorge Aranda et al., 2022), and ELLE (Ro-
camora et al., 2024) successfully prevent catastrophic over-
fitting. As illustrated in Figure 6, these methods implic-
itly stabilize mixed consistency and joint curvature during
training. This observation suggests that preventing catas-
trophic overfitting fundamentally requires controlling the
joint input-parameter curvature, even when not explicitly
formulated.

More importantly, the role of joint curvature extends beyond
merely preventing catastrophic overfitting. As reported in
Table 1, methods that effectively regulate mixed consistency
and o1(H,g) achieve stronger robustness under AutoAt-
tack (Croce and Hein, 2020). When considered alongside
the training dynamics in Figure 6, these results indicate that
controlling mixed curvature is not only essential for pre-
venting catastrophic overfitting, but also closely linked to
robustness under strong adversarial attacks.

In particular, our proposed KL divergence-based regular-
izer consistently suppresses the growth of mixed curvature
across training. This stabilization translates into both stable
training dynamics and competitive robustness under strong

multi-step attacks. Furthermore, as shown in Table 1, our
method achieves this robustness improvement with substan-
tially lower computational overhead, compared to multi-step
AT.

6. Conclusion

We identify the fundamental mechanism underlying catas-
trophic overfitting. Our analysis reveals that catastrophic
overfitting is driven by the rapid amplification of the spectral
norm of the mixed Hessian, which induces severe parameter
update direction misalignment and destabilizes training.

Contrary to prevailing explanations based solely on gradient
misalignment, we show that the fundamental cause lies in
uncontrolled curvature growth in the mixed input-parameter
space. As a result, existing single-step adversarial train-
ing methods often fail to prevent catastrophic overfitting
because they do not explicitly regularize mixed curvature or
mixed consistency.

Building on this insight, we propose a KL divergence-based
regularizer that directly stabilizes joint curvature dynam-
ics. Extensive experiments demonstrate that our approach
consistently prevents catastrophic overfitting across various
settings (see Figure 1), while achieving competitive or supe-
rior robustness compared to multi-step adversarial training
(see Table 1 and Figure 6b). Our findings highlight joint
curvature as the key driver of catastrophic overfitting and
provide a new perspective on designing robust adversarial
training algorithms.
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Supplementary Material for A Training-Dynamics View of
Catastrophic Overfitting: Understanding and Prevention

A. Proof of Theorem 5.1 Quadratic expansion. Since KL(py, l|g,,)|, , = 0 and
all first-order terms vanish, the second-order Taylor expan-
Define . .
sion around (7, 1n9) = (0, 0) yields
po(y) =po(y | ), Py, () = Po(Y | 2412), dne () = Dot (). 1. ,
: : : KL(py, [l an,) = 51 F(z,O)n+o(|lnll*), 0 := [12; mo]-
Consider the consistency regularizer (26)

Pn.\Y) (y)

me Tno () :

We analyze its second-order behavior around (7., 79) =
(0,0). We denote evaluation at (1,,m9) = (0,0) by |0)0.
Assume p;,, (y | x) is positive and twice continuously dif-
ferentiable.

L(pn. ll4n,) ) log =—=—=C (an

First-order terms vanish. At (1,,7y) =
KL= 0. Differentiating w.r.t. 1y:

(0,0) we have

Vi KL = — anw (Y) Vi, 10g gy (). (18)
y
At (0,0):
VoKL, = Zpo WVelogpe(y | ). (19)
> mVoloznaly Zp V"p o)
=V Y po(y) 1)
y
=0. (22)
Hence all first-order terms vanish.
Second-order derivatives. Differentiating again:
v%eneKL‘o 0= ZPO )Viglogpa(y | ) (23)
and similarly
Vi KL = ZPO Vilogpo(y [ 2),  (24)
Voeno KLl o = Zpo )Viglogpe(y | ). (25)
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Using the second derivatives derived above, the Hessian
with respect to (1, 7g) at (0,0) can be written in block
form as

5 FJ,J, Fa;@
V( ,ne)KL‘O 0 |:F9_qc Fyo @D
where
Foo = ~Eynp [Vislogpoly [ )], (28)
Foo = _Epro [Vze logpg(y | x)} ) (29)
Frg = —Eyp, [Vie logpo(y | )] - (30)
Relation to Fisher information and loss Hessians. The

block matrix in (27) is precisely the (joint) Fisher infor-
mation of the predictive distribution with respect to (z, 6),
since under standard regularity conditions,

—Eyp, [V og po(ylz)] =
EypoV log po(y|z) Vlog po(y|z) '].

(31)

Moreover, for cross-entropy loss £(x,y;0) = — log ps(y |
x), we have the exact identity

VioL(z,y:0) = —Viglogpo(y | ),  (32)

Vi.L(x,y;0) = —=V2 logpo(y | x),  (33)

(and similarly for V2,), so each Fisher block coincides with
the expected loss-Hessian block:

Fo =E[V3,L], F,. =E[V2 L], Fyy =E[V2,L].
(34)
Therefore minimizing
KL(pn, W) || a4 (v)) (35)

locally minimizes the Fisher / expected Hessian blocks
H,,, H,p, Hyp simultaneously, which suppresses joint cur-
vature and stabilizes gradient dynamics, helping prevent
catastrophic overfitting.
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B. Experimental Settings

We conduct a set of experiments on CIFAR-10 and CIFAR-
100 with ResNet-18 at Section 5.4 (additional experiments
are reported in Appendix E). During training, we set the
maximum perturbation magnitude € as 8/255 (see Figure 1
for experiments with varying €). We evaluate train-time
PGD-10/FGSM accuracy every 200 iterations. At the end
of training, we evaluate robustness on the test set using
FGSM, PGD-10, and AutoAttack, proposed by Croce and
Hein (2020), to assess robustness under stronger attacks. We
compare our method with several representative single-step
and multi-step adversarial training methods. We use a SGD
with cyclic learning rate scheduling, momentum of 0.9 and
weight decay of 5e — 4. To examine whether catastrophic
overfitting emerges at later stages of training, we train for
200 epochs. We train all methods on single A100 GPU.

FGSM AT (Goodfellow et al., 2014) Fast Gradient Sign
Method adversarial training uses a single-step perturbation

0 =¢€-sgn(V.L(x,y;0)), (36)

and optimizes L(x + 9§, y; ).

FGSM-RS (Wong et al., 2020) Fast adversarial training
introduces a random start 7 ~ U(—e, €)¢ before the FGSM
update. We follow the recommended setting with step size
o = 1.25¢ and project perturbation into € ball.

GradAlign (Andriushchenko and Flammarion, 2020)
GradAlign introduces a regularizer that maximizes the co-
sine similarity between input gradients at x and x + 1, where
n~U(—e e

GradAlign(z,y,0) = cos(VoL(z,y;0), V. L(z+n,y;0)).

(37)
The objective is £ + A\(1 — GradAlign). We use A = 0.2.

ZeroGrad and MultiGrad (Golgooni et al., 2021) Ze-
roGrad suppresses small components of the input gradient
when generating perturbations. We follow the recommen-
dation setting with ¢ = 0.35 for CIFAR-10 and ¢ = 0.45
for CIFAR-100, which is threshold for zero out gradient,
and step size o = 2¢. MultiGrad aggregates gradients from
N randomly initialized perturbations and retains directions
with consistent signs. We use N = 3 and o = 2e.

N-FGSM (de Jorge Aranda et al., 2022) N-FGSM in-
creases the random initialization range and removes the final
projection step. We follow the recommended setting with
initialization  ~ U(—k, k)¢ where k = 2¢ and step size
o =e
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ATAS (Huang et al., 2023) ATAS adapts the step size
based on a moving average of squared gradient norms

vl = vl + (1= B)IVLLIS. (38)
The step size is set to ozf = C+\7/U?.. We follow the recom-

mended hyperparameters 3 = 0.5, ¢ = 0.01, and v = 2ce.

AAER (Lin et al., 2023) AAER identifies abnormal ad-
versarial examples (AAEs) as a primary cause of catas-
trophic overfitting. AAEs are defined as adversarial exam-
ples whose loss is lower than that of their corresponding
clean samples:

AAE: L(z +n,y) > L(x+n+0,y),

39
NAE: L(z+n,y) < L(z+n+d,y). <

To mitigate the influence of AAEs, AAER introduces a reg-
ularization term that penalizes abnormal loss variations and
logit discrepancies between AAEs and normal adversarial
examples. The AAER regularizer is defined as

AAER =

A (A2 AAE-CE + A\ max(AAE-L2 — NAE-L2,0))
m
(40)
where m is the batch size and n is the number of AAEs. We

adopt the N-AAER variant and follow the authors’ recom-
mendations with Ay = 1, Ao = 1.5, and A3 = 0.15.

ELLE (Rocamora et al., 2024) ELLE (Efficient Local
Linearity Enforcement) encourages local linearity of the loss
function by penalizing deviations from linear interpolation
between adversarial samples. Two perturbed samples z,,
and x; are drawn as

T,y ~x +U(—€,)%  a~UO0,1), 41)
and an interpolated point is formed as
e = (1 — @)zq + axy. (42)

The ELLE regularizer penalizes deviations from linear in-
terpolation of losses:

— al(zy,y))?.

(43)
The overall objective augments the adversarial training loss
with the ELLE penalty:

By = (»C(xmy) - (1 - oz)ﬁ(xmy)

min Lo(2,5:0) + A Bin(w,3:6),  (44)

so the parameter update includes Vg L,qy + AVgEy,. We
follow the recommended setting A = 1000.
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Table 2. Effect of input perturbation choice in the KL regularizer
on CIFAR-10 with ResNet18.

Method | Clean FGSM  PGD-10
Ours (Random 7n,,) | 79.69  53.57 45.42
Ours (FGSM §/4) | 81.14  57.03  52.46

PGD (Madry et al., 2018) Projected Gradient Descent
(PGD) adversarial training optimizes the worst-case loss
within an /., perturbation set:

n%in [mgmx flz+6,y; 9)} . 45)

The inner maximization is approximated by K steps of
PGD:

(St(k+1) = HH5H§€ (6§k) +a- sgn(Vlﬁ(a: + 6t(k), Ys 9,5))),

(46)
In our experiments we use K = 10 attack steps with step
size o = 2¢/10.

TRADES (Zhang et al., 2019) TRADES improves the
robustness-accuracy trade-off by decomposing the objective
into a natural accuracy term and a robustness regularization
term:

minE[¢(po(y)) + max $(poly). ps(y))]

47
[16]]o0 <€ @7

The adversarial perturbation is generated using PGD on the
KL divergence term. We follow the standard setting with 10
attack steps and step size o = €/4.

And for TRADES-S, we use one attack step and step size
a = ¢, which is consistent with single-step adversarial
training.

C. KL-based Regularizer Experimental
Setting

Our method introduces a KL-based regularization term that
enforces joint input-parameter consistency:

Lol = Lagv + AKL(ps(y) || a1 (v))

The KL regularization weight is fixed to A = 50 in all
experiments.

(43)

C.1. Input Perturbation 7,
Two variants of 7, are considered:
Random 7. A random perturbation is sampled uniformly
within the /., ball:

Ne ~U(—€, €)1,
where ¢ = 2/255.

17zloo < €, (49)
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Table 3. Ablation study about parameter perturbation 7

Mo Clean FGSM PGD-10
10710 | 81.14 57.03 52.46
10-% | 81.03 56.58 51.56
1076 | 81.14 58.48 53.79
107* | 81.03 57.81 53.01
1072 | 81.81 56.58 51.34

FGSM-based 7,.. In the main experiments we instead use
a scaled FGSM perturbation direction:

1
e = J€ sgn(VL(z,y;0)). (50)

This choice provides a more informative local perturbation
direction while maintaining a small perturbation magnitude,
and empirically yields stronger robustness compared to ran-
dom perturbations (see Table 2).

C.2. Parameter perturbation .

Parameter perturbations are sampled from an isotropic Gaus-
sian distribution:

ng ~ N(0,0°1), (51)

where d is the parameter dimension. In all experiments we
seto = 10719,

We additionally provide an ablation study over different
perturbation scales in Table 3, showing that the proposed
method remains effective across a broad range of ¢ values.

C.3. Effect of KL Regularization Weight \

The KL regularization weight A in Equation (15) controls
the strength of joint curvature suppression. We fix A = 50
in all main experiments. To validate this choice, we vary A
over {10, 50, 500} and report robustness on CIFAR-10 with
ResNet-18.

Table 4. Effect of KL regularization weight A on CIFAR-10 with
ResNet-18.

A | Clean FGSM  PGD-10
10 81.70  56.70  49.00
50 (default) | 81.14  57.03  52.46
500 68.97 5190  51.00

As expected from the joint curvature interpretation (Theo-
rem 5.1), excessively small A fails to suppress mixed Hes-
sian growth and leads to degraded PGD robustness, while
overly large A over-regularizes and reduces clean accuracy.
A = 50 provides a balanced trade-off across all evalua-
tion metrics, and we adopt this value throughout the main
experiments.
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D. Robustness under Extended Training

A natural concern for any catastrophic-overfitting preven-
tion method is whether the stabilization persists over sub-
stantially longer training. While the main experiments in
Section 5.4 adopt the standard 200-epoch protocol, we addi-
tionally train our method for 1000 epochs on CIFAR-10 with
ResNet-18, keeping all other hyperparameters identical.

Table 5. Final robust accuracy of our method under extended
training on CIFAR-10 with ResNet-18.

Epochs | Clean FGSM  PGD-10
200 (default) | 81.14  57.03  52.46
1000 8270 56.03  49.22
— Clean FGSM —— PGD-10
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Figure 7. Robust accuracy of our method throughout 1000-
epoch training on CIFAR-10 with ResNet-18. Clean, FGSM,
and PGD-10 accuracy are evaluated periodically during training.
The vertical dotted line marks the standard 200-epoch boundary
(Section 5.4). Our method exhibits no robustness collapse across
the entire extended training horizon, in contrast to single-step
baselines such as FGSM, FGSM-RS, ZeroGrad, and TRADES-S,
which already exhibit catastrophic overfitting within the first 200
epochs (Figure 6).

Table 5 and Figure 7 together show that our method main-
tains robust accuracy throughout extended training, with no
signs of catastrophic overfitting. Figure 7 visualizes the full
training trajectory: PGD-10 accuracy stays stable well past
the 200-epoch boundary and through 1000 epochs, while
Table 5 reports the final accuracies at both horizons. This
stability is consistent with our analysis in Section 4: by di-
rectly suppressing mixed Hessian spectral growth via joint
KL consistency, our regularizer prevents the positive feed-
back loop that drives catastrophic overfitting, regardless of
training duration. We note that single-step methods which
fail to control mixed consistency (e.g., FGSM, FGSM-RS,
ZeroGrad, TRADES-S) already exhibit catastrophic over-
fitting well within 200 epochs (Figure 6), so the relevant
question at 1000 epochs is whether our method remains
stable—which it does.
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E. Additional Experiments
E.1. Vision Transformer Architecture

To assess whether our method generalizes beyond convo-
lutional architectures, we additionally evaluate it on a Vi-
sion Transformer. We use ViT-Small with patch size 4 on
CIFAR-10, trained from scratch. All training settings are
kept identical to our ResNet-18 main experiments, isolating
the effect of architecture. We compare with FGSM (the
canonical single-step baseline) and PGD-10 (the multi-step
reference).

Table 6. Clean, FGSM, PGD-10 robust accuracy (%) on CIFAR-10
with ViT-Small. All methods share the same training protocol as
our ResNet-18 experiments.

Method Clean FGSM PGD-10
FGSM 5279  35.38 34.38
Ours 46.88  32.59 32.59
PGD-10 53.12 35.71 34.71

Table 6 shows that our method continues to prevent catas-
trophic overfitting and achieve strong PGD robustness under
the ViT architecture. This indicates that the joint curvature
mechanism we identify in Section 4 is not specific to con-
volutional networks, and that controlling H, via our KL
regularizer generalizes across architectural families.

E.2. Extended Experiments

To further evaluate the generality of our method, we ad-
ditionally conduct experiments on Tiny-ImageNet with
ResNet-18 (see Table 7) and with a larger architecture,
WideResNet-28 on CIFAR-10 and CIFAR-100 (see Table 8).
Tables 7 and 8 confirm that our approach consistently sta-
bilizes training dynamics and maintains strong robustness
across different datasets and model scales.
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Table 7. Clean, FGSM, PGD, AutoAttack accuracy (%) on Tiny ImageNet with ResNet-18 across various methods.

TinyImageNet
Method Clean FGSM PGD  AA
FGSM 4732 1920 1607 1337

FGSM-RS 47.66 1786 1496 13.00
GradAlign 48.66  80.25 0.0 0.0

ZeroGrad 4721 18.08 1429 13.66
MultiGrad 4777 1931 15.18 14.16
NFGSM 46.76  20.65 1696 14.56

ATAS 56.81 16.85 1094 932
AAER 46.76  20.65 1696 14.60
ELLE 5045 1942 1585 1251
TRADES-S 58.15  13.62 0.45 0.00
(Ours) 41.63 21.21 19.08 16.49
PGD-10 4598 19.87 1752 16.02

TRADES 46.43 2254 1953 16.03

Table 8. Clean, FGSM, PGD, AutoAttack accuracy (%) on CIFAR-10, CIFAR-100, Tiny ImageNet with WideResNet-28 across various
methods

Method CIFAR-10 CIFAR-100 TinyImageNet
ctho Clean FGSM PGD AA | Clean FGSM PGD AA | Clean FGSM PGD  AA
EGSM 88.73 8471 000 000 | 64.17 6127 011 000 | 4263 1596 12.17 930

FGSM-RS 84.93 9531 0.00 0.00 | 60.83  75.89 0.00 0.00 | 16.74 10.16 0.00 0.00
GradAlign 89.06  92.52 0.11 0.00 | 68.08 71.09 0.45 0.00 | 43.19 46.32 0.11 0.00
ZeroGrad 8393  96.21 0.00 0.00 | 63.17 81.47 0.22 0.00 | 54.02  31.36 0.00 0.00
MultiGrad 86.50 5525 43775 39.87 | 58.82 26.67 21.76 1933 | 51.67 2221 1641 13.86

NFGSM 84.82 5670 46.54 4190 | 5536  27.34 23.10 20.10 | 50.56 20.87 16.85 15.22
ATAS 91.52 5446 4174 37.14 | 66.74 2835 2132 17.44 | 5882 18.08 10.83 10.15
AAER 84.82 5670 46.54 41.88 | 5536  27.34 23.10 20.10 | 50.56 20.87 16.85 15.23
ELLE 7121 4230 37.83 31.78 | 50.56 2321 21.76 17.58 | 3884 1496 1350 11.36
TRADES-S 9297  58.71 5.80 0.06 | 73.88 2991 3.13 025 | 60.04 1797 0.67 0.00
(Ours) 79.24 5525 51.34 44.69 | 5045 31.14 28,57 23.71 | 3638 1797 17.19 1427
PGD-10 8594 58.15 48.88 46.24 | 56.58 2991 2545 21.84 | 50.78 2243 17.52 15.78

TRADES 84.49 5871 53.68 50.88 | 56.03 3326 30.13 25.81 | 48.10 2455 16.74 11.21
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