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Abstract

We study non-parametric density estimation for densities in Lipschitz and Sobolev spaces,
and under central privacy. In particular, we investigate regimes where the privacy budget is
not supposed to be constant. We consider the classical definition of central differential pri-
vacy, but also the more recent notion of central concentrated differential privacy. We recover
the result of Barber & Duchi| (2014)) stating that histogram estimators are optimal against
Lipschitz distributions for the L? risk and, under regular differential privacy, we extend it
to other norms and notions of privacy. Then, we investigate higher degrees of smoothness,
drawing two conclusions: First, and contrary to what happens with constant privacy budget
(Wasserman & Zhou, [2010)), there are regimes where imposing privacy degrades the regular
minimax risk of estimation on Sobolev densities. Second, so-called projection estimators are
near-optimal against the same classes of densities in this new setup with pure differential
privacy, but contrary to the constant privacy budget case, it comes at the cost of relaxation.
With zero concentrated differential privacy, there is no need for relaxation, and we prove
that the estimation is optimal.

1 Introduction

The communication of information built on users’ data leads to new challenges, and notably privacy concerns.
It is now well documented that the release of various quantities can, without further caution, have disastrous
repercussions (Narayanan & Shmatikov] 2006} [Backstrom et al., 2007} [Fredrikson et al.,[2015; Dinur & Nissim
2003} [Homer et al. 2008} [Loukides et al., [2010; [Narayanan & Shmatikovl], 2008}, [Sweeney], 2000; (Gonon et al.
2023; Wagner & Eckhofl, |2018; |Sweeney, [2002)). In order to address this issue, differential privacy (DP)
(Dwork et al., [2006b)) has become the gold standard in privacy protection. The idea is to add a proper layer
of randomness in order to hide each user’s data. It is notably used by the US Census Bureau ,
Google (Erlingsson et al., [2014), Apple (Thakurta et all 2017) and Microsoft (Ding et al. 2017), among
many others.

As with other forms of communication or processing constraints (Barnes et al., 2019; 2020; |Acharya et al.l
2021a;bieid)), privacy recently gained a lot of attention from the statistical and theoretical machine learning
communities. At this point, the list of interesting publications is far too vast to be exhaustive, but here is a
sample : [Wasserman & Zhou| (2010)) is the first article to consider problems analogous to the ones presented
in this article. It notably studies the problem of nonparametric density estimation, to which we provide many
complements. Duchi et al|(2014; 2013;|2016)); Barber & Duchil (2014)); Acharya et al.| (2021¢); [Lalanne et al.|
present general frameworks for deriving minimax lower-bounds under privacy constraints. Many
parametric problems have already been studied, notably in [Acharya et al|(2018; |2021¢); Karwa & Vadhan|
(2018); [Kamath et al.| (2019); [Biswas et al.| (2020); [Lalanne et al. (2022; |2023b)); [Kamath et al.| (2022);
Singhal (2023]). Recently, some important contributions were made. For instance, |Asi et al.| (2023) sharply
characterized the equivalence between private estimation and robust estimation with the inverse sensitivity
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mechanism (Asi & Duchi} 2020ajb), and [Kamath et al.| (2023)) detailed the bias-variance-privacy trilemma,
proving in particular the necessity of adding bias, even on distributions with bounded support, for many
private estimation problems.

We address here the problem of privately estimating a probability density, which fits in this line of work.
Given X := (Xi,...,X,) ~ P%" where P, refers to a distribution of probability that has a density m
with respect to the Lebesgue measure on [0, 1], how to estimate 7 privately? Technically, what metrics or
hypothesis should be set on 77 What is the cost of privacy? Are the methods known so far optimal? Such

are the questions that are investigated in the rest of this article.

1.1 Related work

Non-parametric density estimation has been an important topic of research in statistics for many decades
now. Among the vast literature on the topic, let us just mention the important references |Gyorfi et al.
(2002); [ Tsybakov| (2009)).

Recently, the interest for private statistics has shone a new light on this problem. Remarkable early con-
tributions (Wasserman & Zhoul 2010; [Hall et al.l 2013]) adapted histogram estimators, so-called projection
estimators and kernel estimators to satisfy the privacy constraint. They conclude that the minimax rate of
convergence, n~20/(26+1) where n is the sample size and § is the (Sobolev) smoothness of the density, is
not affected by central privacy (also known as global privacy). However, an important implicit hypothesis in
this line of work is that €, the parameter that decides how private the estimation needs to be, is supposed
not to depend on the sample size. This hypothesis may seem disputable, and more importantly, it fails to
precisely characterize the tradeoff between utility and privacy.

Indeed, differential privacy gives guarantees on how hard it is to tell if a specific user was part of the dataset.
Despite the fact that one could hope to leverage the high number of users in a dataset in order to increase the
privacy w.r.t. each user, previous studies (Wasserman & Zhou! |2010; |[Hall et al., [2013) cover an asymptotic
scenario with respect to the number of samples n, for fized e. In contrast, our study highlights new behaviors
for this problem. For each sample size, we emphasize the presence of two regimes: when the order of € is
larger than some threshold (dependent on n) that we provide, privacy can be obtained with virtually no
cost; when e is smaller than this threshold, it is the limiting factor for the accuracy of estimation.

To the best of our knowledge, the only piece of work that studies this problem under central privacy when € is
not supposed constant isBarber & Duchi| (2014). They study histogram estimators on Lipschitz distributions
for the integrated risk. They conclude that the minimax risk of estimation is max (n_2/ 34 (ne)_l), showing
how small € can be before the minimax risk of estimation is degraded. Our article extends such results to
high degrees of smoothness, to other definitions of central differential privacy, and to other risks.

In the literature, there exist other notions of privacy, such as the much stricter notion of local differential
privacy. Under this different notion of privacy, the problem of non-parametric density estimation has already
been extensively studied. We here give a few useful bibliographic pointers. A remarkable early piece of work
Duchi et al|(2016) has brought a nice toolbox for deriving minimax lower bounds under local privacy that
has proven to give sharp results for many problems. As a result, the problem of non-parametric density
estimation (or its analogous problem of non-parametric regression) has been extensively studied under local
privacy. For instance, [Butucea et al.| (2019)) investigates the elbow effect and questions of adaptivity over
Besov ellipsoids. [Kroll| (2021)) and |Schluttenhofer & Johannes| (2022)) study the density estimation problem
at a given point with an emphasis on adaptivity. Universal consistency properties have recently been derived
in |Gyorfi & Kroll| (2023). Analogous regression problems have been studied in [Berrett et al.| (2021) and in
Gyorfi & Kroll| (2022)). Finally, the problem of optimal non-parametric testing has been studied in [Lam-Weil
et al.| (2022]).

1.2 Contributions

In this article, we investigate the impact of central privacy when the privacy budget is not constant. We
treat multiple definitions of central privacy and different levels of smoothness for the densities of interest.

In terms of upper-bounds, we analyze histogram and projection estimators at a resolution that captures
the impact of the privacy and smoothness parameters. We also prove new lower bounds using the classical
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packing method combined with new tools that characterize the testing difficulty under central privacy from
Acharya et al.| (2021e); Kamath et al|(2022); [Lalanne et al.|(2023a).

In particular, for Lipschitz densities and under pure differential privacy, we recover the results of [Barber &
Duchi| (2014) with a few complements. We then extend the estimation on this class of distributions to the
context of concentrated differential privacy (Bun & Steinke} [2016)), a more modern definition of privacy that
is compatible with stochastic processes relying on Gaussian noise. We finally investigate higher degrees of
smoothness by looking at periodic Sobolev distributions. The main results are summarized in Table

H e-DP Equation \ p-zCDP Equation
Upper-bound: Upper-bound:
O (max {n_Q/B,(ne)_l}) O(max{n_2/3,(n\/ﬁ)_l})
(Barber & Duchi} 2014)) & Theorem Theorem
Lipsohitz Lower-bounds: Lower-bounds:
Equation -Pointwise:  (max {n=%3, (ne)~1}) -Pointwise:  (max {n=%3, (n,/p)"'})
Theorem [2| & Corollary Theorem [2| & Corollary
-Integrated: Q (max {n=%3, (ne)~1} -Integrated: Q (max {n=%/3,(n/p)"'})
(Barber & Duchi, 2014) & Theorem Theorem

Upper-bounds:
~pper-bounds. .
-Pure DP: O (max<{n~ e , (ne)_ﬁfw? })

Upper-bound:

Theorem i 0 (max {717 22 7 (n\/ﬁr;ﬁ })
Periodic Sobolev — 25 ne .
-Relaxed: max<{ n™ 25+1, [ ——2_ Theorem |4
Smoothness 3 <\/ ln(1253/6))

Lower-bound:
Q (max {n_%, (n\/,ﬁ)_ﬁzif1 })
Theorem

Equation @ Section
Lower-bound:
283 28
Q (max {nfm, (ne)” 741 })
Theorem [Sl

Table 1: Summary of the results

The paper is organized as follows. The required notions regarding central differential privacy are recalled in
Section[2] Histogram estimators and projection estimators are respectively studied in Section [3] on Lipschitz
densities, and in Section [d] on periodic Sobolev densities. A short conclusion in provided in Section

2 Central Differential Privacy

We recall in this section some useful notions of central privacy. Here, X and n refer respectively to the
sample space and to the sample size.

Given two datasets X = (X1,...,X,),Y = (Y1,...,Y,,) € X", the Hamming distance between X and Y is
defined as

dham (X, Y) =Y Tx,zv; -
i=1

Given € > 0 and ¢ € [0,1), a randomized mechanism 9 : X™ — codom (M) (for codomain or image of M)
is (e, 9)-differentially private (or (¢, 4)-DP) (Dwork et all 2006bza) if for all X,Y € X" and all measurable
S C codom (9):

dham (X,Y) <1 = Poy (M(X) € 5) < ePon (M(Y) € 5)+4, (1)

where dyam (-, -) denotes the Hamming distance on X'™.

In order to sharply count the privacy of a composition of many Gaussian mechanisms (see/Abadi et al.|(2016))),
privacy is also often characterized in terms of Renyi divergence (Mironov, [2017)). Nowadays, it seems that
all these notions tend to converge towards the definition of zero concentrated differential privacy (Dwork &
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[Rothblum| [2016}; [Bun & Steinke, [2016). Given p € (0, 4+00), a randomized mechanism 9t : X™ — codom (9M)
is p-zero concentrated differentially private (p-zCDP) if for all X,Y € X",

dpam (X, Y) <1 = V1 < a < +00, Dy (M(X) ]| M(Y)) < par (2)

where D, (+]| -) denotes the Renyi divergence of level «, defined when o > 1 as

1 AP\t
D. (P|| Q) ::a_lln/(dQ) dQ .

For more details, we recommend referring to the excellent article van Erven & Harremoés| (2014)).

There are links between (e, 0)-DP and p-zCDP. For instance, if a mechanism is p-zCDP, then (Bun & Steinke
2016L Proposition 3) it is (¢, §)-DP for a collection of (¢, d)’s that depends on p. Conversely, if a mechanism
is (¢,0)-DP, then (Bun & Steinke| [2016, Proposition 4) it is also €2 /2-zCDP.

Given a deterministic function f mapping a dataset to a quantity in R?, the Laplace mechanism (Dwork:
2006b) and Gaussian mechanism (Bun & Steinke, [2016]) are two famous ways to turn f into a private
mechanism. Defining the [ sensitivity of f as

Aif = sup [ F(X) = FOY)]],
X, YEX ™ dpam (X,Y)<1

the Laplace mechanism instantiated with f and € > 0 is defined as

X s £+ 221y

where L£(I;) refers to a random vector of dimension d with independent components that follow a centered
Laplace distribution of parameter 1. Notice that we took the liberty to use the same notation for the random
variable and for its distribution. We made this choice for brevity, and because it does not really create any
ambiguity. It is (¢, 0)-DP (simply noted e-DP) (Dwork et al., [2006a3b). Likewise, defining the L? sensitivity
of f as

Aof = sup [F(X) = FOY)], -
X, YE€X™:dham (X,Y)<1

the Gaussian mechanism instantiated with f and p > 0 is defined as

X = f(X)+ %N(O,Id) ,

where N (0, I;) refers to a random vector of dimension d with independent components that follow a centered
Normal distribution of variance 1. It is p-zCDP (Bun & Steinkel [2016)).

A quick word on local privacy. Central privacy comes with the hypothesis of a trusted aggregator (also
known as a curator, hence the alternative name a "trusted curator model" for central privacy, which is also
known under the name global privacy) that sees the entire dataset, and builds an estimator with it. Only
the produced estimator is private. In order to give an example, this is like having a datacenter that stores
all the information about the users of a service, but only outputs privatized statistics.

Local privacy on the other hand does not make that hypothesis. Each piece of data is anonymized locally
(on the user’s device) and then it is communicated to an aggregator. Any locally private mechanism is also
centrally private, but the converse is not true.

At first, local privacy can seem more appealing : it is indeed a stronger notion of privacy. However, it
degrades the utility much more than central privacy. As a result, both notions are interesting, and the use
of one or the other must be weighted for a given problem. This work focuses on the central variant.
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3 Histogram Estimators and Lipschitz Densities

Histogram estimators approximate densities with a piecewise continuous function by counting the number of
points that fall into each bin of a partition of the support. Since those numbers follow binomial distributions,
the study of histogram estimators is rather simple. Besides, they are particularly interesting when privacy
is required, since the sensitivity of a histogram query is bounded independently of the number of bins. They
were first studied in this setup in Wasserman & Zhou/ (2010), while Barber & Duchil (2014]) provided new
lower-bounds that did not require a constant privacy budget.

As a warm-up, this section proposes a new derivation of known results in more modern lower-bounding
frameworks (Acharya et al. |2021e; [Kamath et all 2022; |[Lalanne et al., [2023a), and then extends these
upper-bounds and lower-bounds to the case of zZCDP. Furthermore, it also covers the pointwise risk as well
as the infinite-norm risk.

Let h > 0 be a given bandwidth or binsize. In order to simplify the notation, we suppose without loss of
generality that 1/h € N\ {0} (if the converse is true, simply take h’ = 1/[1/h] where [x] refers to the
smallest integer bigger than ). [0, 1] is partitioned in % sub-intervals of length h, which are called the bins
of the histogram. Let Zi,...,Z;,, be independent and identically distributed random variables with the
same distribution as a random variable Z that is supposed to be centered and to have a finite variance.
Given a dataset X = (X71,...,X,,), the (randomized) histogram estimator is defined for = € [0, 1] as

ﬁ'hiSt(X_)(fE) — Z ]lb(;p)% (; 1,(X;) + Zb) . (3)

bebins

We indexed the Z’s by a bin instead of an integer without ambiguity. Note that by taking Z almost-surely
constant to 0, one recovers the usual (non-private) histogram estimator of a density.
3.1 General utility of histogram estimators

Characterizing the utility of typically requires assumptions on the distribution 7 to estimate. The class
of L-Lipschitz densities is defined as

oy .= {71' e C°([0,1],Ry) (4)

{w,y €[0,1],In(y) = m(x)| < Lly — 2 , } .
f[o,l] T=1.

The following general-purpose lemma gives an upper-bound on the error that the histogram estimator makes
on Lipschitz distributions:

Lemma 1 (General utility of ) There exists Cp, > 0, a positive constant that only depends on L, such

that
. 1 V(Z
sup  sup Ex pon s ((ﬁh‘St(X)(xo) - 77(1‘0))2) <y, (h2 +—+ g 2)) .
z0€[0,1] TFEG)EP T nh n2h

The proof is given in Appendix The term h? corresponds to the bias of the estimator. The variance
term ﬁ + xgig exhibits two distinct contributions : the sampling noise < and the privacy noise ngg

In
. nh
particular, the utility of 7"t changes depending whether the variance is dominated by the sampling noise
or by the privacy noise.

3.2 Privacy and bin size tuning

#MsE(X) is a simple function of the bin count vector f(X) := (37 Ly, (Xi),..., > iy Ly, , (X)), In
particular, since the bins form a partition of [0, 1], changing the value of one of the X’s can change the values
of at most two components of f(X) by at most 1. Hence, the I; and [5 sensitivities of f are respectively 2
and v/2. By a direct application of the Laplace or Gaussian mechanisms, and by choosing the binsize that
minimizes the variance, we obtain the following privacy-utility result :

Theorem 1 (Privacy and utility of - DP case). Given e > 0, using #"% with h = max(n~='/3,
(ne)=/2) and Z = 2L£(1), where L(1) refers to a random variable following a Laplace distribution of param-
eter 1, leads to an e-DP procedure. Furthermore, in this case, there exists Cr, > 0, a positive constant that
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only depends on L, such that

sup  sup Ex pon anis ((ﬁhiSt(X)(wo) - W(l‘o))Q) < Cr max {n_2/3, (ne)_l} .
rocl01] re@bie "

Furthermore, given p > 0, using #"** with h = max(n='/3, (n\/p)~'/?) and Z = \/%N'(O, 1), where N(0,1)
refers to a random wvariable following a centered Gaussian distribution of variance 1, leads to a p-zCDP
procedure. Furthermore, in this case, there exists Cp > 0, a positive constant that only depends on L, such
that

sup  sup Ex_pen cnw ((ﬁhiSt(X)(:ro) - ﬂ(xo))2> < Cf, max {nfz/?’, (n\fp)*l} .
z0€[0,1] re@b

Note that this bound is uniform in zy, which is more general than the integrated upper-bounds presented in
Barber & Duchil (2014). In particular, by integration on [0, 1], the same bound also holds for the integrated
risk (in L? norm), which recovers the version of Barber & Duchi (2014). As expected, the optimal bin size
h depends on the sample size n and on the parameter (e or p) tuning the privacy. Also note that p-zCDP
version may also be obtained by the relations between e-DP and p-zCDP (see [Bun & Steinke| (2016])).

3.3 Lower-bounds and minimax optimality

All lower-bounds will be investigated in a minimax sense. Given a class II of admissible densities, a semi-
norm || - || on a space containing the class II, and a non-decreasing positive function ® such that ®(0) = 0,
the minimax risk is defined as

inf sup Ex _pen . ®(||7(X) —7||) ,
st Crell T

where C is a condition that must satisfy the estimator (privacy in our case).

General framework. A usual technique for the derivation of minimax lower bounds on the risk uses a
reduction to a testing problem (see|Tsybakov| (2009)). Indeed, if a family I := {my, ..., 7} C II of cardinal
m is an Q-packing of II (that is if i # j = ||m; — ;|| > 2Q2), then a lower bound is given by

inf supEx _pon . ®(||7(X) —7|])
7 s.t. Crell T

> O(N inf P (W (X - (5)
> o(Q) ,nf efhax | Px.pen 1 (P (7(X)) #19)
¥:codom(#)—{1,...,m}

For more details, see [Duchi et al.| (2016)); |Acharya et al. (2021e); [Lalanne et al.| (2023a). The right-hand
side characterizes the difficulty of discriminating the distributions of the packing by a statistical test. Inde-
pendently on the condition C, it can be lower-bounded using information-theoretic results such a Le Cam’s
lemma (Rigollet & Hiitter| 2015, Lemma 5.3) or Fano’s lemma (Giraud, 2021, Theorem 3.1). When C is
a local privacy condition, [Duchi et al. (2016|) provides analogous results that take privacy into account.
Recent work (Acharya et al., 2021e} [Kamath et al., 2022} |Lalanne et al., 2023a) provides analogous forms for
multiple notions of central privacy. When using this technique, finding good lower-bounds on the minimax
risk boils down to finding a packing of densities that are far enough from one another without being too easy
to discriminate with a statistical test.

It is interesting to note that for the considered problem, this technique does not yield satisfying lower-bounds
with p-zCDP every time Fano’s lemma is involved. Systematically, a small order is lost. To circumvent that
difficulty, we had to adapt Assouad’s technique to the context of p-zCDP. Similar ideas have been used
in [Duchi et al.| (2016) for lower-bounds under local differential privacy and in |[Acharya et al. (2021e) for
regular central differential privacy. To the best of our knowledge, such a technique has never been used in
the context of central concentrated differential privacy, and is presented in Appendix [D] In all the proofs of
the lower-bounds, we systematically presented both approaches whenever there is a quantitative difference.
This difference could be due to small suboptimalities in Fano’s lemma for concentrated differential privacy,
or simply to the use of a suboptimal packing.



Published in Transactions on Machine Learning Research (08/2023)

3.3.1 Pointwise lower-bound

The first lower-bound that will be investigated is with respect to the pointwise risk. Pointwise, that is to
say given xg € [0, 1], the performance of the estimator # is measured by how well it approximates 7 at zg

with the quadratic risk Ey _pen ((ﬁ(X)(xo) - W(.ro))Q). Technically, it is the easiest since it requires a

"packing" of only two elements, which gives the following lower-bound:

Theorem 2 (Pointwise lower-bound). There exists C, > 0, a positive constant depending only on L such
that, for any xo € [0,1], there exist ng(xo, L) € N and co(xo, L) > 0 such that for any n > ng, and any
a>co/n

inf sup Ey_pon ((fr(X)(:co) - W(mo))2> > C’L_lmax{nﬂ/{ (na)*l} , (6)

7s.t.C ﬂ_egiip

where a = € when the condition C is the e-DP condition and o = \/p when C is p-zCDP.

Proof idea. Let xg € [0,1]. As explained above, finding a "good" lower-bound can be done by finding and
analyzing a "good" packing of the parameter space. Namely, in this case, we have to find distributions on
[0,1] that have a L-Lipschitz density (w.r.t. Lebesgue’s measure) such that the densities are far from one
another at xg, but such that it is not extremely easy to discriminate them with a statistical test. We propose
to use a packing {P, P4} of two elements where g is the constant function on [0, 1] (hence Py is the uniform
distribution) and f deviates from g by a small triangle centered at zy. The two densities are represented in

Figure

After analyzing various quantities about these densities, such as their distance at xg, their KL divergences
or their TV distance, we leverage Le Cam-type results to conclude. O

The full proof can be found in Appendix [E]

Additionally, we can notice that, when applied to any fixed z¢ € [0, 1], Theorem |2 immediately gives the
following corollary for the control in infinite norm :

Corollary 1 (Infinite norm lower-bound). There exists C, > 0, a positive constant depending only on L
such that there exist no(L) € N and co(L) > 0 such that for any n > ng, and any o > co/n

inf sup Ex_pen . [7(X) - 7|2, > C; ' max {n_2/3, (na)_l} ) (7)

7s.t.C ﬂ_eeiip
where o = € when the condition C is the e-DP condition and oo = \/p when C is p-zCDP.

On the optimality and on the cost of privacy. Theorem [T, Theorem [2] and Corollary [I] give the
following general result : Under e-DP or under p-zCDP, histogram estimators have minimax-optimal rates
of convergence against distributions with Lipschitz densities, for the pointwise risk or the risk in infinite
norm. In particular, in the low privacy regime (“large” «), the usual minimax rate of estimation of n~3 is
not degraded. This includes the early observations of [Wasserman & Zhoul (2010)) in the case of constant
(€ or \/p). However, in the high privacy regimes (o < n~3), these results prove a systematic degradation
of the estimation. Those regimes are the same as in |Barber & Duchi| (2014), the metrics on the other hand
are different.

3.3.2 Integrated lower-bound

The lower-bound of Theorem is interesting, but its pointwise (or in infinite norm in the case of Corollary
nature means that much global information is possibly lost. Instead, one can look at the integrated risk
Expen +[|7(X) — m||3,. Given Lemma (1| and the fact that we work on probability distributions with a
compact support, upper-bounding this quantity is straightforward.

The lower-bound for the integrated risk is given by :
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Theorem 3 (Integrated lower-bound). There exists Cp, > 0, a positive constant depending only on L such
that, there exist no(L) € N and co(L) > 0 such that for any n > ng, and any o > co/n

_inf | sup Ex pen 4| 7(X) — 7|2, > O max {n72/3, (noz)fl}

T st Tl'E@’iip

where o = € when C is the e-DP condition, and o = \/p when C is the p-2zCDP condition.

Proof idea. If we were to use the same packing (see Figure[l) as in the proof of Theorem [2] the lower-bounds
would not be good. Indeed, moving from the pointwise difference to the L? norm significantly diminishes
the distances in the packing. Instead, we will use the same idea of deviating from a constant function
by triangles, except that we authorize more than one deviation. More specifically, we consider a packing
consisting of densities f,,’s where the w’s are a well-chosen family of {0, 1}™ (m is fixed in the proof) (Van der

Vaart), [1998). Then, for a given w € {0,1}™, f,, has a triangle centered on mil iff w; #£ 0.

We then leverage Fano-type inequalities, and we use Assouad’s method in order to find the announced
lower-bounds. O

The full proof is in Appendix [F]

Since the lower-bounds of Theorem [3] match the upper-bounds of Theorem [T} we conclude that the corre-
sponding estimators are optimal in terms of minimax rate of convergence.

4 Projection Estimators and Periodic Sobolev Densities

The Lipschitz densities considered in Section [3| are general enough to be applicable in many problems.
However, this level of generality becomes a curse in terms of rate of estimation. Indeed, as we have seen,
the optimal rate of estimation is max (n~%/%, (ne)~1). To put it into perspective, for many parametric
estimation procedures, the optimal rate of convergence usually scales as max (n‘l, (ne)_2) (Acharya et al.
2021e). This section studies the estimation of smoother distributions, for different smoothness levels, at
the cost of generality. In particular, it establishes that the smoother the distribution class is, the closer
the private rate of estimation is to max (n‘l, (ne)_2). In other words, it means that the more regular the
density is supposed to be, the closer we get to the difficulty of parametric estimation.

When the density of interest 7 is in L2([0,1]), it is possible to approximate it by projections. Indeed,
L?([0,1]) being a separable Hilbert space, there exists a countable orthonormal family (¢i)ieN\ (0} that is a

Hilbert basis. In particular, if 6; := f[o 5 ™ ¢ then

N L2
— N—~+oco
i=

Let N be a positive integer, Z,...,Zn be independent and identically distributed random variables with
the same distribution as a centered random variable Z having a finite variance. Given a dataset X =

(X1,...,X,), that is also independent of Z1, ..., Zy, the (randomized) projection estimator is defined as
RPN (X)) = 0;+—2; ) ¢; where 6;:=— (X;) . 8
79793 (X) ;_1)( +12)6; where P (8)

The truncation order N and the random variable Z are tuned later to obtain the desired levels of privacy
and utility. L2(]0, 1]) has many well known Hilbert bases, hence multiple choices for the family (¢;) ieN\ {0}
For instance, orthogonal polynomials, wavelets, or the Fourier basis, are often great choices for projection
estimators. Because of the privacy constraint however, it is better to consider a uniformly bounded Hilbert
basis (Wasserman & Zhoul, 2010)), which is typically not the case with a polynomial or wavelet basis. From
now on, this work will focus on the following Fourier basis :

¢1 (:E) =1
bon(z) = V2sin (2rkz) k> 1
Goks1(z) = V2cos (2mkz) k>1.
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Note that we used the upper notation 7t to refer to the real number 3,14 ..., which is not to be mistaken
for the lower notation 7, which is reserved for the density of the distribution of interest. This shouldn’t
introduce any ambiguity since 7t is only used locally when looking at Fourier coefficients, and is often simply
hidden in the constants.

4.1 General utility of projection estimators

By the Parseval formula, the truncation resulting of approximating the density 7 on a finite family of IV
orthonormal functions induces a bias term that accounts for Y-, v, 67 in the mean square error. Charac-
terizing the utility of #P™J requires controlling this term, and this is usually done by imposing that 7 is in
a Sobolev space. We recall the definition given in [Tsybakov| (2009): given S € N\ {0} and L > 0, the class
0% of Sobolev densities of parameters 5 and L is defined as

7(A=1) is absolutely continuous ,
03 = { m e CP(10,11,RL) < ooy (7P)° < L2,
‘/‘[071] T=1.

For a function f, we used the notation f(%) to refer to its derivative of order 8. In addition, the class @E’Sgb

of periodic Sobolev densities of parameters § and L is defined as

o = {r c 0%}

Vj€{0,....8 - 11xD(0) =xD(1) } . (9)
Finally, we recall the following general-purpose lemma (Tsybakov},2009)) that allows controlling the truncation
bias :

Fact 1 (Ellipsoid reformulation (Tsybakov, 2009)). A non-negative function m with integral 1 belongs to

@ﬁ%"b if and only if Za?ﬁef <

25 where a; = j if j is even and aj := j — 1 if j is odd.
i=1

In this class, one can characterize the utility of projection estimators with the following lemma:

Lemma 2 (General utility of ) There is a constant Cr, g > 0, depending only on L, 3, such that

. 1 N NV(Z
ﬁ'pm](X)*WH%z §OL”3( ( )) .

sup E < roj — 4+ =
P Ex~p@n qori N2 T, n2

The proof can be found in Appendix [G]

4.2 Privacy and bias tuning

The estimator #P™J(X) is a function of the sums (E;Zl P1(X)s - 2 qu(Xj)). In particular, it is
possible to use Laplace and Gaussian mechanisms on this function in order to obtain privacy. Since the
functions |¢;| are bounded by /2 for any 4, the I; sensitivity of this function is 2¢/2N and its I, sensitivity
is 2/2V/N. Applying the Laplace and the Gaussian mechanism and tuning N to optimize the utility of
Lemma [2| gives the following result:

Theorem 4 (Privacy and utility of ) Given any € > 0 and truncation order N, using 7777 with Z =

L6‘/511(1), where L(1) refers to a random variable following a Laplace distribution of parameter 1, leads to
an e-DP procedure. Moreover, there exists Cr g > 0, a positive constant that only depends on L and 3, such

that if N is of the order of min <n2f31+1 , (ne) ﬁ+13/2),

. 28
sup  Ex pen syl 777 (X) — 7|32 < Op s max {Tf%il, (ne)” BFarz } .

PSob
WE@L,E

Furthermore, given any p > 0, and truncation order N, using #P™7 with Z = %N(O, 1), where N(0,1)

refers to a random wvariable following a centered Gaussian distribution of variance 1, leads to a p-zCDP
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procedure. Moreover, there exists Cr, g > 0, a positive constant that only depends on L and 3, such that, if
N is of the order of min (n2ﬁ+1 . (ny/P) B+1)

sup EX~P®‘n m,-Hfrp”’j(X) —7r||2L2 <Crps max{ —55 L (ny/p)~ 62f1}

ﬂ.eoPSOb

We now discuss these guarantees depending on the considered privacy regime.

Low privacy regimes. According to Theorem [} when the privacy-tuning parameters are not too small
2

8
(i.e. when the estimation is not too private), the usual rate of convergence n™ 28+T is not degraded. In
particular, for constant € or p, this recovers the results of Wasserman & Zhoul (2010).

B—1/2
High privacy regimes. Furthermore, Theorem [ tells that in high privacy regimes (¢ < n™ 2F+T or
28+2
p < n” 26+1), the provable guarantees of the projection estimator are degraded compared to the usual rate
of convergence. Is this degradation constitutive of the estimation problem, or is it due to a suboptimal
upper-bound? Section [4.3] shows that this excess of risk is in fact almost optimal.

4.3 Lower-bounds

As with the integrated risk on Lipschitz distributions, obtaining lower-bounds for the class of periodic Sobolev
densities is done by considering a packing with many elements. The idea of the packing is globally the same
as for histograms, except that the uniform density is perturbed with a general C'°° kernel with compact
support instead of simple triangles. In the end, we obtain the following result:

Theorem 5 (Integrated lower-bound). Given L, > 0 there exists constants Cp g > 0, no(L,8) € N, and
co(L, B) > 0, such that for any n > ng, and any a > co/n

inf = sup Ex pon .

7 s.t. C @PS b ﬁ-(X) - ﬂ-”%Z Z CZ}B max {ni%il’ (na)f%}
1 C e o

where o = € when C is the e-DP condition, and o = \/p when C is the p-2CDP condition.

Proof idea. As with the proof of Theorem [3] this lower-bound is based on the construction of a packing of
densities f,,’s where the w’s are a well-chosen family of {0, 1}m (m is fixed in the proof). Then, for a given
w € {0,1}™, f, deviates from a constant function around — +1 if, and only if, w; # 0. Contrary to the
proof of Theorem [3| however, the deviation cannot be by a triangle : Indeed, such a function wouldn’t even
be differentiable. Instead, we use a deviation by a C* kernel with compact support. Even if the complete
details are given in the full proof, Figure [3| gives a general illustration of the packing.

Again, Fano-type inequalities (for the e-DP case), and Assouad’s lemma (for the p-zCDP case) are used to
conclude. O

The full proof can be found in Appendix [H] In comparison with the upper-bounds of Theorem [ for e-DP
the lower-bound almost matches the guarantees of the projection estimator. In particular, the excess of risk
in the high privacy regime is close to being optimal. Section [£.4] explains how to bridge the gap even more,
at the cost of relaxation.

Under p-zCDP, the lower-bounds and upper-bounds actually match. We conclude that projection estimators
with p-zCDP obtain minimax-optimal rates of convergence.

4.4 Near minimax optimality via relaxation
An hypothesis that we can make on the sub-optimality of the projection estimator against e-DP mechanisms
is that the [ysensitivity of the estimation of IV Fourier coeflicients scales as N whereas its l5 sensitivity scales

as v N. Traditionally, the Gaussian mechanism (Dwork et al., 2006a;b|) has allowed to use the ls sensitivity
instead of the [; one at the cost of introducing a relaxation term § in the privacy guarantees, leading to

(e,0)-DP

10
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A direct application of the Gaussian mechanism Dwork & Roth| (2014) thus tells that #P™) with Z =
4—WN(O, 1) is (¢,9)-DP and, by Lemma has an error bounded as

sup Ex per ooy [ (X) =772 < Crp ( 35+ + n2

PSob
FE@Lyg

<1 N 16N21n(1.25/5)).

1
BF1
Thus, choosing N of the order of min (n 251+1, (1(71“25/6)> > leads to a general error as
n .

28
T BF1
: B
SUD  Ex pon pwos [7P(X) = |72 < Op g max nT, e
reorsen I (1.25/0)

Finally, it can be interesting to look at prescribed rates for ¢ as a function of n.

Corollary 2 (Privacy and utility of with relaxation). Consider v > 0, n and integer, and 0 < ¢ <
1—161[1(677) and using #P"0 with 7 = 2\‘/[?/\“0, 1), where N'(0,1) refers to a random
variable following a centered Gaussian distribution of variance 1, leads to an (e, n%)-DP procedure. there
exists Cr.3 > 0, a positive constant that only depends on L and 3, such that if N is of the order of

1
1 B+1
1 2B8+1 n PR
min (n , (ﬂ \ﬁ) ) then

|7#77%(X) — 7|2, < Cp 5 max {n—%,PM(ln(n))(ne)—%} ,

8Inn?. Defining p :=

sup  Ex pon zpmi
ESCI T
L,

where Pg ., is a polynomial expression depending on B and 7.

Proof. Since € < 81In(n”), we have p < 24/pIn(n?). By Theorem {|the mechanism is p-zCDP, and satisfies
the claimed upper bounds for N on the considered order. By Bun & Steinke| (2016]) (that states that if a

mechanism 9 is p-zCDP, then it is (p + 2\/p1n(1/5),5)—DP for any 6 > 0) it is thus (4 pln(nY), n%)—
DP.

In order to understand the implications of this result, one must understand the role of § in (e, §)-differential
privacy. It is usually interpreted as the probability of the procedure not respecting the e-DP condition
(Dwork & Rothl |2014)). Hence, with probability ¢, the result is not guaranteed to be private. A general rule
of thumb for choosing ¢ is to take it much smaller than 1/n so that each individual of the database only
has a small chance of seeing its data leak (Dwork & Roth} [2014). Choosing 6 = 1/n" for v > 1 is hence
considered a good choice for §.

With this relaxation, the upper-bound of Corollary [2l matches the lower-bound of Theorem [5| for e-DP up to
polylog factors.

5 Conclusion

As we have seen throughout this article, under central privacy, one can usually distinguish two estimation
regimes. In the low privacy regime, on the one hand, the estimation rate is not degraded compared to its
non-private counterpart. This notably covers the early observation of Wasserman & Zhou (2010|) for constant
privacy budget. In the high privacy regime on the other hand, a provable degradation is unavoidable, and
we extended the study of such regimes beyond the cases covered in [Barber & Duchi (2014).

Besides examples in which the estimation is sharp in both regimes, we also presented some example in which
there are small gaps between the proved upper-bounds and lower-bounds. These gaps are nevertheless very
small, especially for high degrees of smoothness, and they can be bridged up to logarithmic factors with a
reasonable and quite standard relaxation.

11
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A Useful results from the litterature

Fact 2 (Neyman-Pearson & Le Cam’s lemma (Rigollet & Hiitter, [2015, Lemma 5.3)). Let Py,
P2 be two probability distributions on a measure space £, then

1
f Px.p. (¥ (X ) > = f Pxp, (¥ (X
xpsgl{w}zg{l%} x~pi (T )7&2)_2\1}:551{172}; xep: (T (X) #1) (10)
1
= 3 (1 =TV (Py,P2))

Fact 3 (Fano’s lemma (Giraud, 2021}, Theorem 3.1)). Let (Pi)ie{l,... Ny bea family of probability distributions
on a measure space . For any probability distribution Q on £ such that P; < Q for all i, and for any test
function U : X™ — {1,...,N},

N
1
Px~p, (¥ —E ~ )
ie{T?{N} X~ (F(X) N ~ Px~p; X)#1)

(11)
L+ NZ¢:1 KL(PiH Q) '

z1- In(N)

Often Q is set to % Ziil P

Fact 4 (Le Cam’s lemma for differential privacy (Lalanne et all 2023a, Theorem 1)). If a randomized
mechanism M satisfies (€,0)-DP, then for any test function ¥ : codom (M) — {1,2} and any probability
distributions P1 and Py on X we have

P n v (N (X )
Zg{l’i};} X~P® gm( ( ( ))7&@)

(1—(1—e )TV (P1,P2))" — 2ne 6TV (P1,P2)) .

l\?\’—‘

Fact 5. Le Cam’s lemma for concentrated differential privacy (Lalanne et all, (2023d, Theorem 2)] If a
randomized mechanism MM satisfies p-2CDP, then for any test function ¥ : codom (M) — {1,...,N} and
any probability distributions P1 and P2 on X,

P n g’ X
Zgﬁ”;} X~P® gm( (M (X)) # 1)

> = (1= nV/p/2TV (P1,P2)) -

l\D\>—~

Fact 6 (Fano’s lemma for differential privacy (Lalanne et al., [2023a, Theorem 3)). If a randomized mech-
anism M satisfies e-DP, then for any test function ¥ : codom (M) — {1,..., N}, any family of probability
distributions (Pi);cq1 . ny on X,

1+ Re 2TV(Pi,P;)
i NZ Zi,j 1+TV(Pi,P;)
mn P o (U (X >1— _
iE{l,?j.),(N} X~PP o (¥ (X)) # i) > )

Fact 7 (Fano’s lemma for differential privacy (Lalanne et al., 2023a, Theorem 4)). If a randomized mech-
anism M satisfies e-DP, then for any test function ¥ : codom (M) — {1,..., N}, any family of probability
distributions (Pi);cq1. Ny on X,

n? 2TV(P,,P;) 2TV(P;.P;) >
L+ 58> %1+TV(P» Py T <1+TV(P- S-))
P n v X ) > 1 — ’ L A
ie{r{f?_},(N} X~P® o (¥ (M(X)) # i) > ()
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Figure 2: Packing for Theorem

B Figures

C Proof of Lemma(ll

Let w € @Izip, zo € [0,1]. The classical bias-variance decomposition gives that
~ his 2 ~ his 2 ~ his
E ((#4(X) (o) — 7(x0))”) = (E (7" (X)(w0)) — m(w0))” +V (#(X) (o)) -

For any = € [0,1], we note bin(z) the bin of the histogram in which = falls into. Notice that, for any
zo € [0,1] and any integer 4, the random variable Ty, (4,)(X;) follows a Bernoulli distribution of probability
of success fbin(zo) m. Let us first study the bias, using the definition (3] of 7Pt

n fbin(ro) 7T(.’L')d$

nh — (o)

|E (#M5(X) (20)) — 7(z0)| =

% > " E (Lbin(ao) (Xi)) — (z0)
i=1

1 L Lh
Sf/ ‘W(I)*W(Ioﬂdl’gf/ | — xo| de < — .
h bin(zo) h bin(zo) 2

18
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/' (m(z) — 7(xo))dx
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Figure 3: Packing for Theorem

Let us now look at the variance. By independence of X;’s and Z;’s,

v (ﬁhiSt(X)(xo)) - # (ZV (]lbin(xo)(Xi)) +V (Zmn(:m)))
i=1

i (U I
=—==|n m](1- T | +V(Z)
n2h? ( ( bin(zo) ) ( bin(zo) > )
BN
= nh? \ Jyin(zo) i n2h2’

Since 7 is L-Lipschitz on [0, 1] and has to integrate to 1 (because it is a density), 7 is uniformly bounded
from above by L + 1 on [0,1]. Hence, fbin(zo) m < (L + 1)h and the result follows.

D Assouad’s lemma with concentrated differential privacy.

As the reduction to a testing problem between multiple hypotheses, Assouad’s lemma relies on similar ideas,
where the packing has to be parametrized by a hypercube. Its advantage over tools like Fano’s lemma is
that it only makes tests between pairs of hypotheses (instead of all of them at the same time). The cost of
this is that the control of the packing is slightly more difficult.

Suppose that the set of distributions of interest P contains a family of distributions (P, ),c0,13m for a certain
positive integer m. If the loss function (taken quadratic for simplicity) can be decomposed as

m

Vw,w' € {0, 13", || fo = furllfe 227> Ty sy = 27dpam (w,0) (12)

=1

where for any w, f,, represents the density of P,,, then the minimax risk can be lower-bounded as (the proof
is classical and can be found in |Acharya et al|(2021e, Section 5.4))

inf sup Ex.p+(||7(X) — 7||%2)

T s.t. Cpep
Ty - (13)
262w Preps o (VORX))#0)+Prper an (V(MX)) #1) -

=1 g:codom(M)—{0,1}

where Pi0 and P_:,1 are the mizture distributions

1 1
Pooi=gos D>, Po and Puoi=gos 37 Pu. (14)
we{0,1}™|w;=0 w€{0,1}|w;=1
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The term
Px~per o (¥ (M(X)) #0) +Px pen on (¥ (MX)) # 1)

characterizes the testing difficulty between Pi,0 and P:,1. It can be controlled by Le Cam’s lemma, and by
its variants when working under privacy (see |Acharya et al|(2021e); |[Lalanne et al|(2023al) for differential
privacy and |[Lalanne et al. (2023a) for concentrated differential privacy). Such results are reminded in

Appendix [A]
E Proof of Theorem

Let xg € (0,1). As explained in the sketch of the proof, we build a packing consisting of two elements, and
after controlling quantities such as their KL divergences or their TV distances, we leverage Le Cam-type
inequalities in order to obtain lower-bounds.

Packing construction. We define the functions fr, ;,.n,Vh > 0 as

1—Lh%*if x € [0,29 — h) U [z + h, 1],
Vz €[0,1], frazon(x):=1<1—Lh%*+ Lh+ L(x —x) if x € [x9 — h,70) . (15)
1 — Lh%? + Lh — L(x — x¢) if x € [x9, 20 + h)

Note that as soon as h < min{zg,1 — zo}, fL.zo.h € @Iiip. The case z € {0, 1} is treated in the exact same
fashion, but by considering functions that only contain "half of a spike" centered on zg. Furthermore, let us
note g the function that is constant to 1 on [0, 1] (we have g € @Iilp).

We start by recalling the total variation distance between two probability distributions, and we recall some
useful alternative expressions that are used in the proofs of this article. Given (U, 7T) a set U equipped with
a o-algebra T, and two probability measures P; and Py two probability distributions on U, and compatible
with 7, the total variation distance TV (-, -) between P; and Py is defined as

TV (P1,P2) := sup [P1(S) — P2(S)] .

SeT
Furthermore, when Py, Ps are dominated by a common o-finite measure p on (U, T), by noting p; := dd—F;l
and pg = dd—P;, the Radon-Nikodym derivatives of P; and Ps with respect to u, the following alternative

expressions to the total variation can be useful :

TV (Py,Pg) := ggglpl(s) —Pa(8)[ =Pi({p1 > p2}) — P2({p1 > p2})

:/ (p1 fpz)du:/ (p2 —p1)dp
{p1>p2} {p22p1}
1 .
= */ lp1 — paldp =1— / min(py, p2)dp -
2 Ju u
These expressions simply come from considering the events {p; > p2} and {ps > p1} that form a partition

of U, and from the relation |a — b| = a + b — 2min(a, b) for any real numbers a and b.

Jumping back to our original proof, when fr 5, » € @]iip, we can compute the total variation between Py,
and P, the distributions of probability with densities fr, ;,,n and g with respect to Lebesgue’s measure on
[0,1],

Constant part
™V (PfLng,m Pg) =1- - min (f1.20.n,9) < 1-— /[0 : 1 — Lh%dx = Lh? . (16)

Another important measure of discrepancy between probability distributions is the so-called Kullback-Leibler
(KL) divergence. For two probability distributions P and Q such that P <« Q (absolute continuity), it is

defined as &P
KL (P||Q) = /ln (dQ) dP .
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Back to our problem, for h in a neighborhood of 0, we also have the following Taylor expansion on their KL
divergence:

h
g 1 1
KL (P,|Ps, . )= [ 1 il — 1—2h+2/1<)dt
s = [, (70 ) o= (gm) 0w e o (g )2,
<C(h*+0(hY) ,

where C' is a positive constant depending only on L the O only hides constant factors. Furthermore,
19(20) — fr.wo,n(z0)| = L|h?* — h| and {g, frz0,n} is thus a £|h? — h| packing of O w.r.t the seminorm
Frg= IIf =gl = 1 (o) — g(o)|.

Recovering the usual lower-bound By the classical minimax reduction as hypothesis testing Equa-

tion ,

inf sup Ex pen ((ﬁ(X)(JCo) - 7T(370))2)

7 s.t. C‘ITE@II:ip
P2’ i mf max {p (W(#(X)) 2 0)
sl - ~P®" & 5
4 7 s.t. C\I,:@Tzipﬁ{()’l} X~PgT,

Proper 1 (D(H(X)) £ 1)}

fr,zg,n’

Fact@l L2, 2 ®n pn
> S (1—h) (1—TV(Pg ,PfL,IOYh)) (18)

Pinsker [,2 n n
Z §h2(1 - h)2 (1 - \/KL (P§ || P?L,mo,h) /2>

Tensorization L2
e R (1 h)? <1 —\/nKL(Py|IPy, ., ) /2)

%hQ(l — 1)’ <1 - \/;‘ <h33LQ +O(h4))> .

The second inequality comes from the so-called Le Cam’s lemma Rigollet & Hiitter| (2015 that lower-bounds
the testing difficulty (without further constraints) between two distributions. The next inequality comes from
the so-called Pinsker’s inequality [Tsybakov (2009)), that states that for two probability distributions P and
Q, TV (P,Q) < /KL (P||Q) /2. The last inequality is the result of the so-called tensorization property of
the KL divergence that states that for two probability distributions P and Q, and for an integer n > 1,
KL (P#"[|Q%") < nKL (P] Q).

When possible (i.e. when n is big enough), setting h = (ﬁ)l/3 leads to, for n big enough (so that

1—h>1/2and |O(h?)| < %)7

2 L2 1 2/3 2/3
2o smp Exeper s (¢ ) (o0) = m@0)®) 2 G <4L2) A
L

This implies the first lower bound.

e-DP overhead. By Equation and by Le Cam’s lemma for differential privacy on product distributions

(Fact [4),

2 e
inf  sup Ey_pen s ((ﬁ(X)(mo) - W(xo))Q) > Th(1 - h)% TV (Psy g.n-Po)

7 e-DP Tl'E@Iiip
@ 12 2
> < h2<1 _ h>26—Lneh )
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When possible (i.e. when ne is big enough), setting h = 1/4/ne leads to, when ne is large enough to ensure
1—-h>1/2,

L?e L

35 (ne)~t.

infsup By pon o ((#(X)(20) — 7(0))°) >
‘ITE—DPﬂ_e@iip T

p-zCDP overhead. By Le Cam’slemma for zero-concentrated differential privacy on product distributions

(Fact [5) in (L8),

L2
Jinf sup Ex pen o ((F(X)(w0) = m(20))?) = ThA(1 = W) (1= n/p/2TV (Py, ., 00Ps))
7 e-DP TFE@IEIP 0 8

@) 12

> TR —hy (1 - n\/pTQLhQ) .

1/2
When possible (i.e. when n,/p is large enough), setting h = (m) leads to, when n,/p is large
enough (so that 1 —h >1/2),

. . 2 L 1
n - > = .
N ,i?énp Wigl%p Expen 4 ((W(X)(fvo) m(20)) ) > 51(Vp)

F Proof of Theorem 3

Let m € N\ {0} that will be fixed later in the proof. As explained in the sketch of the proof, we build a
packing consisting of functions that are parametrized by a vector w € {0,1}™. After controlling quantities
such as their pairwise TV distances, and their KL divergences to the uniform distribution, we leverage
Fano-type inequalities in order to obtain lower-bounds.

Packing construction. For any w € {0,1}™ different from 0 and any h > 0, we define the function gz, , p,
as
1 m
9L,w,h = m Zwi'f”wl‘lL’ﬁAﬁ y (19)
i=1

where the functions f are defined in . Note that gr ., n is L-Lipschitz and that as soon as h < hy, =

m it is also a valid density so that g .n € @If:ip . Notice that the function gr ., is constant to

1 — ||wl||1 Lh? everywhere except on each interval [# —h, =g+ h} with ¢ such that w; # 0, on which it

deviates by a triangle of slopes +L and —L.

By denoting by K the triangle kernel such that K(t) = Ltl_j 0(t) — Ltlp)(t), it might be easier to
visualize gr, , n as

ED, grua®)=1- ol [ K+> wk <t—1) , (20)

= m-+ 1
where [ K = Lh?.
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For w,w’ € {0,1}" and for h small enough (i.e. h < h,,), we can bound the total variation between P,
and P as

L,w,h

9L,w’ h

TV (PQL,u,h 91w’ h / |9L w,h — 9L,w’ h|

22/’n<w’u1—nwn /K+Zw—wl (- mil)‘

<5 1l = ol |/K+Z|w al i (= )

—Z(IIIw’Ill—Ilwllllerham (o«w’))/K (21)
< mLh?. (22)

The KL divergence between Py, . and Py, with g the density constant equal to 1 on [0, 1], satisfies

KL (P

gL,w,h

|Pg) :/ In (QL,w,h)gL,w,h
[0,1]
=1In (1 — ||lw[1Lh?) (1 = ||lw|1LRE?) (1 — [jw||12R)
h
+ 2||w||1/ In (1 — |jw|[iLh* + Lt) (1 — |jw||s Lh* + Lt) dt
0
In(14-)<- , , (23)
< (“llwlliLh®) (1 = llwll Lh?) (1 = ||w][12h)
h
+ 2||wll1 / (—llwlliLh® + Lt) (1 — |jw|[1 Lh* + Lt) dt
0

Caleulus L2
= wll k(2 = 3[|w]l1h) -

Finally, we lower bound the squared L? distance between gr, o, r, and gr, o 5

J
—Zﬂm/f (010~ ) [ 16+ e (1= )Y
>Zﬂwﬁéw /+ (5 (=g = s = ol [ 1) e
2;]1“”’” 1 {< <t m+1>> (24)
2k (1= ) el = Wl [ & a
> i (,) (/K2‘2m</K>>

> 2dpam (w,w") L < )

2dpam (W, W) LQh3 (1 3mh)
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By the Varshamov-Gilbert theorem (Tsybakov, 2009, Lemma 2.7), as long as m > 8, there exist M € N
and w @, ... w®™) € {0,1}™ such that M > 2™/8 w(® = {0} and i # j = dpam (WD, w0)) > m/8.
According to , the family (gva(i):h)i:L...,M is then an Q = % M packing of @Iiip for the

L? distance.

Recovering the usual lower-bound. By Equation (5)) with ®(-) := (-)? and || - || the L? norm,

_inf  sup Eyx _pon . </ (#(X) — 7r)2>
ot Creoli RN CRY

mL?h3 (1 — 3mh)
> i ; . X ~ .
> I ,nf W:@E}gﬁ oy Pxpgr (U (#(X)) #9)

1 n
roct @ mL2h? (1 —3mh) (| L+ 37 2h<icn KL (Pg’w(i),h‘
= 48 In(M) (25)

P)

&Hw|h§>m¢M22’”'/s mL?h? (1 — 3mh) ) 1+ %znmh3(2 — 3mh)
- 48 In(2)m/8

Tensorization mL2h3 (1 - 3mh) 1 L+ % ZlSiSJVI KL (PgLyw(i),h
B 48 In(M)

So, by choosing m = [nl/ 3} and h = > where c is a positive constant small enough we get, for n big enough,

inf  sup Ex pon . / (#(X)—m)? | >C(n)"??,
*eDP o celiv T [0,1]

where C' is a positive constant depending only on L.

e-DP overhead. By the same reduction and Fano’s lemma for differential privacy on product distributions
(Fact [6), we get for any h < Ay,

_inf  sup Ey, pen . (/ (M(X) — 7r)2>
7P cue T \Jio

> mIL?h3 (1 — 3mh) 1 L+ %2 Elﬁi;jSM v (PgL,w(i>,h,’ PgL,w(j),h)
- 48 In(M)

&1@2’"/8 mL*h® (1 —3mh) (- 1+ 2nemLh?
- 48 In(2)m/8

So, by choosing m = [y/ne] and h = £ where c is small enough a positive constant (depending only on L),

we get, as soon as min(n, ne) is big enough,

_inf  sup Eyx, _pon </ (7(X) — 7r)2> > " Hne)™t,
T [0,1]

7 e-D ﬂ_e(_)iip

where C’ is a positive constant depending only on L.

p-zCDP overhead. For p-zCDP, we present the proof using both Fano’s lemma and Assouad’s method.
We will see that Assouad gives better results
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Fano version. By again the same reduction and Fano’s lemma for zero-concentrated differential privacy
(Fact H), denoting t; ; := TV (PgL)w(i),h, PgL,wu)'h)a we get for any h < hp,

inf  sup Ex _pen . / (#(X) —7)?
frp—zCDPﬂe(_)iip XPr ( [0,1]

2
mL2h3 (1 — 3mh) 1 1+ %4219',ng (%ti,j + tz?,j)
= 48 In(M)

mL?h3 (1 — 3mh) 1+n?pd (%}12 + m2L2h4)
> 1—
- 48 In(2)m/8

2
So, by choosing m = {(n\/ﬁ) 3—‘ and h = £ for ¢ small enough (depending only on L), if % is big enough,
we get that

inf sup Ex, _pon - ( / (#(X) — 71)2> > " (ny/p) Y3
T [0,1]

7« s.t. p-zCDP ﬂ_e@iip
where C" is a positive constant depending only on L.

Assouad version. From Equation (24]), we can see that when h := = for a positive ¢ that is small enough,
the condition expressed in Equation (12)) is satisfied for 7 = Q(h3). To apply 7 the only missing ingredient
is to bound the testing difficulties between the mixtures on the hypercube.

In the sequel, P,, is used as a short for Py, . We need to bound the total variation between the mixtures
on the hypercube (see (14))) as

1 1
TV (o, Puin) = TV | 5o > Pysns g > Por o

we{0,1}™|w; =0 we{0,1}|w;=1
1 1
T 9om—1 E 9L,w,h — E 9L,w,h
we{0,1}™|w;=0 w€e{0,1}™|w;=1
1 Z
= 2m (gL,(UJl ..... wi_l,O,wi+1...,wm),h_
wl,...,wi_l,wi+1...,wm€{0,1}

gL7(w17~~,wi—1717wi+1-~~7wm);h)

9L (w1, wi—1,0,wi 41, wim ) h

§2im > /

Wl seensWim 1,Wid 1-,wm €{0,1}

gL,(wl,...,w,-,,l,1,w13+1...,wm),h

1) 1

< 5w > 2Lh?
W1 yenny wi_l,wi+1...,wm€{0,1}

— 0 (1?)

Here and in the sequel, the asymptotic comparators only hide constants and terms that depend on L. All
in all, by using Le Cam’s lemma for product distribution and p-zCDP Fact |p, and by Equation , since
7 = Q(h?®) we obtain

inf sup  Ex pen 4 (/[o . (#(X) — 71-)2> =Q (mh*) (1 —n/pO (h?)). (26)

7 p-zCDP PSob
P WE@L,E
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-1
Setting h = (nﬁ) * concludes the proof.

G proof of Lemma [

Let m € @PSOb We have,

E (/[0,1] (77703 (X) —71')2> Parseval g <Z (9 —0; + Z> Z 02>

=1 1=N-+1
N “+o0
:Z (( —0; + Z>>+Zef.
i=1 i=N+1

Furthermore, for any i, since Z is centered

A 1 — 1 — X iid.
e(0:) -k w2 i) | = D) = Ex-pgri(X1) = [ 76 =6,

Hence, for any i, since Z; is independent from the dataset

A 1 2 PN 1 Independence of X 1 n 1
E ((eieﬁnzi) >V(9i) +5V(Z) = —QZ N+ 5V (Z)
l¢:|<V2 9 1
< T4+ V(2.
-~ n + n? (2)
Finally, with a; :== j — 1, Fact [1| allows bounding ZZ i1 07 as
Factm 1 L2
2 282 26 2
ZG< Za 01§N252a = N2B 26

1=N+1 1=N+1
This yields the conclusion with Cf, g == max(2, L?/m??).

H Proof of Theorem

Let us consider the following well-known function :
Ve eR, Ky(z):= e_ﬁ]l(_m)(x) .

We can notice that for any S > 0 there exists v > 0 such that the kernel K(x) := vKy(2x) satisfies
K € C*(R,[0,+00)), f(K(ﬂ))2 < 1and K(z) > 0 iff x € (-1/2,1/2). Furthermore, for any ¢ € N,
K@ (z) =0 for every x € (—o0, —1/2] U [1/2, +00).

Packing construction. Let m € N\ {0} that will be fixed later. For any h > 0, and w € {0,1}™, we
define the function gr, g, 4 as,

T — —t
Ve € [0,1], grpwn(x)=1—|w|: Lh5+1/K+LhﬁZwl (}:"“) . (27)
=1

Note that when h < 15 we have fol 918w,k = 1; when mh [ (K(ﬁ))2 <1, we have g1, g 5 > 0; and when

both hold we have gL ﬁ wh € @PSOb (see Equation @)) Indeed, under these hypotheses, the periodicity
conditions are immediate (the functlon is constant on neighborhoods of 0 and 1, with the same value). The
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energy of the Sth derivative can be bounded as

m i (B)
J6ea) = ] (15 (e ()

=1

S ()

=1

. 2
dlSJOll’lt support L2 Z / ( < mf‘rl ))

:Lth/ KW) §L2.

In the sequel of this proof, this hypothesis will always be satisfied asymptotically for all the values of m and
h that will be considered. From now on, we may consider it valid.

Given h > 0 and w,w’ € {0,1}™, when g1 g,w h, 91,80,k € 625[;31), we can bound the total variation between
Porgwn and Py, o as,
1
v (PgL,B,w,ha PgL,ﬁ,w/‘h =5 [ 190800 = 9L,8.0 1l

/’II W'l = |lwllh) h6+1/K+Zw —w;)Lh K( _;;1“)‘

m _
Y L Ry LSO o wlu;hmx( h>

= 5 (11 = ol + i <w,w'>)Lhﬂ+1 [x (28)
< mLhPL . (29)
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The KL divergence between Py, , . and P, the uniform distribution on [0, 1], is bounded as

KL (P

9L,B,w,h

Pg) Z/ 1n(9L,/3,w,h)9L,/3,w,h
[0,1]
:/ In (1— ||w||1Lh5+1/K> (1— ||w||1Lhﬁ+1/K> it
[0\ Ui 0 ey — & i 4 2]
+ ||w||1 (1 — |lwll1 Lhﬂ+1/K+Lh@K (h)>
(1 — Jlw|[s LA H /K + Lh’K (2)) dt
In(14)<-
< el (“letuzet [ &) (1= etz [ ) (30)
el [ (et [ xe i (1))
(1 =l LREH /K LW K (2)) it

Calgllus ||w||1L2h25+1/K2_ ||w||%L2h25+2/K

‘-

< |jw|| L2281 /K2 < mLQhQB“/KQ.
Finally, the squared L? distance between g1, 5.,.» and g1, 5./ can be lower bounded as,

/ (9L.Bah — ILBar h)
[0,1]

; 2
T3 PR
—Zﬂwﬁéw / . (Lhﬁ“(lw’lll = ||W|\1)/K+(wi—wg)Lh5K (;;Hl)) dt

m—+41
i

" e 1 , ’
S N b ) A L Ay R

=1 m+1 2
i h ; 2 (31)
>3 ) (e (L
o Z wiFh; /L,ﬁ h
=1 m+1 2

2K ( h “) LR wolly = [/l }
2
> o (w0, 0") L2H2+ ( JESEED ( / K) ) .

By the Varshamov-Gilbert theorem (Tsybakov, [2009, Lemma 2.7), as long as m > 8, there exist M € N
and w@, ..., w®™) € {0,1}™ such that M > 2™/8 w(® = {0} and i # j = dpam (W, W) > m/8.

According to (3I), the family (gL,ﬁ,w”),h)i:l _yisthenaQ = %\/?LQhw‘*‘l (f K2 —2mbh ([ K)Q) packing

of @PSOb for the L2 distance.
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Recovering the usual lower-bound. By Equation (5) with ®(-) := (-)? and || - || the L? norm,
inf  sup Ex pon ; / (#(X) —m)°
st C o @PSub [0,1]

e[ [

f f P n (P(7(X )
7 lI}E Cw: @PS}}B—){O 1} i= maXM XNP@L Brw(®) h o ( (ﬂ—( )) 7& Z)

2
Faitlf 26+ (/K2—2mh</ ))

1—

2
Tensogzation gmhzﬁ_ﬂ (/ K2 —9mh (/ K) )

1—

1+ % ZlSiSM KL (P®” P?") (32)

9r,8,w(®)

In(M)

P)

1+ 47 Z1gz‘§M KL (PQL,BM(i),h
In(M)

Edemz2mt 2 - ? L4 nmL2h?H! [ K2
> mh K?—2mh|( | K 1 :
32 In(2)m/8

Finally, setting m = [nﬁ-‘ and h = ;= for ¢ small enough gives that, for n big enough,

23
inf sup E XPE" 4 / (#(X) — 7r)2 > (O lp~ ,
T e-DP ﬂ.eoPSob [0,1]

where C' is a positive constant depending only on L and £.

e-DP overhead. By the same reduction and Fano’s lemma for differential privacy on product distributions
(Fact @, we get

inf ~ sup Ex pon / (#(X) —7)?
[0.1]

7 e-DP e@PSob
L2
> 3—2mh25+1 /K2 — 2mh </K

>2
1+ 3521 ciyenr TV (P
In(M)

@ foese (foctam ([ )') (1- L)

Setting m = [(ne)ﬁ—‘ and h = -~ for ¢ small enough leads to, for ne big enough,

L,8,w® 0’ PgL,ﬁ,w(J'),;L)

1—

_ 28
inf ~ sup Ex _pen , / (A(X) =) > O (ne) AT
# eDP @I’Sob [0,1]

where C’ is a constant depending only on L and £.
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p-zCDP overhead. For p-zCDP, we present the proof using both Fano’s lemma and Assouad’s method.
We will see that Assouad gives better results.

Fano version. By again the same reduction and Fano’s lemma for zero-concentrated differential privacy
(Fact ﬂ), denoting ¢; ; := TV (P ), we get

IL.p,w(@,n’ PgL,B,uU),h

inf sup Ex pon 4 / (#(X) —7)?
[0,1]

7« p-zCDP 6@Psob
12 2
> 3—2mh2B+1 /K2 — 2mh (/ K)

(1_ 421<23<M wtisg +t22,j>

In(M)
2 e (fae e ([x))

mLRB+1
1+4n%p (Lhan + (mLhP+? fK)Z)

In(2)m/8

1—

So, by choosing m = [(n\/ﬁ) ﬁ—‘ and h = = for ¢ small enough, if n,/p and W = (n\/ﬁ) T /\/P
ny/p)2P+1
are big enough,

Jinf  sup Ex _pen fr/ (#(X) —7)* > " ! (n\fp)_ﬁff/z’ ’
"o

where C” is a constant depending only on L and §.

Assouad version. From Equation , we can see that when h := £ for a positive ¢ that is small
enough, the condition expressed in Equatlon is satisfied for 7 = Q(h25+1). To apply ., the only
missing ingredient is to bound the testing diPﬁClﬂtleb between the mixtures on the hypercube.
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In the sequel, P, is used as a short for Py, . . We need to bound the total variation between the mixtures
on the hypercube (denoted P:0 and P, cf ) as

TV (P, Pyin)

= %2?1_1/ Z 9L,B,w,h — Z 9L.B.w;h

we{0,1}™|w;=0 we{0,1}™|w;=1
1
= om § : (gL’ﬁv(wl7"'vwi—1707W7T+1'--7Wm)7h_
W1y Wi— 1,Wi4 1w €{0,1}

gL,@(wl7~~,wi—1,l,wi+1m,wm),h)

IN

D |

W1y, Wi 1,Wi41--,wm €{0,1}

9L.B, (w1 e swi—1,0,Wi g1, Wi ), h

9L.B (w1, wiz1,1,Wig 1. 0m ),k

B 1
e o > 2LK7 T / K

W1 ey Wim 1,Wig1-00,wm €{0,1}

=0 (hH) .

Here and in the sequel, the asymptotic comparators only hide constants (such as [ K or [ K?) and terms
that depends on L and 8. All in all, by using Le Cam’s lemma for product distribution and p-zCDP (Fact ,
and by leveraging Equation , with 7 = Q(R25+1),

inf  sup Ex_pen / (#(X) = 1)2 = Q (k) (1 - ny/p0 (W*41)). (33)
© 0]

7 p-zCDP PSob ™
P TeO >0

Setting h = (n\/ﬁ)ﬁ and m = ¢/h for ¢ small enough concludes the proof by yielding a lower bound

o () 7).
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