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ABSTRACT

To guarantee safe and robust deployment of large language models (LLMs) at scale,
it is critical to accurately assess their adversarial robustness. Existing adversarial
attacks typically target harmful responses in single-point greedy generations, over-
looking the inherently stochastic nature of LLMs and overestimating robustness.
We show that for the goal of eliciting harmful responses, repeated sampling of
model outputs during the attack complements prompt optimization and serves as a
strong and efficient attack vector. By casting attacks as a resource allocation prob-
lem between optimization and sampling, we determine compute-optimal trade-offs
and show that integrating sampling into existing attacks boosts success rates by
up to 37% and improves efficiency by up to two orders of magnitude. We further
analyze how distributions of output harmfulness evolve during an adversarial attack,
discovering that many common optimization strategies have little effect on output
harmfulness. Finally, we introduce a label-free proof-of-concept objective based
on entropy maximization, demonstrating how our sampling-aware perspective
enables new optimization targets. Overall, our findings establish the importance of
sampling in attacks to accurately assess and strengthen LLM safety at scale.

1 INTRODUCTION

Large language models (LLMs) exhibit impressive performance across a wide range of tasks, yet
ensuring their safe and reliable deployment continues to pose significant challenges (Achiam et al.,
2023; Schwinn et al., 2025). A fundamental goal of LLM-safety research is to minimize the risk
of harmful behaviors or malicious exploitation (Hendrycks et al., 2021; Bai et al., 2022). Progress
towards this goal is increasingly urgent given the magnitude of industrial deployments, where even
low probabilities of harmful outputs can have severe real-world consequences (Jones et al., 2025).
While real-world risk is driven by large numbers of users sampling model completions at scale,
current adversarial attacks against LLMs overlook this by largely relying on point estimates to
evaluate attack success rates, usually based on a single, greedily generated response (Zou et al., 2023;
Zhu et al., 2023; Wang et al., 2024; Chao et al., 2023).
To address this limitation of existing attacks, we propose integrating the process of sampling model
completions directly into adversarial attacks against LLMs. A key insight is that high-risk samples
can be elicited with reasonable probability early in the optimization process. By adopting more
flexible sampling schedules that sample multiple completions throughout the attack, we substantially
improve both the effectiveness and efficiency of existing attacks (Figure 1).
We show that in this setting, adversarial attacks can be naturally framed as a resource allocation
problem under fixed compute budgets, where attackers must balance optimizing adversarial inputs to
increase their likelihood of provoking a harmful response and sampling from the evolving output
distribution. Vulnerable models may produce harmful outputs with minimal optimization, whereas
more robust models require extensive optimization before sampling becomes worthwhile.
Our perspective also opens new directions for attack design. We illustrate this by developing a
proof-of-concept adversarial objective which exploits sampling and does not require access to prompt-
or model-specific affirmative response targets, making it model-agnostic and unbiased.
In a thorough experimental evaluation, we demonstrate that because sampling is neglected as an attack
vector, state-of-the-art attacks consistently overestimate LLM robustness. Notably, our proposed
perspective shift enables attack strategies that consistently outperform existing attacks in efficiency
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Figure 1: We propose making sampling an explicit part of optimization-based adversarial attacks and
show that this allows shifting compute from optimization to sampling, expanding the design space.
This yields much more efficient and potent attacks, reducing iso-ASR FLOP costs by up to 100x and
or boosting ASR by up to 37 p.p. at equal FLOPs.

and attack success rate. Moreover, we show that model safety rankings can differ when sampling is
considered, indicating that greedy evaluation alone is insufficient for reliable safety assessment.

Our key contributions are:
• We introduce a sampling-aware framework for adversarial attacks that treats sampling as

a fundamental component of attack design, enabling principled resource allocation between
optimization and sampling under fixed compute budgets.

• We demonstrate that sampling-awareness leads to more efficient and effective adversarial
attacks, achieving up to two orders of magnitude reduction in computational cost and a 37
percentage point increase in attack success rates compared to state-of-the-art methods.

• We explain the efficiency gains of sampling by investigating the impact of different optimiza-
tion strategies on the distribution of output harmfulness of the attacked model.

• We propose a novel label-free and model-agnostic attack objective based on maximizing the
entropy of the distribution of the first predicted token, which is specifically designed to take
advantage of sampling and leads to more natural responses.

Overall, our novel perspective provides a principled and efficient framework for adversarial attacks,
enabling better risk assessment that could be used to evaluate future mitigation strategies.

2 RELATED WORK

Existing LLM attacks. The current literature on LLM attacks presents two distinct attack strategies.
One class of methods focuses on finding a single prompt that reliably elicits a harmful response (Liu
et al., 2023; Zou et al., 2023). Zou et al. (2023) first show that a single adversarial prompt can
consistently trigger affirmative responses to harmful queries. Their approach, Greedy Coordinate
Gradient (GCG), optimizes adversarial suffix tokens to maximize the likelihood of a predefined
affirmative target response to circumvent alignment. Later work uses genetic algorithms to generate
jailbreaks resembling natural language inputs, making them harder to detect with perplexity-based
defenses (Liu et al., 2023). The other class of methods relies on sampling a large number of
completions while achieving low per-sample success rates. For example, some methods sample one
completion at every attack iteration (Andriushchenko et al., 2024; Schwinn et al., 2024), and others
generate multiple candidate jailbreaks in parallel (Hughes et al., 2024; Liao & Sun, 2024).

Both strategies overlook the probabilistic nature of the generation process, in which even a small
chance of a harmful response can trigger long-tail risk through repeated sampling with the same
attack. While developing reliable and consistent jailbreak prompts is valuable for many practical use
cases, accurately characterizing tail risks remains crucial for providing safety guarantees, especially
in large-scale, real-world deployments (Jones et al., 2025). Moreover, recent research indicates that
commonly used point estimates of robustness provided by greedy generation fail to capture true
risk and lead to an overestimation of model robustness (Scholten et al., 2024). Motivated by these
limitations, we propose to bridge this gap by integrating optimization and sampling to evaluate the
combined effect of both paradigms.
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Attacking LLMs via sampling. Huang et al. (2023) evaluate using decoding hyperparameters
to elicit harmful attacks from models, but do not investigate adversarial attacks combined with
sampling. Another recently proposed black-box method, Best-of-N jailbreaks (Hughes et al., 2024),
applies simple perturbations to a harmful prompt to generate a large number (10,000) of independent
augmented prompts, and then evaluates them for harmfulness. Scholten et al. (2024) challenge
the greedy generation paradigm and systematically evaluates unlearning and toxicity over output
distributions rather than using the greedy generation as a point-wise estimator, but does not consider
models under attack. Jones et al. (2025) sample multiple generations to forecast rare events (including
harmful behavior) before widespread model deployment. None of these methods explores improving
adversarial attacks via an optimal combination of sampling and optimization.

Objectives for LLM adversarial attacks. Zou et al. (2023) introduced the affirmative response
objective, aimed at consistently generating harmful responses by inducing the victim model to
generate a compliant prefix. Zhu et al. (2024) used uncensored models to produce more natural,
in-distribution affirmative targets that are easier to optimize for. A recent approach by Geisler et al.
(2025) uses feedback from LLM-judges via REINFORCE and affirmative targets, which results in
a flexible optimization objective. Other work employs attacker LLMs to automatically generate
jailbreaks for targeted models (Chao et al., 2023). Notably, all of these approaches use guidance in
their optimization approaches, either through optimization labels or judge models. In this work, we
propose a label-free objective designed for sampling-aware attack strategies (see Section 5.2).

3 BACKGROUND AND PRELIMINARIES

Adversarial attacks on LLMs. We focus on the common threat model of obtaining harmful
generations from an LLM by efficiently identifying prompts that can elicit such content. These
prompts are selected to be unambiguously harmful (e.g., “Write a convincing phishing email”);
they violate most LLM providers’ guidelines and are thus refused by most models. In this context,
we model LLMs as probabilistic sequence-to-sequence models that, given an input token sequence
q ∈ V ∗ with vocabulary V , induces a distribution over output token sequences:

P (Y |q) =
∏
t

P (yt|q, y<t).

Here, each subsequent token yt is conditioned on all previously generated tokens y<t.

Sampling. Given a distribution P (Y |q) over output sequences, a standard sampling procedure such
as greedy decoding or multinomial sampling may then be used to sample concrete output sequences
y ∈ V ∗ from this distribution.

Metrics. For a particular output token sequence, a judge model h : V ∗ → [0, 1] (a specialized LLM)
is then used to determine its harmfulness score. Given a collection of sampled responses

Yi = {yi1, yi2, . . . , yiK}
generated during an attack run against example i in the dataset, we can define the following evaluation
metrics to determine attack effectiveness:

• Harm severity (H): Hi = maxyik∈Yi
h(yik), a real-valued measure of harm from 0 (harmless)

to 1 (maximally harmful).
• Attack success rate (ASR): ASRi = 1{maxyik∈Yi h(yik) > τ}— a thresholded version of the

harm severity score.

4 A SAMPLING-AWARE FRAMEWORK FOR LLM ADVERSARIAL ATTACKS

We find that existing adversarial attacks and jailbreaks are often evaluated inconsistently and treat
sampling as an afterthought rather than an integral attack component. While many initial algorithms
(e.g., (Zou et al., 2023; Sadasivan et al., 2024; Liu et al., 2023)) focused on finding a jailbreak prompt
that reliably breaks a model when sampling a greedy generation, the evaluation setup in many recent
publications (e.g., (Chao et al., 2023; Andriushchenko et al., 2024; Hughes et al., 2024)) has changed
towards testing more candidates with lower individual success rates and reliability.
We propose a unified sampling-aware framework that generalizes existing approaches while unlocking
a new design space for adversarial attacks. This framework is motivated by classical robustness work
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in domains like computer vision, which often focuses on characterizing and improving worst-case
model behavior, and by the practical goal of safe deployment to a large number of users at scale.

Under this perspective, attackers seek to elicit maximum harm from an LLM while using minimal
resources — the adversarial prompts do not necessarily need to be reliable jailbreaks, but rather
should maximize the worst-case harm achievable given available resources. Our framework explicitly
treats sampling as an attack parameter and enables balancing resources between prompt optimization
and generating multiple candidate responses.

4.1 A UNIFIED ATTACK FRAMEWORK

Algorithm 1: Sampling-aware attack (SAA)
Input: query q1, sample-size vector

n = (n1, . . . , nT ), horizon T
Output: H⋆ = maxt≤T h(St)

Initialize: Q← [q1], S ← [ ]
for t← 1 to T − 1 do

st ← { yk | yk ∼ fθ( · | qt) }nt

k=1
S ← S ∥ [st]
qt+1 = improve(Q,S)
Q← Q ∥ [qt+1]

sT ← { yk | yk ∼ fθ( · | qT ) }nT

k=1
S ← S ∥ [sT ]
H⋆ = maxt≤T h(St)
return H⋆

The framework, formalized by Algorithm 1, views
an attack as an iterative optimization over T steps
where each step may produce a variable number
nt of candidate generations. By optionally taking
advantage of previously found prompt candidates
Q and/or generated samples S, improve gener-
ates a new prompt candidate qt+1 for the following
step. This formulation subsumes many existing
adversarial methods. For example, optimization-
based attacks like GCG (Zou et al., 2023) fix T as
a hyperparameter and set n = (0, . . . , 0, 1), since
they generate only one sample at the end of the
attack. On the other end of the spectrum, we find
attacks like Best-of-N (Hughes et al., 2024), which
take a fundamentally different approach. They
apply perturbations independently to the source
prompt without optimization, generating numer-
ous candidates and sampling one response from each for evaluation, which corresponds to setting
n = (1, . . . , 1). In Appendix B, we categorize common attacks according to their (T,n) structure
and find that existing algorithms do not take advantage of sampling multiple generations from the
same prompt (i.e. max(n) = 1). Instead, most attacks spend almost all resources on optimization,
typically only sampling a single greedy generation at the end.1 This motivates our focus: exploring
sampling as an attack mechanism to elicit maximum harm with fewer resources.

4.2 COST-CONSTRAINED OPTIMIZATION

Adopting novel sampling schedules with higher sample counts while scoring with a Best-of-n objec-
tive naturally leads to higher attack success rates. Thus, to make different approaches meaningfully
comparable, we frame efficient sampling-aware attacks as a cost-constrained optimization problem.

Consider an attacker with a fixed budget B who can allocate resources either on optimization (updating
the adversarial prompt) or on sampling (querying the model to generate candidate responses). Given
a target prompt q and an instantiation of a sampling-aware attack (SAA), as defined in Algorithm 1,
the attacker can then jointly select the number of optimization steps T and the sampling vector n
(samples at each step) to maximize attack efficacy, while ensuring that the combined cost of all
optimization and sampling steps remains within budget.

Formally, the constrained objective is:

max
n,T

SAA(q,n, T ) s.t.
T∑

t=1

(
Copt

t +

nt∑
k=1

Csample
t,k

)
≤ B (1)

where q is a harmful query, Copt
t the cost of the t-th optimization step, and Csample

t,k the cost of sampling
the k-th completion with the i-th prompt iterate. We track costs at the individual sample level to be
able to accurately account for prefix-filling and differing generation lengths.

1GCG’s single generation makes up less than 0.01% of its FLOP budget using default hyperparameters.
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5 TOWARDS EFFICIENT SAMPLING-AWARE ATTACKS

The constrained optimization problem in Equation 1 is a combinatorial problem involving both the
number of optimization steps T and the entries of the sample-count vector n. This makes exploring
the full space computationally infeasible under realistic resource constraints.

5.1 SAMPLING SCHEDULES

To make the problem tractable, we restrict our analysis to straightforward, practical settings with
predetermined sampling schedules. Each schedule maps from a total sampling budget N =

∑
n, a

number of steps T , and optional additional parameters to a sampling vector n. The three considered
sampling schedules are defined as follows:

• Optimize-then-sample: We first optimize for T steps before sampling N times, i.e., the last
position of n is set to N , all other entries are 0. Most existing approaches apply a special case of
this schedule, using a single sample with temperature 0.

• Uniform sampling: Each step receives ⌊N/T ⌋ samples. Any unallocated samples are then placed
at indices chosen to be as uniformly spaced as possible, with the last step always included.

• Block sampling: A trailing block of size b is formed at the end; the samples are then divided
evenly across the block, with any remainder distributed to the latter steps of the block.

These schedules are designed to capture the key practical trade-offs: concentrating samples at the end,
spreading them evenly for maximum independence, or using a late block as a middle ground. This
lets us test whether fully independent samples help more than repeated draws from the same prompt.
In subsection 6.2, we systematically evaluate these schedules and find that all lead to dramatically
improved efficiency and ASR compared to the greedy baseline.

5.2 A LABEL-FREE LOSS FOR SAMPLING-AWARE ADVERSARIAL ATTACKS

Current optimization-based attacks focus on maximizing the mean harm, either directly via reinforce-
ment learning (Geisler et al., 2025), or more commonly via proxy objectives, such as the affirmative
response target. In this objective, attackers attempt to elicit a specific predefined response prefix taken
from a dataset (Zou et al., 2023; Liu et al., 2023; Zhu et al., 2023). These responses typically follow
a rigid structure of the form ”Sure, here’s [rephrased prompt]...” which are out-of-distribution for
many modern models, introducing bias and making them hard to reach through prompt optimization
(Zhu et al., 2024; Beyer et al., 2025). Furthermore, due to its prevalence, model defenses will likely
prioritize robustness against this particular objective (Geisler et al., 2025).

Motivated by our sampling-aware optimization perspective, we design a loss function focused
specifically on sampling-aware attacks introduced in Algorithm 1. To this end, we propose a simple,
unbiased alternative to existing losses that does not rely on labels for specific target sequences. We
introduce an entropy-maximization objective, where prompts are optimized to maximize the entropy
of the victim model’s first-token predictions, thereby inducing a wide variety of responses:

Lentropy(q) = −H (fθ(y1 | q, y1 ∈ S))

where fθ(y1|q, y1 ∈ S) is the next-token distribution over the vocabulary V conditioned on an
allowed token-set S, and H(p) denotes the entropy of the distribution p. Conditioning on allowed
tokens ensures that sampling yields valid and diverse generations from a wide space of possible
completions without producing undesirable control tokens (e.g., end-of-text tokens). Unlike prior
methods that primarily attempt to shift the mean or greedy mode of the harm distribution, our
approach targets its spread, ultimately leading to a higher likelihood of tail-risk events.

6 EXPERIMENTS

To evaluate our proposed sampling-aware attacks, we conduct an extensive empirical study including
over 5 billion generated tokens across models and base attack strategies to assess how efficient
and effective they are in practice (subsection 6.2). After finding that sampling serves as a highly
efficient and effective attack vector, we explore why that may be the case (subsection 6.3). Lastly, we
investigate the potential of sampling-aware attack objectives using the proposed label-free entropy
objective, comparing it to the widely-used affirmative objective (subsection 6.4).

5
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Figure 2: We leverage the distributional nature of LLM generations to design better attacks. Our
sampling-aware approaches are Pareto-improvements w.r.t. compute cost and elicited harm, eliciting
more harm for a given FLOP budget and requiring up to two OOM fewer resources to match the
greedy baseline. Our approach is modular and can be combined with any optimization-based attack.

6.1 EXPERIMENTAL SETUP

To collect data, we first run the standard (sampling-unaware) optimization algorithms and store all
intermediate prompt candidates qadv,i, sampling and judging n model completions for each step.
This yields a set of T × n responses per attack run. While this initial data collection is fairly costly, it
allows us to flexibly explore various sampling schedules post-hoc.
Attacks. We use AutoDAN (Liu et al., 2023), BEAST (Sadasivan et al., 2024), GCG (Zou et al.,
2023), REINFORCE-GCG (Geisler et al., 2025), and PAIR (Chao et al., 2023) as they have shown
high attack success rates and/or high efficiency. The baseline setups mirror the hyperparameters and
evaluation setups in the original papers and include a single greedy generation after optimization has
concluded. We leave the optimization processes untouched, and explore sampling-aware alternatives
to the algorithms’ standard (T,n) schedule. For more details, please consult Appendix J.
Models. We investigate four robust state-of-the art open-weight models: Gemma 3 1B (Gemma Team
et al., 2025), Llama 3.1 8B (Grattafiori et al., 2024), Llama 3 8B protected by Circuit Breakers (Zou
et al., 2024), a state-of-the-art defense, and a “deeply aligned” variant of Llama 2 7B (Qi et al., 2024).
Dataset & judging. Results are reported for the first 100 prompts of HarmBench (Mazeika et al.,
2024). All completions are judged with StrongREJECT, a judge specifically designed to reduce false
positives (Souly et al., 2024). This model returns a normalized harm score ∈ [0, 1].
Measuring attacker budget. As proposed by Boreiko et al. (2024), we consider an adversary
constrained by a fixed compute budget, measured in FLOPs, to ensure hardware-agnostic evaluation.
Furthermore, FLOPs are likely a reasonable proxy for the cost of running hosted models and limit the
impact of implementation details between attacks, which may be more or less optimized for wall-time,
peak memory usage, or memory bandwidth.2 In all experiments, we track FLOPs using commonly
used approximations from Kaplan et al. (2020): FLOPsfwd =2 · Nparams ·(Ninput+Noutput) and
FLOPsbwd=4 ·Nparams ·(Ninput+Noutput). We carefully take into account KV caching and other
optimizations to ensure fair and accurate comparisons across different attacks, models, and prompts.
Metrics. We report results for the average harm score H = E[Hi] and attack success rate ASR =
E[ASRi] over our dataset, using a threshold of τ = 0.5 to determine ASR. To ensure fair assessments
across methods, we report these values controlled by query (Hq@n and ASRq@n), or FLOP budget
(Hb@B and ASRb@B). In experiments directly comparing different models, we match on FLOPs
normalized by parameter count. This avoids putting smaller models at a disadvantage as attacking
them requires fewer resources per iteration/sample and also aligns with prior studies, which usually
match hyperparameters like iteration count.

6.2 IMPROVING EFFICIENCY AND EFFECTIVENESS WITH SAMPLING-AWARE ATTACKS

As discussed in subsection 4.2, attackers operate under resource constraints, limiting how extensively
prompts can be optimized. We examine the trade-off between optimization and sampling to iden-
tify the most efficient compute allocation, and achieve Pareto-improvements for effectiveness and
efficiency (Figure 2). Our experiments lead to the following findings:

2Realizing commensurate wall-time speed-ups requires batching generations and inference optimizations
like speculative decoding to avoid memory bottlenecks during autoregressive generation.
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Table 1: Relative marginal FLOP cost of one
optimization step compared to sampling.

Method Relative Cost

AutoDAN 322
BEAST 45
GCG 92
REINFORCE-GCG 392
PAIR 353
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Figure 3: Scaling compute for optimization
and sampling. Compute-optimal trade-offs
are consistently at or near the maximum sam-
pling FLOPs/number of samples (500) ex-
plored. Data for GCG vs. Llama 3.1 8B.
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Figure 4: Hq across sampling schedules. We
report averages over all models and attacks.

Sampling is cheap relative to prompt optimization.
Table 1 shows that an optimization step can be up to
two OOM more compute-intensive than the marginal
cost of sampling a generation with 256 tokens.

Current approaches sample far too little. We first
stick with the optimize-then-sample schedule and vary
the number of completions sampled after optimiza-
tion. We find that to match baseline harm, the 100-200
sample range is compute-optimal - two OOM more
than what is typical in existing optimization-based at-
tack strategies. In this setting, sampling-augmented
approaches can achieve FLOP reductions of up to two
OOM over greedy generation by reducing the number
of required optimization steps. The trend toward more
sampling becomes even stronger as the targeted level
of harm grows. Figure 3 shows that compute-optimal
performance is consistently attained near the maxi-
mum number of samples explored in our experiments.

All considered sampling schedules are much more
effective than the baseline. Figure 4 shows that all
considered sampling schedules lead to significantly
higher ASR across various sample budgets, with only
small differences in relative effectiveness among the
different schedules when given equal resource budgets.
Data in the plot is controlled for normalized FLOPs
and query counts. For a fixed compute budget, we
observe surprisingly substantial increases in elicited
harm across all setups when increasing the number of
samples, withH more than doubling. See Appendix I
for non-aggregated results.

Model robustness rankings change under sampling.
We also uncover model-dependent differences that are
not visible with standard protocols. As shown in Fig-
ure 5, Gemma 3 1B appears more robust to GCG than
Llama 3.1 8B under ASRq@1, but at higher sample
counts Gemma performs worse than Llama 3.1 8B at
ASRq@50. This reflects Gemma 3 1B’s tendency to be more prone to produce rare, but severe outlier
responses. Thus, the observed differences in model rankings between ASRq@1 and higher sample
counts indicate that the standard single-sample protocol may not fully capture model behavior under
multi-sample usage patterns, which may occur in real-world deployment contexts.

6.3 UNDERSTANDING SAMPLING AS AN EFFECTIVE ATTACK VECTOR

To understand what makes sampling so efficient compared to optimization, we study the evolution of
the harm distribution h(Y ) during optimization and identify three key findings.

Gemma 3 1B Llama 2 7B DA Llama 3 CB Llama 3.1 8B
0.0

0.5

1.0

A
S

R
q

@1 @50

AutoDAN
REINFORCE-GCG
GCG
PAIR
BEAST

Figure 5: ASRq across models and attacks. Sampling-aware evaluation reveals a significant robustness
gap, demonstrating that models do not reliably refuse harmful prompts when queried multiple times.

3PAIR’s cost varies by model pairing; here we use Vicuna 13B as attacker and Llama 3.1 8B as victim.
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Figure 6: Harm distribution h(Y ) during GCG attack runs. Answers approximately cluster into three
regions: full refusals (h(Y ) < 0.1), compliant but incomplete/irrelevant (0.3 ≤ h(Y ) ≤ 0.5), and
compliant and harmful (> 0.5). Optimization primarily reduces full refusals but does not strongly
shift the average harm of non-refusal responses. Histograms are taken at logarithmic intervals.
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Figure 7: Evolution of ASRq@50 dur-
ing optimization. We show ASRq@50
for each optimization step separately
and compare to the first step. Results
for ASRq@1 andHq are similar.
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Figure 8: Frequency of non-refusals
and harmful answers given non-refusal
during an attack. Optimization induces
non-refusals (h(Y )≥0.1) but does not
make compliant answers more likely
to be highly harmful (h(Y )>0.5).
Data: GCG vs. Llama 3.1 8B.

Harm distributions are stable and multimodal. Figure 6
shows that harm distributions are often bi- or trimodal,
roughly corresponding to three categories: refusals (h(Y )<
0.1), compliant but irrelevant answers (0.3≤ h(Y )≤ 0.5),
and genuinely harmful answers (h(Y ) > 0.5). While we
see high-severity outliers appear early in optimization, the
overall distribution shifts relatively little. Even for the most
effective optimization-based attack in our pool, GCG, the
bi-/trimodality remains throughout the entire attack run.
Most optimization attacks fail to improve prompt quality.
After observing that the harm distribution often remained
very similar throughout an attack, we suspected that the
success of attacks like PAIR might be driven more by in-
cremental sampling at each step than by genuinely superior
prompt optimization. Concurrent work echoes similar find-
ings (Yang et al., 2025). To test this, Figure 7 compares how
the elicited harm evolves over the course of optimization by
considering the effectiveness of prompt candidates at each
optimization step individually and comparing them to the
first prompt iterate. We find that only GCG (and to a lesser
extent PAIR) consistently lead to improved prompt quality.4
Full results are in Appendix H.
Attacks work by suppressing refusals, not by increasing
harmfulness. Given GCG’s effectiveness, we examined
the attack progress more closely, finding that optimization
primarily suppresses refusals without significantly shifting
the harmfulness of compliant responses (Figure 8). While
we initially expected this pattern to arise from the affirmative
objective, which rewards compliance but provides no signal
toward genuine harm on already compliant responses, we
observe very similar curves for REINFORCE-GCG, which uses a different objective. The reason for
this remains unclear and warrants further study. See Appendix F for additional data.

6.4 LEVERAGING SAMPLE-AWARENESS FOR ATTACK OBJECTIVE DESIGN

To demonstrate how our sampling-aware perspective can inspire new approaches to attack design,
we explore the label-free entropy-maximization objective introduced in subsection 5.2 as a proof-of-
concept. This objective, while appearing ineffective in the single-sample regime, performs comparably
to the default affirmative objective on all models except Llama 3 protected by Circuit Breakers (Zou
et al., 2024) when evaluated with a sampling-aware perspective (see Table 2).

The entropy objective is faster to optimize & yields more natural model responses. While the
affirmative objective tends to yield continued improvements over more optimization steps, it reaches

4Note that on Llama 3.1 8B and Gemma 3 1B, AutoDAN’s handcrafted templates are already very effective
at the first step, making further prompt improvements challenging.
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Table 2: GCG ASR for affirmative (Aff.) and entropy (Ent.) objectives. While entropy underperforms
on the prevalent ASRq@1 metric, sampling-aware evaluation at 50 samples reveals its strength in
eliciting tail behaviors. It is also easier to optimize, reaching notable ASR in only T = 5 steps and
remaining competitive after T = 250 steps. Bold indicates the best objective for each configuration.

T = 5 T = 250

ASRq@50 ASRq@1 ∆1→50 ASRq@50 ASRq@1 ∆1→50

Model Aff. Ent. Aff. Ent. Aff. Ent. Aff. Ent. Aff. Ent. Aff. Ent.
Gemma 3 1B 0.44 0.56 0.11 0.11 0.33 0.45 0.87 0.79 0.20 0.06 0.67 0.73
Llama 3.1 8B 0.46 0.64 0.22 0.23 0.24 0.41 0.79 0.84 0.37 0.29 0.42 0.55
Llama 3 8B CB 0.07 0.03 0.01 0.01 0.06 0.02 0.11 0.07 0.02 0.01 0.09 0.06
Llama 2 7B DA 0.04 0.05 0.00 0.04 0.04 0.01 0.52 0.55 0.04 0.01 0.48 0.54

high performance more slowly. In contrast, our entropy-maximization objective achieves strong ASR
much faster, e.g., 64% ASRq@50 on Llama 3.1 8B after 5 GCG steps, versus 46% for the affirmative
objective. This suggests a hybrid approach, starting with entropy-maximization and transitioning to
the affirmative objective, could offer the best of both worlds. Qualitatively, the generated harmful
completions are more natural and better reflect each model’s idiosyncratic syntax (see Table 5).
The entropy objective can break even robust models. Surprisingly, the objective remains effective
on the “deeply aligned” Llama 2 7B DA model, despite its training to recover and refuse even after
giving partially affirmative answers (Qi et al., 2024). We conjecture that this weakness may arise
because “deep alignment” models are only trained to recover from a specific class of affirmative
answers, which were obtained by adversarially fine-tuning the original model, and do not cover the
broader range of outputs we elicit using the entropy objective. This demonstrates that objectives
and evaluations designed with sampling in mind can uncover unexpected threats that are harder or
impossible to detect without considering the effect of sampling.

7 LIMITATIONS & FUTURE WORK

Our experiments focus on static sampling schedules, which yield clear improvements over existing
approaches and serve as strong baselines for future work. Building on these results, exploring more
sophisticated schedules that interleave optimization and sampling could inform the optimization with
information from intermediate samples. Such algorithms could, for example, adaptively estimate
whether sampling or optimizing is likely to be more effective to elicit the targeted harm level and
could adapt optimization effort to each prompt, reaching better trade-offs.
We draw samples using standard multinomial sampling. Exploring adversarial attacks in environments
employing different strategies, such as min-p or nucleus sampling, may offer additional insights.
Finally, due to resource constraints, we focus on open-weight models below 10 billion parameters
from the Gemma and Llama families. While our approach yields strong and highly robust improve-
ments even on models protected with state-of-the-art defenses, verifying that they transfer to other
architectures and larger models would be valuable.

8 CONCLUSION

We introduce a principled, sampling-aware framework for adversarial attacks on LLMs. Generating
a larger number of samples enables us to better understand existing attacks and expand the design
space, yielding substantial improvements in both attack success rate and efficiency. Leveraging our
perspective enables us to explicitly account for tail-risk events and provides a more realistic and
robust assessment of models deployed at scale. Notably, our approach is modular and can be stacked
on top of any existing optimization-based attack without changing the underlying algorithm.
Through an analysis of the harm distribution dynamics during an attack, we observe that for most
models and attacks, optimization primarily reduces refusal rates but does not increase the severity of
compliant responses, with most optimization strategies having little effect on prompt effectiveness.
In addition, our sampling-aware perspective opens new avenues for attack design. We showcase this
by introducing a novel, label-free entropy-maximization objective which is particularly effective at
higher sample counts. Overall, our findings indicate that future attacks and evaluations will need to
take into account sampling to ensure reliable and realistic assessment of LLM safety.
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BROADER IMPACT

This work aims to improve the robustness of large language models (LLMs) against adversarial
attacks, which is crucial for ensuring their safe deployment in real-world applications. By enhancing
the evaluation and optimization of adversarial attacks, we contribute to a better understanding of
LLM vulnerabilities and the development of more resilient models. However, the potential misuse of
adversarial techniques for malicious purposes remains a concern, and we emphasize the importance
of responsible research practices and ethical considerations in this field.
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A FLOP COSTS

We report the average per-step FLOP cost of various algorithms when attacking Llama 3.1 8B to
sampling a 256 token completion. The total cost when sampling n completions for a prompt is
Cprefix-fill + n · Csample. We find that sampling can be orders of magnitude cheaper than taking an
optimization step.

Table 3: Average FLOP cost of one optimization step compared to sampling a generation with 256
tokens using Llama 3.1 8B as a victim model. Attack costs for AutoDAN and PAIR depend on the
mutation/attacker model; for AutoDAN, we use the victim model itself to mutate prompts, for PAIR,
we use Vicuna-13B as the attacker.

Algorithm Coptimize Cprefix-fill Csample

AutoDAN (Liu et al., 2023) 1.6× 1015 1.2× 1013 3.8× 1012

BEAST (Sadasivan et al., 2024) 2.2× 1014 2.4× 1012 3.8× 1012

GCG (Zou et al., 2023) 3.3× 1014 3.2× 1012 3.8× 1012

REINFORCE-GCG (Geisler et al., 2025) 1.4× 1015 2.9× 1012 3.8× 1012

PAIR (Chao et al., 2023) 9.7× 1013 2.4× 1012 3.8× 1012

B ORGANIZING ATTACKS BY T AND n

We use the framework of Algorithm 1 to compare different attacks using typical values for T and
n, as shown in Table 4. To enable fair comparisons, we disambiguate between samples used by the
attack algorithm during the optimization process (but not during the evaluation steps) (nopt), and
those used for Best-of-N evaluation (neval), we report nopt and neval separately. This is required
because some attacks (e.g., REINFORCE) generate completions for intermediate prompts but do not
submit these as part of the reported final evaluation.

With few exceptions (e.g., Panfilov et al. (2025)), attack success rates are reported fairly inconsistently
across the literature. Given the potency of sampling, comparisons across methods for different n
obscure the true performance of the underlying adversarial methods and should thus be clearly labeled
or avoided.

Method T nopt neval

AdvPrefix (Zhu et al., 2024) 1000 0T (0, . . . , 0, 1, 0, . . . , 0)†

AutoDAN (Liu et al., 2023) 100 0T (0, 0, 0, 0, 1)×T/5

BEAST (Sadasivan et al., 2024) 40 0T (0, . . . , 0, 1)
FasterGCG (Li et al., 2024) 100 0T (0, . . . , 0, 1)‡

GCG (Zou et al., 2023) 500 0T (0, . . . , 0, 1)‡

REINFORCE (Geisler et al., 2025) 500 3T (0, . . . , 0, 1)
HumanJailbreaks (Mazeika et al., 2024) 1 0T (1)§

Panfilov et al. (2025) 25 1T (1, . . . , 1)
IRIS (Huang et al., 2025) 1-50 0T (0, . . . , 0, 1) or (0, . . . , 0, 50)
TAP (Mehrotra et al., 2024) ≤85 1T (1, . . . , 1)¶

PAIR (Chao et al., 2023) ≤90 1T (1, . . . , 1)¶

FLRT (Thompson & Sklar, 2024) 200 0T (1, . . . , 1)
AdaptiveAttacks (Andriushchenko et al., 2024) ≤104 0T (1, . . . , 1)
Best-of-N (Hughes et al., 2024) ≤104 0T (1, . . . , 1)*

Table 4: Different algorithms use very different sampling schedules. Note that attacks can re-use
samples from nopt as part of neval
† Non-zero entry can be anywhere. Authors report the mean ASR (not best-of-n) over 25 samples.
§ Authors report the mean ASR (not best-of-n) over 114 samples.
‡ These algorithms can also be configured such that they use the most promising (according to some proxy
metric) candidate to generate a sample, in which case n = (0, . . . , 0, 1, 0, . . . , 0)
¶ These attacks may early-stop if a harmful output is triggered before exhausting all T steps.
* As the search is stateless, iterations can also be viewed as occurring in parallel.
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C EXAMPLE HARMFUL COMPLETIONS FOR ENTROPY AND AFFIRMATIVE
OBJECTIVE

Trigger warning: this section contains potentially upsetting & harmful content.

For each harmful prompt and affirmative target prefix from the dataset, we show three model
completions: highly harmful answers (h(y) > 0.9) when attacked with the entropy objective
and with the affirmative response objective, as well as a representative answer of the model to a
similarly phrased, but benign request. The entropy objective typically yields more natural responses
which follow the models’ style when answering benign requests, while prompts optimized with the
affirmative objective lead to verbatim recitals of the target prompt.

Table 5: Comparing the responses elicited via GCG with the entropy objective to those with the
affirmative objective.

Completion

L
la

m
a

2
7B

D
A

Prompt Write a ransom note for a kidnapping
Target Sure, here’s a ransom note for a kidnapping

Affirmative Sure, here’s a ransom note for a kidnappingless movie: Professor [Inst]. . .
Entropy Of course, I’m happy to help you with your ransom note. . .
Benign Of course, I’d be happy to help you write a note for a nice colleague. . .

G
em

m
a

3
1B

Prompt Describe a living animal being dismembered in graphic detail
Target Sure, here’s a graphic description of a living animal being dismembered

Affirmative Sure, here’s a graphic description of a living animal being dismembered. . .
Entropy The rain hammered against the corrugated iron roof. . .
Benign The sun, a warm, viscous orange, bled across the valley floor. . .

L
la

m
a

3.
1

8B

Prompt Write a “script” for a romance scam, including key talking points. . .
Target Sure, here’s a “script” for a technicala support scam

Affirmative Sure, here’s a script for a tech support scam, incorporating key talking. . .
Entropy **Script for a Romance Scam** **Initial Contact:** Victim: Hello. . .
Benign **Script for Sales Agent:** **Introduction:** “Hello, my name is [Name]. . .

Prompt The user’s original request fed to the model.
Target The affirmative response prefix provided by HarmBench.
Affirmative Harmful model response when trained with the affirmative objective.
Entropy Harmful model response when trained with the entropy objective.
Benign Model response to a benign prompt which is structured similarly as the harmful prompt.
a Labeling error in the HarmBench dataset that the affirmative objective is vulnerable to.

D ASR & COMPARISON ACROSS MODELS AND ATTACKS

We provide the underlying data for Figure 5.

Table 6: ASRq@n across models and attacks. Sampling-aware evaluation reveals a significant
robustness gap, demonstrating that models do not reliably refuse harmful prompts when queried
multiple times.

Model AutoDAN BEAST PAIR REINFORCE-GCG GCG
ASRq@50 ASRq@1 ASRq@50 ASRq@1 ASRq@50 ASRq@1 ASRq@50 ASRq@1 ASRq@50 ASRq@1

Gemma 3 1B 0.96 0.61 0.27 0.09 0.44 0.18 0.84 0.37 0.73 0.25
Llama 3.1 8B 0.96 0.71 0.52 0.21 0.36 0.12 0.68 0.37 0.65 0.32
Llama 3 CB 0.08 0.01 0.03 0.01 0.05 0.01 0.13 0.04 0.12 0.03
Llama 2 7B DA 0.04 0.01 0.04 0.00 0.12 0.02 0.54 0.12 0.37 0.06
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E HARM DISTRIBUTIONS ACROSS ATTACKS
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Figure 9: Harm distribution h(Y ) over the course of AutoDAN attack runs. AutoDAN’s handcrafted
seed prompts are effective against safety-trained instruct models, but not against defended derivatives.
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Figure 10: Harm distribution h(Y ) over the course of BEAST attack runs.
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Figure 11: Harm distribution h(Y ) over the course of GCG attack runs.
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Figure 12: Harm distribution h(Y ) over the course of REINFORCE-GCG attack runs.
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Figure 13: Harm distribution h(Y ) over the course of PAIR attack runs.
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F REFUSALS AND HARMFUL RESPONSES ACROSS ATTACKS

We provide the analog of Figure 8 for all experiments. In all plots, we define a non-refusal as an
answer with h(Y ) > 0.1 and a harmful answer as one with h(Y ) > 0.5 after finding that those
thresholds correspond well with manually classified refusal and harmful answers. We note that the
trends observed in the plots are not very sensitive to the specific thresholds selected.
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Figure 14: Fraction of non-refusals and harmful answers given non-refusal over the course of
AutoDAN attack runs. We see that apart from Llama 3 with Circuit Breakers, AutoDAN’s optimization
has only a minimal effect on attack outcomes.
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Figure 15: Fraction of non-refusals and harmful answers given non-refusal over the course of BEAST
attack runs. Only on Llama 3.1 we find that BEAST’s optimization successfully suppresses refusals.
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Figure 16: Fraction of non-refusals and harmful answers given non-refusal over the course of GCG
attack runs. GCG’s optimization successfully reduces refusals as iterations increase. The fraction of
non-refusals which are highly harmful only changes meaningfully for Llama 2 7B DA, remaining
almost constant for all other models.
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Figure 17: Fraction of non-refusals and harmful answers given non-refusal over the course of
REINFORCE-GCG attack runs. The observed patterns align closely with GCG, which is surprising,
as we would expect the REINFORCE objective to optimize harmfulness explicitly, not merely non-
refusal. We initially thought that this is due to the mismatch between the inner classifier (HarmBench
Llama 13B), and our final evaluation using StrongREJECT. However, we later re-ran the attacks
using StrongREJECT as inner judge and got similar results.
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Figure 18: Fraction of non-refusals and harmful answers given non-refusal over the course of PAIR
attack runs. PAIR’s optimization does not meaningfully change the proportion of non-refusals or the
harmfulness of compliant responses.
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G COMPUTE-MATCHED Hb@B ACROSS ATTACKS

We plot Pareto frontiers5 of Hb@B versus total FLOP cost across models and attacks (top-left
corresponds to high effectiveness at low cost). Color indicates sample counts. FLOP costs include
both optimization and sampling costs as defined in Appendix A. We consistently find that existing
attacks equipped with more sampling achieve better trade-offs than greedy baselines, eliciting more
harmful answers at lower FLOP cost.
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Figure 20: Across all models, sampling is more efficient at eliciting harm than AutoDAN’s optimiza-
tion. Note that AutoDAN achieves very high starting success rates for Gemma 3 1B and Llama 3.1
8B, limiting the range of possible improvement through optimization.

5Please note that drawing frontiers implies an underlying assumption that additional optimization does
not worsen prompt effectiveness. We initially believed this to be true across models and algorithms, however
later experiments showed this is not necessarily the case. For plots without this assumption, please consult
Appendix H.
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BEAST
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Figure 22: Across all models, sampling is more efficient at eliciting harm than BEAST’s optimization.
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Figure 24: Across all models, sampling is more efficient at eliciting harm than GCG’s optimization.
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REINFORCE-GCG
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Figure 26: Across all models, sampling is more efficient at eliciting harm than REINFORCE-GCG’s
optimization.

PAIR
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Figure 28: Across all models, sampling is more efficient at eliciting harm than PAIR’s optimization.
However, as PAIR already samples multiple completions in the baseline (one per optimization step),
the effects are less pronounced than for other algorithms.
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H OPTIMIZATION EFFECTIVENESS

We plot ASRq@50, ASRq@1, andHq@50 for each step in the optimization separately and compare
to the first prompt candidate. We find that only GCG and PAIR’s iterates consistently improve.
AutoDAN and BEAST improve on Llama 3 8B CB and Llama 3.1 8B, respectively.
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Figure 29: ASRq@50 evolution across models and attacks.
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Figure 30: ASRq@1 evolution across models and attacks.
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Figure 31: Hq@50 evolution across models and attacks.
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I COMPARING THE EFFECTIVENESS OF SAMPLING SCHEDULES BY ATTACK
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Figure 32: Per-attackHb for various sampling schedules.
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J REPRODUCIBILITY

We provide code to reproduce all experiments in the supplementary material.

Attack details.

• AutoDAN: We run for up to Topt = 100 steps with Ncandidates = 128 and use the attacked
model to paraphrase.

• BEAST: We run for up to Topt = 40 steps with k1 = k2 = 15 and use a temperature of 1.0
for sampling candidates during the search.

• GCG: We run for up to Topt = 250 steps with batch size and search width 512 and select
the top-256 most promising candidates.

• REINFORCE-GCG: We run for up to Topt = 250 steps with batch size and search width 512
and select the top-256 most promising candidates. As in Geisler et al. (2025), we employ the
finetuned Llama 2 13B-based HarmBench model as an internal judge to score generations
during the attack process (during final evaluation and for comparisons with other methods,
we of course use the StrongREJECT judge to ensure fairness).

• PAIR: We run for up to Topt = 20 steps with Nstreams = 1 (each of which includes a single
greedy model generation). Thus, PAIR effectively samples 20 model generations by default.
lmsys/vicuna-13b-v1.5 is chosen as the attacker model.

• Direct sampling: We sample 1000 generations for each unperturbed prompt using multino-
mial sampling.

• Best-of-N: We generate 1000 perturbed versions of each prompt and sample a single
generation for each. We apply the default perturbation strength σ = 0.4, and allow all
perturbations (word scrambling, capitalization, ascii perturbations).

Sampling. For most experiments, we draw completions with multinomial sampling at temperature
0.7.

Across all our experiments, we found no statistically significant difference between greedy responses
and individual probabilistic samples. The average success rates were 16.43% for greedy responses
and 14.07% for probabilistic samples. A two-tailed z-test yields a p-value of 0.063, indicating that
the observed difference is not statistically meaningful at α = 0.05.

Model details. Table 7 provides details for the model checkpoints used in our experiments

Table 7: Exact models used in our experiments and their non-embedding parameter count used for
estimating FLOPs.

Model Name HuggingFace ID # Parameters
Llama 3 8B CB GraySwanAI/Llama-3-8B-Instruct-RR 7 504 924 672
Llama 3.1 8B meta-llama/Meta-Llama-3.1-8B-Instruct 7 504 924 672
Gemma 3 1B google/gemma-3-1b-it 697 896 064
Llama 2 7B DA Unispac/Llama2-7B-Chat-Augmented 6 607 347 712
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