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ABSTRACT

In many real-world applications, ensuring the robustness and stability of deep
neural networks (DNNs) is crucial, particularly for image classification tasks that
encounter various input perturbations. While data augmentation techniques have
been widely adopted to enhance the resilience of a trained model against such
perturbations, there remains significant room for improvement in robustness against
corrupted data and adversarial attacks simultaneously. To address this challenge, we
introduce DRO-Augment, a novel framework that integrates Wasserstein Distribu-
tionally Robust Optimization (W-DRO) with various data augmentation strategies
to improve the robustness of the models significantly across a broad spectrum of
corruptions. Our method outperforms existing augmentation methods under severe
data perturbations and adversarial attack scenarios while maintaining the accuracy
on the clean datasets on a range of benchmark datasets, including but not limited
to CIFAR-10-C, CIFAR-100-C, Tiny-ImageNet-C, and Fashion-MNIST. On the
theoretical side, we establish novel generalization error bounds for neural networks
trained using a computationally efficient, variation-regularized loss function with
augmented data, closely related to the W-DRO problem. Furthermore, we intro-
duce a refined CIFAR-C benchmark that corrects inconsistencies in corruption
intensities, providing a more reliable evaluation for future robustness research.

1 INTRODUCTION

Deep Neural Networks (DNNs) have become essential tools in fields such as computer vision, natural
language processing, speech recognition, and autonomous systems. Their ability to model complex,
non-linear relationships in large-scale datasets has led to significant progress in both research and
real-world applications. By achieving state-of-the-art performance in tasks like image classification
(Krizhevsky et al., 2012 |He et al., [2016a)), speech recognition (Hinton et al., 2012 |Chan et al.,
2016)), natural language processing (Vaswani et al., 2017} Devlin et al.;,2019), DNNs have established
themselves as a core component of modern artificial intelligence.

Despite their (super)-human performance on clean datasets, DNNs are often found to be highly
sensitive to noisy or adversarial inputs (Szegedy et al., 2013} |Gilmer et al.l 2018) Various studies
have demonstrated that models trained on unperturbed data can experience significant performance
drops when tested on corrupted datasets (Rusak et al., 2020), such as CIFAR-10-C, CIFAR-100-C,
Tiny-ImageNet-C(Hendrycks & Dietterich, 2019) (which are corrupted versions of the CIFAR-10,
CIFAR-100 and Tiny-ImageNet datasets, respectively), where typically the corruption is introduced
by blurring, adding noise to the images, and in various other natural ways. Additionally, adversarial
attacks, like Projected Gradient Descent (PGD), (Madry et al.||2017), AutoAttack (Croce & Hein,
2020b), C&W (Carlini & Wagner, 2017), FAB-T (Croce & Hein, [2020a) and Square Attack (An-
driushchenko et al.,2020) generate small, carefully designed perturbations that can cause DNNs to
make incorrect predictions with high confidence. These vulnerabilities are particularly concerning in
critical applications such as autonomous driving, healthcare, and security, where model failures could
have serious consequences on human life or our society as a whole.

To alleviate these issues, there is a growing interest in developing models that are more robust against
various natural perturbations. One key approach for achieving this is to augment the training data
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with a variety of perturbations during the training of the model. Methods like Mixup (Zhang, [2017),
AugMix (Hendrycks et al., 2019)) and NoisyMix (Erichson et al., 2022) aim to increase the diversity
of training samples for exposing the model to a broader range of input variations. This exposure
helps DNNSs to generalize better to unseen perturbations and enhances their robustness against natural
corruptions.

Another promising line of research aims to achieve robustness by optimizing a robust loss function.
One of the most popular approaches in this area is Wasserstein distributionally robust optimization (W-
DRO) (Delage & Yel,|2010; Mohajerin Esfahani & Kuhn, [2018)), which trains a model by minimizing
the worst-case expected loss over a Wasserstein ball (the radius is denoted by p) centered at the
empirical distribution of the training samples:

min  sup  E..p[l(f5(2))]; ®)
B Pw,((P,Q)<p

where f is the prediction function, Q is a nominal distribution, 3 is a parameter vector to be
learned, and ¢ € L represents the loss function dependent on the random data z. Notable studies
include robust regression models in (Blanchet et al., 2019aj; |(Chen & Paschalidis|, |2018), adversarial
training for neural networks in (Sinha et al., [2017al), and distributionally robust logistic regression
in (Shafieezadeh Abadeh et al.,[2015;|Chen et al., |2021). A growing body of work has shown that
W-DRO effectively penalizes a certain norm of the predictor’s gradient, leading to a formal connection
between the standard W-DRO formulation (Equation equation[P) and the penalized version, known as
variational regularization (see (Blanchet et al.,|2019b; |Chen & Paschalidis, [2018; Mohajerin Esfahani
& Kuhnl 2018} Bartl et al., [2020; Blanchet et al 2019bj 2022) for details). Recently, a general
theory regarding the relation between this variation regularization and W-DRO has been developed
in (Gao et al., |2024)), which accommodates non-convex and non-smooth loss functions. W-DRO
has been shown to be effective against adversarial perturbations (Chen et al., 2021} |Bai et al.} 2023}
Ho-Nguyen & Wright, [2023)).

Although data augmentation methods have demonstrated effectiveness against certain types of
corruptions (e.g., blur, glass), our experimental results show that they remain vulnerable to others,
particularly adversarial attacks. W-DRO has been shown to improve robustness against adversarial
perturbations by explicitly accounting for distributional uncertainty during training. However, its
impact, especially on the accuracy under natural corruptions, remains comparatively underexplored
in the existing literature. Therefore, it is desirable to develop methods that are robust to both natural
and adversarial corruptions.

Motivated by the complementary strengths of these two approaches, we propose DRO-Augment, a
novel framework that integrates DRO with advanced data augmentation techniques to bring the best
of both worlds. DRO-Augment is a training procedure that combines data augmentation methods
with distributionally robust optimization by regularizing the gradient of the loss, aiming to enhance
the model’s resilience to both extreme data perturbations and adversarial scenarios. Unlike standard
augmentation methods, which primarily focus on improving robustness against specific types of
perturbations, DRO-Augment further leverages DRO’s capacity to optimize worst-case distributions,
ensuring improved robustness across a broader spectrum of distortions, without sacrificing accuracy.

Our contributions can be summarized as follows:

1. Novel Framework: We propose DRO-Augment, a theoretically motivated training frame-
work that integrates the strengths of DRO and advanced data augmentation techniques to
enhance robustness against both common corruptions and adversarial attacks.

2. Theoretical analysis: We present a theoretical analysis of our proposed methodology,
demonstrating the regularization effects of DRO-Augment. Moreover, we establish a
generalization error bound for the combination of W-DRO and augmented data using deep
neural networks, thereby providing theoretical guarantees on the generalization performance
of DRO-Augment under worst-case distributional shifts.

3. Empirical Evaluation: Through extensive experiments on benchmark datasets (including
CIFAR-10-C, CIFAR-100-C, Tiny-ImageNet-C, and Fashion-MNIST), we demonstrate that
DRO-Augment significantly outperforms existing methods in terms of accuracy under severe
perturbations and adversarial attacks, while maintaining performance on the clean dataset.

4. Refined Corruption Benchmark: We identify inconsistencies and limited discriminative
problem in the original CIFAR-C severity settings. To address this, we redefine the severity
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scale by calibrating it based on ResNet performance in [E| This refinement enables more
meaningful and consistent evaluation of robustness improvements.

2 METHOD

Our DRO-Augment framework relies on two pillars: W-DRO and data augmentation. W-DRO aims
to improve robustness against adversarial attacks by guarding against the worst-case distribution
shift. Data augmentation methods, on the other hand, enhance model robustness against common
corruptions by applying transformations to input images. In our framework, we first apply a chosen
data augmentation method to the training data and then minimize a Wasserstein distributionally
robust loss function on the augmented samples to obtain the final predictor. Our training procedure is
summarized in Algorithm [I] In the following, we describe the DRO-Augment procedure in detail.

At each epoch, we begin by applying data augmentation to the training minibatch to enhance data
diversity. A range of augmentation strategies has recently gained popularity for improving robustness
in prediction tasks. Our framework is flexible and can accommodate any standard augmentation
technique. In this work, we focus on three representative methods: Mixup (Zhang| 2017), a widely
used technique that generates new training samples by linearly interpolating between pairs of examples
and their labels; AugMix (Hendrycks et al.} 2019)), another widely used method that combines diverse
augmentation operations (such as translation and contrast adjustment) with consistency regularization
via a Jensen—Shannon divergence (JSD) loss, which is defined as the average of KL divergences
between each distribution and their mean; and NoisyMix (Erichson et al.,[2022), a state-of-the-art
approach that extends feature-level mixup with noise injection and incorporates stability training
(Zheng et al., [2016) to further enhance robustness.

Next, rather than minimizing the standard empirical loss over the augmented data, we optimize the
training objective using a W-DRO framework. This allows the model to be optimized against worst-
case perturbations within a Wasserstein ball around the empirical distribution, providing stronger
guarantees under distribution shifts. Given any predictor f, the Wasserstein distributionally robust
loss Dp, ,(f) is defined as:

DPn,p(f) = sup E(m,y)wP[E(f(xa y))]7
P:W, (P,P,)<p

where W, is the L, Wasserstein distance and IP,, is the empirical distribution of {(X;,Y;)}. While
this W-DRO objective provides robustness guarantees under distribution shifts, it is generally hard
to optimize directly due to the inner supremum of the Wasserstein ball constraint. To address this,
we adopt a variation-regularization-based approximation of the W-DRO objective, following the
approach proposed by (Gao et al., 2024), which approximates the supremum with a gradient-norm-
based penalty. This leads to the following (approximate) loss function R,,(f) of Dp, ,(f):

Q=

Ru(f) =Ep, [((f(@,y)] +p (5 Sy VA (i wa)) D) 7 2.1

where p now serves as a penalty weight that controls the strength of the variation regularization. The
following proposition, (Theorem 1 of (Gao et al., [2024)), provides a theoretical justification for this
approximation:

Proposition 2.1 (Theorem 1 in (Gao et al.,[2024)). Let z = (x,y) € Z = X x Y. If the gradient
and Hessian norms of [ are well bounded, for many important applications, it can be shown that
when p = O(1/+/n), the following asymptotic equation holds:

ming Dr, ,(f) = ming {Er, [¢(£(e.))] +p(2 S I96(@u)12) "+ 00D},

This approximation makes it feasible to compute the W-DRO objective in practice. In our imple-
mentation, model parameters are updated using stochastic gradient descent (SGD) based on the
regularization function R,,(f). Over multiple epochs, the model iteratively refines its parameters to
minimize both empirical risk and the regularization penalty, aiming to balance data fitting and model
complexity.
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Algorithm 1 Training with DRO-Augment

Require: Training data D, neural network model fy, objective function £, augmentation function A,
training epochs NV, learning rate 7, regularization weight p.
Initialize model parameters 0;
for epoch = 1to N do
for each minibatch B C D do _
Apply data augmentation: B = A(B);
for each input (z;,y;) € B do
Compute model output: §; = fo(z;);
Compute total loss:

£total = Zz E(fe(%)ﬂ%) + pEPn [

|vm£(f9(xz)7yl)HQ] 5

end for
Update 6 using stochastic gradient descent:

00— nveﬁtotal;

end for
end for

3 EXPERIMENTS

3.1 DATASET

To compare the performance of our method with other state-of-the-art methods, we conduct experi-
ments on a suite of benchmark datasets, which are curated to evaluate the robustness of deep neural
networks against common corruptions as well as adversarial attacks. The CIFAR-10-C, CIFAR-100-C
and Tiny-ImageNet-C datasets (Hendrycks & Dietterich, [2019)) are widely used to evaluate model
robustness under synthetic/natural corruptions. These datasets are created by introducing 15 distinct
types of corruption (including, but not limited to, noise, blur, weather effects, and digital distortions)
to the CIFAR-10, CIFAR-100 and Tiny-ImageNet datasets, respectively. Each of these fifteen corrup-
tion types is applied at five predefined severity levels, which control the intensity of the corruption
based on human perceptual assessment. These corrupted datasets enable a systematic analysis of
model performance at various levels and types of corruption. The average classification accuracy
across all corruption types and severity levels is commonly used as a metric to assess robustness
(e.g., see Hendrycks & Dietterich| (2019); (Chen & Paschalidis| (2018); [Erichson et al.| (2022)); Zhang
(2017)).

To evaluate the efficacy of our method against adversarial attacks, we use the Tiny-ImageNet and
Fashion-MNIST (Xiao et al.,[2017) datasets, with adversarially perturbed examples generated using
the Projected Gradient Descent (PGD) attack, AutoAttack, C&W attack, FAB-T and Square attack.
The PGD attack (Madry et al} [2017) is a standard method for creating adversarial examples by
iteratively applying small perturbations to the input within a bounded norm. AutoAttack (Croce
& Hein| 2020Db)) is a robust evaluation suite that automatically combines multiple complementary
attacks to yield a reliable estimate of worst-case robustness. C&W attack (Carlini & Wagner, 2017)
formulates adversarial example generation as an optimization problem, aiming to find minimal
perturbations that confidently change the model’s prediction. FAB-T attack (Croce & Hein, |2020a)
focuses on targeted attacks by approximating the decision boundary and iteratively projecting onto
it to minimize £,-norm perturbations. Square attack (Andriushchenko et al.,[2020), in contrast to
gradient-based methods, adopts a randomized black-box strategy using square-shaped noise patterns
to explore the input space efficiently.

The Fashion-MNIST dataset contains 70,000 grayscale images of fashion items from 10 distinct
categories, such as T-shirts, trousers, sneakers, etc. While MNIST(LeCun et al. [1998)) serves
as a classical baseline for simple visual pattern recognition tasks, Fashion-MNIST offers a more
challenging alternative with a greater diversity of visual features. Tiny-ImageNet is a subset of the
ImageNet dataset, containing 100,000 color images of size 64x64 across 200 classes. Each class
has 500 training and 50 validation images. Compared to datasets like Fashon-MNIST or CIFAR-10,
Tiny ImageNet poses a greater challenge and is commonly used to evaluate model performance
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and robustness in more complex visual settings. The adversarial attacks target vulnerabilities in
the model’s decision boundary and provide a rigorous evaluation of adversarial robustness. Unlike
natural corruptions, these adversarial examples focus on the ability of models to resist malicious,
worst-case perturbations crafted to deceive classifiers. The details of adversarial experiments are
provided in the Baseline and Training Details section.

To comprehensively evaluate the robustness of our proposed framework, DRO-Augment, we use the
CIFAR-10-C, CIFAR-100-C and Tiny-ImageNet-C datasets to assess robustness against natural cor-
ruption, and the Fashion-MNIST and Tiny-ImageNet datasets to assess robustness against adversarial
attacks.

3.2 BASELINE AND TRAINING DETAILS

In our experiments on the corrpution datasets, we use three different data augmentation methods:
Mixup, AugMix, and NoisyMix. For each of these augmentation methods, we also apply the
corresponding DRO-Augment framework and compare their performance. We used PreActResNet-18
He et al.[(2016b) — a variant of ResNet that applies batch normalization and ReLLU activation before
each convolution — for NoisyMix, Mixup, and AugMix. We train all models for 200 epochs. We also
keep consistent hyperparameter configurations (e.g., learning rate, batch size, and number of epochs)
across all methods for fair comparisons in the CIFAR-10-C, CIFAR-100-C and Tiny-ImageNet-C
experiments.

For the adversarial robustness experiments, we also employed PreActResNet-18 as the primary model
for all methods, with training performed over 50 epochs. Let € define the maximum perturbation under
the L., -norm constraint. We generate adversarially corrupted images by using Projected Gradient
Descent (PGD) (Madry et al., 2017) with 20 iterations, enforcing e € {4/255,8/255,16/255} and
using a step size of ¢/8. For the C&W attack (Carlini & Wagner, 2017, we run 10 optimization steps
with the parameter ¢ € {1,5,10}. For AutoAttack (Croce & Hein, 2020b), we use the full ensemble
with € € {2/255,4/255,8/255}. Both the FAB-T attack (Croce & Hein| 2020a) and the Square
attack (Andriushchenko et al.,2020) are performed with perturbation size fixed at e = 8/255. We
refer to the adversarially perturbed versions Fashion-MNIST and Tiny-ImageNet as Fashion-MNIST-
e and Tiny-ImageNet-¢ respectively. As in the Fashion-MNIST and Tiny-ImageNet experiments,
the training parameters were kept consistent across all experiments to ensure a fair and reliable
comparison.

For the experimental setup, we train our models using stochastic gradient descent (SGD) with
Nesterov momentum. The momentum coefficient is set to 0.9, and the weight decay is fixed at
0.0005. The initial learning rate is set to 1 x 10~! and follows a cosine annealing schedule, gradually
decaying to a minimum value of 1 x 1075 over the course of training. We use a mini-batch size of
128 for training and a batch size of 1000 during evaluation. For data augmentation methods such as
AugMix, Mixup, and NoisyMix, and adversarial training baselines such as TRADES(Zhang et al.,
2019), MART(Wang et al., 2019), and DRO-AT(Sinha et al., 2017b), we adopt the recommended
hyperparameter values as specified in their original papers. For these adversarial training baselines as
well as our proposed method DRO-Augment, the choice of perturbation budget e and Wasserstein
ball radius p is typically guided by the strength of the adversarial perturbation (i.e., the chosen ¢),
followed by light hyperparameter tuning to balance robustness and clean accuracy.

All experiments are conducted on local GPU workstations equipped with two NVIDIA RTX A6000
GPUs (each with 48 GB of VRAM). For CIFAR-10-C, CIFAR-100-C and Tiny-ImageNet-C , the
average training time per epoch under the DRO-Augment setting is approximately 0.019 hours.
For Fashion-MNIST, each epoch completes within a few seconds due to the smaller input size and
model complexity. The full implementation and all experiment scripts are publicly available at
https://anonymous.4open.science/r/DRO-Augment-6F2F.

3.3 ADVERSARIAL ATTACK RESULTS

In the experiments on Fashion-MNIST and Tiny-ImageNet, we trained our model using the Fashion-
MNIST and Tiny-ImageNet training sets, respectively. We introduced multiple attacks perturbations
with different perturbation strengths to evaluate the effectiveness of the DRO-Augmented version in
defending against varying levels of adversarial attacks. Table[IT]and [2]present the comparisons of
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Table 1: Adversarial robustness accuracy comparison under multiple attacks with different e values in
Fashion-MNIST-¢ datasets.

AA(%) PGD(%) C&W(%) FAB-T(%) Square(%)
Method 2/255  4/255  8/255 4/255  8/255 16/255 c=1 c¢=5 c¢=10 8/255 8/255
Baseline 110 1020 770 11.02  9.66  7.30 1027 1024 1024 92.60 9.20
Mixup 3200 3020 25.10 31.01 2752 2346 3061 2825  28.06 93.20 28.60
Mixup + DRO 40.80 3830 3530 39.63 3502  29.82 3602 34.65 3445 93.00 34.80
AugMix 39.80 37.80 3390 3824 31.68 24.16 3447 3224  32.19 93.00 32.00
AugMix + DRO 4530 4050 37.00 4557 3882  28.16 3926 3832 3823 93.20 38.80
NoisyMix 4070 3820 3500 39.87 36.89 3181 37.68 3584 3574 93.40 35.40
NoisyMix + DRO 4670 4350 4150 47.97 4397 37.34 4286 4171  41.65 93.20 42.00
TRADES 46.15 4410 3990 4532 4196 3349 4208 4118  41.09 91.60 41.40
DRO-AT 4525 4324 3930 4426 4016 3348 4024 3937 3931 91.35 40.90
MART 2830 2700 2500 28.69 2647  22.60 2723 2582  25.60 91.70 25.95

Table 2: Adversarial robustness accuracy comparison under multiple attacks with different e values
on Tiny-ImageNet-e dataset.

AA(%) PGD(%) C&W(%) FAB-T(%) Square(%)
Method 2/255  4/255  8/255 4/255  8/255 16/255 c¢=1 c¢=5 ¢=10 8/255 8/255
Baseline 4.81 2.45 0.79  3.69 1.54 0.52 1.50 1.10 1.03 48.15 2.29
Mixup 4.92 2.41 096  3.85 1.75 0.63 1.38 1.18 1.18 48.46 2.40
Mixup + DRO 6.18 3.38 127 5.09 2.36 0.89 2.08 1.82 1.80 50.83 3.21
AugMix 6.27 2.74 0.84  5.68 2.34 1.12 1.90 1.51 1.50 54.16 4.26
AugMix + DRO 7.79 4.01 1.57  7.39 3.72 2.68 3.05 271 2.20 56.56 5.38
NoisyMix 10.18 5.36 195  9.17 4.58 1.82 4.13 3.20 3.15 58.24 6.44
NoisyMix + DRO  12.55 7.48 3.65 11.52 6.80 3.35 8.19 6.66 6.54 59.75 8.18
TRADES 7.45 6.60 545 740 6.04 4.00 5.61 4.86 4.75 49.40 5.75
DRO-AT 7.80 6.65 495 736 5.97 3.94 5.60 4.63 4.47 50.90 5.60
MART 9.18 7.03 440 10.18 8.03 513 7.14 5.47 5.19 50.60 7.25

accuracy on the corrupted datasets between adversarial training baselines, different data augmentation
methods and their corresponding DRO-Augmented versions. On Fashion-MNIST-¢, the DRO-
Augmented version demonstrates a notable increase in robustness across different values of e, without
degrading standard classification accuracy, achieving an average improvement of 8% compared
to the original methods. Furthermore, across both Fashion-MNIST-e¢ and Tiny-ImageNet-¢, the
DRO-Augmented variants frequently attain the highest or near-highest adversarial robustness in the
majority of tested configurations, demonstrating their superior and stable defense capabilities against
adversarial attacks.

3.4 COMMON CORRUPTION RESULTS

As in the previous subsection, we first train the PreActResNet-18 model on the clean CIFAR-10,
CIFAR-100 and Tiny-ImageNet datasets using various data augmentation methods, along with their
corresponding DRO-Augmented versions. We then measure the accuracy of these methods on
corrupted datasets (CIFAR-10-C, CIFAR-100-C and Tiny-ImageNet-C).

The comparison of the results under severity level 5 for different corruption types in CIFAR-10-
C, CIFAR-100-C and Tiny-ImageNet-C are presented in the tables [} [5] and [0] Tables [6] [7] and
[8]also show a comparison of the average results across all severity levels for different corruption
types in CIFAR-10-C, CIFAR-100-C and Tiny-ImageNet-C. Table [I3] provides a comparison of
the overall average results across all severity levels and corruption types, further highlighting the
performance differences between the standalone data augmentation methods and their corresponding
DRO-Augmented versions. The tables 4] [5] Ol [6l Bl [7] and [T3] are collected in Appendix D.

While the DRO-Augmented method consistently achieves higher accuracy on corrupted datasets
compared to the corresponding data augmentation method across nearly all corruption types and levels
(recall there are fifteen different corruption types, each with five severity levels), the improvement is
particularly pronounced for the following seven corruption types: White, Shot, Impulse, Defocus,
Glass, Motion, and Zoom. On these corruptions, accuracy typically improves by 2%—5%, peaking
at 12.7%, with a median gain of 3.1% across all three augmentation baselines (Mixup, AugMix,
NoisyMix). Notably, this robustness boost comes without sacrificing average performance. DRO-
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Augment still improves overall accuracy around 1.2% in the CIFAR-10-C, CIFAR-100-C and Tiny-
ImageNet-C datasets. Figures [T] illustrates the comparison of accuracy for the seven different
corruption types mentioned above under the highest severity level (level = 5), highlighting the
enhanced performance of DRO-Augmented methods over the standard augmentation methods. .
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Figure 1: Accuracy comparison against the seven corruption types at severity 5 for Tiny ImageNet-C,
CIFAR-10-C and CIFAR-100-C (rows). Columns show Mixup, AugMix and NoisyMix with / without
DRO. Solid lines = method + DRO; Dashed lines = original method; Black line = baseline.

3.5 ABLATION STUDY

In this subsection, we present our findings from an ablation study aimed at understanding the
impact of each component, including Mixup, standard data augmentation, JSD loss, and W-DRO
regularization, on the accuracy of the trained model on corrupted datasets. Towards that goal,
we select CIFAR-100-C and Fashion-MNIST-¢ as the test datasets for common corruption and
adversarial attack experiments, respectively. As before, we train PreAct-ResNet18 on the clean
datasets (CIFAR-100 and Fashion-MNIST), assessing its robustness on the corresponding corrupted
versions (CIFAR-100-C and Fashion-MNIST-¢ with ¢ = 8/255). Our results are presented in Table 3]
which demonstrates that W-DRO significantly improves robustness against both common corruptions
and adversarial attacks when combined with various augmentation strategies. The accuracy on
CIFAR-100-C increases ~ 1.2% and on Fashion-MNIST-¢ increases ~ 6%. This highlights the
advantage of combining DRO with data augmentation methods to achieve higher accuracy across a
broad range of corruptions, including adversarial attacks.

4 ADVERSARIAL RISK BOUND FOR NEURAL NETWORKS

In this section, we present the asymptotic generalization error bound for a neural-network-based esti-
mator obtained via optimizing the variation-regularized loss function R, (f) (Equation equation [2.1)
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Table 3: Ablation study using a Preact-ResNet18 trained on CIFAR-100 and Fashion-MNIST-¢. The
combination of W-DRO and data mixing on top of a stability training scheme on an augmented
dataset boosts both robust corruption and adversarial accuracy.

Augmented pfiving JSD Loss W-DRO CIFAR-100-C (%) Fashion-MNIST-c : € = -5-(%)

Data

X X X X 47.88 9.36

X X X v 49.24 16.24
v X X X 55.24 38.12
v X X v 56.91 43.79
X v X X 52.62 27.52
X v X v 54.08 35.02
v X v X 57.90 43.57
v X v v 59.36 49.72
v v X X 58.57 22.91
v v X v 59.81 31.68
v v v X 61.28 31.68
v v v v 62.82 38.82

with augmented data. As illustrated in Section R, (f) serves as a proxy of the W-DRO and the
approximation error depends on p. Since our method demonstrates strong performance against L,
adversarial attacks, we primarily focus on the variation regularization-based approximation of the
L,-Wasserstein DRO optimization problem, i.e. in our case,

Ru(f) = 5 A2, €(f (@), yi) + plIVE(f (i), i) |2}

Generalization error bounds for neural networks are crucial for understanding how well a trained
model will perform on unseen data, providing theoretical guarantees that guide reliable deployment
in practice. In recent years, there has been a surge of research focused on generalization error bounds
for structured neural networks in nonparametric regression and classification settings (e.g., see Kohler
& Langer|(2021);|Schmidt-Hieber| (2020); Bhattacharya et al.|(2024) and references therein). To set
up notations, given any L € N and a vector p = (po, p1,- - , Pr+1), a neural network with depth L
and width vector p is defined as:

f(x):WLOJOWL,loUO“-OUOWQl’,

where W, € RPi+1%Pi_and each layer includes corresponding bias vectors v, € RPr+1, The
activation function o is applied to each component of the input vector, which is taken to be o(z) =
(max{0, z})? in our analysis. In practice, our estimator is trained not only with the W-DRO but also
with augmented samples generated by mixup. For any two sample (X;,Y;), (X;,Y;) (generated from
a distribution, namely P;,,e), and A;; ~ Beta(a, ), we define their mixture as Z;; = X\;;(X;,Y;) +
(1 — Xi;j)(X;,Y;). The population distribution of Z;; is denoted as Pp;x. To preserve independence
within the mixed sample, we construct the mixup dataset using disjoint pairs. Specifically, with a
slight abuse of notation, we define Z; = A; (Xo;—1,Y2i—1) + (L1 —=N;) (Xa;, Ya;), for 1 <i <n/2,
where we assume n is even; if n is odd, the last sample is discarded. Let R™*( f) denote the empirical
risk (counterpart of R,,(f)) computed using the mixup samples {Z; }1<;<y /2. Our estimator fﬁ}\% is
defined as:

NN = argmincyyenez BRI (f). @1
where N aUl’Lai) is the collection of all neural networks with depth L, width vector p, total number of

active weights U = Zi:o(”wh llo + llvnllo), norm of gradient is almost a3 /2 and (operator) norm

of the Hessian is almost a5 /2. The robust generalization error of f with respect Lo, W-DRO loss is
defined as:

DPye.n(f) = sup Bz y)~ Prrue [E(f (), )]
Q: Wee (Porue,@)<p

= E@,y)~Pirue sup  £(f(%),y)

& |lz—ll2a<p
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We define Dp,,. ,(f) as the robust generalization error of f with respect to Priy, and define f7®
to be the minimizer of Dp,_,, ,(f) over class of Holder function H(R?), defined as follows:

max sup |[0°f(z)] <1, max sup [0°f (@1) = & F(w2)] < 1}

lIslh <r ,cpd Islh=rzy#zy  ||@1 — 22]|%

H“(Rd):{f:Rd%R

The goal of the generalization bound is to provide an upper bound on the difference between
Dp,..p(fis&) and Dp,,. ,(f*), which we present in the following theorem:

*

Theorem 4.1. Assume that the population minimizer f* € H*(R?) with o > d/2. For any
fixed Z > 0, if we has O(logd + |c|) layers, with the max; p; = O(pr+1 V d(Z + |a])?) and
O(pry1d(d + a)(Z + |a|)?) non-zero weights taking their values in [-1,1], then the optimizer

i as defined in Equation equation with (-Lipschitz loss function, satisfies that there exists
¢, p > Osuch that for all p < p, with probability at least 1 — n™¢,

rmac mix logn U+10gU —« logn
‘DPmmp(fNN) — Dp,, o(fi )| < Cl(\/ ( ) +U /d+p\/ - +p%).

n

If we further select U < (n/logn) 274, then we have

Do F5) = D155 < o (252) 77 4282 4 7).

where c1, ca, C1, Cy are fixed constants, depending on (., d, ay, as).

Remark 4.2. Although recently|Liu et al.|(2024)) established a similar bound on a neural network-
based estimator under L, perturbation, our analysis differs from theirs in various aspects; first, we
obtain fﬁ}\}” by minimizing the variation approximated loss with augmented data R (f), whereas
they did not consider the augmentation nor the variational approximation. Secondly, the class of
neural networks considered in our theoretical analysis differs from them: we focus on sparsely
connected networks, where sparsity is imposed through conditions on U, which can be implemented
via dropout in practice, in contrast to the fully connected networks studied in their paper. Additionally,
we employ the ReQU activation function, rather than the ReLU activation function used in their paper.
As a result of these differences, we are able to achieve a faster rate of convergence: our estimator
attains a convergence rate of n~%aTa, compared to their rate nTFarE, A full derivation of the
theoretical bound is provided in Appendix C, where we also include the approximation formulation
for the DRO-Augment objective.

Remark 4.3. In our theoretical development, we assume that mixing is performed on independent
pairs, ensuring that the resulting mixed samples remain independent. In practice, however, one might
consider forming all possible pairs, which would introduce correlations among the mixed samples.
Our framework can be extended to this setting using empirical process techniques for U-statistics.
Nevertheless, such an extension offers no additional insight beyond more cumbersome mathematical
bookkeeping, and we therefore omit it here.

5 CONCLUSION AND DISCUSSION

In our research, by combining the regularization effect of distributionally robust optimization with
data augmentation methods, we enhance the model’s robustness against various corruptions and
adversarial attacks in the field of computer vision classification. This approach allows the model
to better handle perturbations, resulting in improved performance and reliability when faced with
different types of data distribution changes. Despite its effectiveness, DRO-Augment introduces
a small additional time costs due to the evaluation of the robust loss, which is not a fundamental
limitation and can be mitigated through engineering or numerical improvements. To support more
meaningful robustness evaluation, we also propose a refined version of the CIFAR-C benchmark
that ensures corruption strength is consistent across different corruption types at each severity level.
Future work will focus on exploring the potential of variation regularization in other models, such as
diffusion models and large language models (LLMs). By investigating how variation regularization
can be integrated into these models, we aim to further enhance their robustness and adaptability,
expanding the applicability of our methods to a broader range of machine learning architectures and
applications.
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A NOTATIONS

Scalars and individual data points are denoted by lowercase letters (e.g., x, y). The input-output pair
is denoted by z = (z,y). Prediction functions are written as f(x), with associated loss ¢(f(x),y)
and input gradient V£(f(x), y). The true data distribution is Py and the empirical distribution over
n samples is P,,. Calligraphic letters (e.g., H®, F) denote function classes or sets. We use || - ||¢ for
the dual norm of ¢,,.

B AUXILIARY LEMMAS

Lemma B.1 ((Gao et al.;,[2024)). Under the assumptions that the data distribution satisfies a bounded
density condition around the set of all nondifferentiable points of f : Dy, there are p, J > 0 such
that for all p < p, with probability at least 1 — e~ %, for every f from a hypothesis family F:

Dp, ,(f) = ?él;_l{ ZE z + pEp, [f/( HVf H ]}

+pf+p<J+|H|u»“>+2pE[ Rl ;)]

where J, 7 = {x — H{d(z,Dy) < p}: f € F, Dy # 0} and H(x) is an upper bound on the
operator norm of the Hessian of f(x)
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Lemma B.2 ((Zhang et al., 2020)). Suppose the function class F is defined over X and satisfies
supser || flloo < D. For any samples x1, ..., T, from X, we have

1 < DN Lo(P,
v suproif(:vi) < inf {45+12/ \/og/\f(u,]’, 2(Pn)) du}
ferm | 620 5 n
where o = (01, . ..,0p) are i.i.d. Rademacher variables and Lo(P,,) denotes the data-dependent Lo
metric.

Lemma B.3 ((Belomestny et al.|[2023), Theorem 1). Fix o > 2 and p,d € N. Then, for any function
f:00,1]% — RP with f € H*([0,1]%), for any integer Z > 2, there exists a neural network h ;s with
ReQU activations such that it has O(log d + |a|) layers, at most O(pV d(Z + |])?) neurons per
layer, and O(p(da + d*(Z + | |)?) nonzero weights in [—1, 1], satisfying

Cadae
||f - hf”He([O,l]d) < W f()rall€ € {0, sy LO{J}

Lemma B.4 ((Bartlett et al.,|1998)), Theorem 2.1). For any positive integers U, k < U, L < U, I,
and p, considering a network with real inputs, up to U parameters, k computational units in L layers,
a single output unit (identity activation), and all other units with piecewise polynomial activation of
degree | and p breakpoints, the VC-dimension satisfies

VCdim(sgn(F)) < 2U Llog(2¢U Lpk) + 2UL?log(l + 1) + 2L.
Furthermore, since L,k = O(U), for fixed | and p:
VCdim(sgn(F)) = O(ULlogU + UL?).

Lemma B.5 ((Anthony & Bartlett, 2009), Theorem 12.2). Let F be a set of real functions from a
domain X to [0, M]. Let € > 0 and Pdim(F) denote the pseudo-dimension. If n > Pdim(F), then
the uniform covering number satisfies
Pdim(F)
enM
< (=7
Noo(&, Fm) < (sPdim(]—"))

Lemma B.6 ((Vershynin, 2018)), Corollary 4.2.13). The covering numbers of the unit Euclidean ball

BY satisfy for any e € (0,1]:
1\ g 3\*
(5) =veea= ()

C THEORY PROOF

C.1 RISK BOUND PROOF

The following proof adapts the approach from (Liu et al.,|2024) with modifications to account for
W-DRO, augmented samples and the ReQu activation function. Throughout the proof below, let n
denote the size of the augmented dataset.

The decomposition of the risk function is given by:

Do ) = D (1)
= Dy () = DS, FRR) + DR — B (R + B ()

~ R (f) 4 R () — DR (F) + DR () = DR (f05%) 4 D% (F7) = D o (£277)
< Dy (FRE) = DB (FRE) + DB (RE) — R (FR5) + B2 ()

mzm ( ) mzx (](_') _ g’n’bjﬂp( :rww) + Dm’LIE ( }:nzw) _ D m]x’p(fmliﬂ)
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where D}Tji)( f) is the empirical counterpart of Dp, ,(f) computed on mixup samples. Therefore,

1D FR) = D (£7)] < D o (5 = DB (P50
+ DR (FR) — B (f58)]
+IRZ(f) = DEi(F)
+ DR () = D ()]
+ D7) = Dy (£7)]

where f € . N1 is the approximation of f**, then we have

Do (fRE) — DR (fRA) = B,
Digie (i) — Rmic(frie) = By
b

R (f) — Dgiv () = Bs,

D% (f) — DB (fM) = Bu,

DI, (FIM%) = Dpyy o (£27'7) = Bs.

C.1.1 BOUND FOR B3 AND Bj

By Lemma we directly derive that for any function f € NN} "> with the ReQU activation
function, the following holds with probability at least 1 — e~¢,
) ) t az
mix — pmiz — . 2 il
(R2(f) = DE()] = oy 5 + 07T + )
Hence we can get the asymptotic bound of Bs and Bs.

C.1.2 BOUND FOR By

Define the approximation error by

EHY NNTE) = I = Fllaoo,4)
There exists f € NN}/ approximating the target function f"** € H* such that

LF75 = Fllo o,y = O(EHE NN ™)),

Indexing augmented samples by ¢ Via Zt (Xt, ?}) € Poie sit. Xt = M Xor + (1—=A¢)Xot—1, Y, =

Aoy + (1 — X)Ya—1, where A d "Beta(q, 8). Since £ is L,-Lipschitz, the difference between
Dm” (fm””) and D}?}”p(f) satisfies

n

D?nu (f) DnLu( muc) Sl Z sup é(f()z)g)’i}t) _ sup g( :LZI(Xt/%Y;)

P,,p Py,p - P ~ =
t=111X{=X:lI<p 1X;—X:lI<p
n
_ 0(fre (X)), Yy) — 0(f(X)),Y;
== Csup L(fM(X)), V) - sup L(F(X}),YR)
t=1|1X{=X:l<p 1X:i=X:lI<p
1

IS e - i@

IS IX - XI<p
<L |[f77 = Fllao o0
Based on Lemma[B.3] we derive

L Cad
By < ZZQ

14
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C.1.3 BOUND FOR Bj

For any f € H® and z = (x,y) € Z, define
Uf.2)= sup £(f(2').y).

lla’—zl|<p
We have
Br D?,ZTp( mlr) DPmix7p( Ir”,r) S Sup {EPmP I:g(f7 Zt)} - ]E'P I:g(f’ Zt)} }
FENN 2

Define the class 3

={is ) 2R fenl,
and let the random vector o = (074, . .., 0, ) consist of i.i.d. Rademacher variables that are indepen-
dent of the data. Denote the samples by Z1.,, = {Z;}},, with Z; = (X;,Y;). Let

Zzg:(Xt/,Y;&/)v tzl,"'ana
be drawn i.i.d. from P,y (the ghost sample). Then,
D (F7%) = Dy (f77)

< sSup , EU{EPH,;) [Z(fv Zt)] _EP [Z(fv Zt)]}

FENNL2

R
= s Eod = U(f, Z) =By ((f,
s DR IR
<EZ;;,LEo{f€A§f,EN2[ Zfﬁzt ﬂ}

= 0{ sup 1iat[2(f,Zt)g(f,Z£)}}

FENN 2 T
=Rn(LY).

Therefore, we got the By < R,,(£). Because for any f, f € H® satisfying || f — oo < u/Lip*(¢),
it follows

Uz —Uf.2)|=| swp (fFK) T~ s (F(X)T0)

X €B.(Xy) X' €Bc(Xy)
. ~ / ~ ~
<Lip(0) s [f(X) - F(X)] <
Xt,eBe(Xt)

Hence, we have
08 AT, £, o) < 08N (s )
Based on the Kolmogorov-Tikhomirov result (1959),
log A (1, £, |+ [l ) S u™?/.
Let Lo(P,) denote the Lo metric induced by the samples. Then,
logN(u,Eo‘,Lg(Pn)) < log./\/(u,ﬁo‘, II - ||OO) <Y,
Since sup pegsa || f]loo < 1, there exists a constant B such that

sup |0(f,Z;)| < B forany f € H®.
Z+ € Prix
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Combining this with Lemma@l and the arguments in (Liu et al.| 2024)) (Section C.2.3), we get:

1 P
Ro(£%) S inf {45+12 [t T du}
5>0 s

n

1
< inf {6 + n_1/2/ w4 (20) du}
~5>0 s

<n- min{1/2,a/d} logc(a,d) n.
Therefore,

By = DBI%(fI17) = Dy p(f17) 5 = min1/20/0) oge (e,

C.1.4 BOUND FOR B

Define the class of functions £,, by
L, = {E(f,z) . ZR|f e/\/f\/‘;]{f?}.

For a given set of samples z1, ..., 2, from Z, the empirical Rademacher complexity of class £,, is
defined by

~ 1< -
Rn(Ly) =E, sup  — E oill(f,z) .
{fGNN?f’Laz nia

As the similar logic for Bs, we could see that

‘mei:mp( A;anz\}r) - D;ﬁjfp( A]”anz\}r)l S Rn(‘cn)

where f' € N o1 Foragivent € (0,p),let Cp, (1) be a (7, - | )-cover of B,(0) with the
smallest cardinality M. Denote the elements of Cg, (7) by d1, ..., daz, . It follows by Lemma
that

log M, < cdlog(pr™")

for a constant c. For any Z; = (Xt, f’t) € Phix, the continuity of £ and f imply that there exists
8" € B,(0) such that

U(f, Z0) = 0(f (X +6), Ye) — max€(f(Xe + 61). Vo)
< min [((f (X +6), Y2) = ((f(Xe +00), Vo)

< Lip" (O)Lip(f)[|6" = 6kl
< Lip' ()Lip(f).

Therefore, for any f € NN 1,

n

% ; ol (f, Zy) :% ; [ati(f, Z,) — oy mgxé(f()zt +61),Y)) + oy m]?xﬁ(f()zt o), Y2)

a7

1 n
<Lip*(¢) - -5t

3 [ot max £(f(X; + 516),11)}

t=1

This leads to an upper bound of ﬁn(ﬁn) as follows:

~ 1 <& . -
Rolln) < B sup LY ovmpaet(7( + 60,50 + Lipt () 4
FENNG 2 T g

16



Under review as a conference paper at ICLR 2026

Define the class

ﬁmf—{m]?xﬂ(f(erék), y:ZR|feEN }

Let N (u, Ly, -, Loo(Py,)) denote the covering number of the class £,, » under the data-dependent
L metric. Define

Spot, ={zi+0p:i=1,...,n, K=1,..., M},
and let NV (u, 0125 Loo(Par, ) denote the covering number of the class . under the

L metric on the set Sy, as, . Forany f, f' € NN, if max; x If (X + 63) — f (Xt + 6| < wu,
then

al,a2

max | ml?xe(f(xt +61),Y;) — m]?xé(f’(Xt +0k), Yy)|
< max 0(f (Xi + 61), Ye) = £(f' (K¢ + 61), V)|
< Lip*(f) - u

Hence,
N (W, Lz, Loo(Pr)) < N (u/Lip" (0), NNT'£2, Lo (Pat, )

al;a2

Suppose the functions in N,
NN L is defined by
Noo(uv tllflf2ﬂnMT) :sup./\f(u, ((lJl,LanLOO(PnMT))a
’ P”L ’
where the supremum runs over all data sets of size n. Combining Lemma [B.5|and Lemma[B.4] we
derive

are uniformly bounded. Then the uniform covering number of

log N (u, L, 7, Loo(Py)) < log/\foo(u,./\/'./\/'?]ff?, nM,)
< ByW?2LA(L + log(W?2L)) log(u™'nM.,),

1% is bounded and ¢ is continuous, there exists By > 0 such that

for a constant B;. Since V.

sup mﬁxé(f()zt +61),Y;) < By forany f € N. Iy a2.
Z+ € Prix

Combining above with Lemma|[B.2] we have

E{ sup Loy max (4% + 6), m}

fGN./\fal ,ag T =1

B
620 5 n
Hence,

B>
< (isr>1% [5 + <\/UL2 + ULlog(U))n_l/2 . / [\/log(u_l) + /logn + \/logMT} du}
2 1)

Thus,

< <\/UL2 +UL log(U))nl/2 {\/logn + \/log(prl)} :
Therefore, by selecting 7 such that pT‘l = O(n), we show

Dy (PR D (PR < o' + ( U+Ulog<U>)n-1/2\/1ogn.

Now if we summarize them all, we get:

d
Fmiz mix / t — min @ c(a —
‘mei:np( NN) _DPmix;p( * )‘ IS Za +p %_‘_pz—i_n {1/27 /d} log ( ’d)n+pn !

+ ( U+ Ulog(U))n_l/Z\/logn.
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D ADDITIONAL RESULTS

Table 4: Performance comparison under severity level 5 on CIFAR-10-C (higher values are better).

Method Noise Blur Weather Digital

White Shot Impulse Defocus Glass Motion Zoom Snow Frost Fog Bright Contrast Elastic Pixel JPEG
Baseline 2490 32.44 25.03 57.08 49.45 68.46 64.28 76.98 65.38 71.77 91.28 36.20 75.56 45.85 72.05
Mixup 32.56 39.17 21.00 69.49 66.42 73.00 71.15 83.36 82.78 81.18 90.96 65.14 80.34 61.30 76.61
Mixup + DRO 44.93 51.86 31.43 72.17 69.79 75.38 75.83 83.82 82.03 80.74 89.44 61.15 83.57 65.79 80.24
AugMix 65.98 69.03 59.01 87.16 67.54 86.77 87.45 87.53 85.04 88.92 94.06 89.29 78.97 55.52 79.22
AugMix + DRO 65.89 69.54 66.55 89.50 67.16 87.39 88.92 87.81 86.33 87.56 94.69 90.74 78.28 65.57 80.88
NoisyMix 87.17 88.59 94.60 90.34 82.69 88.08 90.79 87.81 88.74 79.16 92.58 64.03 85.83 77.42 88.63

NoisyMix + DRO 87.98 89.20 94.82 91.08 83.77 89.35 91.37 88.49 89.55 81.65 93.19 67.95 86.58 77.71 88.66

Table 5: Performance comparison under severity level 5 on CIFAR-100-C (higher values are better).

Method Noise Blur Weather Digital

White Shot Impulse Defocus Glass Motion Zoom Snow Frost Fog Bright Contrast Elastic Pixel JPEG
Baseline 10.16 11.67 631  32.61 18.96 41.97 39.91 44.22 33.00 37.93 6548 17.87 47.41 23.72 40.39
Mixup 11.68 15.03 533  39.80 24.54 48.64 45.75 50.35 41.91 48.56 65.85 37.59 52.01 30.09 46.53
Mixup + DRO 10.02 13.11 4.05 42.09 24.97 51.68 47.78 53.78 44.07 52.15 66.30 41.20 48.71 29.08 45.51
AugMix 36.99 39.93 37.06 60.33 22.36 59.17 61.30 57.07 47.57 60.52 71.52 62.57 46.70 31.70 49.66
AugMix + DRO  40.80 43.30 40.94 63.51 27.67 60.97 63.19 58.84 51.33 58.31 72.08 65.19 47.26 30.71 50.19
NoisyMix 60.21 62.42 77.68 7159 54.96 69.18 71.31 63.94 62.45 54.48 70.82 40.14 64.31 57.37 64.68

NoisyMix + DRO 63.30 65.03 78.34 71.57 55.77 69.30 71.73 65.27 63.62 53.62 71.13 40.98 64.09 57.98 65.51

Table 6: Performance comparison under different corruption types on CIFAR-10-C (higher values are
better).

Method Noise Blur Weather Digital

White Shot Impulse Defocus Glass Motion Zoom Snow Frost Fog Bright Contrast Elastic Pixel JPEG
Baseline 4445 5731 56.55 83.42 5490 79.74 79.28 82.89 78.66 88.38 93.85 77.42 8491 7491 79.17
Mixup 54.17 64.81 53.16 87.11 69.50 82.00 82.66 88.01 88.17 91.63 93.84 87.18 86.95 83.16 82.95
Mixup + DRO 61.67 70.88 56.42 87.36 73.35 83.21 84.80 87.59 87.46 90.33 92.64 84.88 88.03 84.55 84.71
AugMix 77.68 82.63 82.03 92.85 73.27 90.45 91.50 90.02 89.84 93.72 95.11 93.75 88.70 80.40 84.45
AugMix + DRO 7820 83.33 8528 93.87 73.25 91.05 92.47 91.03 91.00 93.84 95.57 94.39 89.15 85.10 85.80
NoisyMix 90.53 91.98 95.11 93.63 86.08 91.40 92.73 91.25 91.63 90.59 94.55 87.02 90.92 89.14 90.82

NoisyMix + DRO 90.95 92.42 9533 94.12 86.87 92.20 93.27 91.55 92.16 91.61 94.93 88.28 91.47 89.33 90.88
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Table 7: Performance comparison under different corruption types on CIFAR-100-C (higher values
are better).

Method Noise Blur Weather Digital

White Shot Impulse Defocus Glass Motion Zoom Snow Frost Fog Bright Contrast Elastic Pixel JPEG
Baseline 21.62 29.69 2490 60.16 20.77 53.82 53.77 54.04 48.13 63.44 73.21 54.07 60.15 51.13 49.33
Mixup 27.87 36.86 24.12 63.45 26.14 59.13 58.08 59.78 54.61 67.80 73.11 63.91 62.83 57.53 54.09
Mixup + DRO 26.17 3594 26.26 6597 26.56 62.01 60.58 62.87 57.26 70.51 74.97 66.31 63.53 58.11 54.14
AugMix 49.57 5547 60.16 71.24 27.35 66.05 67.97 64.76 59.12 72.17 7543 72.22 63.62 57.67 56.32
AugMix + DRO 5243 57.60 61.55 7271 33.41 67.33 69.66 66.16 61.58 71.91 75.75 73.72 63.99 57.48 56.79
NoisyMix 67.12 7032 78.44 7627 60.32 73.34 74.69 70.30 69.27 70.59 76.16 66.82 72.13 70.52 68.93

NoisyMix + DRO 68.93 71.78 79.01 76.63 60.94 73.50 75.03 71.26 70.01 70.41 76.40 67.14 72.01 70.92 69.49

Table 8: Performance comparison under different corruption types on Tiny ImageNet-C (higher
values are better).

Method Noise Blur Weather Digital

Gaussian Shot Impulse Defocus Glass Motion Zoom Snow Frost Fog Bright Contrast Elastic Pixel JPEG
Baseline 12.25 1524 13.86 11.50 11.47 15.08 13.01 17.42 19.04 19.07 2420 8.51 18.78 25.58 24.62
Mixup 20.81 23.64 1490 1471 14.84 18.66 16.06 24.52 26.43 23.78 27.81 15.58 21.73 22.80 29.92
Mixup + DRO 23.32 26.05 17.28 16.97 17.19 21.13 18.45 23.42 27.33 26.83 28.75 16.56 22.68 26.78 27.87
AugMix 29.42 3235 2047 2274 17.46 23.04 20.59 31.63 30.81 29.99 34.36 18.82 28.37 26.61 27.94
AugMix + DRO  31.81 34.68 22.71 22.02 19.77 25.33 22.85 32.61 34.81 30.93 35.25 17.78 29.30 29.59 28.90
NoisyMix 2533 27.78 2395 2230 16.99 2592 23.42 32.1234.8536.17 39.92 21.13 32.79 29.64 33.74
NoisyMix + DRO 26.75 30.17 25.33 23.63 18.40 27.43 24.82 32.35 35.05 36.41 40.12 21.34 31.98 29.88 33.95

Table 9: Performance comparison under severity level 5 on Tiny ImageNet-C (higher values are
better).

Method Noise Blur Weather Digital

Gaussian Shot Impulse Defocus Glass Motion Zoom Snow Frost Fog Bright Contrast Elastic Pixel JPEG
Baseline 383 490 3.00 447 408 10.02 9.12 1320 13.34 899 1643 1.55 12.36 16.52 18.72
Mixup 10.12 13.64 4.87 7.62 555 13.41 10.82 17.97 25.85 14.61 16.51 243 14.46 14.24 22.87
Mixup + DRO 14.09 1237 7.55 8.85 8.05 16.42 14.40 16.69 24.58 19.40 21.35 4.22 18.23 17.91 21.66
AugMix 19.24 20.88 835 13.33 6.09 15.65 14.40 26.04 25.18 17.00 23.04 5.71 20.39 12.44 20.43
AugMix + DRO  21.16 24.35 10.93 11.64 8.64 18.34 18.36 29.67 30.03 20.75 25.77 4.59 19.22 16.31 19.28
NoisyMix 19.90 18.60 11.06 792 11.60 18.67 14.48 23.4329.59 19.51 2548 6.15 19.49 10.84 21.93

NoisyMix + DRO 18.10 19.78 12.17 11.93 9.83 19.26 16.64 26.64 27.78 24.76 30.65 4.80 21.67 12.08 26.62

Table 10: Average accuracy (%) of Preact-ResNet-18 on standard and “-C” corruption benchmarks.

Method CIFAR-10 CIFAR-100 Tiny-ImageNet

Cleant -Ct Cleant -C1T CleantT -C7
Baseline 9521 7439 77.52 47.88 4520 16.64
Mixup 9544 79.69 79.65 52.62 47.82  21.08
Mixup + DRO 9497 8119 79.89 54.08 48.50 22.74
AugMix 95.55 87.09 7742 61.28 5480 26.16
AugMix + DRO 96.07 88.22 77.83 62.82 5497 27.89
NoisyMix 95.37 91.15 79.62 71.01 5793 28.04

NoisyMix + DRO 9522 91.69 79.77 7156 5796 29.11
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Table 11: Adversarial robustness accuracy comparison of ConvNeXt-S under multiple attacks with
different e values in Fashion-MNIST-¢ datasets.

AA(%) PGD(%) C&W(%) FAB-T(%) Square(%)
Method 20255 4/255 8/255 4/255 8255 16/255 c=1 c=5 c=10  8/255 8/255
Baseline 3200 2785 2065 2881 21.56 1282 2258 2214 2211  89.90 24.05
Mixup 5420 5140 4580 53.12 4802 3927 48.69 4788 4782  89.75 48.60
Mixup+DRO 6135 59.50 5275 6118 5641 4512 5568 5424 5406  90.05 56.45
AugMix 6710 6435 57.10 6506 5799 4659 58.69 57.51 5748  90.15 61.30
AugMix +DRO 7255 6930 6565 71.18 6486 5848 67.54 6532 6524 9040 68.40
NoisyMix 6965 6770 6470 69.64 6609 5927 6636 6478 6466  85.80 66.35
NoisyMix + DRO 7580 7325 70.15 74.68 6936 6284 7362 7134 7116 8620 72.60
TRADES 6220 6135 5935 63.63 6156 35803 6097 5991 5979 8785 60.30
DRO-AT 5120 5095 5025 5063 50.15 4936 5033 50.02 4995 8770 50.45
MART 4695 4660 4560 47.82 4673 4494 4704 4628 4615 8750 45.85

Table 12: Average accuracy (%) of ConvNeXt-S on standard and “-C” corruption benchmarks.

Method CIFAR-10 (%) CIFAR-10-C (%) CIFAR-100 (%) CIFAR-100-C (1%)
Baseline 62.99 51.10 43.68 33.05
Mixup 59.21 50.55 31.44 24.77
Mixup + DRO 59.43 51.74 31.29 2591
AugMix 65.12 57.93 44.09 37.77
AugMix + DRO 65.07 59.49 44.37 39.13
NoisyMix 49.34 45.38 24.14 21.52
NoisyMix + DRO 49.56 45.97 24.28 22.16

Table 13: Average time and space cost (%) of ConvNeXt-S on Fashion-MNIST.

Method Time(s) GPU Memory(MiB)
Baseline 3425+ 1.15 889
Mixup 34.61 +1.38 891
Mixup + DRO 52.22 £ 1.27 1597
AugMix 49.85 + 1.48 1730
AugMix + DRO 76.27 + 1.51 3072
NoisyMix 64.02 + 1.57 1742
NoisyMix + DRO 9539 £ 1.63 3105
TRADES 303.75 + 14.84 2178
DRO-AT 222.17 + 16.51 902
MART 241.26 +9.45 1334

Table 14: Sensitivity study on CIFAR-100 dataset with different p values.

P CIFAR-100 (%) CIFAR-100-C (%)
L.00 %103 77.65 61.89
1.05% 1073 77.31 61.62
1.10 % 1073 76.81 61.97
1.15% 1073 77.69 62.33
1.20 % 1073 77.83 62.82
1.25% 1073 77.24 61.75
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E REFINED CIFAR-C

We aim to address the issue with the severity settings in the CIFAR-C datasets. In the original
CIFAR-10-C dataset, model performance varies significantly across different corruption types,
even at the same severity level. As the severity increases, this performance gap widens, with
differences in accuracy exceeding 40% in extreme cases. Additionally, at severity level 1—the lowest
level—most baseline models, such as ResNet-18, already achieve near-maximum accuracy, around
95%. This leaves minimal room for observing improvements, rendering severity level 1 practically
uninformative.

To address this, we propose redefining the severity levels. Given that the predominant architectures
used in image classification today are Transformer-based and ResNet-based models, we first designed
our approach with ResNet performance in mind. We set the baseline accuracy at 50%, corresponding
to the probability of random guessing in a binary decision task (e.g., ’is this class A or not?’). For the
upper bound, we set the initial accuracy at approximately 85%, acknowledging that 95% represents a
practical ceiling for CIFAR-10-C. This adjustment provides sufficient room to observe robustness
improvements across a broader range of models.

Table [T5] and [T6] show that, in CIFAR-100-C, ResNet performance generally drops by approximately
30% compared to CIFAR-10-C. To account for this, we adjust our standard accuracy range downward
by 30%. Specifically, we redefine the severity levels such that at severity 5, the accuracy is set at
60%, decreasing in increments of 10% down to 20% at severity 1. This proposed configuration
ensures more consistent accuracy across different corruption types at the same severity level for
ResNet architectures of varying depths, allowing for a more reliable evaluation of model robustness.
The detailed performance of ResNet-18, ResNet-34, ResNet-50, and ResNet-101 on the refined
CIFAR-10-C and CIFAR-100-C benchmarks can be found in table [T7] [T8|[T9I20] 21] 22] 23] 24]

Table 15: Performance on Refined CIFAR-10-C (% accuracy)

Model S1 S2 S3 S4 S5

ResNet-18  86.04 79.03 70.00 61.83 51.59
ResNet-34  86.38 79.47 70.60 6295 52.95
ResNet-50  88.10 80.18 70.18 61.69 50.68
ResNet-101 87.60 79.54 69.51 60.85 49.74

Table 16: Performance on Refined CIFAR-100-C (% accuracy)

Model S1 S2 S3 S4 S5

ResNet-18  59.93 50.78 40.85 30.77 20.53
ResNet-34  57.87 4991 41.04 31.69 21.95
ResNet-50  65.11 55.83 45.51 35.05 23.86
ResNet-101  63.80 54.58 44.65 34.53 23.87
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Table 17: Accuracy of ResNet-18 on Refined CIFAR-10-C under different severity levels

Type S1 S2 S3 sS4 S5
gaussian 8620 78.01 6930 61.61 51.22
shot 8651 77.16 69.00 60.36 50.88

impulse  85.01 78.65 69.19 59.73 50.82
defocus  87.03 79.53 69.27 60.50 46.63
glass 84.88 79.16 67.59 60.73 52.56
motion 85.30 7856 70.38 60.05 52.34
zoom 85.81 7994 7149 64.12 54.39
Snow 87.02 7812 69.72 64.15 54.69
frost 85.86 7790 69.68 63.13 54.17
fog 85.38 78.62 69.98 6035 49.59
bright 86.83 80.06 71.70 62.78 52.40
contrast 86.62 81.31 7198 63.79 5249
elastic 85.55 7886 69.09 5994 51.29
pixelate  86.49 80.47 7157 6492 53.53
jpeg 86.18 79.03 70.01 6133 46.79

Avg 86.04 79.03 70.00 61.83 51.59

Table 18: Accuracy of ResNet-34 on Refined CIFAR-10-C under different severity levels

Type St S2 S3 sS4 S5
gaussian 8620 78.01 69.30 61.61 5122
shot 86.51 77.16 69.00 60.36 50.88

impulse  85.01 78.65 69.19 59.73 50.82
defocus  87.03 79.53 69.27 60.50 46.63
glass 84.88 79.16 67.59 60.73 52.56
motion  85.30 78.56 70.38 60.05 52.34
zoom 8581 79.94 7149 64.12 5439
snow 87.02 78.12 6972 64.15 54.69
frost 85.86 7790 69.68 63.13 54.17
fog 8538 78.62 69.98 6035 49.59
bright  86.83 80.06 71.70 62.78 52.40
contrast  86.62 81.31 71.98 63.79 52.49
elastic  85.55 78.86 69.09 59.94 51.29
pixelate 8649 8047 71.57 6492 53.53
ipeg 86.18 79.03 70.01 61.33 46.79

Avg 86.04 79.03 70.00 61.83 51.59
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Table 19: Accuracy of ResNet-50 on Refined CIFAR-10-C under different severity levels

Type ST S22 S3 S4 S5
gaussian 88.40 80.30 70.74 6244 50.43
shot 89.17 79.85 71.92 6272 51.95

impulse  86.97 81.18 7095 6120 50.78
defocus  89.28 78.65 64.31 53.83 39.72
glass 86.69 80.06 67.51 61.80 52.19
motion  87.08 78.72 69.60 59.01 49.99
zoom 8774 79.16 6841 59.56 48.26
snow 8891 79.66 69.56 65.10 53.84
frost 88.10 79.13 72.06 6332 5437
fog 87.65 81.19 7250 6443 5257
bright  88.92 81.53 71.93 6297 52.53
contrast  88.85 83.61 7532 67.76 57.22
elastic ~ 86.89 79.88 70.57 60.93 51.27
pixelate 8832 79.58 68.12 60.87 49.69
ipeg 88.53 80.15 69.14 59.44 4543

Avg 88.10 80.18 70.18 61.69 50.68

Table 20: Accuracy of ResNet-101 on Refined CIFAR-10-C under different severity levels

Type S1 S2 S3 S4 S5
gaussian  87.93 79.14 70.12 61.87 5149
shot 88.16 78.44 69.57 61.25 51.38

impulse  86.71 80.30 70.53 6033 51.44
defocus  88.89 78.76 65.34 54.08 38.82
glass 86.35 79.18 67.53 63.04 51.37
motion  86.86 78.19 69.17 57.63 48.23
zoom 8730 79.16 6850 60.03 48.15
snow 8798 7810 68.25 63.24 50.69
frost 8743 7759 68.63 6051 51.59
fog 87.01 80.17 70.99 6146 49.88
bright 88.28 80.47 6992 60.25 50.06
contrast  88.22 82.30 73.23 6531 54.19
elastic 86.73 79.79 69.99 60.35 51.00
pixelate  88.19 81.69 70.86 63.70 51.89
jpeg 8794 79.82 70.00 59.66 45.87

Avg 87.60 79.54 69.51 60.85 49.74
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Table 21: Accuracy of ResNet-18 on Refined CIFAR-100-C under different severity levels

Type ST S22 S3 S4 S5
gaussian 61.88 4974 39.15 31.80 19.09
shot 6145 5045 4201 29.19 18.49

impulse 6129 5234 4223 29.00 22.49
defocus  61.01 50.95 40.08 33.01 21.55
glass 59.79 5035 3833 2536 19.48
motion  59.86 52.02 41.66 3228 20.51
zoom 5744 48.62 4052 29.88 18.71
snow 5939 5355 4397 3279 2191
frost 58.51 4881 4259 3020 19.89
fog 58.13  52.68 40.17 31.70 23.20
bright ~ 58.87 52.06 4142 2947 20.36
contrast 6028 51.64 39.66 3277 21.74
elastic  59.93 49.45 4041 3273 19.08
pixelate  61.13 4921 40.00 31.69 19.89
ipeg 59.99 4976 40.59 29.75 21.60

Avg 59.93 50.78 40.85 30.77 20.53

Table 22: Accuracy of ResNet-34 on Refined CIFAR-100-C under different severity levels

Type S1 S2 S3 S4 S5
gaussian  59.36 49.87 41.46 3449 23.00
shot 5879 50.88 44.08 32.15 22.51

impulse  59.12 5233 43.06 32.07 2645
defocus  59.26 5070 41.72 35.83 24.92
glass 58.06 50.98 42.83 3156 2549
motion  58.18 5120 41.39 3290 21.23
zoom 5601 4839 4147 3123 19.61
snow 5754 50.65 40.63 29.72 19.87
frost 56.44 4589 4051 29.81 19.59
fog 5582 50.15 38.11 29.57 21.63
bright ~ 57.36 49.94 39.84 2846 20.72
contrast  58.18 48.98 37.74 3128 20.80
elastic ~ 57.92 4892 40.13 31.88 18.77
pixelate  58.61 5022 41.76 34.05 22.27
ipeg 5745 4958 40.81 3037 2237

Avg 57.87 4991 41.04 31.69 21.95
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Table 23: Accuracy of ResNet-50 on Refined CIFAR-100-C under different severity levels

Type S1 S2 S3 S4 S5
gaussian  66.76 5496 44.10 3641 22.75
shot 66.23 56.02 4755 3417 2247

impulse  66.29 59.35 4846 3549 28.00
defocus 66.02 5538 4241 35.78 23.08
glass 65.20 53.53 40.20 27.68 21.45
motion 64.95 55.80 44.60 3438 20.64
zoom 62.35 52.88 4374 3222 19.69
Snow 65.11 59.60 51.18 39.26 27.21
frost 64.19 5481 48.72 36.35 25.50
fog 63.85 58.84 45.78 37.20 27.33
bright 64.84 58.08 48.39 36.03 25.60
contrast 65.36 58.06 47.06 40.63 28.80
elastic 64.71 53.68 44.66 36.46 21.55
pixelate  66.05 52.94 4346 33.07 22.21
jpeg 64.71 53.56 4233 30.69 21.55

Avg 65.11 55.83 4551 35.05 23.86

Table 24: Accuracy of ResNet-101 on Refined CIFAR-100-C under different severity levels

Type S1 S2 S3 S4 S5
gaussian  65.58 54.04 44.05 36.71 24.64
shot 64.83 5497 4732 3517 2426

impulse 6532 57.01 4740 3529 28.20
defocus  65.11 54.15 4278 36.00 23.80
glass 64.06 54.62 42.62 3001 23.17
motion  64.00 54.06 43.82 3458 21.41
zoom  61.09 5124 42.87 3193 20.06
snow 6340 5736 47.79 3580 24.41
frost 62.37 5255 4655 3492 23.44
fog 62.12 57.15 4442 3625 26.80
bright ~ 62.94 5635 4672 3440 25.53
contrast  63.93 56.04 44.92 39.09 27.84
clastic  63.53 5333 4338 3526 21.50
pixelate 64.91 5221 4270 3152 20.89
ipeg 63.81 53.60 4242 31.03 22.07

Avg 63.80 54.58 44.65 34.53 23.87
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F USE OF LLMS

LLM is used to aid or polish writing.
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