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Machine Learning Challenges in Intelligent Unmanned Aerial Vehicle
Operations in Developing Economies
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Abstract
Unmanned aerial vehicle (UAV) environments
present significant challenges for machine learn-
ing (ML) due to limited platform resources, het-
erogeneous sensor data, dynamic mission con-
ditions, and safety-critical requirements. This
paper examines these constraints across the core
functional areas of UAV intelligence, including
navigation, perception, communication-aware op-
eration, and resilience specifically in the context
of developing economies. In such settings, these
challenges are often amplified by constraints such
as cost sensitivity, limited infrastructure, inter-
mittent connectivity, regulatory uncertainty, and
harsh or variable operating environments. The
discussion highlights the gap between ML perfor-
mance in controlled experimental backgrounds
and dependable deployment in real-world UAV
missions within developing economies context.

1. Introduction
Recent advances in ML have accelerated intelligent UAV
systems for environmental monitoring, infrastructure in-
spection, search and rescue, and communication support.
These systems are especially valuable in developing coun-
tries for critical operations in resource-limited and hard-to-
access areas. However, reliable deployment remains chal-
lenging due to limited onboard computation, energy con-
straints, dynamic flight conditions, and tightly connected
sensing, communication, perception, and control require-
ments (Shah et al., 2024; Komatineni et al., 2024; Daoud
et al., 2025). These challenges are further intensified in low-
income economies, where affordability constraints often
necessitate the use of UAV platforms with even smaller size,
weight, and power (SWaP) budgets, significantly restricting
available sensing, processing, and communication resources
and placing additional pressure on ML model efficiency and
robustness (Singh & Singh, 2025).

From a technical perspective, UAV-oriented ML problems
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extend beyond standard prediction tasks. They involve state
estimation, trajectory optimization, perception, network-
aware decision-making, and fault-resilient operation. Noisy
and asynchronous sensor data, domain shift across environ-
ments, and uncertainty in state estimation can reduce model
generalization and deployment stability. In safety-critical
UAV operations, ML models must satisfy strict requirements
for latency, robustness, and interpretability, since failures
can directly affect mission success and operational safety.

The main contribution of this paper is the organization of
UAV-oriented ML problems into key functional domains,
including navigation, perception, communication-aware
intelligence, and operational resilience, as illustrated in
Fig. 1. The paper discusses major deployment limitations
in UAV environments, with an emphasis on resource-aware
inference, robust generalization, multimodal perception,
safety assurance, feasibility of low-resource deployment,
and unmanned aircraft system traffic management (UTM)-
compliant operation (Hamissi & Dhraief, 2023).

2. ML-Based Framework for Intelligent UAV
Operations

This section presents a technical assessment of the ML-
based framework for intelligent UAV operations. It exam-
ines practical deployment conditions in developing coun-
tries and low-economic regions, along with the principal ML
problem domains, fundamental methodological approaches,
and major technical challenges that constrain reliable and
scalable real-world deployment.

2.1. Operational Characteristics and ML Problem
Domains in UAV Systems

The formulation of ML problems for intelligent UAV opera-
tions is mainly influenced by platform architecture, sensing
configuration, mission requirements, communication avail-
ability, and airspace integration. As illustrated in Fig. 1,
intelligent UAV operation depends on the coordinated use
of perception, mobility, communication, and resilience-
related functions. In developing economies and resource-
constrained regions, these requirements are further affected
by limited infrastructure, restricted access to advanced hard-
ware, scarce local datasets, and reduced maintenance capac-
ity. Therefore, UAV-oriented ML must be evaluated through
both algorithmic performance and practical deployment fea-
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Figure 1. Overview of ML-based UAV operations, highlighting key functional modules, application domains, and technical challenges.

sibility. The principal challenges and research directions
associated with UAV-oriented ML are summarized in Ta-
ble 1.

2.1.1. PLATFORM, PAYLOAD, AND MISSION
CONSTRAINTS

UAV platforms operate under strict aerodynamic, energetic,
computational, and communication constraints. Flight sta-
bility, mission execution, sensing, and onboard inference
must be maintained within limited SWaP and cost budgets.
As a result, the suitability of an ML architecture depends on
the vehicle type, onboard payload capacity, sensing stack,
navigation requirements, and the economic and infrastruc-
tural conditions of the deployment region (McEnroe et al.,
2022).

The payload subsystem introduces a major design constraint
in intelligent UAV operations. Cameras, light detection
and ranging (LiDAR) units, radar front ends, inertial mea-
surement units, global navigation receivers, communication
transceivers, and embedded compute modules must operate
within limited payload and power budgets. Therefore, on-
board ML capability cannot be selected based on predictive
accuracy alone. It must also account for sensing quality,
computational throughput, inference latency, thermal behav-
ior, communication overhead, and mission duration.

These constraints are more prominent in developing
economies and resource-constrained regions, where access
to high-performance sensors, embedded processors, main-
tenance facilities, and replacement components is often
limited. This increases the importance of mission-aware

and resource-efficient ML models that can operate reliably
within practical airframe, payload, and deployment limita-
tions.

2.1.2. NAVIGATION, PERCEPTION, AND DATA
CHARACTERISTICS

UAV navigation depends on inertial, satellite-based, vision-
based, and communication-assisted positioning methods,
each affected by drift, signal blockage, spoofing, occlusion,
and connectivity variation. In practical operations, these
methods are commonly integrated through multisensor fu-
sion for reliable state estimation, especially in BVLOS mis-
sions where direct human supervision is unavailable (Theile
et al., 2020). The resulting data streams are multimodal,
asynchronous, noisy, and non-stationary, including inertial
measurements, visual frames, RF signatures, radar returns,
telemetry, and mission-state variables.

Autonomous navigation and trajectory optimization repre-
sent central ML problem domains in UAV systems. Path
planning, collision avoidance, waypoint tracking, and mis-
sion execution are commonly formulated as optimization
or sequential decision-making tasks. Classical graph-based
and optimization methods have been widely applied for fea-
sible trajectory generation, while recent studies increasingly
use reinforcement learning (RL), DRL, and vision-driven
policies for navigation in dynamic and partially observable
environments (Ekechi et al., 2025; Liu et al., 2024).

Perception-oriented ML contributes to localization, map-
ping, object identification, obstacle awareness, target detec-
tion, and environmental interpretation (Tang et al., 2023;
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Table 1. Principal technical challenges and research directions in UAV-oriented ML.

Challenge domain ML difficulty and operational impact Technical directions
Resource-
constrained
onboard inference

Limited battery, payload, memory, thermal budget, and
embedded processing restrict real-time convolutional
neural network (CNN), recurrent neural network (RNN),
transformer, and deep reinforcement learning (DRL)
deployment.

Lightweight models, pruning, quantization,
knowledge distillation, Tiny machine learning
(TinyML), edge-assisted inference, and
computation offloading (Xia et al., 2023)

Data scarcity and
domain shift

Limited labeled data across UAV platforms, sensors,
weather, and mission scenarios weakens field
generalization.

Transfer learning, domain adaptation, synthetic
data, self-supervised learning

Non-stationary distributions from altitude, terrain,
illumination, wind, occlusion, and sensor degradation
reduce prediction reliability.

Continual learning, online calibration, uncertainty
estimation, adaptive normalization

Real-time
operation under
partial
observability

UAV states are inferred from noisy asynchronous inertial,
visual, radio frequency (RF), radar, acoustic, and telemetry
streams.

Sensor fusion, Bayesian filtering, long short-term
memory (LSTM), gated recurrent unit (GRU),
partially observable Markov decision process
(POMDP)-based learning

Moving obstacles, changing links, and incomplete maps
increase replanning complexity and reduce static policy
reliability.

DRL, learned model predictive control (MPC),
graph-based planning, risk-aware trajectory
optimization

Robust multimodal
perception

RF, visual, acoustic, and radar modalities fail under
different interference, occlusion, noise, and low radar
cross-section (RCS) conditions (Zhu et al., 2024).

Multimodal fusion, attention-based sensor
weighting, confidence-aware prediction

Synchronization error, calibration drift, and heterogeneous
sampling reduce consistency in detection and localization.

Time-aligned fusion, sensor reliability estimation,
multimodal transformers, late-fusion decisions

Safety-critical
reliability and
recovery

Hardware faults, sensor failures, communication loss,
actuator degradation, and cyberphysical attacks can
destabilize UAV operation.

Fault prediction, anomaly detection, safe recovery
learning, resilient control, runtime
assurance (Adaika et al., 2025)

Security, privacy,
and
UTM-compliant
operation

Beyond-visual-line-of-sight (BVLOS) and UTM-assisted
operations require secure identification, conformance
monitoring, trajectory sharing, and traceability.

Privacy-preserving learning, federated learning,
secure remote identification (RID) analytics,
UTM-aware decision making

Spoofing, jamming, eavesdropping, and adversarial
perturbations threaten navigation integrity and model trust.

Adversarially robust ML, secure fusion, intrusion
detection, authentication-aware learning

Leng et al., 2024). Representative approaches include
CNNs, RNNs, support vector machines (SVMs), You Only
Look Once (YOLO) variants, Faster region-based convo-
lutional neural network (Faster R-CNN), Cascade R-CNN,
and radar spectrogram-based architectures (Zhang et al.,
2024). In developing economies, degraded global naviga-
tion satellite system (GNSS) signals, limited high-resolution
maps, unstructured terrain, low-cost sensing platforms, re-
stricted onboard computation, and scarce annotated local
datasets reduce localization accuracy, model generalization,
and validation quality, as reflected in Table 1.

2.1.3. COMMUNICATION-AWARE INTELLIGENCE AND
OPERATIONAL RESILIENCE

Communication-aware and network-assisted UAV intelli-
gence considers UAVs as aerial communication nodes, re-
lays, base stations, or user equipment within larger wireless
systems. ML methods are used for channel modeling, inter-
ference mitigation, user association, placement optimization,
spectrum allocation, power management, and trajectory-
aware communication control (Sun et al., 2024). Represen-
tative approaches include artificial neural networks (ANNs),
k-nearest neighbors (KNN), RL, Gaussian mixture models
(GMMs), liquid state machines (LSMs), and multi-agent

Q-learning (Amodu et al., 2025). This domain is important
because communication reliability directly affects mission
planning, data transmission, and real-time decision-making.

Failure diagnosis and operational resilience address the de-
tection and mitigation of hardware faults, sensor failures,
communication loss, actuator faults, cyberphysical disrup-
tion, and UTM-level anomalies (Fang et al., 2025; Roshan-
ski et al., 2024). In developing economies, limited connec-
tivity, weak maintenance infrastructure, shortage of skilled
personnel, delayed spare-part access, and harsh environ-
mental conditions can reduce system resilience and increase
operational risk (Wan et al., 2024). Therefore, sustained
UAV operation depends on ML reliability, maintainability,
deployment feasibility, and the ability to adapt to degraded
operating conditions.

2.1.4. RESOURCE-AWARE CHALLENGES IN
UAV-ORIENTED ML DEPLOYMENT

The practical realization of ML in UAV systems introduces
several interrelated challenges that extend beyond conven-
tional predictive modeling, as summarized in Table 1. These
limitations are more prominent in developing countries and
low-economic regions, where access to advanced onboard
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processors, reliable communication infrastructure, mainte-
nance support, and locally representative datasets may be
restricted by economic and infrastructural constraints. In
addition, UAV operation often occurs under partial observ-
ability, where noisy and asynchronous multimodal sensor
measurements introduce uncertainty that can affect subse-
quent decision-making.

Addressing these challenges requires adaptive and system-
aware learning approaches that balance predictive perfor-
mance with practical deployment constraints. Resource-
aware optimization can reduce computational overhead by
adjusting model complexity and inference frequency accord-
ing to mission requirements, available energy, and onboard
processing capacity. This is especially important in devel-
oping countries and resource-constrained regions, where
UAV systems often operate with limited hardware and lim-
ited access to representative datasets. Generalization and
reliability can be improved through simulation-based pre-
training, self-supervised learning, continual adaptation to
local conditions, uncertainty-aware multimodal fusion, safe
learning methods, runtime verification, and fallback con-
trol policies under disturbances, communication loss, and
resource limitations.

2.2. Non-Technical Challenges in UAV-Oriented ML in
Developing Economies

Although ML techniques for UAV systems have advanced
considerably, their practical deployment in developing
economies is often constrained by factors beyond algo-
rithmic performance. Economic limitations, infrastructure
readiness, regulatory maturity, public acceptance, and opera-
tional sustainability can significantly influence the adoption
and scalability of UAV-based solutions (Upadrasta et al.,
2025). These factors are important in resource-constrained
environments, where technical performance alone may not
ensure long-term deployment feasibility.

Economic Constraints: Cost remains a major barrier to
UAV deployment in developing economies. Limited funding
can restrict the acquisition of high-quality UAV platforms,
advanced sensors, embedded computing modules, and sup-
porting software systems. Long-term operation also requires
continuous investment in maintenance, staff training, system
upgrades, and field deployment logistics. Therefore, UAV-
based ML solutions must be evaluated not only in terms
of predictive performance but also in terms of affordability,
operational cost, and scalability.

Infrastructure Limitations: Infrastructure limitations can
directly affect the reliability of UAV operations. In many
developing regions, unstable internet connectivity, limited
access to electricity, weak communication networks, and
insufficient ground support facilities can restrict real-time
data transmission, remote monitoring, cloud-based process-
ing, and coordinated UAV operation. These limitations are

especially critical in rural and remote areas, where UAV
applications such as disaster assessment, agricultural mon-
itoring, and infrastructure inspection are often most valu-
able (Epifani & Caruso, 2024).

Regulatory and Policy Challenges: The regulatory en-
vironment for UAV operations is still developing in many
emerging economies (Kemarau et al., 2024). Unclear poli-
cies related to airspace access, licensing, flight permissions,
safety requirements, data governance, and BVLOS oper-
ation can create uncertainty for organizations seeking to
deploy UAV systems. The absence of mature UTM frame-
works can further limit large-scale and coordinated UAV
deployment.

Social Acceptance and Public Perception: Public accep-
tance is an important factor in the successful adoption of
UAV technologies. Concerns related to privacy, surveil-
lance, safety, noise, and misuse of collected data may reduce
community trust in UAV-based systems. Limited public
awareness of the benefits and intended uses of UAV tech-
nology can further affect adoption, particularly in populated
or sensitive areas. Therefore, transparent communication,
responsible data handling, and community engagement are
important for improving acceptance.

Maintenance and Operational Sustainability: The long-
term reliability of UAV systems depends on the availability
of maintenance services, replacement components, skilled
operators, and technical support. In developing economies,
limited access to these resources can increase downtime and
reduce operational sustainability. Environmental conditions
such as dust, humidity, high temperature, and heavy rainfall
can further increase maintenance requirements and affect
sensor and platform reliability.

Therefore, successful UAV deployment in developing
economies depends on ML model capability, economic fea-
sibility, infrastructure readiness, regulatory support, public
acceptance, and sustainable maintenance practices.

3. Conclusion
This paper presented a technical analysis of ML-based ap-
proaches for intelligent UAV operations by examining the
relationship between platform constraints, sensing charac-
teristics, and operational requirements. The discussion
covered major ML problem domains, including naviga-
tion, perception, communication-aware intelligence, and
operational resilience, identifying key challenges such as
resource-constrained inference, domain shift, partial observ-
ability, and safety-critical reliability. The analysis shows
that effective UAV intelligence requires system-aware learn-
ing approaches that address efficiency, reliability, and adapt-
ability while also considering the cost, connectivity, mainte-
nance, and data-availability constraints common in develop-
ing countries and low-resource economies.

4



220
221
222
223
224
225
226
227
228
229
230
231
232
233
234
235
236
237
238
239
240
241
242
243
244
245
246
247
248
249
250
251
252
253
254
255
256
257
258
259
260
261
262
263
264
265
266
267
268
269
270
271
272
273
274

Submission and Formatting Instructions for ICML 2026

References
Adaika, Z., Al-Haddad, L. A., Giernacki, W., Jaber, A. A.,

Boumehraz, M., Hamzah, M. N., and Flayyih, M. A. Fault
detection and diagnosis methodologies for unmanned
aerial vehicles: State-of-the-art. Journal of Intelligent &
Robotic Systems, 111(2):63, 2025.

Amodu, O. A., Althumali, H., Hanapi, Z. M., Jarray, C.,
Mahmood, R. A. R., Adam, M. S., Bukar, U. A., Abdul-
lah, N. F., and Luong, N. C. A comprehensive survey
of deep reinforcement learning in uav-assisted iot data
collection. Vehicular Communications, 55:100949, 2025.

Daoud, A. O., Kineber, A. F., Chileshe, N., Elmansoury, A.,
and Abdel Aziz, K. M. Investigating barriers to drones
implementation in sustainable construction using pls-sem.
Scientific Reports, 15(1):19623, 2025.

Ekechi, C. C., Elfouly, T., Alouani, A., and Khattab, T. A
survey on uav control with multi-agent reinforcement
learning. Drones, 9(7):484, 2025.

Epifani, L. and Caruso, A. A survey on deep learning
in uav imagery for precision agriculture and wild flora
monitoring: Datasets, models and challenges. Smart
Agricultural Technology, 9:100625, 2024.

Fang, J., Li, S., Zhang, Y., Xiao, D., Li, Y., and Xu, Q. Fault
diagnosis of uav sensors based on multi-auxiliary task
learning with few samples. Journal of Computational
Design and Engineering, 12(12):142–160, 2025.

Hamissi, A. and Dhraief, A. A survey on the unmanned
aircraft system traffic management. ACM Computing
Surveys, 56(3):1–37, 2023.

Kemarau, R. A., Sakawi, Z., Suab, S. A., Eboy, O. V., Wan
Mohd Jaafar, W. S., Abdul Maulud, K. N., and Md Nor,
N. N. F. Global perspectives on unmanned aerial vehicles
technology in social sciences: applications, innovations,
and future research directions. Geocarto International,
39(1):2413547, 2024.

Komatineni, B. K., Makam, S., and Meena, S. S. A com-
prehensive review of the functionality and applications
of unmanned aerial vehicles (uavs) in the realm of agri-
culture. Journal of Electrical Systems and Information
Technology, 11(1):57, 2024.

Leng, J., Ye, Y., Mo, M., Gao, C., Gan, J., Xiao, B., and
Gao, X. Recent advances for aerial object detection: A
survey. ACM Computing Surveys, 56(12):1–36, 2024.

Liu, X., Zhong, W., Wang, X., Duan, H., Fan, Z., Jin, H.,
Huang, Y., and Lin, Z. Deep reinforcement learning-
based 3d trajectory planning for cellular connected uav.
Drones, 8(5):199, 2024.

McEnroe, P., Wang, S., and Liyanage, M. A survey on the
convergence of edge computing and ai for uavs: Opportu-
nities and challenges. IEEE Internet of Things Journal, 9
(17):15435–15459, 2022.

Roshanski, I., Roshanski, M., and Kalech, M. Real-time
sensor fault detection in drones: A correlation-based al-
gorithmic approach. In 35th International Conference
on Principles of Diagnosis and Resilient Systems (DX
2024), pp. 17–1. Schloss Dagstuhl–Leibniz-Zentrum f”̈ur
Informatik, 2024.

Shah, S. F. A., Mazhar, T., Al Shloul, T., Shahzad, T., Hu, Y.-
C., Mallek, F., and Hamam, H. Applications, challenges,
and solutions of unmanned aerial vehicles in smart city
using blockchain. PeerJ Computer Science, 10:e1776,
2024.

Singh, R. and Singh, S. A review of indian-based drones in
the agriculture sector: Issues, challenges, and solutions.
Sensors, 25(15):4876, 2025.

Sun, C., Fontanesi, G., Canberk, B., Mohajerzadeh, A.,
Chatzinotas, S., Grace, D., and Ahmadi, H. Advancing
uav communications: A comprehensive survey of cutting-
edge machine learning techniques. IEEE Open Journal
of Vehicular Technology, 5:825–854, 2024.

Tang, G., Ni, J., Zhao, Y., Gu, Y., and Cao, W. A survey of
object detection for uavs based on deep learning. Remote
Sensing, 16(1):149, 2023.

Theile, M., Bayerlein, H., Nai, R., Gesbert, D., and Cac-
camo, M. Uav coverage path planning under varying
power constraints using deep reinforcement learning. In
2020 IEEE/RSJ International Conference on Intelligent
Robots and Systems (IROS), pp. 1444–1449. IEEE, 2020.

Upadrasta, V., Leitner, R., Oehme, A., and Kolrep, H. Pub-
lic acceptance of civil drones in light of their purpose.
Transportation Research Procedia, 88:201–208, 2025.

Wan, F., Yaseen, M. B., Riaz, M. B., Shafiq, A., Thakur,
A., and Rahman, M. O. Advancements and challenges in
uav-based communication networks: A comprehensive
scholarly analysis. Results in Engineering, 24:103271,
2024.

Xia, X., Fattah, S. M. M., and Babar, M. A. A survey
on uav-enabled edge computing: Resource management
perspective. ACM Computing Surveys, 56(3):1–36, 2023.

Zhang, X., Bao, D., Zhao, H., and Wang, Q. Lightweight
uav target detection algorithm. In Journal of Physics:
Conference Series, volume 2858, pp. 012030. IOP Pub-
lishing, 2024.

5



275
276
277
278
279
280
281
282
283
284
285
286
287
288
289
290
291
292
293
294
295
296
297
298
299
300
301
302
303
304
305
306
307
308
309
310
311
312
313
314
315
316
317
318
319
320
321
322
323
324
325
326
327
328
329

Submission and Formatting Instructions for ICML 2026

Zhu, H., Lin, C., Liu, G., Wang, D., Qin, S., Li, A., Xu,
J.-L., and He, Y. Intelligent agriculture: Deep learning in
uav-based remote sensing imagery for crop diseases and
pests detection. Frontiers in Plant Science, 15:1435016,
2024.

6


