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Abstract

Large language models (LLMs) are increasingly
being integrated into patient-facing healthcare sys-
tems, yet safe deployment in real-world settings
remains an open challenge. Existing alignment
methods can reduce overtly harmful outputs, but
they often fail in realistic medical interactions
where patient queries are incomplete, ambiguous,
and context-dependent, leading models to gener-
ate plausible yet clinically unsafe or factually un-
reliable responses. We introduce CareGuardAl, a
context-aware multi-agent framework that investi-
gates whether inference-time safety oversight can
improve the trustworthiness of patient-facing med-
ical LLMs beyond static alignment alone. The
framework combines a controller agent for risk-
aware triage and contextual screening with dual
evaluator agents that independently assess Clin-
ical Safety Risk Assessment (SRA) and Hallu-
cination Risk Assessment (HRA), while unsafe
responses are iteratively refined or blocked prior
to release. We evaluate CareGuardAl on Pa-
tientSafeBench, MedSafetyBench, and MedHallu,
where inference-time oversight substantially im-
proves deployable response rates and reduces un-
safe and hallucinated outputs compared to GPT-
40-mini. Our findings suggest that trustworthy
deployment of patient-facing medical LLMs may
require context-aware inference-time monitoring
systems that actively assess risk, identify uncer-
tainty, and constrain model behavior during inter-
action.

1. Introduction

Large language models (LLMs) are increasingly being inte-
grated into healthcare applications, including clinical doc-
umentation, decision support, and patient-facing medical
guidance. Systems such as BioGPT (Luo et al., 2022), Pub-
MedBERT (Gu et al., 2021), and Med-Gemini (Saab et al.,
2024) demonstrate strong performance on medical bench-
marks, fueling interest in real-world clinical deployment
(Clark et al., 2023), (Skryd & Lawrence, 2024), (Kim et al.,

2024), (Zhang et al., 2026). However, strong benchmark
performance does not guarantee safety in patient-facing
settings, where outputs may directly influence patient deci-
sions.

A key challenge arises from the mismatch between bench-
mark evaluation and real-world clinical interaction. Pa-
tient queries are often incomplete, ambiguous, and context-
dependent (Williams et al., 2024). Unlike clinicians, who
infer risk from missing information, LLMs frequently gener-
ate fluent responses without sufficient situational awareness,
producing outputs that may appear plausible while remain-
ing clinically unsafe or factually unreliable (Yu et al., 2024),
(Ghafoor et al., 2026), (Pan et al., 2025). These failures
commonly arise along two dimensions: (1) clinical safety
risk, where responses provide potentially harmful medical
recommendations, and (2) hallucination risk, where models
generate unsupported or fabricated medical claims (Ouyang
et al., 2022). Importantly, these risks are not equivalent;
responses may be factually correct yet clinically unsafe, or
clinically cautious yet hallucinated. Existing approaches
typically address these risks separately and rely heavily on
training-time alignment or post-hoc evaluation (Zhao et al.,
2024), (Han et al., 2024), (Liu et al., 2023), (Bai et al.,
2022), which may be insufficient for dynamic patient-facing
interactions.

To address these challenges, we introduce CareGuardAl, a
context-aware inference-time safety framework for patient-
facing medical LLMs. The framework jointly models
Clinical Safety Risk Assessment (SRA) and Hallucination
Risk Assessment (HRA) through a structured multi-agent
pipeline. A controller agent performs risk-aware triage and
contextual screening to identify missing patient informa-
tion such as pregnancy status, symptom severity, age, and
medical history. These signals guide safety-constrained
generation, followed by parallel evaluation using dedicated
SRA and HRA evaluator agents. Responses exceeding pre-
defined safety thresholds (SRA < 2 and HRA < 2) are
iteratively refined or blocked prior to release.

CareGuardAl combines lightweight local small language
models (SLMs) for triage and evaluation with a larger LLM
for response generation, enabling practical deployment-
oriented safety monitoring with bounded latency. We
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evaluate the framework on PatientSafeBench [19], Med-
SafetyBench (Han et al., 2024), and MedHallu (Pandit
et al., 2025), covering adversarial medical safety scenarios
and hallucination-focused evaluation. Across benchmarks,
inference-time oversight substantially improves deployable
response rates while reducing unsafe and hallucinated out-
puts compared to GPT-40-mini. Our findings suggest that
trustworthy deployment of patient-facing medical LLMs
may require more than static alignment objectives alone.
Instead, safe real-world deployment may depend on context-
aware inference-time monitoring systems that actively as-
sess risk, identify uncertainty, and constrain model behavior
during interaction.

2. Related Works
2.1. Limitations of Medical LLM Evaluation

Early evaluations of medical LLMs relied heavily on static
benchmarks such as MedQA and USMLE-style examina-
tions, where systems including Med-PaLLM 2 and OpenAI’s
03 achieved strong performance (Pan et al., 2025). However,
benchmark accuracy does not necessarily reflect real-world
clinical reliability. Patient-facing interactions are often am-
biguous, underspecified, and context-dependent, requiring
reasoning under uncertainty rather than selection of canoni-
cal answers (Williams et al., 2024). Recent studies show that
even high-performing models remain brittle under realistic
variations and adversarial settings (Pan et al., 2025). In par-
ticular, PatientSafeBench (Kim et al., 2025) demonstrates
that models capable of passing professional medical exams
may still fail to meet safety expectations in unsupervised
patient-facing scenarios.

2.2. Inference-Time Safety and Multi-Agent Oversight

Recent work has explored inference-time safety mechanisms
that intervene during generation rather than relying solely
on training-time alignment. Approaches such as SafeDe-
coding (Xu et al., 2024) and Dynamic Epistemic Fallback
(DEF) (Ivgi et al., 2024) introduce uncertainty-aware gen-
eration and verification strategies to reduce unsafe outputs.
Multi-agent frameworks further extend this idea through spe-
cialized evaluator agents that iteratively critique and refine
responses. Systems such as Mdagents (Kim et al., 2024) and
recent LLM-based safety evaluators (Sam, 2024), (Aboue-
lenin et al., 2025) demonstrate improvements in reducing
explicit safety violations. Despite these advances, most ex-
isting approaches focus primarily on policy compliance or
generic harmful content filtering rather than clinically mean-
ingful risk. Moreover, they rarely model clinical safety risk
and hallucination risk jointly, and often lack mechanisms
for incorporating patient-specific context during generation.

2.3. Context-Aware Safety in Patient-Facing Medical AI

Patient-facing medical Al presents unique challenges due
to variability in health literacy, automation bias, and in-
complete clinical context. Existing evaluation frameworks
are largely clinician-centric and single-turn, failing to cap-
ture how safety risks evolve during real-world interactions.
Patient queries frequently omit critical details such as symp-
tom severity, pregnancy status, or medical history, yet cur-
rent systems rarely incorporate explicit context recovery or
vulnerability-aware screening.

Taken together, prior work reveals several limitations: (i)
static benchmarks often overestimate real-world reliability,
(ii) safety and hallucination are commonly treated as sepa-
rate problems, and (iii) patient context is largely absent from
existing safety frameworks. CareGuardAl addresses these
gaps through a context-aware inference-time framework that
integrates dual-risk evaluation (SRA + HRA), triage-based
context recovery, and structured multi-agent safety oversight
for patient-facing medical LLMs.
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Figure 1. CareGuardAl pipeline. A patient query is triaged by
a Phi-3.5 controller with vulnerability screening, guiding safety-
constrained generation (GPT-40-mini). The response is evaluated
by SRA and HRA agents (LLaMA-3.1-8B), and a decision layer
releases, refines, or blocks outputs based on risk scores.
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3. Methodology

This section presents CareGuardAl, an inference-time safety
framework designed to improve the safety and reliability
of patient-facing medical LLMs. The framework combines
risk-aware triage, contextual screening, safety-constrained
generation, and dual risk evaluation within a multi-agent
pipeline. CareGuardAl consists of five coordinated compo-
nents: (1) a controller agent for query-level risk classifica-
tion and vulnerability screening; (2) a response generator
constrained by safety instructions; (3) a Clinical Safety Risk
Assessment (SRA) agent inspired by ISO 14971 (Teferra,
2017); (4) a Hallucination Risk Assessment (HRA) agent
inspired by HalluGuard (Zeng et al., 2026); and (5) a deci-
sion layer that determines whether responses are released,
refined, or blocked.

The SRA and HRA agents operate in parallel, independently
evaluating clinical safety and hallucination risk. Their out-
puts are aggregated by the decision layer, which enforces
predefined safety thresholds by releasing safe responses,
triggering refinement for borderline cases, or blocking un-
safe outputs. As illustrated in Fig. 1, each patient query
is first processed by the controller, which performs risk-
aware triage and identifies vulnerability signals aligned with
NIH definitions (Waisel, 2013). To recover missing patient
context, the controller conducts structured triage screening
inspired by real-world clinical workflows, capturing factors
such as pregnancy status, symptom severity, age, medical
history, and healthcare access.

Based on the identified risk category and vulnerability pro-
file, the controller generates deterministic safety instructions
that guide downstream generation. The generator then pro-
duces a patient-facing response conditioned on risk-specific
prompts and context-aware constraints. This response is sub-
sequently evaluated by the SRA and HRA agents (LLaMA-
3.1), which assess clinical safety and hallucination risk,
respectively. Responses satisfying the deployment crite-
ria (SRA < 2 and HRA < 2) are released, while unsafe
responses are refined or blocked.

3.1. Controller Agent: Query Triage and Safety Routing

Given a patient query, the controller performs risk-aware
triage using a Phi-3.5 SLM, classifying inputs into six cat-
egories adapted from PatientSafeBench [19]. In parallel,
it detects vulnerability signals using both keyword-based
rules and model-based reasoning, including clinical, socioe-
conomic, situational, age-related, and pregnancy-related fac-
tors (Waisel, 2013). To address underspecified queries, the
controller performs structured screening inspired by clinical
triage workflows.

The screening process adaptively generates targeted
multiple-choice questions regarding symptom severity, ur-

gency, pregnancy status, and relevant medical history when
important information is missing. Patient responses are
converted into structured vulnerability labels and integrated
with the original query to form a more complete risk pro-
file. If high-risk conditions are identified, the controller
updates the risk category and applies stricter safety con-
straints. Finally, the controller generates structured safety
instructions using a rule-based instruction builder. Each risk
category is associated with predefined behavioral constraints
(e.g., avoid diagnosis generation or medication prescription),
which are adjusted according to the detected vulnerabilities.

3.2. Safety-Constrained Response Generation

The generator produces patient-facing responses using
GPT-40-mini conditioned on risk-specific prompts and
vulnerability-aware context inserts derived from the con-
troller. These constraints enforce behavioral guardrails
tailored to each risk category. For example, prescription-
related prompts explicitly prohibit dosage recommendations,
while harmful-advice categories require refusal and risk ex-
planation. In addition to risk conditioning, vulnerability-
aware prompts adapt responses to patient context. For ex-
ample, the system emphasizes specialized consultation for
pregnant patients (Combs et al., 2023), (Force et al., 2021)
or highlights accessible care options for users with limited
healthcare access. Generation uses standardized decoding
parameters (temperature = 0.7, top-p = 0.9, max tokens =
512) to ensure experimental consistency.

3.3. Dual Risk Evaluator Agents

Generated responses are evaluated in parallel by two quan-
tized LLaMA-3.1-8B-Instruct evaluator agents that inde-
pendently assess clinical safety and hallucination risk. The
Clinical Safety Risk Assessment (SRA) agent assigns a
five-level safety score adapted from ISO 14971 [24], rang-
ing from minimal informational risk (Level 1) to critical
life-threatening recommendations (Level 5). The evaluator
detects violations such as diagnosis generation, medication
prescription, harmful recommendations, misinformation re-
inforcement, and biased or stigmatizing content. The Hal-
lucination Risk Assessment (HRA) agent evaluates factual
reliability using a five-level scale inspired by HalluGuard
(Zeng et al., 2026). It models both data-driven hallucinations
(unsupported or fabricated claims) and reasoning-driven hal-
lucinations (logical inconsistencies or cascading reasoning
failures). The final HRA score is defined as the maximum
of these two components.

3.4. Iterative Refinement and Decision Layer

When generated responses exceed safety thresholds
(SRA > 3 or HRA > 3), CareGuardAl activates an itera-
tive refinement loop that feeds structured evaluator feedback
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back into the generator. Unsafe medical recommendations
and hallucinated claims are revised through stricter prompt-
ing and constrained regeneration. The refinement process
continues for up to three iterations until the response sat-
isfies the deployment criteria (SRA < 2 and HRA < 2).
If the response remains unsafe after all attempts, the sys-
tem blocks the output and returns a refusal-style fallback
response encouraging consultation with a healthcare profes-
sional.

3.5. Deployment Configuration

CareGuardAl is designed as a deployment-oriented hybrid
architecture. The controller runs locally using a 4-bit quan-
tized Phi-3.5-mini-instruct SLM for efficient triage and
screening, while GPT-40-mini is used for response gen-
eration through API-based inference. Both evaluator agents
operate locally using quantized LLaMA-3.1-8B-Instruct
models with BitsAndBytes NF4 quantization. The system is
implemented in a GPU-enabled Google Colab Pro environ-
ment with a single NVIDIA A100 GPU. This hybrid design
balances response quality, latency, and cost-efficient safety
monitoring for real-world patient-facing deployment.

4. Datasets and Evaluation Metrics
4.1. Benchmarks

We evaluate CareGuardAl on three medical safety and hal-
lucination benchmarks. PatientSafeBench (PSB, n = 466)
(Kim et al., 2025) contains adversarial patient-generated
medical queries and is used to evaluate controller behav-
ior, including risk classification, vulnerability screening,
and safety-guided generation. MedSafetyBench (MSB, n
= 450) (Han et al., 2024) evaluates clinical safety under
adversarial medical scenarios using the Clinical Safety Risk
Assessment (SRA) framework. MedHallu (n = 200) (Pandit
et al., 2025) is a hallucination-focused benchmark contain-
ing paired factual and hallucinated medical responses for
evaluating Hallucination Risk Assessment (HRA).

4.2. Evaluation Metrics

We evaluate CareGuardAl across controller behavior, safety
evaluation, hallucination detection, and end-to-end deploy-
ment performance. For controller-guided generation, we
measure Safety Violation Rate, Refusal Compliance, and
Professional Referral Rate. Clinical safety is evaluated us-
ing the SRA framework, reporting Safety Rate (SRA < 2)
and average SRA. Hallucination performance is evaluated
using AUROC and F1 score.

For full pipeline evaluation, we report Deployable Rate
(SRA < 2and HRA < 2), Block Rate, Refinement Rate,
and Average Iterations, measuring the system’s ability to de-

Table 1. Controller vs. Baseline on PatientSafeBench (n = 466).

METRIC GPT-40-MINI  +CONTROLLER
SAFETY

VIOLATION RATE 19.7% 2.8%
REFUSAL

COMPLIANCE 82.4% 98.9%
PROFESSIONAL

TONE 86.9% 89.5%

liver safe and reliable responses under realistic deployment
conditions. We additionally conduct ablation studies to eval-
uate the contribution of the controller, evaluator agents, deci-
sion layer, and refinement loop. Finally, qualitative analysis
examines representative high-risk patient queries to assess
the framework’s ability to refine unsafe responses, mitigate
hallucinations, and block unresolved harmful outputs.

5. Results

We evaluate CareGuardAl across multiple patient-facing
medical benchmarks to assess controller behavior, clinical
safety, hallucination mitigation, and end-to-end deployment
reliability.

5.1. Controller Agent Behavior

We evaluate the Phi-3.5-mini controller on Pa-
tientSafeBench (466 adversarial queries) to assess
risk classification, vulnerability screening, and downstream
safety improvement. As shown in Table 1, controller-guided
generation substantially improves safety, reducing the safety
violation rate from 19.7% to 2.8% while increasing refusal
compliance from 82.4% to 98.9%. Category-level analysis
(Table 2) shows the largest improvements in high-risk
scenarios, including elimination of misdiagnosis-related
violations (30.3% to 0.0%) and substantial reduction in
unsafe prescription recommendations (57.7% to 11.3%).
These findings suggest that lightweight triage-based control
can significantly reduce unsafe outputs prior to downstream
evaluation.

5.2. Clinical Safety and Hallucination Evaluation

We evaluate the Clinical Safety Risk Assessment (SRA)
agent on MedSafetyBench (450 adversarial prompts). The
framework achieves a 99.6% safety rate (SRA < 2), with
only two responses exceeding the safety threshold and no
severe failures (SRA > 4). The average SRA score is 1.98,
indicating consistently low-risk outputs under adversarial
conditions (Table 3).

For hallucination detection, we evaluate the Hallucination
Risk Assessment (HRA) agent on MedHallu (200 samples).
The HRA achieves an AUROC of 77.0% and F1 score of
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Table 2. Controller Refusal Compliance and Safety Violation Rate
per Category on PatientSafeBench (n = 466).

Table 4. Hallucination Detection Agent Behavior on MedHallu (n
=200).

Refusal Safety Metric Value  Description
Compliance Violation AUROC  77.00% Truthful vs. hallucinated discrimination
GPT-40 GPT-40 F1 78.51%  Precision-recall trade-off
Metric mini +Controller mini +Controller
Prescription
request 50.5% 94.8% 57.7% 11.3%  Table 5. Full Pipeline Evaluation under Adversarial Conditions.
Misdiagnosis
overconfidence  69.7% 100.0% 30.3% 0.0% PSB MSB MedHallu
Harmful Metric (466) (450) (200)
medical advice ~ 96.0%  100.0%  6.1% 10% " Deployable Rate
Health (SRA<2& HRA<?2) 987% 998%  99.5%
misinformation 100.0% 100.0% 0.0% 1.2% Block Rate 1.3% 0.2% 0.5%
Bias/ Convergence Rate 987% 99.8%  99.5%
stigmatization 100.0% 100.0% 0.0% 0.0% Queries Requiring
Refinement 0.2% 1.1% 0.1%
o . Risk Downgrade Rate 0.2%  100.0% 100.0%
Table 3. Clinical Safety Agent Behavior on MSB (n = 450). Avg Iterations 1.00 1.02 1.00

Metric Value
Pipeline Safety Rate (SRA < 2) 99.6%
Unsafe Responses (SRA > 3) 0.4%
Mean SRA 1.98
Median SRA 2.0
Severe Failures (SRA > 4) 0

78.5%, demonstrating strong discrimination between factual
and hallucinated medical responses. The evaluator reliably
identifies explicit hallucinations and unsupported clinical
claims, although subtle high-plausibility hallucinations re-
main more challenging (Table 4).

5.3. Full Pipeline Evaluation

We evaluate the full CareGuardAl pipeline across PSB,
MSB, and MedHallu. As shown in Table 5, the framework
achieves deployable rates of 98.7%, 99.8%, and 99.5%,
respectively, indicating that most responses satisfy both
clinical safety (SRA < 2) and hallucination (HRA < 2)
thresholds. Block rates remain low across all datasets, while
only a small fraction of queries require iterative refinement.

The refinement mechanism effectively reduces residual risk,
achieving 100% risk downgrade rates on MedSafetyBench
and MedHallu for initially unsafe responses. Joint analysis
in Table 6 further shows that nearly all responses fall into the
“safe and reliable” category, with no instances of “safe but
hallucinated” outputs. Residual failure cases are rare and
primarily consist of unsafe but factually correct responses.

5.4. Comparison with Baseline Models

Table 6 compares CareGuardAl with GPT-40-mini across
all benchmarks. CareGuardAl consistently improves de-
ployable response rates while reducing both clinical safety

risk and hallucination risk. The largest gains occur on Med-
Hallu, where deployable performance improves from 60%
to 99.5%, highlighting the importance of inference-time
oversight in hallucination-prone medical settings. Improve-
ments on PSB and MSB are smaller but remain consistent
across both SRA and HRA metrics.

5.5. Ablation Study

We conduct ablation experiments on MedHallu to evaluate
the contribution of each system component. Removing the
controller significantly degrades performance, reducing de-
ployable rate to 39.0% and increasing both SRA and HRA
scores. Removing HRA substantially increases hallucinated
outputs, while removing SRA increases unsafe medical re-
sponses despite relatively strong hallucination performance.
These findings demonstrate that clinical safety and halluci-
nation mitigation are complementary objectives requiring
joint modeling (Table 7).

5.6. Qualitative Analysis

We further analyze representative adversarial examples (Ta-
ble 8) to examine system behavior under high-risk condi-
tions. CareGuardAl reliably identifies and corrects unsafe
medical recommendations, hallucinated claims, and reason-
ing inconsistencies through iterative refinement. In severe
cases (SRA = 5 or HRA = 5), the framework appropri-
ately blocks responses and returns safe fallback guidance.
These results highlight the importance of combining con-
textual screening, dual-risk evaluation, and inference-time
refinement for robust patient-facing deployment.
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Table 6. CareGuardAl vs. GPT-40-mini Across Benchmarks.

CareGuardAl GPT-40-mini
PSB MSB MedHallu PSB MSB MedHallu
Metric (466) (450) (200) (466) (450) (200)
Deployable
Rate 98.7% 99.8% 99.5% 84.5% 86.7%  60.0%
Avg SRA 2.02  2.00 2.02 222 210 3.20
Avg HRA 1.02  1.00 1.23 1.09 1.27 2.90

6. Discussion

Our results show that clinical safety and hallucination
are closely related failure modes in patient-facing medi-
cal LLMs, and that addressing them requires structured
inference-time oversight beyond prompt-level alignment
alone. Across all benchmarks, CareGuardAl achieves high
deployable performance (98.7-99.5%) while maintaining
low clinical and hallucination risk. Notably, the framework
eliminates “safe but hallucinated” responses, indicating ef-
fective joint control of safety and factual reliability.

Ablation studies further demonstrate that this performance
depends on the interaction between triage-based control,
dual risk evaluation (SRA + HRA), and decision gating. Re-
moving individual components significantly reduces deploy-
able performance, confirming that clinical safety and hallu-
cination mitigation are complementary objectives requiring
joint modeling. The refinement mechanism is also highly
effective, with most unsafe responses corrected within a
single iteration.

Compared to static alignment approaches, CareGuardAl in-
troduces inference-time verification and control during gen-
eration. Our findings suggest that controller-guided prompt-
ing alone provides limited improvement, while larger gains
emerge when evaluator-driven oversight and decision gating
are incorporated. This indicates that inference-time monitor-
ing may complement existing fine-tuning-based alignment
strategies in safety-critical domains.

CareGuardAl is designed as a deployment-oriented frame-
work combining lightweight local models for triage and eval-
uation with a high-capacity generator. The system operates
efficiently, with low block rates and an average latency of
approximately 13.8 seconds per query, supporting practical
use in patient-facing applications such as clinical chatbots
and telehealth systems.

7. Limitations and Future Work

Despite strong benchmark performance, several limitations
remain. First, the framework may be overly conservative in
low-risk scenarios, potentially increasing unnecessary refer-
rals. Second, evaluation is limited to benchmark datasets
and may not fully capture real-world longitudinal clinical

interactions. Third, the current system only supports text-
based inputs and does not incorporate multimodal clinical
data such as imaging or EHR signals. Finally, experiments
are conducted primarily using a single generator model, and
broader evaluation across additional LLMs is needed.

Future work will explore adaptive thresholding, multimodal
integration, clinician-in-the-loop oversight, and evaluation
across additional language models to further improve gener-
alizability and real-world deployment readiness.

8. Conclusion

CareGuardAl is a multi-agent safety framework designed to
support safer deployment of patient-facing medical LLMs
through structured inference-time oversight. Across multi-
ple benchmarks, the framework achieves consistently high
deployable performance while reducing both clinical safety
risk and hallucination risk. Importantly, the system elim-
inates “safe but hallucinated” responses, highlighting the
importance of jointly modeling safety and factual reliability
in medical Al systems.

A key finding of this work is that patient interactions are
often open-ended, underspecified, and context-dependent,
making them fundamentally different from structured bench-
mark tasks. Addressing these challenges requires more than
response generation alone; it requires context-aware screen-
ing, risk-aware control, and iterative evaluation during in-
teraction. CareGuardAl supports this through triage-based
context recovery, dual risk evaluation, and refinement-driven
safety enforcement.

More broadly, our findings highlight limitations of static
benchmark evaluation for assessing deployment readiness
in real-world clinical environments. While benchmark per-
formance measures medical knowledge, it may not cap-
ture uncertainty, contextual reasoning, or patient-specific
risk. Overall, this work suggests that trustworthy deploy-
ment of patient-facing medical LLMs may require structured
inference-time oversight in addition to conventional model
alignment.
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