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Abstract

Fake news with detrimental societal effects has
attracted extensive attention and research. De-
spite early success, state-of-the-art methods fall
short of addressing the data hiding challenge,
which can be divided into two aspects: disguise
and disappearance. Disguise means that fake
news publishers may disguise fake news as real
ones by imitating the content. Thus, it is not
enough to identify fake news only using news
content, the different mediums that news prop-
agates through should be taken into account.
Disappearance means the related medium in-
formation may lose during the propagation of
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news due to relevant regulations or fake news
publishers. It requires the model to capture
the propagation features of the news and iden-
tify what matters in the propagating process.
In this paper, we propose a novel graph-based
and heterogeneous-aware fake news detection
framework named TaHiD. TaHiD addresses
the disguise challenge by encoding multiple
mediums during propagation to obtain hetero-
geneous information. TaHiD aggregates medi-
ums information and measures the influence
of different propagation through a propagation
transformer module, to handle the disappear-
ance challenge. Experiments demonstrate that
TaHiD outperforms state-of-the-art methods on
benchmark datasets. Additional studies also
show that TaHiD is capable of identifying fake
news in the case of data hiding.

1 Introduction

Nowadays, with the development of social media,
the spread of misinformation and disinformation
is at an all-time high. As Pew Research Center
reported, about six in ten of those who at least
rarely get news on social media say they expect that
news to be largely inaccurate (Elish Shearer, 2021).
Fake news contains intentional false information
and can disrupt social order. For example, Cui and
Lee (2020) mentioned that 77 cell phone towers
have been set on fire due to the conspiracy claiming

Figure 1: The two aspects of the data hiding problem.
(a) Disguise. The news content is similar to real ones,
but people can identify fake news because of the high-
lighted parts. (b) Disappearance. The related mediums’
information may be lost due to relevant regulations or
fake news publishers.

that 5G mobile networks can spread COVID-19.

Since widespread fake news has harmful soci-
etal effects, there is an urgent need to develop fake
news detection methods. Traditional methods focus
on news content including texts or pictures (Wang
et al., 2018), to identify fake news with feature
engineering (Pennebaker et al., 2015) or neural
networks (Shu et al., 2019a). Recent advanced re-
search has suggested leveraging the social network
to help identify rumors (Shu et al., 2020b; Nguyen
et al., 2020; Dou et al., 2021).

Despite early success, existing models do not
consider the challenge of data hiding, which can
be divided into two aspects, disguise and disap-
pearance, as figure 1 illustrates. For one thing,
the content of some fake news, such as texts and
pictures, is very similar to real ones to confuse peo-
ple (Shu et al., 2019b). For example, malicious
actors tend to disguise fake news as authentic re-
porting by adding made-up sources such as “CNN”



or “Rachel Maddow” (Narwal, 2018). Methods
focused on the news content may not find out this
fake news. Fortunately, because news propagates
in social media, which consists of various related
mediums (e.g., comments, users, and source), peo-
ple can judge the real and unreal through related
mediums of news and spread it to more people. As
a result, a model that can leverage related medi-
ums to identify fake news is required. For another,
the news may lose information in the process of
propagation. For example, users may delete their
comments that mentioned fake news (Guess et al.,
2019). To make matters worse, fake news publish-
ers may refute debunking comments (Jung et al.,
2020) or use social bots (Heidari et al., 2021) to
confuse people. Fake news propagates differently
from real news (Zhao et al., 2020), people can iden-
tify fake news through the characteristics of news
propagation, which previous social network based
methods do not consider. Meanwhile, Xu et al.
(2022) claim that the social influence of debunkers
may not translate to wide mitigation of informa-
tion propagation as expected. There is a need for a
method that can analyze the characteristics of news
propagation and identify fake news.

In light of the two challenges, we propose TaHiD
(Tackling Data Hiding in Fake News Detection
with News Propagation Networks), a fake news de-
tection framework. TaHiD models the news propa-
gating process as a heterogeneous dynamic graph
dubbed the news propagation network. TaHiD
adopts heterogeneous information to address the
disguise problem. Specifically, TaHiD encodes crit-
ical entities of the propagation process, including
news, sources, comments, users, and temporal in-
formation. TaHiD adopts a propagation attention
module to aggregate medium information and iden-
tifies important propagation in the process to cap-
ture the propagation features, which ensures that
TaHiD can address the disappearance challenge.
Our main contributions are summarized as follows:

* We propose an end-to-end fake news detec-
tion framework named TaHiD. TaHiD is graph
based and heterogeneous aware. It can extract
heterogeneous information to address the dis-
guise challenge.

» TaHiD aggregates multiple mediums informa-
tion and measures the contributions of each
propagation through the propagation atten-
tion module to address the disappearance chal-
lenge.

* We conduct extensive experiments on real-
world datasets to evaluate TaHiD and 11 com-
petitive baselines. The results show the ex-
cellent ability of TaHiD to identify fake news.
Further experiments verify the ability to ad-
dress the data hiding problem.

2 Related Work

The widespread dissemination of fake news on
social media has brought serious harm to poli-
tics, the economy, and other fields. Researchers
have adopted various methods for fake new detec-
tion (Zellers et al., 2019; Fung et al., 2021; Demen-
tieva and Panchenko, 2021; Jin et al., 2022; Silva
et al., 2021). Previous works on fake news detec-
tion mainly focus on news content. Castillo et al.
(2011) use features from user’s posting and retweet-
ing behavior, tweet content and URLs. Popat et al.
(2016) propose a classifier that uses factors to as-
sess the credibility of the claim from different
sources. Deep Neural Networks are also adopted
recently and significantly outperform traditional
methods (Hartl and Kruschwitz, 2022). Karimi and
Tang (2019) utilize automatic document structure
learning and learn structurally rich representations
for news documents. Ma et al. (2018) integrate
both structure and content semantics based on tree-
structured recursive neural networks for detecting
rumors. Tan et al. (2020) introduce the task of de-
tecting machine-generated news that includes im-
ages. Dun et al. (2021) propose a knowledge-aware
attention network for fake news detection. Pelrine
et al. (2021) find that traditional NLP baselines
are competitive with and can outperform novel
transformer-based methods. However, content-
based fake news detection methods are not able
to handle fake news which disguises itself as gen-
uine news. Graph-based models that leverage addi-
tional information from mediums during the news
propagation process are needed.

Graph-based methods have many advantages
compared to content-based methods. GNNs are
neural networks that can be directly applied to
graphs, which provide an easy way to perform
node-level, edge-level, and graph-level prediction
tasks. Many graph-based efforts were made on
the task of fake news detection (Gangireddy et al.,
2020; Zhong et al., 2020; Benamira et al., 2019;
Wang et al., 2020). Monti et al. (2019) propose a
novel fake news detection based on deep learning
on the graph, with different kinds of node infor-
mation such as content, profile, social graph, and



news propagation. Hu et al. (2021) and Feng et al.
(2022) utilize external knowledge through entities
for fake news detection. Han et al. (2020) use the
propagation pattern of news on social media and
focus on a propagation-based approach for fake
news detection. Mehta and Goldwasser (2021) con-
tribute a novel benchmark for fake news detection
at the knowledge element level, as well as a so-
lution for this task that incorporates cross-media
consistency checking to detect the fine-grained
knowledge elements and make news articles mis-
informative. Mehta et al. (2022) formulate fake
news detection as a reasoning problem and pro-
pose an inference-based graph representation learn-
ing method. Sun et al. (2022) combine Knowledge
graphs and the dynamics of the message. Works on
fake news detection often simplified social graphs
while real-world scenarios are dynamic, hetero-
geneous, and more complicated. Abouzeid et al.
(2022) point out the social network has random dy-
namics which change over time. Though novel
graph-based fake news detection methods have
made great achievements in detecting fake news
through graph structure, they fall short to address
the disappearance problem. In the process of news
propagation, much information, such as news con-
tent, news source, and images, will gradually dis-
appear due to the passage of time or be deleted by
the publisher. There is a need for a model that can
dynamically evaluate the contribution of different
propagation.

3 Methodology

Figure 2 presents the overview of TaHiD. TaHiD
firstly constructs a heterogeneous dynamic graph
dubbed the news propagation network and encodes
mediums to get heterogeneous information to han-
dle the disguise challenge. Then, TaHiD extracts
temporal information with time encoding and topo-
logical information by graph neural networks. Af-
ter that, TaHiD extracts the propagation features
and identifies what matters in every propagation by
the propagation transformer module to address the
disappearance challenge.

3.1 News Propagation Network

TaHiD models the news propagation networks as
a heterogeneous dynamic graph. In this sense,
TaHiD can identify fake news with the help of
multiple mediums in the process of news propa-
gation. Let us first define the propagation network

G = (V,E,C", R p,1,t) that consists of news,
related mediums and the relations, where V is the
node (medium) set; & is the edge (relation) set; C¥
is the medium type set; R¢ is the relation types set;
© and %) are the node type mapping function and
the edge type mapping function, respectively; ¢ is
the time stamp mapping function of each node. We
can now formally define fake news detection using
the news propagation network.

Definition. Given a propagation network G, our
task is to construct a classification function f :
f(G) — 4, where § is the predicted label of each
news, such that y approximates ground truth y to
maximize the prediction accuracy.

Specifically, TaHiD leverages various mediums
to improve the ability to solve the disguise problem.
The detailed information is as follows:

* News. A title leads the outline and attracts
the audience. It is the most important element
in news (Horne and Adali, 2017). Besides,
as fake news is created to spread inaccurate
and harmful information, the content often
has a language style different from real ones.
TaHiD collects title and textual information
from the news.

* Source. Source is the news organization,
e.g., BBC. A reliable source may not pub-
lish fake news, and news published by an un-
reliable source is often untrustworthy, con-
versely. The credibility of sources cannot be
easily changed. TaHiD collects information
about the source from the description on the
homepage thanks to the rich textual informa-
tion (Kulkarni et al., 2018).

* User. Users play an important role in spread-
ing fake news (Shu et al., 2019c), and there-
fore it is significantly necessary to extract in-
formation from users. TaHiD leverages tex-
tual information from description and prop-
erty information such as, whether the user is
verified, which are widely exploited in differ-
ent tasks on social media (Feng et al., 2021).

* Comment. Users express their opinions to-
wards news through posting comments on so-
cial media. People can identify fake news with
the assistance of comments (Shu et al., 2019a).
For each comment, TaHiD collects the textual
information and the property information such
as the support count.
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Figure 2: Overview of our proposed fake news framework TaHiD. (a) TaHiD builds a news propagation network and
extracts heterogeneous information to address the disguise challenge. (b) TaHiD adopts the propagation transformer
module to dynamically evaluate the contribution of different propagations and solve the disappearance challenge.

Besides, TaHiD adopts five types of edges be-
tween different mediums to represent different
ways of news propagation, which are ‘publish’ rela-
tion between source and news, ‘comment’ relation
between comment and news, ‘post’ relation be-
tween user and comment, ‘reply’ relation between
comment and comment, and ‘retweet’ relation be-
tween comment and comment.

3.2 Mediums Encoding

After determining the mediums and edges in the
news propagation network, TaHiD encodes each
medium and aggregates heterogeneous information
against the disguise challenge. The information
that TaHiD collects can be divided into textual and
property information.

» Textual Information. TaHiD adopts hierar-
chical encoding, which can extract different
levels of semantic information (Yang et al.,
2016), to encode a paragraph of text A. TaHiD
firstly leverages NLTK (Bird et al., 2009) to
tokenize A into sentences {ai}?zl, where a;
denotes the i—th sentence and () is sentence
count. Then TaHiD adopts pre-trained lan-
guage model RoOBERTa (Liu et al., 2019) to
encode each word in each sentence a;, i.e.,

{Gai;} = RoBERTa({am}?2:1'1)7

where a; ; is j—th word in i—th sentence and
Q); is the token count in 7—th sentence. Af-
ter that, TaHiD average the token encodes to
obtain sentence-level encode, i.e.,

Finally, TaHiD feeds the paragraph-level
encode, which is obtained by averaging
sentence-level encode, into a linear layer to
get the semantic representation, i.e.,

1
a:VVa‘( ai)"i_baa

Q
=1

Q|

7

where W, and b, are learnable parameters.

* Property Information. TaHiD firstly adopts
z-score normalization to normalize numerical
properties and then feeds all processed prop-
erties into a linear layer to obtain the property
representation.

TaHiD then concatenates each encoding to ob-
tain the initial encoding of a medium.
3.3 Aggregating Module

TaHiD aggregates temporal and topological infor-
mation of each medium by time encoding and



graph neural networks against the disappearance
challenge. TaHiD adopts different time encoding
for different ways of news propagation, i.e., for
each medium s, which representation is r,, TaHiD
adds the time encoding by

Tg =17+ Z Timew(s,e)(Ht(s) - t(e)H)7
(s,e)e€

where Timey s is the time encoding of type
(s, ). TaHiD modifies the RTE model (Hu et al.,
2020) to adapt to the different types of edges.

TaHiD adopts one of (i) GCN (Kipf and Welling,
2017); (i1) GAT (Velickovic et al., 2017); (iii) HGT
(Hu et al., 2020); (iv) RGCN (Schlichtkrull et al.,
2018) as the propagation function to extract the
topological information over the news propagation
network.

3.4 Propagation Transformer Module

To address the disappearance challenge, TaHiD
needs to extract the propagation features and un-
derstand what matters in the propagation process.
TaHiD considers the initial encoding, namely 7,
of news as the first propagation representation. Ev-
ery time a propagation function is applied, TaHiD
obtains a new propagation representation. Assume
there are [ times propagation, TaHiD gets [ propa-
gation representations {z;}!_,. Inspired by Trans-
former (Vaswani et al., 2017), TaHiD adopts the
propagation transformer module to find out the im-
portant propagation during the propagating process.
TaHiD firstly concatenates a learnable parameter
xo to the propagation representations (Devlin et al.,
2019). TaHiD then obtains query, key, and value
for the c-th attention head with regard to x;, formu-
lated as

Gei = Wc,q Ty + bc7q,
kei=Wep - i + b,
Ve,i = Wc,v “x + bc,vy

)

where ¢, k and v are query, key, and value of the
attention mechanism, and all W and b are learnable
parameters with regard to attention heads. After
that, TaHiD models the importance of each propa-
gation by calculating attention weights by

<QC,i7 kc,j>
222:0<9qi7kak>

where a. ;; denotes the attention weight between

Qi =

propagation i and j; (q, k) = exp(qTT;) is the expo-
nential scale dot-product function, where d refers

to the hidden dimension of each attention head.
TaHiD then aggregates over attention heads to ob-
tain propagation representation, i.e.,

1 c 1

s C Zl ]ZO Qe,ij * Ve,g,

C

where C' is the number of attention heads. TaHiD
adopts zg as the final representation z of news.

3.5 Learning and Optimization

TaHid identifies fake news according to the news
representation z. The goal is to minimize the fol-
lowing loss function

L(0) = —ylog(§) — (1—y) log(1—9)+ 1 Y | w’,
web

where 6 collects the learnable parameters of TaHiD;
A is the regularization hyperparameters; y refers
to the ground truth of this news; 3 is the predicted
probability of fake news.

4 Experiment

4.1 Experiment Settings

Datasets TaHiD is graph based and heterogeneity
aware, which requires datasets that provide news,
source, comment, user, and relations among them.
We make use of a widely used dataset, FakeNews-
Net (Shu et al., 2020a) dataset and its publicly
available version at the official GitHub repository’.
Detailed information can be found in the appendix.
We experiment with the following three settings: (i)
Merged, the whole dataset; (ii) Politifact, the news
from Politifact platform; (iii) Gossipcop, the news
from Gossipcop platform. We randomly conduct
a 6:2:2 partition for each setting as training, vali-
dation, and test set. We reproduce baselines under
the same setting to make the results comparable.

Baselines We compare TaHiD with dEFEND
(Shu et al., 2019a), RoBERTa (Liu et al., 2019),
UPF (Shu et al., 2019¢), HPN (Shu et al., 2020b),
Bi-GCN (Bian et al., 2020), FANG (Nguyen et al.,
2020), UPFN (Dou et al., 2021), Cross-D (Silva
et al., 2021), CMTR (Hartl and Kruschwitz, 2022),
NEP (Sheng et al., 2022), and InfOp (Mehta et al.,
2022). We re-implement and evaluate them and
detailed information can be found in the appendix.

1https: //github.com/KaiDMML/FakeNewsNet
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Table 1: Average fake news detection performance and standard deviation of five runs of TaHiD and baselines.
‘ACC’ denotes the accuracy score while ‘F'l¢,y.” denotes the binary f1-score. Bold and underline indicate the highest
and second highest performance. The ‘N’, ‘S’, ‘C’, and ‘U’ in the ‘Type’ column indicate whether a model adopts
news, source, comment, or user medium. ‘-G’ denotes a model leverages graph information of news propagation.
We conduct the significant tests with an unpaired t-test and report the p-value (* for p < 0.0005, ** for p < 0.005,
*** for p < 0.05).

Models Type Merged Politifact Gossipcop
ACC Fligke ACC Fliae ACC Fliage
RoBERTa N 85.45 (£0.19)*  67.59 (£1.11)* | 91.79 (£0.26)** 89.38 (£0.28)** | 86.27 (+0.29)*  69.67 (+1.04)*
NER N 81.80 (£0.14)*  58.80 (£1.54)% | 87.51 (£0.42)*  83.99 (£0.48)* | 82.09 (£0.07)*  59.94 (£1.42)*
UPF U 94.37 (£0.15)*  86.04 (£0.37)* | 86.76 (+£0.60)*  84.35 (£0.70)* | 95.17 (£0.03)*  87.98 (+0.12)*
dEFEND  NC | 84.13 (£4.13)*  67.76 (£6.85)x | 84.43 (£0.95)%  78.54 (£2.45)* | 87.43 (£2.76)*  72.96 (+6.45)*
CMTR  NCU | 91.83 (£0.70)*  82.13 (£2.99)* | 83.40 (£1.87)*  77.32 (£3.28)% | 93.32 (£0.62)*  86.17 (£0.54)*
HPN NC-G | 87.28 (£0.21)*  82.39 (+0.28)* | 78.08 (+£0.72)*  81.21 (£0.60)* | 87.09 (+0.09)*  81.42 (+0.16)*
Bi-GCN  NCU-G | 90.35 (£0.50)*  90.00 (£0.71)% | 77.14 (£1.42)*  74.73 (£2.21)* | 90.84 (+£0.28)%  90.44 (£0.34)*
UPFN  NCU-G | 93.62 (£0.99)% 93.70 (£0.84)%** | 89.52 (£2.13)*  87.15 (£2.62)* | 95.80 (+£0.83)% 95.82 (£0.81)*x*
Cross-D  NCU-G | 89.76 (+0.32)*  86.08 (+£0.44)* | 88.30 (£0.91)*  87.82 (+0.86)* | 90.32 (+£0.32)*  87.08 (£0.45)*
InfOp  NSU-G | 95.77 (£0.08)*  91.54 (£0.22)* | 85.76 (£1.30)*  81.72 (£1.58)* | 96.09 (£0.09)*  92.22 (+0.07)*
FANG  NSCU-G | 81.32 (£0.18)*  53.71 (£1.49)* | 80.28 (£1.45)*  75.37 (£3.07)* | 82.73 (£0.13)*  51.20 (£1.17)*
TaHiD ~ NSCU-G | 97.03 (+£0.19)  93.94 (£0.29) | 92.92 (+0.48)  90.80 (+£0.55) | 97.40 (£0.10)  94.69 (+0.19)
BN ac B0 tings and present the results in Table 1, which
w9394 p112 | demonstrates that:
97-03—95-67
wrl 93540 | 93.02 | » TaHiD achieves the best accuracy with very
96.81 96.7 . . . . .
) 93.7ﬁ3.36 2 statistically significant over all of the settings
2 N 96.92—96.79 ST o (p < 0.005). For the f1-score, TaHiD outper-
E nsu{ o2l ] 7304 . g forms all baselines except under the gossip-
= | s | 9302 | E cop setting z.md.has oqu minor 1nade.qu.ames
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TR s L LA Lo significant (p < 0.05), compared to UPFN.
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100 8 60 40 60 8 100 comprehensive, baselines with graph informa-

Figure 3: The performance of TaHiD mediums limita-
tion study under the Merged setting. The ‘N’, ‘S’, ‘U’,
and ‘C’ denote the news, source, user, and comment.
Every medium information is helpful and TaHiD can

detect fake news with the additional information.

Evaluation metrics We adopt accuracy and the

tion are generally more effective. It proves

graph information can address the disguise
challenge. Besides, TaHiD achieves a 2.82%
improvement in accuracy (p < 0.0005) com-

pared to UPF which is the best model without
graph information. TaHiD can make the best
use of heterogeneous information from the

binary fl-score, which is calculated for the posi-

tive class of fake news, as evaluation metrics of

different fake news detection methods.

Implementation The hyperparameters can be
found in the appendix. We submit codes of TaHiD

and baselines as supplementary material.

4.2 Main Results

We first check out which mediums the baselines
adopt and whether leverage graph information. We
then evaluate these baselines under the three set-

news propagation network.

* Due to the disappearance challenge, we can

now obtain only 20,896 news (910 for Politi-
fact and 19,986 for Gossipcop) with the con-

tent (about 26.51% loss). Compared to the
models that adopt graph information, TaHiD

achieves a 1.32% improvement from InfOp in
accuracy (p < 0.0005). It proves that TaHiD
can capture the propagation features of news

to improve performance, which verifies the
ability of TaHiD to address the disappearance
challenge (more analysis in Section 4.4).
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Figure 4: Train TaHiD and two baselines under one
setting and test on another. TaHiD can identify different
types of fake news even if not trained on them directly.

4.3 Disguise Challenge Study

The disguise problem demands detection models to
identify fake news according to not only the news
content but also the additional information.

Mediums Limitation Study TaHiD builds the
dynamic heterogeneous graph to simulate the pro-
cess of news propagation and extract heterogeneous
information to solve the disguise problem. In the
early propagation of news, only a few mediums
can be accessed. We conduct experiments that re-
move kinds of mediums by deleting the node and
related edges of the networks to figure out whether
TaHiD can address the disguise challenge with lim-
ited mediums. From the results in Figure 3, we
observe that: (i) Removing any mediums in the
news propagation network leads to a drop in per-
formance. It is sensible to leverage heterogeneous
information to address the disguise challenge. (ii)
TaHiD can identify fake news even without news
mediums (compare the left part and right part in
Figure 3). It proves that TaHiD can capture the
propagation features to identify fake news.

Transfer Study There are different types of fake
news and the content varies widely. Models that
focus on content cannot identify different types of
fake news and fail to address the disguise challenge.
To prove TaHiD can make use of additional infor-
mation to identify different fake news, we train
TaHiD and two competitive baselines, RoOBERTa
and InfOp, on news from Politifact platform and
test on news from Gossipcop Platform. After that,
we swap the train set and test set. We sample
314 news from Politifact and 5,464 news from
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Figure 5: Performance of TaHiD when a portion of the
specific medium is gradually removed, which demon-
strates the robustness of TaHiD.

Gossipcop to make sure the balance of each la-
bel. Results from Figure 4 illustrate that TaHiD
could better identify other types of news even when
not trained on them. It establishes the claim that
TaHiD can capture the news propagation features
and additional information to address the disguise
challenge.

4.4 Disappearance Challenge Study

The detection model should keep its performance
when the information during propagation gradually
disappears to address the disappearance challenge.

Ability to Address the Disappearance Challenge
We remove a part of news propagation information
by setting the initial representation of medium to
zero to simulate the disappearance problem and
check out if TaHiD can keep performance. The
results from Figure 5 illustrate that TaHiD can
keep the performance when the portion of a spe-
cific medium (even the news) gradually disappears.
The accuracy drops to a minimum of 93.79%, but
TaHiD still outperforms several baselines.

To measure the missing information sensitivity
of TaHiD and other baselines, we simulate disap-
pearance in the reality by randomly gradually re-
moving a portion of the graph under the Politifact
setting (that has more complete original informa-
tion). We compare TaHiD with RoBERTa (content-
based) and InfOp (graph-based and shares the net-
work). Results from Figure 6 show that TaHiD
outperforms other baselines with any portion of re-
taining information. Besides, when retaining 20%
or more of the graph information, the performance
of TaHiD does not decrease significantly.



accuracy

1 TaHiD
=—%— RoBERTa
—e— Ifop

100%  90%  80%  70%  60%  50%  40%  30%  20%
portion of retaining information

Fl-score
2

1 TaHiD
—%— RoBERTa
—e— TnfOp

100% 90%  80%  70%  60%  S0%  40%  30%  20%
portion of retaining information

Figure 6: Performance of TaHiD and baselines when a
portion of the whole graph information is gradually re-
moved. TaHiD outperforms and keeps the performance
with only 20% portion of the information.

%, The third propagation
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ipropage®

Figure 7: Example propagation network of a piece of
fake news, related mediums, and the propagation at-
tention weight. The first and the third propagation are
important during the propagation process.

Effectiveness of Propagation Transformer Mod-
ule TaHiD captures the propagation features
through the propagation transformer module. We
compare this module with the following six mod-
ules which can also aggregate features: (i) First:
We consider the first propagation representation as
the final news representation. (ii) Last: Similar to
(1), while we adopt the last. (iii) Mean: We average
each representation. (iv) Max: The max opera-
tion is replaced with mean. (v) MLP: We stack
each representation and apply a MLP layer. (vi)
GRU: We apply a GRU layer to get the represen-
tation. The results are presented in Table 2. The
propagation transformer module achieves the best
performance, showing a significant advantage in
accuracy and fl-score against first, mean, and max
(p < 0.0005). Compare to MLP and GRU which
aggregate features in a deep way, our proposed
module outperforms as well (p < 0.005).

Table 2: We compare the propagation transformer mod-
ule with other modules under the Merged setting. Our
proposed module achieves the best performance, which
shows the ability to capture the propagation features. We
conduct the significant tests with an unpaired t-test and
report the p-value (* for p < 0.0005, ** for p < 0.005,
*#** for p < 0.05).

Module | Acc Diff. | Fliake Diff.
First | 84.89 (£0.33)* -12.14 | 64.86 (+1.34)* -29.08
Last | 96.15 (+£0.49)** -0.88 | 92.28 (+£0.73)** -1.66
Mean | 85.67 (£0.99)* -11.36 | 75.97 (£1.21)* -17.97
Max | 95.85(£0.42)% -1.18 | 91.80 (£0.74)* -2.14
MLP | 96.03 (£0.62)** -1.00 | 92.00 (£1.08)** -1.94
GRU | 94.34 (£0.87)* -2.69 | 89.18 (£1.43)* -476

TaHiD | 97.03(0.19) 0 | 93.94(0.29) 0

4.5 Case Study

We study a piece of specific news and related medi-
ums with the propagation attention weight in Fig-
ure 7. It is illustrated that the first and the third
propagation have a larger attention weight (0.25
and 0.24), but the second one (0.0003) has smaller
in this specific fake news. Moreover, we can hardly
identify this fake news depending on its content,
but we can identify it according to the related com-
ments. The rest of the mediums, the two users and
one news, do not help judge the veracity of this
news. TaHiD could extract the propagation fea-
tures and identify what matters in the propagation
network to solve the data hiding problem.

5 Conclusion and Future Work

We propose TaHiD, a fake news detection frame-
work that can address the two aspects of the data
hiding problem, disguise, and disappearance. The
disguise challenge means that fake news publishers
tend to disguise misinformation as true by imitat-
ing the patterns of genuine news. The disappear-
ance challenge means that information might disap-
pear in related mediums during the news propaga-
tion process. TaHiD models the news propagation
process as a heterogeneous dynamic graph named
news propagation network and encodes mediums
including news, sources, users, and comments. The
heterogeneous information helps TaHiD to address
the disguise problem. TaHiD captures the propaga-
tion features and identifies what matters during the
propagation process, to address the challenge of
disappearance. Extensive experiments demonstrate
that TaHiD achieves excellent performance and can
address the data hiding problem.



6 Limitations

TaHiD achieves excellent performance on fake
news detection and tackles the data hiding chal-
lenge. TaHiD has two minor limitations:

» TaHiD leverages a news propagation network
to identify fake news and achieve excellent
performance. In the early days of news prop-
agation, it could not form a relatively large-
scale propagation network. Namely, TaHiD’s
performance in identifying early fake news
may drop.

* Extensive experiments show that TaHiD con-
siders the contribution of different propaga-
tions. TaHiD cannot give quantitative indica-
tors of the importance of each propagation,
which leads to low explainability.

7 Ethics Statement

Our framework does not present direct societal con-
sequences in general. This frame aims to help iden-
tify fake news. It can serve as a detection module
for fake news detection systems, especially when
given additional medium information including the
source, comment, and user mediums. To the best
of our knowledge, no code of ethics was violated
throughout the experiments done in this paper. We
reported all hyper-parameters and submit the code
of TaHiD and chosen baselines to reproduce the re-
sults. Our data is mostly based on existing datasets,
FakeNewsNet. Due to legal reasons, we use the of-
ficial GitHub repository to obtain a lightly different,
copy of the dataset.
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A Dataset Details

TaHiD is graph-based and heterogeneity-aware,
which requires datasets that provide news, source,
comment, user, and relations among them. We
make use of a widely used dataset, FakeNews-
Net (Shu et al., 2020a) dataset. We use the offi-
cial GitHub repository to obtain a lightly different,
copy of the dataset. This dataset consists of 28,433
news, 2,165 sources, 2,446,885 comments, 805,842
users, and 4,966,149 relations. In order to evaluate
the ability to solve the disguise and disappearance
problems, we experiment with the following three
settings. The statistics of these settings are listed
in Tabel 3.

12

Table 3: Benchmark settings statistics.

News

News

Settings - - Fake News | Real News i
Train  Valid = Test with content
Merged | 13,916 4,638 4,640 5,755 17,439 20,896
Politifact 632 210 212 432 622 910
Gossipcop | 13,284 4,428 4,428 5,323 16,817 19,986

Table 4: Hyperparameter settings of TaHiD across vari-
ous settings. We find our hyperparameter settings robust
across all datasets and all hyperparameters are chosen
by the performance on the validation set.

Hyperarameter Value
RoBERTa dim D, 768
batch size 64
hidden dim D 512
dropout rate 0.5
optimizer Adam
learning rate le-4
weight decay le-5
attention head ¢ 4
num of propagation [ 8
propagation transformer layers 1
propagation function GAT

B Implementation of TaHiD

We implement TaHiD framework with py-
torch (Paszke et al., 2019), pytorch geometric (Fey
and Lenssen, 2019), and the transformers li-
brary (Wolf et al., 2020). We present our hyperpa-
rameter settings in Table 4. Our implementation
is trained on a GeForce RTX 2080 Ti GPU with
12GB of memory. Under these settings, TaHiD
runs a batch for about 60 seconds (Merged setting)
and the size of the parameters is about 29.5 MB.
We submit the code of TaHiD as supplementary
material.

C Implementation of Baselines

We re-implement chosen baselines to have a fair
comparison of the dataset under three settings. We
submit the codes as supplementary material. The
detailed information on baselines and implementa-
tion details are as followed:

* dEFEND (Shu et al.,, 2019a) develops a
sentence-comment co-attention sub-network
to exploit both news content and user com-
ments for fake news detection. We set the
max sentence length as 120, max sentence
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Figure 8: 2D t-SNE plot of the news representations of TaHiD, UPFN, and RoBERTa and the corresponding
V-Measure. TaHiD achieves the best score and shows excellent collocation for the group of fake and real news.

count as 50, max comment length as 120, and
max comment count as 150.

* RoBERTa (Liu et al., 2019) is a pre-trained
language model. We apply MLP directly
on news textual embeddings encoded by
RoBERTa as a baseline, namely, the encoding
is the same as the initial news representation
of the news propagation networks.

* UPF (Shu et al., 2019c¢) adopts explicit and
implicit profile features between user groups,
which reveals their potential to identify fake
news. We remove the news that does not have
the related user.

e HPN (Shu et al., 2020b) builds hierarchical
propagation networks and extracts structural,
temporal, and linguistic features to detect fake
news. We remove the news that can not con-
struct the hierarchical propagation networks.

* Bi-GCN (Bian et al., 2020) proposes a bi-
directional graph model, which can explore
both characteristics by operating on both top-
down and bottom-up propagation of rumors.
We remove the news that does not exist in the
original graph of the paper.

* FANG (Nguyen et al., 2020) is a novel
graphical social context representation and
learning framework for fake news detection.
FANG adopts unsupervised proximity loss,
self-supervised stance loss, and supervised
fake news loss to optimize the parameters of
the model. We modify the stance detection
target from 5 stances into 2 stances.

* UPFN (Dou et al., 2021) proposes a new
framework that simultaneously captures vari-
ous signals from users to identify fake news.
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We remove the news that does not have related
users.

Cross-D (Silva et al., 2021) jointly preserves
domain-specific and cross-domain knowledge
in news records to detect fake news. We adopt
the same hyperparameters as the original pa-
per.

CMTR (Hartl and Kruschwitz, 2022) com-
bines multiple text representations, with the
goal of circumventing sequential limits and re-
lated loss of information the underlying trans-
former architecture typically suffers from. We
adopt the same hyperparameters as the origi-
nal paper.

NEP (Sheng et al., 2022) constructs the macro
and micro news environment of specific news.
NEP then designs a popularity-oriented and
a novelty-oriented module to perceive useful
signals and further assist final prediction from
recent mainstream news. We adopt the same
news environment and set the macro env days
as 30.

InfOp (Mehta et al., 2022) views fake news
detection as reasoning over the relations be-
tween sources, articles they publish, and en-
gaging users on social media in a graph frame-
work. We use the original code from this paper
to build the graph and evaluate the results.

Representation Learning Study

TaHiD learns the representation of news to identify
fake news. The representation can be used for other
downstream tasks like political stance detection. To
examine the quality of representation learning with
our proposal, we cluster representations using k-
means and calculate the V-Measure, which is an



external cluster evaluation. Figure 8 visualizes the
representations and we can obviously observe that
the representations of TaHiD show excellent collo-
cation for the group of fake and real news, while
UPFEN and RoBERTa show little. Quantitatively,
TaHiD’s clusters achieve the best V-Measure score
of 0.869, compared to a 0.656 score for the UPFN
clusters and 0.204 for the RoBERTa.
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