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Abstract
State-of-the-art membership inference attacks (MIAs) typically require training
many reference models, making it difficult to scale these attacks to large pre-
trained language models (LLMs). As a result, prior research has either relied
on weaker attacks that avoid training references (e.g., fine-tuning attacks), or on
stronger attacks applied to small models and datasets. However, weaker attacks
have been shown to be brittle and insights from strong attacks in simplified settings
do not translate to today’s LLMs. These challenges prompt an important question:
are the limitations observed in prior work due to attack design choices, or are
MIAs fundamentally ineffective on LLMs? We address this question by scaling
LiRA—one of the strongest MIAs—to GPT-2 architectures ranging from 10M to
1B parameters, training references on over 20B tokens from the C4 dataset. Our
results advance the understanding of MIAs on LLMs in four key ways. While (1)
strong MIAs can succeed on pre-trained LLMs, (2) their effectiveness, remains
limited (e.g., AUC<0.7) in practical settings. (3) Even when strong MIAs achieve
better-than-random AUC, aggregate success metrics conceal per-sample prediction
instability; many individual predictions are so unstable that they are statistically
indistinguishable from a coin flip. Finally, (4) the relationship between MIA success
and related privacy metrics is not as straightforward as prior work has suggested.

1 Introduction

In a membership inference attack (MIA), an adversary aims to determine whether a specific data
record was part of a model’s training set [52, 62]. MIAs pose a significant privacy risk to ML
models, but state-of-the-art attacks are often too computationally expensive to run at the scale of
pre-trained large language models (LLMs). This is because strong MIAs require training multiple
“reference” models to calibrate membership predictions—and pre-training even one LLM is often
prohibitively expensive in research settings. As a result, current work makes one of two compromises:
running weaker attacks that avoid training reference models (e.g., attacks that fine-tune an LLM),
or running strong attacks that train small reference models on small datasets. However, both exhibit
notable limitations (Section 2). Weaker attacks are more practical, but they have been shown to be
brittle—often performing no better than random guessing [17, 20, 42]. Stronger attacks, when run in
simplified settings, fail to capture the complex dynamics of large-scale, pre-trained language models;
as a result, their insights do not reliably generalize to modern LLMs [37].

Results from both of these approaches leave key questions unanswered about the effectiveness of
MIAs on LLMs. In particular, are the fidelity issues of weaker attacks due to omitting reference
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models, or do they point to a deeper, more fundamental challenge with applying membership
inference to large language models?Current research has not offered an answer because, to date,
there are no baselines of how the strongest MIAs perform on large-scale, pre-trained LLMs.

In this paper, we bridge this gap by running strong attacks at a scale signi�cantly larger than
previously explored. We pre-train over4;000GPT-2–like reference models, ranging from10million
to 1 billion parameters [30], on subsets of the C4 dataset [46] that arethree orders of magnitude
larger than those used in prior MIA studies—up to100million samples, compared to fewer than
100;000 in previous work [39]. We use these models to conduct a detailed investigation of the
Likelihood Ratio Attack (LiRA) [5], one of the strongest MIAs in the literature. This substantial
effort proves worthwhile, as we uncover four key insights that advance the state of the art in
understanding the potency and reliability of membership inference attacks on large language models:

� Strong membership inference attacks can succeed on pre-trained LLMs.We are the �rst
to execute strong attacks at this scale, and �nd that LiRA—in contrast to weaker �ne-tuning
attacks—can easily beat randomROC-AUC baselines (Section 3.1). Our results on Chinchilla-
optimal models (trained for1 epoch) exhibit a non-monotonic relationship between model size
and MIA vulnerability: larger models are not necessarily more at risk (Section 3.2).

� The overall success of strong MIAs is limited on pre-trained LLMs.Even though we demon-
strate that LiRA can succeed at LLM scale, we are only able to achieve impressive results (i.e.,
AUC� 0:7) when diverging from typical training conditions—speci�cally, by training for multi-
ple epochs (Section 4.1) and varying training dataset sizes (Section 4.2).

� Many per-sample MIA membership decisions for LLMs are statistically arbitrary. Even
when an MIA achieves better-than-randomAUC, the underlying MIA decisions for individual
members are very sensitive to training randomness. Measuring per-sample prediction instability
(Section 5.1), we �nd that, even at modestFPR, many per-sample predictions are statistically
indistinguishable from a coin �ip, rather than re�ecting meaningful inference signal (Section 5.2).

� The relationship between MIA success and related privacy metrics is not straightforward.
We show that samples seen later in training tend to be more at risk (Section 6.1); however,
this trend is complicated by sample length. We also study if there is any relationship between
training data extraction and MIA, and observe no correlation with MIA success. This suggests
that the two privacy attacks may capture different signals related to memorization (Section 6.2).

Our contributions serve as an extensive benchmark of strong MIAs, and also provide some initial
answers to urgent open questions about the conditions under which MIAs exhibit a threat to privacy
for LLMs. Our work also quanti�es the performance gap between weaker (more feasible) and
stronger attacks, establishing an upper bound for what weaker attacks could achieve in this setting.

2 Background and related work

Membership inference attacks (MIAs)assess empirical privacy and information-leakage risk by
asking whether an adversary can tell ifa particular data pointx was used to train atarget modelh.
Given knowledge of the target's architecture and training setup, the attacker trains multiplereference
modelsf 2 � on different subsets drawn from the same underlying distribution as the target's train-
ing data. For eachx , references are partitioned into those trained withx (� IN , wherex is amember)
and those trained withoutx (� OUT, wherex is anon-member). For a givenx and modelg (the target
h or a referencef 2 � ), the attacker queries the model and computes anobservation signals(g;x )
from the model's output onx (e.g., loss, logit). MIAs transform these observation signals into amem-
bership score�( x ) that is used to infer whetherx was in the target's training data [5, 48, 57, 61, 63].

Different attacks specify different ways of turning observation signals into membership scores.
For instance, for each query samplex , theLikelihood Ratio Attack (LiRA) collects two sets of
reference signals,f s(f; x ) : f 2 � IN(x )g andf s(f; x ) : f 2 � OUT(x )g. These sets are treated
as samples from two empirical distributions, to which density models (pIN andpOUT) are �t. LiRA
evaluates the target statistics(h; x ) under the �tted densities to compute a likelihood ratio membership
score�( x ) for x [5]. Given a score�( x ), the attacker outputs a binary membership decision via
a threshold ruleb(x ) = 1f �( x ) � � g. In practice,� is typically calibrated on non-members to
satisfy a �xed false positive rate (FPR). Although membership inference is de�ned as a decision
problem for asinglesamplex , attack performance is evaluated as anaverage over many samples
(e.g., reportingTPR at �xed FPR). Success is typically reported with threshold-agnostic metrics
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like ROC-AUC [52, 62] (Appendix A). To address this gap, we also run experiments that offer novel
insights into sample-speci�c attack performance (Sections 5 & 6).

The number of reference models necessary for successful attacks varies across methods—from tens
or hundreds for LiRA and Attack-R [61], to as few as1 or 2 for RMIA [ 63]. While these attacks have
been successfully applied to smaller settings, they are often considered impractical for contemporary
language models due to the prohibitive computational cost of training even a single reference LLM. As
a result, prior work attempts to approximate stronger, reference-model-based attacks in various ways.

Small-scale, strong, reference-based attacks.The �rst work to evaluate risk in smaller language
models (RNNs) trained10 references [53]. However, insights from such settings do not translate
to today's LLMs [39], as the training dynamics differ signi�cantly. Other work has used a single
reference model to attack a small, pre-trained masked language models [41], but this approach
reduces precision, as effective calibration of membership predictions is dif�cult with fewer references.

Larger-scale, weak, reference-free attacks.To avoid the cost of training reference models, weaker
attacks consider a range of signals to infer membership, typically leveraging black-box access to the
model. For example, Yeom et al.[62] use model loss computed on the target sample, Carlini et al.[4]
use normalized model loss andzlib entropy of the target sample, and Mattern et al.[36] compare
the model loss to the loss achieved for neighboring samples. More recent work experiments with
token probabilities [51, 65] and changes in loss based on prompting with different context [56, 60].
Other work attempts to derive membership signal from changing the model. For instance, prior work
perturbs inputs or model parameters and observes resulting changes in target loss on the sample, or
uses (parameter-ef�cient) �ne-tuning on domain-speci�c datasets to detect privacy risks [8, 20, 27,
32, 40, 42, 45, 47]. However, �ne-tuning attacks introducenewdata to the problem setup, which
may complicate the validity of using MIAs to detect benchmark contamination [16, 33, 34, 44] and
to draw reliable conclusions about other sensitive data issues [9, 11, 12, 14, 18, 29, 38, 51, 59, 64]. A
recent approach evaluates attacks on LLMs using post-hoc collected datasets. While prior work has
reported high success rates on a variety of models and datasets (AUC� 0:8) [37, 51, 56, 60, 65], such
evaluations rely on the model's training-date cutoff as a proxy for distinguishing between member and
non-member data points [34]. These newer data introduce distribution shift, which can undermine
the validity of the reported results [15, 17, 34, 39]. Further, when current MIAs are evaluated in a
controlled privacy game like this, they often barely outperform random guessing [17, 39].

3 Examining strong MIAs in realistic settings for pre-trained LLMs

Altogether, the limitations of prior work raise the key question that motivates our work:are the
�delity issues of weaker attacks due to omitting reference models, or do they point to a deeper, more
fundamental challenge with applying membership inference to large language models?This is a
big question, so we break it down into smaller ones that we can test with speci�c experiments that
reveal different information about the effectiveness of strong MIAs on pre-trained LLMs. To start, we
determine which strong MIA method to use across our experiments. We evaluate two of the strongest
attacks in the literature—LiRA [4] and RMIA [63]—in a variety of settings. For the experiments that
follow, we use LiRA because we observed that it can achieve substantially higherROC-AUC when
attacking pre-trained LLMs. We compare LiRA and RMIA in Appendix B.

In this section, we investigate the relationship between the number of reference models and attack
success (Section 3.1). Based on these results, we decide to use128reference models in all following
experiments. Then, we test the effectiveness of strong attacks under realistic settings—settings that
re�ect how LLMs are actually trained. To do so, we run LiRA on models of various sizes, which
we train according to Chinchilla-scaling laws [25] (Section 3.2). Together, these experiments inform
our �rst key result: with respect to overallROC-AUC, strong membership inference attacks
can succeed on pre-trained LLMs. In the following sections, we expand upon these results to
other training and attack conditions; we will re�ne our �rst key result by investigating the limits
of strong MIA success rates (Section 4), and by digging beneath aggregate metrics likeAUC to
better understand attack performance with respect to individual samples (Sections 5 & 6).

General setup. For all experiments, we pre-train GPT-2 architectures of varying sizes—from 10M
to 1B—on subsets of the C4 dataset [46] using the open-source NanoDO library [30]. The training
datasets we use are3 orders of magnitude larger than those in prior MIA studies: up to50M samples,
compared to fewer than100K samples in previous work [39]. We explore datasets of this size
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because, while it is well established that MIA success depends on both model capacity and training
dataset size [52, 61, 62], the nature of this relationship remains unexplored pre-trained-LLM scale.
For each attack, we start with a �xed dataset of size2N (e.g.,20M) drawn from C4, from which we
randomly subsample (with different random seeds) reference training sets of sizeN (e.g.,10M). So,
for each referencef , half of the drawn samples are members and half are non-members. This yields
the different member (IN) and non-member (OUT) distributions for each sample that we use to run
LiRA. In our largest experimental setting, we use2N =100M. Speci�c experimental con�gurations
vary, so we introduce additional setup as needed. (See Appendix G for details.)

3.1 Warm-up: How many reference models should we use?

Figure 1:LiRA with different references. We
attack a140M model trained on� 7M samples.
As references increase, LiRA's performance im-
proves (measured withROC-AUC). However,
there are diminishing returns:AUC is effectively
unchanged from128to 256IN references.

To determine the number of reference models
to use for all of our experiments, we train
140M-parameter models on� 7M samples, which
equates to approximately2:8B training tokens.
(This is optimal for this model size, according
to Chinchilla scaling laws with an over-training
multiplier of 20 [25].) As shown in Figure 1,
we test a range of reference models. (We plot
the number of IN references; the total is2�
this number.) The plot shows multiple receiver
operating characteristic (ROC) curves, indicating
the observed true positive rate (TPR ) for the �xed
false positive rate (FPR) on alog-log scale. Area
under the curve (AUC) is provided for eachROC.
The dashed red line represents the baseline for
which the attack is equivalent to random guessing
(i.e., cannot distinguish between true and false
positives soTPR=FPR ; AUC=0 :5). We reportAUC as our primary metric, as it is otherwise
challenging to visualizeTPR over a wide range of �xedFPR. (For comparison, see Figure 2b,
which shows a limited range ofFPR, but does not surface threshold-agnosticAUC.) We also
investigate the performance of different observation signals (Appendix B.1), and choose to use model
loss. Altogether, while LiRA clearly beats the random baseline, it is not remarkably successful in
this setting: regardless of the number of references, it never achieves anAUC of 0:7. Even though
success increases with more references, there are diminishing returns. From1 to 8 IN references
(2 to 16 references total),AUC has a relative increase of13:3%; for the next 8� increase (from8 to
64), AUC only increases7:6%; and, doubling from128to 256only yields a0:2% improvement.We
opt to use128total references (64 IN, 64OUT) in most experiments below.

3.2 Training and attacking a compute-optimal model

In practice, models are typically trained based on observed scaling laws: for a given model size,
the scaling law suggests the optimal number of tokens to use for training. To assess strong MIA
in realistic conditions for pre-trained LLMs, we attack models of various sizes, setting the number of
training samples to be optimal according to Chinchilla scaling [25]. Speci�cally, we set the number
of training tokens to be20� larger than the number of model parameters and weonly train for 1
epoch—a common choice in large training runs [1, 55]. Speci�c training recipes and experimental
details are in Appendices C and G, including the number of samples used to train each model size.

In Figure 2, we show two views of the results of attacking10M-, 85M-, 302M-, 489M-, 604M- and
1018M-parameter models. These model sizes come from the default con�gurations available in
NanoDO [30]. For readability, we exclude the results for the140M model, as we investigate this archi-
tecture above. In Figure 1, the attack on the140M model with128total references hasAUC=0 :678,
which puts its performance below the85M and 302M models. Interestingly, we observe a non-
monotonic relationship between model size and MIA vulnerability under these training conditions. In
Figure 2a, the85M model shows the highestAUC=0 :699, followed by the302M (AUC=0 :689), and
then the140M (Figure 1,AUC=0 :683) models. The489M model exhibits the lowestAUC=0 :547.

Figure 2b provides a different view of the same results. By model size, each line compares theTPR
for �xed settings ofFPR. Our expectation was that each line would look approximately horizontal, as
the training set size is being scaled proportionally (and optimally, according to Hoffmann et al.[25])
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(a)ROC-AUC (b) TPR at �xed FPR

Figure 2:MIA vulnerability for compute-optimally trained models We train and attack6 models
of different sizes under Chinchilla-optimal conditions for 1 epoch, using128references. (a) ROC
curves demonstrate varying MIA susceptibility for10M (AUC=0 :592), 85M (AUC=0 :699), 302M
(AUC=0 :689), 489M (AUC=0 :547), 604M (AUC=0 :654) and1018M (AUC=0 :553). The85M
and302M models shows the highest vulnerability, indicating that increasing model size does not
uniformly decrease MIA risk in this setting. (b) How TPR for each �xedFPR varies by model size.

to model size. From10M to 302M, there is a consistent pattern of theTPR increasing with model
size; but then, at489M, there is a signi�cant drop inTPR . There are many reasons why this may have
occurred. First, the most pronounced differences inTPR are at extremely small values. Even subtle
differences in training runs may �ip samples from correct to incorrect member predictions (Section 5),
which, in the lowTPR regime, can have a large effect on overall MIA success. Second, Chinchilla
scaling [25] is not the only such law. Sardana et al.[49], Hu et al.[26], and Gratta�ori et al.[22] all in-
troduce other ways to optimally select the number of training tokens for a given model. In future work,
we will investigate if these other token-size-selection methods stabilizeTPR as model size grows.

As we discuss next (Section 4.2), repeating this experiment by training these architectures on the same
�xed dataset size exhibits vastly different results. We additionally test other training con�gurations.
In Appendix D, we alter the learning rate schedule and observe that there is a modest effect on attack
performance. (See Appendix C, where, as a sanity check, we also con�rm that larger models converge
to lower loss values, re�ecting their increased capacity to �t the training data.)

4 Varying compute budget and training dataset size

Even in the most successful (i.e., highestAUC) case, overall attack performance is not particularly im-
pressive when running LiRA with a large number of references on compute-optimal models trained for
1 epoch. Similar to our experiments with LiRA and varied numbers of references (Figure 1), the maxi-
mumAUC we observe remains under0:7 for all model sizes (Figure 2). This raises a natural follow-on
question: if we free ourselves from the constraints of typical training settings, is it possible to improve
success?Can we identify an upper bound on how strong MIAs could perform on pre-trained LLMs?

To address this question, we run attacks on models trained on different-sized (not always Chinchilla-
optimal) datasets (Section 4.2) for more than1 epoch (Section 4.1). Our experiments show that
diverging from typical settings can indeed improve attack success. However, while these experiments
are a useful sanity check, they do not suggest conclusions about the effectiveness of strong MIAs in
general. Instead, there appears to be an upper bound on how well strong MIAs can perform on LLMs
under practical conditions. In other words, these experiments inform our second main observation:
the success of strong MIAs is limited in typical LLM training settings.

4.1 Effects of scaling the compute budget (i.e., training for more epochs)

In Figure 3a, we compare MIAAUC for the44M model under different training con�gurations. We
keep the total number of tokens surfaced to the model during training Chinchilla-optimal, but we alter
whenthese tokens are surfaced. As a baseline, we train for1 epoch on the entire dataset, and achieve
AUC=0 :620with LiRA. (See Figure 3a,1 of 1.) We then takehalf of the training dataset and train
the same architecture for2 epochs. In both settings the total number of training tokens is Chinchilla-
optimal, however, in the latter, the model has processed each training sample twice rather than once.
For the2-epoch model, we observe a signi�cant increase in MIA vulnerability:AUC=0 :744, which
is higher both than this model when it has only completed1 epoch of training (AUC=0 :628, 1 of
2) and than the model trained for1 epoch on the entire dataset (AUC=0 :620, 1 of 1). Increasing
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(a) 44M model, split dataset in half and train for2
epochs, or train on the entire dataset for1 epoch

(b) 140M model, training for10 epochs

Figure 3:Studying the effect of varying epochs.(a) We compare attacking a44M model trained
on the whole Chinchilla-optimal dataset in1 epoch (AUC=0 :620after1 of 1 epoch) to training for
2 epochs on only half of the dataset (AUC=0 :744after2 of 2 epochs). (b) We attack a140M model
trained on the whole Chinchilla-optimal dataset for10epochs.AUC increases with more epochs.

training epochs—even on a smaller dataset to maintain Chinchilla optimality—ampli�es vulnerability
to MIA, compared to training for fewer epochs on a larger dataset. However, there is no signi�cant
uplift in TPR at small �xedFPR between epochs1 and2 for the2-epoch model. The MIA at the
second epoch is less successful than the one after1 epoch for smallFPR. As above, this is perhaps
due to subtle changes differences in runs having an impact at these small values (Sections 3.2 & 5).

To investigate this further, in Figure 3b, we show howROC-AUC changes over the course of training
the140M model for10epochs. As expected,AUC increases with more epochs, starting from0:573
and reaching0:797at the end of the tenth.2 As in Figure 3a, there is anFPR in�ection point where
TPR for later epochs issmallerthan earlier epochs. In Appendix D, we also train the140M model on
fewer than the� 7M Chinchilla-optimal samples, and (similar to Figure 3a) we observe a more dra-
matic increase in MIA vulnerability. Attacking a140M model trained on219� 500K samples exhibits
both greater absolute MIA success and a faster relative increase in success in the �rst few epochs.

4.2 Effects of scaling the training dataset size

We next run two sets of experiments to study the role of training dataset size on MIAs—beyond
training on the Chinchilla-optimal number of tokens. We train140M models on datasets ranging from
50K to 10M samples (again for1 epoch) and attack these models with LiRA. In Figure 4a, we show
ROC curves for the different models. As we train models on smaller datasets, for a givenFPR, TPR
does not always increase. This suggests thatTPR at �xed FPR is not necessarily positively correlated
with decreasing the training set size. Rather,AUC is highest for moderately sized datasets (around1M
samples,AUC=0 :753), and decreases for both very small and very large datasets (underAUC=0 :7
for both). Indeed, the capacity of the model also has an effect on susceptibility to strong MIAs.

In Figure 4b, we train different model sizes with a �xed training set size of223� 8:3M samples—
signi�cantly more tokens than is Chinchilla-optimal for several models (e.g.,10M, 44M). We plot the
mean and standard deviation ofTPR at �xed FPR, where we run the attack16 times using different
random seeds, which has the effect of dictating the batch order. For each model size, we train16sets of
128reference models, and we also vary the target model over each attack. We include the associated
ROC-AUC for each model size in Appendix D, which are consistent with the MIA prediction
variability in Figure 4b. We observe a monotonic increase inTPR at differentFPRs as model size
increases. This is quite different from Figure 2b, where we scale the training set size with model size.
As model capacity grows, vulnerability to MIA also grows if we keep the training set size constant.
Further, there is signi�cantly more variance inTPR for larger model sizes and at smaller �xedFPR.

5 Uncovering per-sample predictive instability

The high degree of variance that we observe in the prior section raises a natural question: how stable
are the underlying per-sample predictions in strong MIAs? In this section, we describe the metric [13]
we use to measure per-sample prediction instability (Section 5.1). In general, this is a sensible thing

2At epoch1, AUC=0 :573, which differs fromAUC=0 :678 in Figure 2a (also1 epoch). This is likely
because of variance between runs (Section 5) and substantially different learning rates between the two setups.
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(a)140M model� various dataset sizes (b) Various model sizes� 223 sample training set

Figure 4: Varying sizes of training dataset and model (1 epoch). (a) We attack140M models
trained on different-size datasets (50K to 10M samples). MIA success does not monotonically increase
with dataset size. (b) We attack different-size models trained on a �xed dataset size (� 8:3M samples),
and plot howTPR varies at �xedFPR. MIA success monotonically increases with model size.

to do. While it is standard to report attack success withaggregatemetrics over many samples (AUC,
TPR at �xed FPR), the MIA security game is de�ned with respect to an adversary being able to
determine ifa particular samplex was used in training (Section 2 & Appendix A). We then show
a selection of results for the302M model (Section 5.2), which reveal our third key takeaway: even if
aggregate metrics imply that a strong MIA on an LLM performs better than random guessing, even at
modestFPR, a large fraction of underlying, individual membership predictions are statistically
arbitrary . For these samples, strong MIAs are not capturing reliable information about membership.

5.1 Computing per-sample prediction �ip rate on calibrated membership decision rules

Let r � � denote a target model trained on a�xed dataset with randomness induced by the seed
controlling batch order. We train one set of references to use for all attacks on differentr � � . Let
� r (x ) 2 R be ther -speci�c LiRA score for samplex . At a �xed FPR � , we calibrate a per-seed
threshold� r (� ) on non-members to form the binary membership decision ruleb( � )

r (x )= 1f � r (x ) �
� r (� )g (Section 2). Per-seed calibration mirrors the standard LiRA threat model, in which an attacker
runs the MIA on asingletarget [5]. Keeping the IN/OUT reference sets �xed, this also isolates attacks
variability for equally plausible targetsr � � that is due to training randomness from the random seed.
The (population)�ip rate [13] at (� , x ) is the pairwise prediction-disagreement probability under� :


ip � (x ) := Pr
r;r 0i : i : d :

� �

�
b( � )

r (x ) 6= b( � )
r 0 (x )

�
:

In practice, withB � 2 i.i.d. target replicasr 1; : : : ; rB � � , the canonical unbiased estimator is

c
ip �;B (x ) =
� B

2

� � 1 P
1� i<j � B 1f b( � )

r i (x ) 6= b( � )
r j (x )g = 2 B 0 (x ) B 1 (x )

B (B � 1) ; (1)

whereB1(x )=
P B

i =1 b( � )
r i (x ) andB0(x )= B � B1(x ) are the counts of member and non-member

predictions forx at � among theB target replicas. In practice,c
ip �;B (x ) 2 [0; � 0:5]; the �nite-B

maximum exceeds0:5 and converges to0:5 asB !1 (Appendix E.2). Low �ip rate (c
ip �;B (x )� 0)

means the MIA decision forx is stable across equally plausible targets.c
ip �;B (x )� 0:5 means the
MIA decision is statistically indistinguishable from a coin �ip: roughly half ofB predictions call
x a member, and the other half callx a non-member.

Figure 5b provides an intuition. For a memberx atFPR � =10 � 2, we plot the reference IN and OUT
distributions, and median signals for B =127 targets. The two distributions overlap signi�cantly,
implying that it is challenging for LiRA to disambiguate membership for thisx . c
ip 10� 2 ;127(x )� 0:5,
indicating that the127predictions forx using equally plausible targets are split down the middle.

5.2 Many membership predictions statistically arbitrary

Flip rate (Equation 1) lets us peer beneath average metrics to assess what strong MIAs can and cannot
conclude reliably about individual samplesx . We provide extensive results in Appendix E.2.5, and
focus here on identifyingx for which predictions are statistically arbitrary. For the302M model, we
train a set of128IN/OUT references to use for all attacks, and127target replicas on the exact same
� 500K dataset with different random seeds to vary batch order. While the population
ip � (x )=0 :5
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(a) Flip rate (Equation 1) by membership at varied �xedFPR, B =127 (b) Unstable member sample

Figure 5:Visualizing per-sample instability. We trainB =127 targets for the302M model on219

samples, and one set of128references. We attack each target with these references. LiRA achieves
high, stable meanAUC=0 :752� 0:007, but many per-sample decisions are statistically arbitrary.
(left) The share of samples with arbitrary MIA decisions acrossFPR (log-scale for smallFPR;
c
ip �;B � 0:487, the� =0 :05 cutoff, see Appendix E.2.4). Members show a higher proportion of ar-
bitrary decisions than non-members. (right ) A representative ambiguous, unstable member.B target
decisions vary widely across, as the sample's score lies near seed-speci�c thresholds (Appendix E.2.5).

indicates statistically arbitrary predictions forx , in practice with �nite replicasB , we need to deter-
mine a defensible cutoff above whichc
ip �;B signi�es arbitrariness. To do so, we set up a two-sided
binomial hypothesis test: withB =127 target replicas, the MIA decision forx is statistically indistin-
guishable from a coin �ip (at� =0 :05) if x 's predictions exhibitc
ip �; 127&0:487(Appendix E.2.4).

Aggregate attack success is high and stable.A training set of� 500K samples is signi�cantly
smaller than what is Chinchilla-optimal for the302M model (� 15:1M), so we expect higher overall
MIA success (Section 4.2). Indeed, meanROC-AUC=0 :752� 0:007; aggregate attack success is
stable, and substantially outperforms random guessing (Appendix E.2.5). At �xedFPR, TPR is
also stable (Figure 5a, meanTPR � STD annotations). Nevertheless, it is well-known in statistics
that modelsr � � that obtain similar overall accuracy can have very different underlying decision
rules, and therefore can disagree substantially on individual sample predictions [3] (Appendix E.2.3).

Flip rate rises at low FPR and with model size, and is systematically higher for members.
Figure 5a shows that, even at modestFPR, large numbers of membership predictions disagree so
much that they are statistically arbitrary. Across �xedFPR, we plot the proportion of samples with
coin-like �ip rates, i.e., c
ip �; 127&0:487(� =0 :05); the samples that satisfy this �lter resemble the
sample in Figure 5b. AtFPR=0 :02, � 18:4% of members have arbitrary predictions; if we relax the
�ip threshold to also include highly unstablec
ip 0:02;127 � 0:4 predictions, this proportion becomes
� 39:8%. (By contrast, for non-members these proportions are� 0:03%and� 0:2%, respectively.
This is unsurprising because decision thresholds are calibrated on non-members; see Appendix E.2.5.)

As FPR increases, the proportions of members and non-members with arbitrary predictions both
increase; each seed's calibrated threshold� r (� ) decreases into score regions where IN/OUT overlap
is more extensive. In particular for members, this shift puts� r (� ) in regions where many sample
posteriors lie, and increases the proportion of samples whose seed-speci�c scores� r are near the de-
cision boundary. As a result, small seed-induced score shifts (as well as across-seed variation in� r (� )
itself, see Appendix E.2.5) �ip predictions more often. This effect is stronger for the302M model,
compared to the140M model. In general, we expect to observe more statistically arbitrary decisions
with larger models, compared to smaller ones, trained on the same dataset size (Appendix E.2.5).

These results are an instability diagnostic, not a single attack.We are able to assess which
predictions are statistically arbitrary by trainingmanydifferent targetsr � � , each of which is
a plausible outcome of training. However, under the standard MIA threat model (Section 2 &
Appendix A), an attacker faces asingletarget. Importantly, this means the attacker cannot know
which predicted positives are arbitrary. This matters, even though a true positive is an MIA success:
an arbitrary MIA decision may becorrect, but it doesnot re�ect reliable inferenceof membership for
that sample. For these cases, attack success is an artifact of happenstance, seed-speci�c idiosyncrasies,
rather than a re�ection of persistent inference signal obtained from running an MIA procedure.
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(a) Evolution of per-sample MIA success for mem-
ber samples over training steps.

(b) Token-length distributions for samples, by vul-
nerability to MIA.

Figure 6:Sample vulnerability to MIA. For the140M model, (a) the evolution of sample vulnerabil-
ity during training, shown by sample true positive probabilitiesPr(predicted as a memberjmember)
at each step. (b) Distributions over sample lengths, according to MIA vulnerability for the1;000
samples that are least vulnerable, most vulnerable, and most dif�cult for MIA (i.e., with smallest,
largest, and closest to0:5 Pr(predicted as a memberjmember).) See Appendix E.1.

Overall, our experiments show that training randomness plays a signi�cant role in per-sample
predictions for strong MIAs on LLMs. Even atFPR=10 � 3, we estimate for the302M model that
roughly15:4� 0:6%of all true positives can be ascribed to statistically arbitrary decisions (i.e., exhibit
c
ip 10� 3 ;127&0:487). If we expand to include highly unstable decisions (c
ip 10� 3 ;127 � 0:4), these
constitute42:2%� 0:9%of all true positives (Appendix E.2.6).

6 Analyzing sample vulnerability to membership inference

The instability in membership predictions that we observe for individual samples suggests a natural
follow-on question: when does strong MIA succeed? Which samples are actually vulnerable to MIA,
and (how) does this vulnerability vary during training? We approach these questions by digging
deeper into our strong attacks on140M models—trained with a Chinchilla-optimal training set (� 7M
samples) for1 epoch—with128references. Samples seen later in training tend to be more vulnerable;
however, this trend is complicated by sample length (Section 6.1). While sample length has
previously been linked to extraction risk [7, 43], we observe no correlation between MIA and standard
extraction methodology (Section 6.2). Together, this analysis informs our fourth key takeaway:the
relationship between MIA vulnerability and related privacy metrics is not straightforward.

6.1 Identifying patterns in per-sample MIA vulnerability

We �rst investigate how sample MIA vulnerability evolves over the course of training. In Fig-
ure 6a, the scatter plot illustrates per-sample true positive probabilities by training step: we plot
how the probability of a training sample being correctly predicted as a member changes as model
training progresses, where the membership prediction forx is computed using the reference dis-
tributions, i.e., pIN ( �j x )

pIN ( �j x )+ pOUT( �j x ) > 0:5 (Section 2 & Appendix A). Across samples in the batch
at each step, there is considerable variance in the underlying sample true positive probabilities
Pr(predicted as a memberjmember): it can vary by more than15%, having an effect on overall
attack success. For much of training, the meanPr(predicted as a memberjmember) is close to0:5,
indicating many samples are challenging for MIA to distinguish as either members or non-members.
The density of the points shifts upward toward the end of training (around step60;000). Unsurpris-
ingly, samples in batches that are processed in later epochs tend to be more vulnerable, as indicated
by the higher probability of being correctly identi�ed as members. This result highlights that the
recency of exposure in�uences a sample's vulnerability to membership inference.

Put differently, samples introduced earlier in training are more likely to be “forgotten” [6]: they are
less vulnerable to MIA. This is perhaps a partial reason for LiRA decision instability for targets
trained on the same dataset, but with different random seeds that control batch order (Section 5). For
some targets, a memberx may be seen late in training and exhibit a high true positive probability; for
others, the samex may appear early and be “forgotten.” (i.e., result in false negatives).

While this appears to be the dominant trend, the details are more complicated. In Figure 6b, we
plot the distribution over members according to length, and partition this distribution according to
vulnerability. We consider members for which LiRA's predictions are con�dent but incorrect (i.e.,
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predict non-member) to be least vulnerable, and members that LiRA correctly and con�dently predicts
as members to be most vulnerable. We also highlight members for which LiRA struggles to determine
membership status (true positive probabilities� 0:5). Figure 6b suggests that vulnerable sequences
tend to be longer. (See also Appendix F, which illustrates similar results for samples that have a higher
proportion of<unk>tokens and higher averageTF -IDF scores.) This result is consistent with those
in Carlini et al.[7], which show that longer sequences tend to be more vulnerable to extraction attacks.

6.2 Comparing MIA vulnerability and extraction

Results such as those in Figure 6b are consistent with prior work on memorization and extraction
ML [ 4]. In general, it is assumed that a successful membership inference attack and successful
extraction of training data imply that some degree of memorization has occurred for the attacked
ML model. For MIA, this is assumed because the success of such attacks hinges on the model's
tendency to behave differently for data it has seen during training (members) compared to unseen
data (non-members) (Section 2 & Appendix A). Prior work frequently ascribes this differential
behavior to the model having memorized certain aspects of the training data.

We therefore investigate whether samples that are vulnerable to strong MIAs are also vulnerable
to standard extraction attacks. In Figure 7, for the1;000samples identi�ed as most vulnerable to
strong MIA in the140M Chinchilla-optimal model (Figure 1), we use the �rst50 tokens of each
sample (pre�x) to see if the next50 tokens (target suf�x) is extractable. We use a sample's negative
log-probability as a proxy for computing a probabilistic variant [24] of discoverable extraction[7]—
the standard extraction metric in research and model release reports [2, 21, 23, 43, 54]. Discoverable
extraction systematically underestimates extraction, relative to probabilistic extraction [14, 24].
We measure probabilistic extraction because we expect it to provide more reliable signal for
memorization. A smaller negativelog-probability implies that a sample is easier to extract [14].

Figure 7:Extraction for 140M. Neg-
ative log-probability of the50-token
suf�x (given the prior50tokens as pre-
�x) for the 1;000 samples predicted
most strongly as members.

After 1 epoch, LiRA is able to identify members with better-
than-randomAUC (Figure 1). Out of the1;000 samples
with the highest LiRA scores,713 are indeed members.
The largest suf�x extraction probability is� 0:0067—for
the member sample in Figure 7 that has the (smallest)
negativelog probability of � 5. Most samples—members
and non-members alike—have negativelog probabilities
> 100, corresponding to probabilities on the order of10� 44

(measurements that do not register as successful extrac-
tion [14, 24]). Altogether, while much prior work draws a
direct connection between MIA and extraction vulnerability
[e.g.,4], our results suggest a more nuanced story: the suc-
cess of a strong MIA on a given member does not necessarily
imply that the LLM is more likely to generate that sample
than would be expected under the data distribution [14, 24].

7 Conclusion and future work

We perform dozens of experiments on thousands of GPT-2-like models (ranging from10M–1B
parameters) on enormous training datasets sampled from C4 (up to three orders of magnitude larger
than those in prior work). In doing so, we address an urgent open question in ML privacy research:
are the �delity issues of weaker attacks due to omitting reference models, or do they point to a
deeper, more fundamental challenge with applying membership inference to large language models?
We uncover four novel groups of �ndings. While (1) strong MIAs can succeed on pre-trained
LLMs (Section 3), (2) their success is limited (i.e.,AUC< 0:7) for LLMs trained using practical
settings (Section 4). Even when attacks achieve overall non-randomAUC, (3) many per-sample
target membership decisions are so unstable across random seeds that they are statistically arbitrary
(Section 5). Further, (4) the relationship between MIA vulnerability and related privacy metrics is
not straightforward (Section 6). As the �rst work to perform large-scale strong MIAs on pre-trained
LLMs, we are also the �rst to clarify the extent of actual privacy risk MIAs pose in this setting. By
evaluating the effectiveness and limits of strong attacks, we are able to establish an upper bound on
the accuracy that weaker, more feasible attacks can achieve. Together, our �ndings can guide others
in more fruitful research directions to develop novel attacks and, hopefully, more effective defenses.
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A Membership inference attacks

Security game, threat model, and notation. Membership inference is formalized as a security
game between a challenger and an attacker (i.e., adversary). LetD denote the underlying data-
generating distribution over samples (and labels, if applicable). The challenger draws a �nite training
datasetD � D n and trains a target modelh on D. A challenge recordx is selected to be either a
member (x 2 D) or anon-member(x =2 D). The attacker is given query access toh together with
auxiliary resources and outputs a guess aboutx 's membership; success means accuracy exceeding
random guessing.

The strong attacks we study—LiRA and RMIA (Section 3.1 and Appendix B)—assume the attacker
can (i) queryh on arbitrary inputs to obtain per-sample outputs (losses, logits, or con�dence scores),
and (ii) trainreference modelsf 2 � by replicating the target's training recipe on datasets drawn
from the same populationD that generatedD (in practice, from a large proxy corpus approximating
D). For a �xed query samplex , each reference's training dataset eitherincludesx (IN) or excludesx
(OUT), yielding a per-x partition:

� IN(x ) � � ; � OUT(x ) � � ; � IN(x ) \ � OUT(x ) = ? :

This is theonline setting; theof�ine setting assumes access only to� OUT(x ). Neither attack
requires access to the target's parameters orD; only queries toh and attacker-trained references are
needed. In research settings, one often controls both target and references, which allows evaluation
across manyx with known membership. It is common (though not required) to choose� so that
j� IN(x )j � j � OUT(x )j for stability. We do so in this work.

Observation signals and membership scores.For any modelg and query samplex , let

s(g;x ) 2 R

denote a �xed scalarobservation signal from g on x (e.g., loss, negativelog-likelihood, or a
monotone transform of con�dence such as a logit). Amembership inference attack (MIA) maps
the available signals forx (from h, and when used, from� ) to a real-valuedmembership score
�( x ) 2 R, with larger values indicating stronger evidence thatx is a member.

Baseline (reference-free) loss attack [62]. Using only the target's statistic,

� Loss(x ) = � s(h; x );

so larger� Loss(x ) implies lower loss onx . Any strictly monotone transform preserves ranking and
thereforeROC-AUC. No reference models are used in this baseline approach. Stronger attacks use
reference models to yield improved membership signal.

Likelihood Ratio Attack (LiRA) [5]. LiRA uses references to model per-sample IN/OUT distri-
butions over the chosen score statistics. For a �xedx , the attacker forms

f s(f; x ) : f 2 � IN(x )g and f s(f; x ) : f 2 � OUT(x )g;

�ts univariate models (typically Gaussians) to obtain densitiespIN(� j x ) andpOUT(� j x ), and
evaluates the target's statistics(h; x ) under these densities to form a likelihood ratio:

� LiRA (x ) =
pIN

�
s(h; x )

�
� x

�

pOUT
�
s(h; x )

�
� x

� : (2)

The online variant uses both IN and OUT; the of�ine variant performs a one-sided test using only
OUT. Working withlog � is common for numerical stability; since this is monotone,ROC-AUC
is unchanged.

Robust Membership Inference Attack (RMIA) [63]. RMIA also compares the target model's
score statistic on the samplex to outputs forx from a set of reference models� , but uses a different
construction based on apairwiselikelihood ratio. This ratio is normalized by a reference population
Z (e.g., a calibration set drawn fromD or a held-out proxy). De�ne

� (x ) =
s(h; x )

Ef 2 � s(f; x )
: (3)
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The expectation in the denominator is approximated empirically over the trained references. To
improve robustness, RMIA contextualizes this ratio relative to populationZ. For eachz 2 Z:

� (z) =
s(h; z)

Ef 2 � s(f; z)
; L (x ; z) =

� (x )
� (z)

: (4)

The computed membership score aggregates the pairwise tests at a threshold
 > 0:

� RMIA (x ) =
1

jZj

X

z 2 Z

1
�
L (x ; z) � 


�
: (5)

We focus on online (two-sided) variants of these attacks that use both IN and OUT references, as
opposed to of�ine variants that only use OUT references.

Decision rules and calibration. Given a real-valued score�( x ) (e.g.,� Loss, � LiRA , or � RMIA ), the
attacker outputs a binary decision about the membership ofx via

b(x ) = 1f �( x ) � � g:

To operate at a �xed false positive rate (FPR) � , it is convenient to write

b( � ) (x ) = 1f �( x ) � � (� )g;

where� (� ) is calibrated for the targeth using non-members (i.e., samples not inh's training
subsetD). (We will sometimes refer to the training set asDIN , when we want to refer to the set of
non-members asDOUT.)

Calibration to non-members at �xed FPR. Fix a targeth, an operating point� 2 [0; 1], and
assume larger scores are indicate stronger evidence thatx is a member. Let the non-member (OUT)
set beDOUT with sizeNOUT = jDOUTj. (The attacker can draw i.i.d. samples from the population
distributionD, or use auxiliary data from the same source, independently of the training set, to form
DOUT.) Write the scores asf �( x ) : x 2 DOUTg. The empirical CDF of OUT scores is

bFOUT(t) =
1

NOUT

X

x 2 DOUT

1f �( x ) � tg:

We choose the right-continuous empirical(1 � � )-quantile

� (� ) = inf f t : bFOUT(t � ) � 1 � � g:

Equivalently, if � (1) � � � � � � (N OUT) are the sorted OUT scores, letk = d(1 � � ) NOUTe; �k =
maxf j : � ( j ) = � (k ) g, and set� (� ) = � ( �k+1) (� (N OUT+1) = + 1 ).

We then apply the calibrated decision rule

b( � ) (x ) = 1f �( x ) � � (� )g:

By construction, this guarantees (�nite-sample, with ties handled conservatively) that

[FPR( � ) =
1

NOUT

X

x 2 DOUT

1f �( x ) � � (� )g = 1 � bFOUT
�
� (� ) � �

� �:

This is because taking the right-continuous quantile ensures that any mass tied at� (� ) is counted on
the� side of the CDF. Therefore, the realizedFPR on OUT never exceeds� (and may be smaller in
the presence of ties).

Common performance metrics. Because MIAs are typically compared across operating points, it
is typical to reportROC curves andAUC (threshold-agnostic), and—when reportingTPR at a �xed
FPR—to set� to achieve the targetFPR. For RMIA, the internal pairwise threshold
 controls
the per-comparison likelihood ratio test, while the �nal decision threshold� controls the operating
point. Calibration may be global (single� ) or conditional (e.g., per class/bucket). All monotone
transforms of� leaveROC-AUC invariant, while operating-point metrics (e.g.,TPR at �xed FPR)
depend on calibration.
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Practical note. CalibratingFPR without knowledge of ground-truth membership can be challeng-
ing [64]. In our experiments, we control training and evaluation, so membership labels are known;
this enables exact calibration and measurement at desired operating points.

B Comparing membership inference attacks and signals

At the beginning of this project, we considered two candidates for strong membership inference
attacks to use in our experiments: the Likelihood Ratio Attack (LiRA) [5] and the Robust Membership
Inference Attack (RMIA) [63]. Both attacks involve training reference models (Section 2) that enable
the computation of likelihood ratios (which result in stronger attacks), though they differ in important
ways. LiRA [5] estimates membership by comparing the loss of a samplex in a target model to
empirical loss distributions from reference models trained with and withoutx . In contrast, RMIA [63]
performs and aggregates statistical pairwise likelihood ratio tests betweenx and population samplesz,
using both reference models andz to estimate how the inclusion ofx versusz affects the probability
of generating the observed model� (Appendix A).

By leveraging signal from both models and population samples, Zarifzadeh et al.[63] observe that
RMIA can outperform LiRA using fewer reference models. However, no prior work has compared
these methods in the pre-trained LLM setting and with large numbers of reference models, leaving
open the question of which attack fares better under these conditions.

In this appendix, we investigate this question for the �rst time, and our results clearly indicate that
LiRA outperforms RMIA for a large number of reference models in the online setting (Appendix A).
We observe limited cases where RMIA can outperform LiRA if the population dataset is large
enough and the attack is performed for certain small numbers of reference models. However, we
caution generalizing about comparative performance. LiRA seems to perform better with1 or 2 IN
references, while RMIA performs better with4–16, and then LiRA once again outperforms RMIA
for > 16 IN references.

Overall, attacks with larger numbers of references perform better, as measured byROC-AUC. Since
our aim is to test the strongest attacks possible—to investigate an upper bound on strong MIA
performance—this makes LiRA the best choice for our experiments. For those with smaller compute
budgets that still wish to run strong attacks using� 16 IN references, in some circumstances, RMIA
may be a better choice.

Following from our discussion of the threat model for membership inference, and how it is imple-
mented with slight variations for LiRA and RMIA (Appendix A), we next discuss our experiments
comparing the performance of these two attacks.. We �rst show how different choices of observation
signal impact attack performance (Appendix B.1). This provides more detail about the choices we
make in our overall experimental setup throughout the paper (introduced in Section 3). Then, we
show our full results that compare the performance of LiRA and RMIA using different numbers
of reference models (Appendix B.2), which lead us to choose LiRA for the experiments that follow.

For all experiments comparing LiRA and RMIA, we train140M-parameter models on� 7M samples,
which equates to approximately2:8B training tokens (i.e., what is optimal for this model size,
according to Chinchilla scaling laws [25] with an over-training multiplier of20).

B.1 Different signal observations

In our initial experiments in Section 3, we compare LiRA [5] and RMIA [63] to decide which strong
attack to use. We also investigated the ef�cacy of different observation signals for membership
inference. We tested model loss and model logits (averaged over the entire sequence). For example,
in Figure 8, we plot theROC curve for using LiRA to attack a140M model trained on� 7M
samples with128references. The plot shows the true positive rate (TPR) against the false positive
rate (FPR) on alog-log scale, with oneROC curve each for logit and loss signals. For the logit
curve,ROC-AUC=0 :576, while the loss curve has a higherROC-AUC=0 :678. This indicates that,
in this setup, using loss as the observation signal results in a more effective attack compared to using
logits. Based on results like this, throughout this paper, we opt to use loss as observation signals.
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Figure 8: In�uence of observation signal type on MIA Performance. For the140M model,
we plotROC curves to compare the ef�cacy of using model logits (AUC=0 :576)and model loss
(AUC=0 :678) as signals for membership inference with LiRA. In this setting, loss provides a stronger
signal for distinguishing members from non-members.

B.2 MIA attack performance for different numbers of reference models

Figure 9 compares LiRA and RMIA, showingROC curves andROC-AUC for different numbers of
reference models. Figure 10 provides an alternate view of the same results, plottingROC-AUC for
both attacks as a function of reference models. LiRA's performance generally dominates RMIA's.
LiRA continues to improve as we increase the number of reference models, while RMIA's ef-
fectiveness plateaus. However, with4-16 IN references, RMIA surpasses the performance of
LiRA. It essentially matches LiRA using16 IN references. That is, with4 references, LiRA
exhibits ROC-AUC=0 :594, which under-performs RMIA's correspondingROC-AUC=0 :643;
but LiRA's ROC-AUC increases to0:678 with 64 IN references, which outperforms RMIA's
ROC-AUC=0 :658.

Also note that RMIA exhibits a distinct diagonal pattern at lowFPR (Figure 11). While RMIA
aims to be a strong attack that is effective in low-compute settings, we �nd that a large population
Z is necessary to obtain meaningfulFPR at very low FPR thresholds. In particular, for a
minimally acceptableFPRmin, RMIA requires a population sizejZj that is 1

FPR min
. In practice,

this is quite expensive, as RMIA's membership score is computed via pairwise comparisons with
thesejZj reference points (i.e., there areO(jZj) pairwise likelihood ratio tests for target record
x , see Appendix A). In these initial experiments we only usedjZj=10;000samples. We measure
performance of RMIA on larger population sizes below in Appendix B.2.1.

Overall, as noted in Section 3, while both attacks clearly beat the random baseline ofROC-AUC=0 :5,
neither is remarkably successful in this setting: regardless of the number of reference models, neither
attack achieves that meets or exceedsROC-AUC=0 :7.

B.2.1 Further experiments on RMIA

We now further investigate RMIA, decoupling its different components. We investigate removing the
dependence on the populationZ, population sizes other thanjZj=10;000, and varying threshold
 .

Eliminating dependence on populationZ. First, we consider the simplest form of RMIA (simple),
eliminating its dependence on a populationZ and using� (x ) directly as membership signal (Equa-
tion 3). Figure 11 shows theROC curves for all three MIAs attacking one target model with10M
parameters, trained for 1 epoch on a training set size of219 samples. We use128reference models
and consider2� 219=2 20 target recordsx with (as elsewhere) balanced membership/non-membership
to analyse MIA. We �nd all three attacks reach similarROC-AUC values.

We also gauge MIA performance by evaluating theTPR at low, �xed FPR. To understand the
values RMIA reaches forTPR at low FPR, an important subtlety arises from the entropy of the
score distribution. Attacks that produce very coarse membership scores inherently limit achievable
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(a) LiRA (b) RMIA

Figure 9:Comparing LiRA and RMIA. We attack a140M-parameter model, with the target and
references trained on� 7M samples.ROC curves illustrate the effectiveness of (a) LiRA [ 5] and
(b) RMIA [ 63] for different numbers of reference models. As we increase the number of references,
LiRA's performance surpasses RMIA's, measured byROC-AUC. These plots show the number of
IN references. (There are2� as many references in total, accounting for OUT.)

Figure 10: Comparing LiRA and RMIA. As an alternative view of Figure 9, we plot the
ROC-AUC achieved by both attack methodologies for an increasing number of reference models.
As the number of references increases, LiRA's performance continues to improve, while RMIA's
gains saturate. Overall, LiRA is the stronger attack. This plot also only shows the number of IN
references on thex-axis (there are the same number of OUT).

TPR at very lowFPR. For example, as RMIA compares� (x ) to � (z) for all z 2 Z to compute
its membership score� RMIA (x ) (Equation 5), there are maximallyjZj unique values� RMIA (x ) can
take for allx . This limits the score's entropy and the possibility of achieving a meaningfulTPR at
very low FPR. This explains the diagonal pattern for RMIA in Figure 11, wherejZj=10;000. By
contrast, both LiRA and RMIA (simple) provide a membership score that is not limited in entropy,
leading to more meaningful values forTPR at lowerFPR.

Increasing the population sizejZj. We next test further increasing the size of the populationZ
when computing RMIA. For the same setup as Figure 11, Figure 12 shows how MIA performance
varies with the size ofZ. We observe very similar values for RMIA (simple) and RMIAROC-AUC
for all population sizes that we test. When examiningTPR at lowFPR, we �nd that increasingjZj
improves the MIA performance. Indeed, the increased entropy in� RMIA (x ) now allows the attack to
reach meaningful values ofTPR for FPR as low as10� 6. Notably, for all values ofjZj we consider,
LiRA still outperforms RMIA at lowFPR, while thejZj likelihood comparisons in RMIA for every
target recordx also incur additional computational cost.

Varying threshold 
 . Finally, we evaluate RMIA under varying threshold
 . As 
 increases, in
Equation 4, it becomes less likely that� (x ) suf�ciently exceeds� (z) for manyz 2 Z to count
toward the score—i.e., that� (x )=� (z) � 
 (Equation 5).
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Figure 11: Comparing LiRA, RMIA (simple) and RMIA. Attacking a10M-parameter model
trained for1 epoch with a training set size of219 samples.

Figure 12:Performance of RMIA for different population sizes jZj. We attack a10M-parameter
model trained for1 epoch with a training set size of219 samples.

Again for the same setup, Figure 13 shows how RMIA performs for varying values of
 , considering
bothjZj=10;000(Figure 13a) andjZj=300;000(Figure 13b). While MIAROC-AUC remains rela-
tively stable as
 increases, theTPR at lowFPR varies. ForjZj=10;000, theTPR atFPR=10 � 4

decreases for increasing values of
 , reaching0 for 
 � 1:1. This is due to the reduced granularity
of RMIA's membership score: for larger
 , fewerz satisfy� (x )=� (z) � 
 ; this constrains the
entropy of the RMIA score, making it harder to reach meaningful values ofTPR at low FPR. A
larger reference population (jZj=300;000) mitigates this issue, allowing meaningfulTPR even at
low FPR for similar 
 values.

Taking these three sets of results together, we �nd LiRA to outperform RMIA when a suf�ciently
large number of reference models is available, especially in the low-FPR regime. Since our aim is to
study the strongest attacks, we adopt LiRA as the primary attack throughout our experiments.

B.3 MIA performance in the of�ine setting

As stated in Section 2 and Appendix A, the literature distinguishes between online and of�ine settings
for reference-based MIAs [5, 63]. In the online setting, the attacker has access to reference models
trained on data including the target samplex (� IN) and excluding it(� OUT). In the of�ine setting, the
attacker only has access to� OUT. Throughout this work, we consider the strongest attacker, and thus
report all results in the online setting.
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(a) jZj = 10 ;000

(b) jZj = 300;000

Figure 13:Performance of RMIA for varied 
 . We attack a10M-parameter model trained for1
epoch with a training set size of219 samples, varying the threshold
 used to compute� RMIA .

For completeness, we instantiate MIAs in the of�ine setting in the same experimental setup as
considered above for our additional RMIA tests (Appendix B.2.1). We test the of�ine versions for both
LiRA and RMIA, as originally proposed in Carlini et al.[5] and Zarifzadeh et al.[63], respectively.

For LiRA, without � IN , we are unable to approximate the probabilitypIN
�
s(h; x )

�
(Equation 2), and

so just consider the one-sided hypothesis test as the membership signal instead of the likelihood ratio:

� LiRA;of�ine (x ) = 1 � pOUT
�
s(h; x )

�
:

For RMIA, we now compute the denominator in� (x ) (Equation 3) by taking the expectation over
the reference models that are available to the attacker, i.e.:

� of�ine (x ) =
s(h; x )

Ef 2 � OUT s(f; x )
:

Note that Zarifzadeh et al.[63] propose to further adjust the denominator by using a variablea (their
Appendix B.2.2) to better approximate theEf 2 � s(f; x ), when only references� OUT are available.
We seta=1 and just compute the empirical mean across all reference models in� OUT to approximate
the expectation in the denominator. We then compute� of�ine (z) and use membership inference signal

� RMIA;of�ine (x ) =
1

jZj

X

z 2 Z

1 [L of�ine (x ; z) � 
 ] ; where L of�ine (x ; z) =
� of�ine (x )
� of�ine (z)

:

Figure 14 compares the MIA performance between the online and of�ine setting, for LiRA, RMIA
(simple) (which does not use the reference populationZ, Appendix B.2.1), and RMIA; we set
 =1
andjZj=300;000. We again attack a10M-parameter model trained for1 epoch, using a training set
size of219 samples. We use128reference models for the online setting and64 in the of�ine setting
(on average, per target sample).
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(a) Of�ine

(b) Online

Figure 14:MIA performance in the of�ine and online setting. We attack a10M-parameter model
trained for1 epoch with a training set size of219 samples, considering128references in the online
setting and only the corresponding models� OUT in the of�ine setting (on average64references perx ).

We �nd that, in this con�guration and with this number of reference models, of�ine RMIA outperforms
of�ine LiRA, in terms of bothROC-AUC andTPR at low �xed FPR. This suggests that RMIA's
of�ine variant more accurately captures membership signal compared to the one-sided hypothesis test
used in of�ine LiRA. In contrast, in the online setting, LiRA and RMIA achieve similarROC-AUC,
with LiRA performing better than RMIA in the low-FPR regime.

C More experiments on Chinchilla-optimal models

In this appendix, we provide additional details on our experiments involving LiRA attacks on
Chinchilla-optimal [25] models of different sizes in Section 3.2:10M, 44M, 85M, 140M, 489M, and
1018M. We summarize training hyperparameters in Appendix G.

Observing changes in loss during training. In Figure 15a, we show the decrease in validation
loss over a single epoch. Thex-axis represents the fraction of the training epoch completed (from0:0
to 1:0), and they-axis shows the corresponding loss. As expected, all models exhibit a characteristic
decrease in loss as training progresses. Larger models (namely,489M and 1018M) demonstrate
faster convergence to lower loss values, re�ecting their increased capacity to �t the training data.
They also maintain a lower loss throughout the epoch compared to smaller models (10M–140M).

Investigating the role of learning rate schedule. In the Chinchilla-optimal setting, we also inves-
tigate the role of hyperparameters on MIA performance. In Figure 15b, we showROC curves that
compare the MIA vulnerability (with LiRA) of140M-parameter models (trained on� 7M records,
with 128reference models), where we vary the learning rate schedule: Linear (AUC=0 :676), Cosine
(no global norm clipping,AUC=0 :660), Cosine (no weight decay,AUC=0 :673), and standard
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(a) Validation loss over time (1 epoch) (b) LiRA ROC for different learning rate schedules

Figure 15: Investigating training dynamics hyperparameters. (a) Validation throughout the1
training epoch for our experiments involving Chinchilla-optimal trained models of various sizes. (b)
The effect of learning rate schedule on LiRA's attack success for140M models using128references.

Figure 16:The role of duplicates on MIA vulnerability. We observe no signi�cant differences
(particularly asFPR increases) between models trained on C4 and de-duplicated C4.

Cosine (AUC=0 :675). As with all of ourROC plots, theTPR is plotted against theFPR on a
log-log scale. TheROC-AUC values for each curve are relatively close. This indicates that, while
there are some minor differences in attack performance, the choice of learning rate schedule among
those tested does not lead to drastically different MIA outcomes.

D Additional experiments exploring the limits of LiRA

In this appendix, we provide additional experiments that explore the limits of LiRA when there are
duplicate samples in the training data, and (complementing results in Section 4) when there are
varying numbers of training epochs and varied dataset size.

Investigating the role of duplicate training samples. Given the relationship between MIA and
memorization, and that prior work observes an important relationship between memorization and
training-data duplication [28], we test the relationship between MIA vulnerability and the presence
of duplicate training samples. In Figure 16, we test the Chinchilla-optimally trained140M model on
C4 and a de-duplicated version of C4. We de-duplicate C4 according to methodology described in
Lee et al.[28], where we remove sequences that share a common pre�x of at least some threshold
length. This reduced the C4 dataset size from364;613;570to 350;475;345samples.

We observe that the presence of duplicates has a negligible impact onAUC: it is 0:683for C4, and
0:680for de-duplicated C4. In other words, at least in terms of average attack success, the presence
of duplicates does not seem to have a signi�cant impact. However, further work is needed to assess
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(a)140M model,� 7M samples,10 epochs. (b) 140M model,� 500K , 20 epochs.

Figure 17: Over-training and MIA. ROC curves demonstrate that MIA success signi�cantly
increases as models are trained for more epochs. (a) The140M model showsAUC rising from0:573
(1 epoch) to0:797(10 epochs). (b) Attacking a140M model trained on a smaller dataset shows a
rapid escalation inAUC, from 0:604(1 epoch) to near-perfect membership inference (AUC=1 ) by
13-20epochs, highlighting that over�tting from prolonged training severely heightens privacy risks.

how attack success changes with more stringent de-duplication, since our de-duplication procedure
only remove10M samples from the dataset.

Varying training epochs and dataset size. In Figure 17, we reduce the training set size from
� 7M (Figure 17a)219� 500K samples (Figure 17b) on the140M model and train for10 (Figure 17a)
and20epochs (Figure 17b). Both �gures showROC curves that illustrate how MIA vulnerability
changes with an increasing number of training epochs. The goal of these experiments is to investigate
if MIA becomes better with more training epochs, and if so, how attack performance improves over
epochs as a function of training dataset size.

For the140M model trained on� 7M samples for10epochs, theAUC increases with more epochs,
starting from0:573at 1 epoch and reaching0:797at 10 epochs. For the140M model trained on
� 500K samples for20 epochs, we observe a more dramatic increase in MIA vulnerability. The
AUC starts at0:604 for 1 epoch, rapidly increases to0:864by 2 epochs,0:944by 3 epochs, and
approaches perfect MIA (AUC close to1:000) after13epochs. Of course, both of these experiments
are effectively sanity checks. We intentionally over-train in both, and use a relatively small training
dataset size in the second.

Full results for various-sized Chinchilla-trained models and �xed training set size We provide
full results for attacking Chinchilla-optimal models of various sizes for1 epoch (Figure 2b), and
attacking various model sizes trained on a �xed dataset of� 8:3M samples for1 epoch (Figure 4b).
Both of these �gures in the main paper show howTPR varies at �xedFPR in line plots. Here, in
Figures 18 and 19, we give individualROC curves for experimental results summarized in each
of those �gures, respectively. For each subplot, each line indicates a different target model that we
attack. As discussed previously, some larger models appear to have more variance in theirROC
curves over different experimental runs. In Figure 19i, we see that althoughAUC is similar over
different target models, there is catastrophic failure against one model at smallFPRs.
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(a) 10M (b) 85M (c) 302M

(d) 489M (e) 604M (f) 1018M

Figure 18:ROC curves andAUC for Figure 2b. We attack different model sizes trained on the
Chinchilla-optimal number of tokens. In each subplot, each line indicates a different attacked target.

(a) 10M (b) 44M (c) 85M

(d) 140M (e) 302M (f) 425M

(g) 489M (h) 509M (i) 604M

(j) 1018M

Figure 19:ROC curves andAUC for Figure 4b. We attack different model sizes trained on the
same number of samples (� 8:3M). In each subplot, each line indicates a different attacked target.
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