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ABSTRACT

Despite extensive safety measures, LLMs are vulnerable to adversarial inputs, or
jailbreaks, which can elicit unsafe behaviors. In this work, we introduce bijec-
tion learning, a powerful attack algorithm which automatically fuzzes LLMs for
safety vulnerabilities using randomly-generated encodings whose complexity can
be tightly controlled. We leverage in-context learning to teach models bijective
encodings, pass encoded queries to the model to bypass built-in safety mecha-
nisms, and finally decode responses back into English. Our attack is extremely
effective on a wide range of frontier language models. By controlling complexity
parameters such as number of key-value mappings in the encodings, we find a
close relationship between the capability level of the attacked LLM and the aver-
age complexity of the most effective bijection attacks. Our work highlights that
new vulnerabilities in frontier models can emerge with scale: more capable mod-
els are more severely jailbroken by bijection attacks.

Figure 1: An overview of the bijection learning attack, which uses in-context learning and bijective
mappings with complexity parameters to optimally jailbreak LLMs of different capability levels.

1 INTRODUCTION

Large language models (LLMs) have been the subject of concerns about safety and potential misuse.
As systems like Claude and ChatGPT see widespread deployment, their strong world knowledge
and reasoning capabilities may empower bad actors or amplify negative side-effects of downstream
usage. Hence, model designers have prudently worked to safeguard models against harmful use.
Model designers have trained LLMs to refuse harmful inputs with RLHF (Christiano et al., 2017; Bai
et al., 2022) and adversarial training (Ziegler et al., 2022), and have guarded LLM systems against
harmful inputs via perplexity filtering (Jain et al., 2023), paraphrasing, input and output filtering
(Anthropic, 2023; Kim et al., 2024), and other defenses. However, prior work has shown that these
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safeguards can be circumvented with jailbreaks generated by discrete optimization (Zou et al., 2023;
Liu et al., 2024a; Zhu et al., 2023; Guo et al., 2024; Geisler et al., 2024), human cognition (Zeng
et al., 2024; Perez & Ribeiro, 2022; Li et al., 2024), LLM cognition (Mehrotra et al., 2023; Chao
et al., 2023), and other tricks (Andriushchenko & Flammarion, 2024; Russinovich et al., 2024).

One topic of debate is how models' vulnerability to jailbreaks changes with scale. Some works
(Ren et al., 2024; Howe et al., 2024) argue that scaling model capabilities can improve performance
on safety benchmarks, even if defense mechanisms do not meaningfully improve. However, pre-
liminary analysis suggests that increased capabilities can give rise to new vulnerabilities, as strong
models can successfully execute complex instructions that weaker models cannot. In particular:

1. Stronger models are more pro�cient atin-context learningof more complex behaviors or harm-
ful behaviors (Wei et al., 2024; Anil et al., 2024).

2. Stronger models have deeper knowledge oflanguages and/or encodingsthat can be used to
obfuscate harmful prompts (Wei et al., 2023; Yong et al., 2023; Yuan et al., 2024).

In this work, we unify these two directions in the jailbreaking literature to produce powerful ev-
idence that increased model capabilities give rise to distinct emergent model vulnerabilities. We
introducebijection learning, a novel attack algorithm that leverages in-context learning to teach
models arbitrary string-to-string encodings, or “bijection languages,” to communicate with when
producing harmful content. We evaluate bijection learning on a range of frontier models, including
GPT and Claude models, and achieve state-of-the-art Attack Success Rate (ASR) measurements
across models and attack datasets. Our attack adapts smoothly to model scale and shows a concrete
trend of increasing ef�cacy with model strength.

1.1 RELATED WORK

Optimization-based attacks Much jailbreaking work discusseswhite-boxattacks (Zou et al.,
2023; Jin et al., 2024; Zhao et al., 2024), which exploit robustness failures by optimizing over poten-
tial jailbreak prompts. These attacks often produce potent prompt templates that achieve high ASRs
on a single target model but require varying access to tokenizers, gradients, and/or logits and are typ-
ically highly uninterpretable. As model designers converge toward restricting model access due to
safety concerns (Anthropic, 2024; OpenAI, 2024), a more realistic threat model is the more dif�cult
black-boxsetting in which attackers only have access to the model's generated text responses. While
one approach is to optimize a prompt template on an open-source model for transfer to a proprietary
model, attack ef�cacy has been modest except when the former model has been distilled from the
latter (Zou et al., 2023; Hayase et al., 2024). In addition to being more realistic, the black-box set-
ting typically requires attacks to exploit interpretable security vulnerabilities that re�ect systematic
failure modes of safety training, providing more insight into possible failure modes in future models.

Persuasion-based attacks One class of interpretable black-box attacks seeks to persuade or trick
a target model into providing a harmful response, e.g. by role-playing a �ctional scenario (Zeng
et al., 2024; Li et al., 2024). Recent work has explored using an LLM to automate the generation of
such attacks (Chao et al., 2023; Mehrotra et al., 2023). However, unlike our approach, these attacks
are notuniversalsince they do not follow a single prompt template and require feedback from the
target model and ingenuity from humans and/or LLMs to customize the jailbreak prompt.

Encoding-based attacks Previous work has explored the use of languages and or/encodings to
obfuscate harmful prompts, including low-resource languages (Yong et al., 2023), common encod-
ings (Yuan et al., 2024) including ASCII (Jiang et al., 2024), Morse code (Barak, 2023), and other
ciphers (Wei et al., 2023; Handa et al., 2024). Recent work also showed that allowing�ne-tuning ac-
cessenables attackers to teach models complex ciphers with which to evade safety detection (Halawi
et al., 2024). However, our work is the �rst to harness frontier models' ability to learn encodings
in-contextrather than relying on their intrinsic knowledge to interpret memorized encodings. In-
context learning opens the door to a much wider array of encodings with which to attack the model.

1.2 DESIDERATA FOR JAILBREAKS

While many jailbreaks exist in the literature, not all jailbreaks are created equal. Rather than produce
one-off attacks, the scienti�c goal of red-teaming is to understand fundamental model vulnerabilities
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in order to enable lasting progress in model safety. Towards this end, we propose the following
desiderata for jailbreaks. The most valuable jailbreak methods should be:

I. Black-box. The method should construct attack promptswithout access to the target model's
internals, such as tokenizers or logits.

II. Universal. The method should construct attack prompts for any harmful intent by inserting that
intent into atemplateusing a simple procedure that does not require human or AI assistance.

III. Scale-adaptive. The method should construct attack prompts effective at varying model scales.

Optimization-based attacks are often universal and scale-adaptive but are not black-box (Zou et al.,
2023). Similarly, persuasion-based attacks can be black-box and scale-adaptive but are not universal,
since they require a complicated feedback loop between an attacker model and the target model
(Mehrotra et al., 2023). This loop substantially burdens these methods' ease of use compared to
universal jailbreaks, which only require the attacker to insert their intent into a template. Finally,
previous encoding-based attacks are black-box and universal, but not scale-adaptive: they rely on a
model's ingrained knowledge of some speci�c encoding (Yuan et al., 2024). Our work is the �rst to
produce attacks that are simultaneously black-box, universal, and scale-adaptive.

1.3 OUR CONTRIBUTIONS

We introducebijection learning, a powerful new method to generate black-box jailbreaks that com-
bines prompt encoding with in-context learning.

• Bijection learning uses random sampling to generate encodings, which allows for best-of-n
sampling among a potentially endless quantity of jailbreak prompts for a single harmful intent.
Our method generalizes from previous encoding-based jailbreaks, which use a limited, usually
hand-crafted collection of ciphers or languages to encode the attack intent.

• We are the �rst in the jailbreaking literature to usequantitativehyperparameters to scale encod-
ing complexity. The ef�cacy of previous encoding-based jailbreaks relies on a target model rec-
ognizing a speci�c encoding, resulting in discontinuous gaps in attack ef�cacy between models
that are capable of that encoding and those that are not. In contrast, our sampling method
enables our attack to be uniquelyscale-adaptive, since we control encoding complexity in a
smooth, �ne-grained manner to adapt jailbreak prompts to varying levels of model capability.

• Comparing bijection complexity and model scale reveals a Pareto frontier of model vulnerabil-
ity. Bijection learning achieves extremely high ASRs across various models and benchmarks,
including an ASR of86.3% against Claude 3.5 Sonnet on HarmBench (Mazeika et al., 2024).

• Our analysis provides evidence that bijection attacks succeed by making classi�cation dif�cult
for models' safety guardrails.

2 THE BIJECTION LEARNING METHOD

Bijection learning obfuscates a harmful query by encoding it with a bijective string-to-string map.
First, we generate a bijection from the English alphabet to a set of strings, such as a permuted
alphabet, a selection of`-digit numbers, or tokens from the target model's tokenizer. Next, we
prompt the model with a template includes a multi-turn conversation history that teaches the model
this mapping followed by the encoded harmful query. Our attack prompt includes:

1. a step-by-step explanation of the bijection in aSystem message
2. in-contextUser -Assistant shots, withUser messages in English andAssistant mes-

sages in the corresponding bijection language “translation”1

3. and, �nally, an unsafe query encoded in bijection language as the �nalUser message.

After we receive the target model's encoded response, we apply the inverse mapping to recover the
model's response in plain text. Finally, we �nd that models sometimes produce spelling errors or
extra tokens when writing in bijection language, so after decoding the response, we denoise it by
promptingGPT-4o-mini to correct minor decoding errors. We verify that the denoiser has high
agreement with human judgment and does not add content that was absent in the original text.

1We select a �xed sequence of 10 translation examples, so our prompt template is deterministic up to the
random bijective mapping (see Appendix A).
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Since there are a near-endless number of possible bijection encodings, bijection learning enables
us to repeatedly prompt models in a best-of-n fashion. For a speci�c attack intent, we can sample
an attack budgetof n random mappings and consider our bijection learning attack successful for
that intent if at least one generated attack prompt results in a harmful response. Thus, the repeated
sampling of bijections is a “prompt fuzzing” technique that produces many different model outputs
for a single attack intent. Unlike previous techniques, our method works when model access is
restricted to sampling with temperature 0 (Huang et al., 2023) and does not require open-ended
cognitive work like paraphrasing or condensing (Yu et al., 2024; Liu et al., 2024b).

Figure 2: Examples of bijections taught in our attack. Letters can be mapped to other letters,`-digit
numbers, tokens, and more. We control thedispersionparameter, or the number of letters that do
not map to themselves, to modulate the complexity of a bijection.

2.1 PARAMETERIZING BIJECTION DIFFICULTY

The effectiveness of our attack on a model is tied to the dif�culty of learning the selected bijection.
One choice that affects dif�culty is thebijection codomain, or the set of possible encoding strings.
We primarily study bijections that map letters to letters or to sequences of`-digit numbers.

In addition, we use two quantitative parameters to adjust bijection complexity:

1. Dispersion. We de�ne thedispersiond of a bijection as the number of letters that do not map
to themselves. A map withd = 0 equals writing in plaintext, while a map withd = 26 replaces
every letter with some encoding sequence.

2. Encoding length. We de�ne theencoding length̀ of a bijection as the number of letters or
numbers in each sequence in the codomain.

Bijections with higher dispersion and longer encoding length are harder to learn and, hence, more
suited for attacking stronger models. Likewise, while smaller models struggle to output coherently in
bijections that fully permute the alphabet, they can often understand bijections with lower dispersion.

3 EXPERIMENTS

3.1 EVALUATION CRITERIA

We're mainly concerned with the attack success rate (ASR), the percentage of a given set of harmful
intents for which our attack elicits relevant and helpful responses from the target model.

Let LLMbe the target model; letJ (�) denote a jailbreak mechanism that takes an intentx and returns
a jailbreak promptJ (x); and letJUDGEdenote a judging mechanism that takes a harmful intentq
and responser and classi�es the response as “safe” or “unsafe.” For a datasetD of harmful intents,

ASR=
1

jDj

X

x 2D

1(JUDGE(x; LLM(J (x))) = `unsafe' )

where we evaluate theLLMonJ (x) by generating a single response with temperature 0.

Previous works typically use an automatedJUDGE: it is common to classify model responses “un-
safe” if they begin with agreement strings like “Sure, here's” (Zou et al., 2023) or if an LLM classi�er
deems them unsafe (Mehrotra et al., 2023; Mazeika et al., 2024; Souly et al., 2024). However, these
metrics are noisy: for example, the target model can begin with “Sure, here's” but then refuse to
give a helpful response, and LLM classi�ers can be fooled by similar-style responses. We �nd that
using LLM classi�cation alone leads to a high proportion of false positives (see Appendix C).
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Instead, ourJUDGEmechanism involves a combination of automated and human �ltering. First,
we directGPT-4o-mini to classify the response's harmfulness using the HarmBench classi�er
prompt (Mazeika et al., 2024). Next, we direct human evaluators to inspect responses that the LLM
classi�er marked “unsafe” and remove false positives. Our judging is strict. We direct evaluators to
con�rm a model response is “unsafe” only if it is “PREFS”: Practical,Relevant to the attack intent,
Egregious in its potential harm,Factually correct, andSpeci�c about advice or instructions.2

3.2 BASELINES

White-box transfer attacks. Greedy Coordinate Gradient (GCG) (Zou et al., 2023) is a white-box
optimization attack that searches for an adversarial multi-token suf�x which can be appended to an
attack intent to jailbreak the model. While GCG cannot be used without white-box access, we train
the suf�x on Llama Guard 3 (Meta, 2024) and transfer it to the black-box models we target.

AI-generated attacks. Prompt Automatic Iterative Re�nement (PAIR) (Chao et al., 2023) and
Tree of Attacks with Pruning (TAP) (Mehrotra et al., 2023) are black-box attacks in which a
prompted attacker model re�nes a jailbreak across multiple turns of query and feedback with the
target model. For PAIR, we use the same attack budgetn as bijection learning for each model, and
for TAP, we use a constant attack budget of 58 for all models (branching 3, width 5, depth 5), greater
than the maximum budget we use for bijection learning.

Encoding-based attacks. We implement 11 encoding-based attacks from the literature. We con-
sider attacks based on ASCII encoding (Jiang et al., 2024); Base64 encoding, leetspeak, and ROT13
cipher (Wei et al., 2023); Morse code (Barak, 2023); Caesar cipher and Self-Cipher (Yuan et al.,
2024); and keyboard cipher, upside-down cipher, word reversal, and grid cipher (Handa et al., 2024).

A key advantage of bijection learning over these encodings is the ability to repeatedly sample from
an endlesspool of randomly-generated encodings, rather than a small number of well-known or
hand-crafted encodings. However, to arti�cially simulate the highest ASRs one could achieve using
a best-of-n approach with previous attacks, we compare bijection learning to anensemblebaseline
of previous encodings, for which we indicate a successful attack ifany1 of the 11 attacks succeeded.

3.3 MAIN RESULTS

In Table 1, we report ASRs for bijection learning on frontier models: Claude 3 Haiku, Claude 3
Opus, Claude 3.5 Sonnet, GPT-4o-mini, and GPT-4o. We use the AdvBench-50 (Chao et al., 2023)
and HarmBench (Mazeika et al., 2024) datasets of harmful attack intents. We evaluate bijection
learning with best-of-n sampling by selecting an attack budgetn after which the ASR tapers off.

On all models, bijection learning achieves state-of-the-art ASRs for both AdvBench and HarmBench
and outperforms the ensemble of previous encoding attacks by at least 30 percentage points. No-
tably, bijection learning achieves an ASR of86.3% on Claude 3.5 Sonnet for HarmBench prompts.

Figure 3 shows how the ASR of our bijection learning attack increases as we grow the attack budget:
though best-of-1 is already a potent attack that outperforms baselines on most models, repeated
sampling allows bijection learning to more than double its single-attempt ASR on all models.

3.4 EFFECT OF DISPERSION AND BIJECTION TYPE

Next, we explore how the complexity parameters affect attack ef�cacy for each target model. We
sample a subset of 35 intents from HarmBench with 5 intents from each risk category (HarmBench-
35). Figure 4 shows ASRs for bijection learning under various choices of dispersion and bijection
codomain, targeting Claude 3 Haiku and GPT-4o-mini on HarmBench-35 with attack budgetn = 6 .3

2This rubric is applicable to most harm categories, except for copyright infringement, for which we instruct
evaluators to mark “unsafe” if the target model attempted to produce the requested copyrighted material.

3For cost-effectiveness, we only perform parameter sweeps on the least expensive frontier models.
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ADVBENCH-50

Claude GPT

Model 3 Haiku 3 Opus 3.5 Sonnet 4o-mini 4o5

Bijection learning 92% 94% 94% 88% 66%
Codomain letter 2-digit 2-digit letter letter
Dispersion 16 16 16 8 8

Attack budget 21 6 9 47 39

Encodings (ensemble) 20% 0% 0% 6% 18%
PAIR 14% 14% 8% 14% 26%
TAP 18% 18% 16% 24% 34%
GCG transfer 0% 0% 0% 6% 0%

HARMBENCH TEST SET(320 INTENTS)

Claude GPT

Model 3 Haiku 3 Opus 3.5 Sonnet 4o-mini 4o

Bijection learning 82.1% 78.1% 86.3% 64.1% 59.1%
Codomain letter 2-digit 2-digit letter letter
Dispersion 12 16 16 8 8

Attack budget 20 20 20 36 40

Encodings (ensemble) 39.7% 27.8% 20.9% 15.3% 28.1%
PAIR 14.3% 13.8% 9.7% 22.5% 25%
TAP 18.1% 14.7% 10.3% 30.3% 34.4%
GCG transfer 1.9% 0.6% 0.3% 13.1% 6.6%

Table 1: We report ASRs on the AdvBench-50 set and on the full HarmBench test set for a suite of
frontier models. For the ensemble baseline, we group together 11 previous encoding-based attacks
and mark the ensemble of methods successful if any single attack succeeded for an intent.

Figure 3: We visualize the increase in the ASRs of bijection learning as the attack budget increases.

The dispersion parameter has a smooth effect on attack ef�cacy. For a given target model and
bijection codomain, a middling range of dispersion values yields the strongest attack, while setting
dispersion too large or too small weakens the attack.

Letter-to-digit bijections are more dif�cult to learn than letter-to-letter bijections, which causes
slightly lower ASRs for Claude 3 Haiku and GPT-4o-mini as these models struggle to respond
coherently in letter-to-digit bijection language. Other bijection codomains, such as the tokenizer
codomain (maps from letters to tokens in the model vocabulary), also yield working jailbreaks.4

4We omit this tokenizer bijection for Claude since its tokenizer is not public.
5TAP (Mehrotra et al., 2023) was previously reported to achieve 94% ASR on an early release of GPT-4o.

All of our experiments run on GPT-4o-2024-08-06, a more mature release with stronger safety tuning.
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Figure 4: ASRs on HarmBench-35 for bijection learning with different dispersions and bijection
types for Claude 3 Haiku (left) and GPT-4o-mini (right) with an attack budget ofn = 6 .

4 BIJECTION ATTACKS ARE STRONGER WITH SCALE

In this section, we analyze the failure modes of bijection learning to provide additional color on its
scale-adaptive nature. Investigating model responses across various levels of bijection complexity
reveals several common failure modes:

1. Incoherency. The model outputs jumbled and meaningless text, usually in the form of single
phrases or words repeated ad nauseum.

2. Unhelpfulness. The model outputs a terse response with no helpful information, usually re-
gurgitating the input with a generic follow-up (“How can I help with this?”).

3. Canned refusal. The model outputs a common refusal, identi�able by the beginning of the
�rst sentence, which usually reads “I'm sorry, but I can't” or a similar phrase.

Canned refusal indicates that the model's safety mechanisms are working successfully. On the
other hand, incoherency and unhelpfulness are both forms of poor model performance. Consistently
incoherent responses under certain bijection parameters indicate that the model is unable to learn
bijections of a certain complexity. A response outside of these three failure modes indicates either a
helpful response to the attack intent (i.e. a successful jailbreak) or an idiosyncratic failure mode.

We classify each failure mode by prompting GPT-4o-mini to determine whether a givenintentand
responsepair �ts the de�nition of a given failure mode. We use separate binary classi�cations
to detect canned refusal, incoherency, and unhelpfulness. In Figure 5, we plot failure mode rates
alongside ASR as we increase dispersion in bijection learning. Our failure modes are measured
across the same 4o mini and Haiku digit bijection runs used in Figure 4.

We see that the potency of the bijection learning attack increases with model strength for two rea-
sons: weaker models are unable to learn dif�cult bijections, and conversing in bijection languages
deteriorates the capabilities of the model as a whole.

Weaker models fail to learn dif�cult bijections. We analyze Figure 5. At low dispersion values,
a weak model is able to learn the bijection language, so incoherent and unhelpful responses are
rare, but harmful intents encoded in the bijection language do not successfully bypass the model's
safety mechanisms, resulting in high canned refusal rates. On the other hand, for high-dispersion
bijections, the model fails to learn the bijection, causing a marked increase in incoherent responses.
For very high dispersion values, the model uniformly fails to learn bijection mappings.

Dif�cult bijections degrade model capabilities. Incoherency and unhelpfulness failures under
complex bijections re�ect an overall degradation of model capabilities under bijection learning. To
quantify this degradation, we evaluate models on MMLU (Hendrycks et al., 2021) under bijection
languages of varying complexity. We alter the labels [A-D] to be symbols [!!, @@, ##, $$], respec-
tively, to avoid ambiguity about how to report the correct answer. Similar to the jailbreak setting, we
prompt the model with a conversation with 10 translation examples, but we also add 10 examples
of correct MMLU question-answer pairs encoded in bijection language after the teaching examples
(10-shot). Our MMLU evaluations are shown in Figure 6. Each model's performance decreases
monotonically as dispersion and encoding length increase.
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Figure 5: As we increase dispersion in bijection learning for smaller models, (i) ASR increases
and then decreases to zero, (ii) refusal decreases to zero, and (iii) incoherency and unhelpfulness
increase, corresponding to a failure to learn bijections at the highest dispersion values.

Figure 6: Capabilities degradation in bijection learning as measured by 10-shot MMLU for Claude
3 Haiku and Claude 3.5 Sonnet. Results for GPT-4o-mini and GPT-4o are shown in Figure 11.

Bijection attack ef�cacy follows a per-model and cross-model scaling law. In Figure 7, we
visualize scaling laws of MMLU capabilities against jailbreak ef�cacy for several model families.
For each model, we plot MMLU scores against HarmBench-35 ASRs for best-of-6 bijection attacks
spanning a range of complexity levels. For the Claude, GPT-4o, and Llama 3.1 model families,
the attack ef�cacy of bijection learning at various complexities can be decomposed into ascal-
ing regimeandsaturated regime, respectively denoting the increasing and decreasing stages of the
Pareto frontier. In thescaling regime, as bijection complexity decreases, model capabilities are par-
tially restored and unsafe responses become more coherent and helpful. In thesaturated regime,
as bijection complexity further decreases and encodings approach plaintext, refusals become more
common and jailbreak ef�cacy decreases, while model capabilities continue to improve. ASR of bi-
jection learning peaks in between the scaling and saturated regimes. (Gemini models do not exhibit
this two-stage scaling: ASR continues to improve with easier bijections with no turning point.)

Figure 7 also suggests astronger-with-scalephenomenon in the bijection jailbreak: the higher-
capability model in a given family comes with a peak-effectiveness bijection setting at the highest
MMLU score and the highest ASR in the family. If capability level demarcated by MMLU score
corresponds to more advanced unsafe responses, then bijection attacks produce more helpful re-
sponses, imbued with more advanced knowledge and reasoning, on unsafe inputs when jailbreak-
ing more advanced models. Hence, our scaling experiments illustrate a multi-pronged mechanism
through which model vulnerabilities could be magni�ed with further scale.

Our scaling results support acomputational overloadhypothesis for the bijection jailbreak. Model
outputs under bijection learning require multiple simultaneous tasks: translating plaintext to and
from bijection language, formulating an answer to the user query, and classifying unsafe content.
If bijection complexity is high enough, model capabilities on other tasks, including safety classi-
�cation, degrades as the translation task takes up more of the model's limited computation. This
observation departs from themismatched generalizationhypothesis (Wei et al., 2023; Kotha et al.,
2024), where jailbreaks are induced by inputs that are in-distribution relative to pretraining data but
OOD relative to safety tuning data.
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