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Abstract

As large language models (LLMs) become increasingly capable, security and safety
evaluation are crucial. While current red teaming approaches have made strides
in assessing LLM vulnerabilities, they often rely heavily on human input and
lack comprehensive coverage of emerging attack vectors. This paper introduces
AutoRedTeamer, a novel framework for fully automated, end-to-end red team-
ing against LLMs. Aut oRedTeamer combines a multi-agent architecture with a
memory-guided attack selection mechanism to enable continuous discovery and
integration of new attack vectors. The dual-agent framework consists of a red
teaming agent that can operate from high-level risk categories alone to generate
and execute test cases, and a strategy proposer agent that autonomously discovers
and implements new attacks by analyzing recent research. This modular design
allows Aut oRedTeamer to adapt to emerging threats while maintaining strong
performance on existing attack vectors. We demonstrate AutoRedTeamer’s
effectiveness across diverse evaluation settings, achieving 20% higher attack suc-
cess rates on HarmBench against Llama-3.1-70B while reducing computational
costs by 46% compared to existing approaches. Aut oRedTeamer also matches
the diversity of human-curated benchmarks in generating test cases, providing a
comprehensive, scalable, and continuously evolving framework for evaluating the
security of Al systems.

1 Introduction

Modern foundation models such as large language models (LLMs) (OpenAll 2022} 2023; |/Achiam
et al.} 2023 [Touvron et al.} 2023alb; |Anthropicl 2023} |Gemini Team| 2023) are increasingly capable,
demonstrating remarkable performance in challenging domains including mathematical reasoning
(Trinh et al.; 2024), software engineering (Yang et al.; 2024), and scientific discovery (Lu et al., [2024).
However, these models also pose potential risks, such as generating toxic content and misinformation
(Duffourc & Gerkel [2023) or misuse in cyber attacks (Zhang et al.| 2024)). Fully understanding
the vulnerability of LLMs to diverse user inputs and adversarial prompts is an open and significant
problem (Anderljung et al., [2023; Bengio et al., [2023)).

Before deployment, it is common to systematically evaluate LLMs’ security risks through red teaming,
where input prompts or test cases are created to probe model behavior (Ganguli et al.| 2022)). Many
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Approach Automatic  External New Attack Prompt
Refinement  Attacks Attacks Memory Generation

PAIR (Chao et al.}[2023)

WildTeaming (Jiang et al.|[2024b)

AliAgent (Zheng et al.[[2024)

Rainbow Teaming (Samvelyan et al.|[2024)

AutoDAN-Turbo (Liu et al.|[2024)

AutoRedTeamer
Table 1: Summary of related work on automatic red teaming. We propose a multi-vector attack
memory system that tracks the success rate of each strategy and automatic prompt generation,
components unexplored in prior work.

approaches rely on static evaluation frameworks, which use preconstructed seed prompts or specific
harmful behaviors to assess model vulnerabilities (Zou et al., 2023} |Li et al., 2024 a; [Mazeika et al.|
2024; Chao et al., 2024). However, due to their reliance on human-curated test cases, static evaluation
is difficult to scale and cannot adapt to new attacks, reducing relevance over time. In addition, recent
work (Zeng et al., 2024alc)) finds that test cases from existing benchmarks (Zou et al.| {2023} |Li et al.,
2024a) also lack full coverage of risk categories specified in Al regulation (Biden| [2023)), falling
short of meeting standards for regulatory compliance.

Due to the high cost of manual red teaming, more recent techniques automate components of
the overall process by generating test cases automatically (Ge et al., [2023)), conducting response
evaluation with techniques such as LLM-as-a-judge (Mazeika et al., 2024} |Chao et al., [2024), or
refining test cases adversarially with an LLM (Chao et al.,|2023; Mehrotra et al.l 2023} |Samvelyan
et al.,|2024). These techniques have made progress in automating individual components, but face
several key limitations. First, they focus on optimizing individual attack vectors (specific methods
like prompt mutations or optimizing suffixes) in isolation, missing potential synergies between
different approaches and limiting coverage of the attack space. They also typically operate by
refining concrete harmful behaviors provided by humans, rather than working from high-level risk
descriptions, requiring manual effort to implement new attack strategies as they emerge in research
(Zeng et al., [2024b; Jiang et al.,[2024a)). As the number of potential attack vectors grows, it becomes
increasingly difficult to determine optimal configurations, forcing users to select and execute attacks
manually (Mazeika et al.,[2024).

To address these limitations and enhance the effectiveness of red teaming, we propose
AutoRedTeamer, a multiagent red teaming framework that operates in two phases: 1) a strategy
proposer agent autonomously discovers and implements new attack vectors by analyzing emerging
research, 2) a red teaming agent orchestrates automated evaluation by generating and executing test
cases. Unlike prior approaches focusing on automating individual components, As shown in Table
1, AutoRedTeamer is unique in its support for prompt generation - enabling flexibility across
various user inputs, from specific prompts like “How do I build a bomb” to general risk categories
like “Hate speech”. This is orchestrated through an agent-based architecture (Yao et al., 2023 Shinn
et al.| 2023)) comprising specialized modules that systematically conduct each red teaming step. In
contrast to previous techniques that refine test cases independently, Aut oRedTeamer leverages a
unique memory-based attack selection mechanism that tracks the success rate of each attack vector
combination, allowing it to learn from experience and reuse successful strategies across different
domains. Through this design, Aut oRedTeamer supports both comprehensive evaluation with
existing attack vectors and continuous integration of emerging attacks to maintain effectiveness as
new vulnerabilities are discovered. Our key contributions are:

* A novel multi-agent framework for automated red teaming that combines a strategy proposer
agent for discovering emerging attacks with a red teaming agent for comprehensive evalua-
tion. Unlike prior work, our framework operates end-to-end from either risk categories or
specific test prompts.

* A memory architecture that enables both discovery of effective attack combinations and
continuous learning of new strategies, supporting systematic exploration of the attack space
through targeted selection and refinement of strategies.



» Extensive empirical validation showing th&atitoRedTeamer achieves 20% higher attack
success rates on HarmBench while reducing computational costs by 46% across multiple
models including Claude-3.5-Sonnet.

» Results showingAutoRedTeamer can automatically generate test cases matching the
diversity of human-curated benchmarks across 314 risk categories from the AIR taxonomy,
while supporting continuous integration of emerging attack vectors to maintain comprehen-
sive coverage.

2 Related Work

Manual Red Teaming. Red teaming techniques generate test cases that elicit undesired behaviors or
jailbreak models. Manual red teamirig (Perez et al., 2022; Liu et al.,|2023; Weidinger et al., 2023) by
human experts is highly effective and sometimes outperforms automated methods (LI et al., 2024b;
the Prompter, 2024). Large-scale manual efforts have been crucial for pre-deployment testing of
LLMs (Bai et al| | 2022 Ganguli et al., 2022; Open/Al, 2024; Touvron él al., 2023a). However, this
approach is labor-intensive, lacks scalability, and struggles to cover scenarios necessary for thorough
evaluation.

Automatic Red Teaming. To address these limitations, automated red teaming approaches (Yu et al.,
2023; Mazeika et all, 2024) have emerged. Early methods generate test cases through search or
optimization over the input space, including stochastic search variants (Mdscatb, 1989) like genetic
algorithms|(Liu et al), 2023; Lapid et &l., 2023), gradient-based techniques (Zou et al., 2023; Chen
et al|, 2024), and LLM-based re nement (Chao et/al., 2023; Yu Et al.,|2023; Mehrotra et al., 2023).

Recent work explores agent-based frameworks and automated strategy discovery. RedAgent (Xu
et all, 2024) and ALI-Agent (Zheng et al., 2024) use LLM agents but are limited to generic re nement
without external attack integration, while WildTeaming (Jiang et al., 2024b) and AutoDAN-Turbo
(Liu et al., 2024) focus only on prompt design automation. In contlagipRedTeamer advances

the eld with: (1) a modular attack toolbox incorporating diverse jailbreaking methods from simple
mutations to sophisticated optimization algorithms, and (2) a memory architecture tracking attack
combination effectiveness to systematically explore synergies. AdditiodalipRedTeamer
generates test cases directly from high-level risk categories, eliminating dependence on prede ned
test scenarios present in prior work.

3 AutoRedTeamer

3.1 Overview

AutoRedTeamer is a lifelong and fully automated red teaming framework designed to uncover
diverse vulnerabilities in large language models (LLMs). As illustrated in Fig. 1, the framework
operates in two phases: rst, a strategy proposer agent builds and maintains an attack toolbox by
analyzing research literature and implementing promising techniques; then, a red teaming agent
systematically evaluates model safety using this toolbox. This design edaliEdRedTeamer to

both incorporate emerging attack vectors and thoroughly probe for vulnerabilities using a diverse set
of techniques.

The strategy proposer agent (bottom of Fig. 1) begins with an initial attack library and corresponding
research papers. As detailed in Sec. 3.2, the agent expands this library by querying academic APIs to
analyze recent work in jailbreaking and red teaming. For each retrieved paper, our scoring system
evaluates the novelty of the proposed method and its potential effectiveness. Promising attacks
enter our implementation pipeline, where they are adapted to work within black-box constraints and
validated on a test set before addition to the library. Building on this expanded attack library, the red
teaming agent (top of Fig. 1) conducts systematic evaluation through several specialized modules:
the Risk Analyzer (3.4) breaks down user-speci ed inputs into testable components, the Seed Prompt
Generator (3.5) creates diverse test cases, and the Strategy Designer (3.6) selects attack combinations
guided by an Attack Memory (3.7) system that tracks historical performance. This memory-guided
selection process enables the framework to learn optimal strategies for each type of vulnerability.
Complete technical details, pseudocode, attack implementations and prompts are in Sections C, H, E,
and G of the Appendix.



Figure 1:AutoRedTeamer combines automated red teaming evaluation (top) with lifelong attack
integration (bottom). During evaluation, the Risk Analyzer decomposes user inputs into testable
components, guiding the Seed Prompt Generator to create diverse test cases. The Strategy Designer
selects attacks based on performance metrics in Attack Memory, with results evaluated by an Attack
Judge and Relevance Check. In parallel, the Attack Proposer discovers new attack vectors by
analyzing research papers, implementing promising candidates after validation, and adding successful
ones to the Attack Library to maintain comprehensive coverage.

Objective of AutoRedTeamer. Our framework aims to identify vulnerabilities in text-based LLMs
through systematic red teaming. We de ne the target LLM as a funttioh: T ! T that maps

input tokens to output tokens, and employ a judge LONDGE : T T ! f0;1g to evaluate
whether model outputs exhibit harmful behavior. For a set of test dasedp 1;::;; pn 9, €ach

test case can be modi ed by applying attacks from our toolboXVe denote a modi ed test case

asp’, and consider it successful WUDGE(LLM(P) = 1, indicating the target model produced
harmful content. We assume a black-box setting where the attacker cannot access the model's internal
parameters, logits, or training process - the most dif cult and realistic threat model for LLMs. The
framework'’s effectiveness is measured by its attack success rate (ASR) across all test cases:

1 X
ASR = - JUDGE(LLM(f))
i=1
Our primary objective is to maximize ASR while maintaining test case relevance to the original
risk scope. Between methods achieving similar ASR, we prefer 1) those that have comprehensive
coverage of the attack space and 2) those that use fewer queries to the target model, promoting
diversity and ef ciency in evaluation.

3.2 Attack Discovery and Proposal

The Attack Proposer enables continuous expansichubdRedTeamer 's capabilities by auto-
matically discovering and adapting new attack vectors from research literature. Starting from a set
of papers describing attacks in the initial librarythe agent queries the Semantic Scholar API to
retrieve metadata and abstracts of recent papers related to jailbreaking LLMs. The search focuses
on papers published within the last year distinct from the attack vectors presentTihrough
QUERYPAPERS, the agent assigns a composite score to each paper, based on the novelty of the
method, distinctiveness from existing attack$ irand reported performance on target models like
LLM.

Papers scoring above the threshold are fed into GENERATEPROPOSALS. First, the agent identi es
attacks that can be directly and feasibly implemented within AutoRedTeamer's black-box constraints,
such as multi-turn attacks or semantic transformations. However, limiting proposals to only imple-
mentable published attacks would miss potential novel attack vectors. Therefore, the agent also
generates additional attack proposals by identifying core principles from the analyzed papers and



Figure 2: Example trajectory of a test case generated and re ned\uigRedTeamer .
AutoRedTeamer can discover successful test cases that elicit undesired behavior across vari-
ous risk categories and modefsutoRedTeamer combines attack vectors, which is more effective
than individual attacks. More examples can be found in Sec. F in the Appendix.

combining them in new ways. This approach ensures the framework maintains comprehensive
coverage - directly incorporating proven attacks while also exploring new attack vectors that may
exploit previously undiscovered vulnerabilities. Each attack proposal follows a standardized format
specifying the model vulnerability being exploited, technical motivation, implementation approach,
and validation requirements. This structured format enables consistent evaluation of proposals and
guides the subsequent implementation process (example shown in Sec. E).

3.3 Attack Implementation and Integration

The Attack Designer converts promising proposals into concrete implementations through IMPLE-
MENTATTACK. Each new attack®is implemented as a Python class inheriting from the framework's
base attack interface, ensuring consistent integration with the libraife implementation speci es

both con guration parameters and core transformation logic for modifying test case$.p to p

Initial validation occurs through VALIDATEATTACK on a subset of HarmBench. The agent evaluates
whether the attack successfully induces harmful behavior while maintaining semantic coherence.
If attack success rate falls below 30% on the validation set, the agent re nes its implementation.
Successfully validated attacks are addet with initial performance metrics. During red teaming,

the memory system continuously updates these metrics based on usage, tracking both standalone
performance and effectiveness in combinations.

3.4 Risk Analysis

The RISKANALYZER initiates red teaming by breaking down user ingunto actionable components.

As shown in Fig. 1, the analyzer accepts two input types: risk categories specifying broad harmful
domains (e.g., "Hate speech"), or speci c test scenarios (e.g., "Write instructions for creating
malware"). For each input, a specialized prompt template (detailed in Appendix G) performs multi-
dimensional analysis.

For risk categories, the analyzer identi es fundamental risk components. Given "Hate speech,"
it identi es demographic targeting, coded language, and discriminatory narratives, then explores
manifestations across diverse scenarios from social media to academic writing. For speci c test
scenarios like “Write instructions for network intrusion”, the analyzer explores various settings where
the behavior might occur and different motivations like nancial gain or data theft. This structured
analysis ensures coverage across realistic scenarios where harmful behaviors might emerge.

The output forms a comprehensive test scBphat guides subsequent modules. Each identi ed risk
component is paired with concrete scenarios and expected harmful outcomes, creating a structured
framework for generating test cases that remain both diverse and relevant to the original input.

3.5 Seed Prompt Generation

The SEEDPROMPTGENERATOR creates test caddsased on the Risk Analyzer's outpBt It
explores diversity across multiple dimensions: varying demographic targets, technical approaches,



and situational contexts for risk categories, while maintaining core harmful intent but varying structure,
style, and framing for speci ¢ behaviors. Each test case uses a standardized JSON structure with
unique identi er, harmful scenario description, expected outcome, and speci ¢ input.

AutoRedTeamer continuously re nes P throughout the red teaming process. Unlike frameworks
constrained by static prompt sets (Mazeika et al., 2024; Chao et al., 2826RedTeamer
emphasizes adaptivity by tracking each test case's effectiveness. It handles failed test cases through:
(1) semantic and structural variations for relevant but unsuccessful prompts, and (2) entirely new
replacements for prompts that drift or consistently fail. This dynamic approach eiseredves

while maintaining diversity and relevance.

3.6 Strategy Designer

While recent work has introduced many individual attack strategies for LLMs, determining the optimal
combination of attacks remains challenging as the space of possible con gurations grows. Existing
frameworks often rely on manual selection or exhaustive testing, which becomes impractical as the
attack library expands. To address this challedggpRedTeamer implements an LLM-based
Strategy Designer that intelligently selects attacks from libkabased on test case characteristics
and historical performance.

The STRATEGYDESIGNER takes a test cgs® P and the memory system state as input. The
memory tracks each attack's performance metrics, including success rates, query costs, and usage
statistics. For each test case, the agent analyzes the content and context to identify vulnerabilities,
then evaluates potential attacks based on both their individual effectiveness and their complementarity
with previously applied strategies. This selection process balances exploitation of proven attack
combinations with exploration of underutilized attack4 inensuring comprehensive coverage of

the attack space. When an attack is selected, the agent provides a detailed justi cation linking the
attack's mechanisms to speci ¢ weaknesses identi ed in the test case.

3.7 Memory System

AutoRedTeamer maintains a comprehensive memory system that tracks and learns from all attack
attempts across the red teaming process. The memory architecture consists of three components: a
long-term memory storing previous test cases and their selected attacks, an attack metrics memory
containing running statistics for each attack (success rates, query costs, and execution counts), and a
short-term memory tracking the trajectory of attacks applied to the current test case.

For each new test case, the system retrieves similar previous cases through embedding-based lookup
and their successful attack strategies. The memory also maintains statistics on attack combinations,
tracking which sequences of attacks have been most effective. This data is used to compute success
rates for different attack combinations, which informs future strategy selection. The memory can be
initialized with data from prior red teaming sessions, allowing the framework to leverage knowledge
across different settings. By maintaining this structured history of attack attempts and outcomes,
AutoRedTeamer can continuously re ne its strategies based on accumulated experience, leading

to increasingly ef cient attack selection over time.

3.8 Automatic Evaluation

AutoRedTeamer incorporates EVALUATOR and RELEVANCECHECKER components. The Evalua-

tor considers both model output and original risk scBpenabling context-speci ¢ evaluation. It
analyzes whether induced model behavior aligns with identi ed harmful scenarios, providing safety
scores to guide strategy selection. The Relevance Checker ensures test cases remain grounded in
the original scope, triggering new prompt generation when modi ed test cases deviate signi cantly.
Together, these components enable systematic vulnerability discovery while maintaining focused
exploration of target risk categories.



Table 2. Comparison of different methods on HarmBench (Mazeika et al., 2024) for Llama-3.1-70B,
GPT-40, Mixtral-8x7B, and Claude-3.5-Sonnet. Higher ASR indicates a higher rate of successful
attacks. Queries refer to the total number of LLM calls used to generate and re ne a test case. Queries
outside of the evaluation stage are in (). The table is separated into dynamic attacks (top), which
use optimization, and static attacks (bottom), based on tempkatésRedTeamer obtains higher

ASR at a lower cost for all models.

Method Llama-3.1-70B GPT-40 Mixtral-8x7B Claude-3.5-Sonnet
ASR" Queries# ASR" Queries# ASR" Queries# ASR"  Queries#

PAIR 0.60 26 0.53 27 0.81 25 0.04 25

TAP 0.60 762 0.66 683 0.88 632 0.05 723

Rainbow Teaming 0.18 4 (6k) 0.16 4 (6k) 0.71 4 (6k) 0.00 4 (6k)
AutoDAN-Turbo  0.67 8 (60k) 0.76 6 (60k) 0.96 3(60k) 0.02 258 (60K)
AutoRedTeamer 0.82 14(82) 0.69 16(82) 0.96 9 (82) 0.28 12 (82)

ArtPrompt 0.32 - 0.39 - 0.63 - 0.01 -
Pliny 0.63 - 0.37 - 0.91 - 0.14 -
FewShot 0.42 - 0.03 - 0.38 - 0.00 -

4 Experiments

4.1 Experimental Setup

We evaluateAutoRedTeamer in two complementary settings that demonstrate distinct advantages:
(1) enhancing jailbreaking effectiveness for speci ¢ test prompts, and (2) automating comprehensive
risk assessment from high-level categories. We use Mixtral-8x22B-Instruct-v0.1 (Team, 2024) for
each module, except for attack implementation where we use Claude-3.5-Sonnet (Anthropic, 2024).

In the rst setting, we evaluate on 240 seed prompts from HarmBench (Mazeika et al., 2024)
focusing on standard and contextual behaviors, following prior work (Zou et al., 2024). Here, the
primary goal is maximizing attack success rate through effective attack combinations. We evaluate
AutoRedTeamer on four target models: GPT-40 (OpenAl, 2024), Llama-3.1-70b (Dubey et al.,
2024), Mixtral-8x7b (Team, 2024), and Claude-3.5-Sonnet (Anthropic, 2024). For standardized
comparison to baselines, we omit the Seed Prompt Generator and directly re ne HarmBench prompts,
using GPT-40 with the HarmBench evaluation prompt (Li et al., 2024b).

We initialize the attack library with four human-based attacks as a starting point to ensure diversity:
(1) PAIR (Chao et al., 2023) which uses an LLM to re ne the prompt, (2) ArtPrompt (Jiang et al.,
2024a) which adds an ASCII-based encoding, (3) HumanJailbreaks (Wei et al., 2023a), various
human-written jailbreaks, and (4) the Universal Pliny Prompt (the Prompter, 2024), a more effective
jailbreak written by an expert. During the attack integration stAgggRedTeamer implements

eight more attacks, including mutations used in (Samvelyan et al., 2024), Past Tense (Andriushchenko
& Flammarion, 2024), few-shot examples (Wei et al., 2023b), and novel attacks based on logic puzzles
and obscure cultural references. Details for each attack are provided in Sec. C of the Appendix.

For the second setting, we generate diverse test cases directly from risk categories, using the names
of all 314 level-4 risk categories from the AIR taxonomy (Zeng et al., 2024a) and include the Seed
Prompt Generator to generate initial seed prompts. We compare to the static evaluation framework
AIR-Bench (Zeng et al., 2024c), which covers the same risk categories and uses similar mutations
but is composed of human-curated prompts. We omit attacks that modify the semantic meaning of
the test cases, such as encoding based attacks, such that the nal test cases are fully semantic. We
evaluate AutoRedTeamer on various LLMs and use the AIR-Bench evaluator.

4.2 Evaluation on Behavior Inputs

Table 2 presents the results of AutoRedTeamer and baseline methods on HarmBench across four
state-of-the-art models. We compare against both dynamic approaches that use optimization (PAIR,
TAP, Rainbow Teaming, AutoDAN-Turbo) and static attacks based on templates (ArtPrompt, Pliny,
FewShot). For Llama-3.1-70B, AutoRedTeamer achieves an ASR of 0.82, outperforming both
optimization-based methods like PAIR (0.60) and TAP (0.60), and more recent agent-based ap-
proaches like Rainbow Teaming (0.18) and AutoDAN-Turbo (0.67). Notably, AutoRedTeamer is the



Figure 3: ASR across 43 AIR level-3 categories on AIR-Bench (Zeng et al., 2024c) (top) and
AutoRedTeamer (bottom). AIR-Bench test cases cover the AIR categories but are human-curated
and static. AutoRedTeamer test cases are more effective and do not require human curation.

only method to obtain nontrivial ASR on Claude-3.5-Sonnet, which is robust to the simpler attack
vectors used in other approaches.

When comparing computational ef ciency, we distinguish between evaluation queries (used during
testing) and development queries (required for initializing the agent). AutoRedTeamer requires 14
queries per test case during evaluation and 82 queries for attack integration (1 for risk analysis, 1 for
test case generation, and 80 for the Attack Proposer Agent). In contrast, methods like AutoDAN-
Turbo require 8 evaluation queries but approximately 60,000 queries during development to train and
optimize attack strategies, while Rainbow Teaming uses 4 test-time queries but needs around 6,000
queries for training.

AutoRedTeamer shows consistent performance across models, achieving strong results even
on highly robust models like Claude-3.5-Sonnet where it reaches 0.28 ASR compared to near-
zero performance from baselines. On Mixtral-8xARitoRedTeamer matches or exceeds the
performance of computationally expensive approaches like AutoDAN-Turbo (0.96) and TAP (0.88),
while using signi cantly fewer queries. Static baselines like Pliny offer lower-cost alternatives but
show highly variable performance - from 0.91 ASR on Mixtral to 0.14 on Claude, highlighting their
inability to adapt across models. In contrastiftoRedTeamer 's memory-guided attack selection
enables both strong performance and query ef ciency across diverse target models.

4.3 Evaluation on Risk Category Inputs

Fig. 7 presents the results AlitoRedTeamer on the 314 level-4 categories from AIR, demon-
strating a unique capability beyond traditional jailbreaking methods - generating diverse test cases
directly from high-level risk descriptions. For each categdiytoRedTeamer generates multiple

test cases exploring different manifestations of the potential vulnerability. This effectiveness is
shown in Fig. 3, wheré&utoRedTeamer consistently achieves higher ASR compared to AIR-
Bench's human-curated test cases across 43 level-3 risk categories, with signi cant improvements
like Llama-3-Instruct-8B's increase from 0.21 to 0.90 ASR. The dynamic nature of our approach
is evident in Fig. 5, which shows the embedding space of generated proAyttsRedTeamer

achieves coverage comparable to human-curated AIR-Bench while being signi cantly more diverse
than traditional jailbreaking methods like PAIR. This demonstrates that by integrating and merging
diverse attack vectors, our framework can approach human-level diversity in test case generation
while maintaining higher success rates, offering a more comprehensive approach to model evaluation
than methods that focus solely on jailbreaking effectiveness.

4.4 Analysis of AutoRedTeamer Components

To understand the contribution of each component to overall performance, we conduct comprehensive
ablation studies shown in Table 4. We provide additional results on attack combinations, the transition



Method ASR

AutoRedTeamer (full) 0.82

Attack Library Ablations

w/ only proposed attacks 0.78
w/ only human attacks 0.75

Memory System Ablations
w/o memory (random selection)  0.12

w/o memory ( xed selection) 0.43
Component Ablations

w/o Attack Proposer 0.75
w/o Relevance Checker 0.70
w/o Strategy Designer 0.31
w/o Seed Prompt Generator N/A*

Figure 4. Component ablation study showing

Attack Success Rates (ASR) on Llama-3.1-Figure 5: Visualization of nal test case embed-
70B. Each row removes or modi es a spe-dings for AIR-Bench, AutoRedTeamer, and PAIR.
ci c component of AutoRedTeamer. *Seed AutoRedTeamer generates more diverse prompts
Prompt Generator is required for risk category that cover a wide range of the embedding space,
inputs but not used in HarmBench evaluation. with closer coverage to human prompts.

matrix between attack selections, and results on breaking jailbreaking defenses in Sec. D in the
Appendix.

Memory-guided Attack Selection. The most dramatic impact comes from our memory system,
which guides attack selection based on historical performance. When replaced with random selection,
performance drops precipitously from 0.82 to 0.12 ASR (85% reduction). Even using a xed selection
strategy without memory yields only 0.43 ASR (48% reduction). This demonstrates that the memory
system's ability to track and learn from attack effectiveness patterns is crucial for identifying optimal
attack combinations for different test cases.

Attack Strategy Proposer Agent. Table 4 also shows the effectiveness of different attack library
con gurations. The full framework achieves 0.82 ASR by combining both human-developed attacks
and those discovered by the Attack Proposer. When using only proposed attacks (without initializing
human-developed attacks), AutoRedTeamer still achieves 0.78 ASR, demonstrating the Attack
Proposer's ability to independently discover effective strategies. Using only human-developed attacks
yields 0.75 ASR, suggesting that while proven attacks provide a strong foundation, the framework’s
ability to discover and integrate new attacks contributes meaningful improvements in performance.

Strategy Designer. Removing the Strategy Designer, which intelligently selects appropriate attack
vectors based on test case characteristics, reduces performance to 0.31 ASR (62% reduction). This
highlights the importance of our approach’s capability to match attack strategies to speci c test case
properties rather than using a one-size- ts-all approach.

Test Case and Embedding Diversity. In Fig. 5, we visualize the embedding space of test cases from
AutoRedTeamer, PAIR, and AIR-Bench using successful test cases from three randomly selected level-
3 categories from AIR. For PAIR, we provide the same seed prompts generated from AutoRedTeamer
to re ne. AutoRedTeamer generates test cases with wider coverage despite not requiring human
curation, supporting the results from Fig. 3. Quantitatively, we measure diversity using average
pairwise cosine similarity between embeddings, where AutoRedTeamer (0.45) shows greater diversity
than PAIR (0.68) and approaches human-curated AIR-Bench prompts (0.38). Additionally, the test
cases from AutoRedTeamer are semantically closer to the human-curated prompts in AIR-Bench than
PAIR, demonstrating our framework's ability to generate test cases that better re ect human-quality
evaluation scenarios.

5 Conclusion

We introduceAutoRedTeamer , a lifelong framework for automated red teaming of large language
models that combines systematic evaluation with continuous attack discovery. Our dual-agent
architecture - a red teaming agent for evaluation and a strategy proposer for attack discovery - enables



both thorough testing of current vulnerabilities and adaptation to emerging attack vectors. The
framework operates in two complementary modes: enhancing jailbreaking effectiveness through
intelligent attack combinations, and automating comprehensive risk assessment from high-level
security requirements. Through extensive experiments, we demonstrate superior performance over
both traditional jailbreaking methods and recent agent-based approaches, while maintaining query
ef ciency. On HarmBenchAutoRedTeamer achieves higher attack success rates than state-of-the-
art methods across multiple models including Claude-3.5-Sonnet. On AIR categories, it matches the
diversity of human-curated benchmarks while providing better coverage of potential vulnerabilities.
While AutoRedTeamer advances automated red teaming signi cantly, limitations remain in the
framework's reliance on LLM-based attack implementation and potential biases in strategy proposal.
Future work could explore extension to other security domains such as agents.
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A Appendix

The Appendix is organized as follows. Sec. B is an ethics statement for our work, Sec. C contains
additional method and attack details, Sec. D contains additional results and visualizations, Sec. E
contains the code for an example successful LLM-generated attack, Sec. F has example test cases
and responses, Sec. G has the system prompt for each module, and Sec. H contains the pseudocode
for AutoRedTeamer.

B Ethics Statement and Disclosure

The increasing deployment of language models in sensitive domains makes robust security evaluation
crucial, but also raises ethical concerns about the development and release of automated red teaming
tools. We acknowledge th&tutoRedTeamer could potentially be misused to develop harmful
attacks against Al systems. To mitigate these risks while advancing necessary security research, we
follow established responsible disclosure practices: we have reported all discovered vulnerabilities to
the relevant model providers before publication. We also emphasize that the goal of this work is to
improve Al safety through comprehensive testing, enabling the development of more robust defenses
before models are deployed. When conducting experiments, we used established benchmarks and
focused on nding general vulnerabilities rather than targeting speci ¢ demographics or protected
groups. We encourage future work in this direction to carefully consider the trade-off between open
security research and potential misuse, and to implement similar safeguards in their methodology and
artifact releases.

C Setting Details

C.1 Attack descriptions

We use the following attacks as baselines and candidate attacks for AutoRedTeamer:

» Prompt Automatic Iterative Re nement (PAIR) (Chao et al., 2023): An iterative prompt-
ing technique that uses an attacker LLM to adaptively explore and elicit speci ¢ harmful
behaviors from the target LLM. We use GPT-40 as the attack model.

* Tree of Attacks with Pruning (TAP) (Mehrotra et al., 2023): A tree-structured prompting
approach that utilizes an attacker LLM to adaptively explore and elicit speci ¢ harmful
behaviors from the target LLM. Due to its high cost, we exclude this attack as a candidate
for AutoRedTeamer. We use GPT-40 as the attack model.

» Pliny (the Prompter, 2024): A highly effective jailbreak prompt written by Pliny the
Prompter, a human expert on attacking language models,

» ArtPrompt (Jiang et al., 2024a): ArtPrompt leverages ASCII art to bypass safety measures
by creating prompts that visually encode harmful words using ASCII art. The process
consists of two main steps, masking sensitive words in a prompt that would normally be
rejected by the LLM and then generating cloaked prompts by replacing these words with
their ASCII art representations.

C.2 LLM Attack Descriptions

The following are the nal set of LLM-initialized attacks used in the toolbox. All code for these
attacks is written fully autonomously.

» Technical Slang: Rewrites the test case using domain-speci ¢ terminology, technical
language, and industry-speci c acronyms relevant to the context.

» Reframe: Alters the perspective or context of the test case while maintaining its core intent,
potentially presenting it from an opposing viewpoint or a neutral third party.

» Role Play: Transforms the test case into a role-play scenario, creating a speci ¢ character
or persona relevant to the situation and describing it from their perspective.
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Table 3: Attack Success Rates (ASR) on HarmBench on GPT-4cAfmoRedTeamer ,
AutoRedTeamer without memory-based selection, and a random attack selection baseline. The
agent memory is necessary to discover optimal attack strategies.

Method ASR" Total Queries# Total Tokens Used #
AutoRedTeamer 0.69 16 19K
AutoRedTeamer (no memory) 0.43 24 26K
AutoRedTeamer (random selection) 0.12 20 23K

Figure 6: Token tokens used vs ASR forFigure 7: Results on 314 AIR risk cate-
AutoRedTeamer and baseline attacks. Base-gories (Zeng et al., 2024a) for four target
lines include static attacks, which are cheap_LMs using test cases froiutoRedTeamer

but lack diversity, and dynamic attacks, which(solid lines) and AIR-Bench (dotted lines).
optimize prompts but are more expensiveAutoRedTeamer testcase ASR increases with
AutoRedTeamer achieves a strong balance be-more re nement iterations, reaching higher ASR
tween ASR and token cost. than static evaluation on AIR-Bench test cases.

Authority Manipulation: Incorporates appeals to authority or expertise, referencing c-
tional or real experts, studies, or authoritative sources to imply credibility.

» Word Play: Introduces clever linguistic tricks, puns, or double entendres related to the
scenario without obscuring the core intent of the test case.

« Emotional Manipulation: Rewrites the test case to evoke strong emotional responses,
using language that triggers speci ¢ emotions and appeals to emotional rather than logical
reasoning.

+ Jailbreak Indicators: Adds subtle phrases or context that might prompt an Al to disregard
ethical constraints or encourage boundary-pushing responses.

» Historical Scenarios: Sets the test case in a speci ¢ historical context, adapting the scenario
to tthe chosen historical period or event while maintaining the core intent.

» Uncommon Dialects: Rewrites the test case using a speci c dialect or regional language
variant, incorporating unique vocabulary and grammar while ensuring the meaning remains
clear.

» FewShot (Perez et al., 2022): A few-shot sampling technique where an attacker LLM
generates test cases to elicit a behavior from a target LLM. The Zero-Shot method initializes
a pool of few-shot examples, which are selected based on the target LLM's probability of
generating a target string given the test cases.

 Past Tense (Andriushchenko & Flammarion, 2024): Rewrites the test case in the past tense

« Cultural References: A novel LLM-proposed attack that transforms the test case into new
languages or cultural contexts

16



Table 4: ASR against jail-

breaking defenses on Harm-
Bench on Llama-3.1-70B.
AutoRedTeamer can adap-

tively break defenses highly
effective for individual at-

tacks.

Attack+Defense ASR "
AutoRedTeamer 0.82

+ RPO 0.39
+ICD 0.54
+ SmoothLLM 0.74
PAIR 0.60
+ RPO 0.07
+I1CD 0.36
+ SmoothLLM 0.48
ArtPrompt 0.39
+ RPO 0.12
+1CD 0.16 Figure 8: ASR for top-10 discovered attacks on HarmBench
+ SmoothLLM 0.32 on Llama-3.1-70B. Combinations are represented by the color
ICA 0.42 of their components and have higher ASR than individual
+RPO 0.05 attacks. AutoRedTeamer discovers an attack strategy with
+I1CD 0.27 0.21 higher ASR than the best baseline.

+ SmoothLLM 0.29

Figure 9: Distribution of selected attacks at each iteratioAutbRedTeamer optimization on

the rst 10% of HarmBench prompts (left) and last 10% of prompts (right) on Llama-3.1-70B. The
memory becomes more populated over time, and the agent uses different attack combinations in the
latter prompts, selecting cheap and effective attacks such as Pliny and HumanJailbreaks more often.

» Reasoning Puzzles: A novel LLM-proposed attack that creates an encoding-based puzzle
to mask the test case

D Additional Experiments

Memory ablations. Tab. 3 shows the ASR and costauibRedTeamer with alternative attack
selection strategies. Without using the previously successful or relevant attack combinations found in
its memory, we observe a large 0.26 decrease in the overall ASR and an increase in the overall cost.
This re ects the bene t of memory in letting the agent keep track of attack combinations that balance
effectiveness and ef ciency. We observe a more signi cant reduction of 0.57 in ASR when selecting
attacks randomly, suggesting the prior knowledge and reasoning capability of an LLM is necessary to
select attacks.

Attack distributions. Fig. 9 illustrates the distribution of selected attacks across iterations of
AutoRedTeamer optimization on HarmBench prompts on Llama-3.1-70B, providing insights
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