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Abstract

Multi-agent reinforcement learning (MARL) plays a pivotal role in tackling real-
world challenges. However, the seamless transition of trained policies from simula-
tions to real-world requires it to be robust to various environmental uncertainties.
Existing works focus on finding Nash Equilibrium or the optimal policy under
uncertainty in a single environment variable (i.e. action, state or reward). This
is because a multi-agent system is highly complex and non-stationary. However,
in a real-world setting, uncertainty can occur in multiple environment variables
simultaneously. This work is the first to formulate the generalised problem of
robustness to multi-modal environment uncertainty in MARL. To this end, we
propose a general robust training approach for multi-modal uncertainty based on
curriculum learning techniques. We handle environmental uncertainty in more than
one variable simultaneously and present extensive results across both cooperative
and competitive MARL environments, demonstrating that our approach achieves
state-of-the-art robustness on three multi-particle environment tasks (Cooperative-
Navigation, Keep-Away, Physical Deception).

1 Introduction

MARL has excelled in tackling intricate real-world decision-making challenges, from robotics (e.g.,
path planning [1], task allocation [2; 3]) to traffic management [4] and Game Theory and Economics
[5]. In MARL [6], agents aim to maximize their long-term returns by interacting with both the
environment and other agents in a shared setting, thus making it more complex than single-agent RL.
In MARL, finding the Nash Equilibrium (NE) is a popular solution concept [7].

Real-world MARL applications often involve training agents in simulations and deploying them in
dynamic environments where accurate knowledge may be lacking. This could result from shifts in
environmental parameters, information noise (e.g., imprecise state, action, or reward data transfer), or
hardware constraints. Such situations give rise to environmental uncertainty, which has been addressed
in previous work. However, in existing literature, the effect of uncertainty on reward, transition
dynamics [8], state [9], or action [ 0] has been studied independently. In practical scenarios, multiple
environmental parameters may exhibit uncertainty simultaneously, necessitating the development of
robustness to multi-modal uncertainty.
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Contributions. In this work, (1) We address the challenge of handling multi-modal uncertainty
in MARL by developing robustness to two uncertain parameters simultaneously, marking the first
work in this domain. (2) We also define and theoretically formalize the general problem of finding
optimal policy in MARL with multi-modal uncertainty. (3) We tackle the complexity of finding NE
for this generalised problem and propose an efficient curriculum learning (CL) approach to address
this challenge. (4) We also show experimentally that our method is able to find optimal solution for
the given robust Markov games and generate state-of-the-art robustness for reward, state and action
uncertainty on three multi-particle environment tasks (Cooperative-Navigation, Keep-Away, Physical
Deception). (5) As a by-product, this is the also the first work to handle action uncertainty in MARL.

Related Work. Robustness in RL is crucial for countering adversarial attacks [ 1] and addressing un-
certainty in model/environment parameters. In single-agent RL, robustness to uncertainty is handled
by maximin optimization, casting it as a zero-sum game between the agent and the uncertainty set
[12; 13; 14; 15]. In MARL, uncertainty is defined as a robust Markov game and agents independently
maximize their returns while navigating uncertainty. While MARL research has made significant
progress, there is limited work dedicated to handling uncertainty.[ | 6] focuses on multi-modal uncer-
tainty (reward and transition dynamics), albeit primarily in a theoretical context. Some works address
single uncertainties, such as reward, transition dynamics [8], or state [9] uncertainty. Additionally,
studies like [17; 18] enhance robustness by training agents to handle worst-case actions from adver-
sarial agents in competitive settings. Other literature in the action uncertainty space mainly focus on
cooperative environments [19; 20; 21]. In the pursuit of enhancing robustness, CL [22; 23] is widely
applied across diverse domains, such as object classification [24], automatic speech recognition
(ASR) [25] etc. [26] aligns closely with our work, employing CL to enhance robustness in RL.
Notably, our work represents the first instance of CL being used to address multi-modal uncertainty,
and also first in the context of MARL.

2 Robust Markov Game

The interaction among multiple agents is modeled as a Markov game G [27]. Real-world scenarios
often involve uncertainty, affecting various components such as reward, state, action, and transition
probability. Hence, we define Robust Markov game [28] as,

g_general = <N> {Si}ie./\/'a {@i}iEJ\/a {-Ai}ie./\fv {Ai}ie./\/'y {ﬁi}(i,s)ENX87 {755}8687 ’7>, (1)

where NV, S¢, A%, and v € [0, 1) denote the set of agents, the state space, the action space for each
agent 7, and the discounting factor, respectively. R’ € RI4l and P, denotes the uncertainty sets of all
possible reward function values and that of all possible transition probabilities at state s. O and A’
denotes the uncertainty sets of all possible values of perturbed state 5% and @’ respectively. The state
space and action space of the uncertainty sets is similar to that of the true state s and true action a
respectively. v € [0, 1) is the discounting factor. Note that the state perturbation reflects the state
uncertainty from the perspective of each agent so it does not change the true state of multi-agent
systems. Each agent is associated with a policy 7¢ : S — A(A?) to choose an action a* € A’ given
the perturbed state 3. The agents’ joint policy 7 = IL;cpm : S — A(A).

In RL, there are three primary sources of aleatoric uncertainty [29]: stochastic rewards, stochastic
observations, and stochastic actions. Note that stochastic observations can arise from both uncertain
transition dynamics and inherent observation noise. Stochastic Rewards: We denote perturbed
rewards as R*(s,a) = Nypunc(R'(s, a), €), where R and R’ represent the true and perturbed rewards
for agent 4. Stochastic Observations: Perturbed states are defined as 5° = Njunc(s%, ), with s?
and 5' representing true and perturbed states. Stochastic Actions: Perturbed actions are expressed as
@' = Nirunc(at,v), where a® and a@* denote true and perturbed actions. In these equations, €, i, v
denote the standard deviations. Higher €, i, v implies more uncertainty. A,n. refers to a truncated
normal distribution, with truncation limits set at 2¢, 2, and 2v respectively.

In appendix section 6.2 we define the solution for the general robust Markov game in equation 1. We
also show proof for
Theorem 1: Existence of robust Nash equilibrium implies existence of optimal value function.

3 CL based robustness to multi-modal uncertainty



CL [22; 23] optimizes the order of experience

accumulation to enhance performance or train-
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iFalse figures 4, 6, 7, 8 and 10), it is observed that
complex tasks use the knowledge gained from
€convergea? D>V simpler tasks and hence converge in fewer it-

erations as compared to training from scratch
on the complex task. Our base model is from
AR [8]. Efficient Lookahead CL Algorithm is
Train Model Until . . .
designed for single-parameter uncertainty sce-
narios. In each CL iteration, the model trains
on a specific noise parameter and evaluates at

Vb False

1/ Veonverged? 18| higher noise levels, enabling it to skip already-
learned noise values and streamline CL training.

lFaIse Efficient Lookahead CL for Multiple Uncer-

1 o= ot A\w tainties The algorithm for curriculum learning
Trgrnv:rgzlnggtil with combined reward and state/action pertur-

bations is outlined in 1 and flowchart in 1. Our
goal is to efficiently increase both reward and
state/action uncertainty in each CL iteration,
ultimately training a model capable of handling
two uncertainties simultaneously. Note that
there is no skip-ahead in the reward uncertainty parameter, as reward uncertainty is not present during
evaluation. Similarly, algorithms can be defined for action and reward perturbations.
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Figure 1: Multi-modal CL algorithm with look-ahead

4 Experiments

In this section, we present results for our curriculum learning-based method on three multi-particle
environments (cooperative navigation, keep-away, and physical deception) and compare them with
state-of-the-art robustness in those environments. For cooperative navigation, we present detailed
results in Table 1. Experimental results for keep-away and physical deception are shown in Fig. 2.
We start by comparing the base method (without CL) with our CL method in each environment under
varying levels of reward, state, or action uncertainty. Then, we explore dual uncertainty combinations:
state + reward, action + reward, and state + action. Notably, this paper is first to handle multi-modal
uncertainty in MARL. We report values related to action and state uncertainty by evaluating the
trained model 1000 times, reporting its mean and standard deviation. However, for reward uncertainty,
we illustrate training plots since rewards aren’t involved in evaluation, making reward uncertainty
during evaluation irrelevant.

Cooperative Navigation Environment. In this cooperative setting, three agents aim to occupy all
three landmarks while avoiding collisions. Robustness under uncertainty in a single parameter:
Regarding reward uncertainty, the success rate (see Figure 3a) shows that the model’s learning
extends up to ¢ = 9, which matches the current state-of-the-art robustness [8]. However, our
lookahead-CL approach achieves robustness up to ¢ = 47 (reward plot in Figure 4a). For state
uncertainty, the model’s learning reaches p = 0.5, but with CL, it reaches p = 1.1 (reward plot in
Figure 4b,). In the case of action uncertainty, the model’s learning goes up to v = 2.0, and with CL,
it reaches v = 2.2 (check Figure 3c). This is the first work addressing action uncertainty, thus lacking
a baseline for comparison. Regarding state uncertainty, [9] does not provide comparisons for various
uncertainty values. Table 1 shows detailed comparison between CL and the baseline demonstrating
that CL achieves state-of-the-art robustness.



Reward Uncertainty

€ 6 9 10 11 12 15 47 48
Baseline v v X X X X X X
CL v v v v v v v X
State Uncertainty
n 0.25 0.45 0.5 0.55 0.75 1.0 1.1 12
Baseline 1£0.04 097 £0.15 1+0.1 0.6+0.5 - - - -
CL 1+0 1+0 1+0 1+0 1£0.1 098+02 094+02 082+04
Action Uncertainty
v 1.0 12 1.4 1.6 1.8 2.0 2.2 24
Baseline 1+£0.13 1+£0 1£0 1+£0 1+0.1 093 +0.26 0.78 +0.41 -
CL 1+0 1+0 1+0 1+0 1£0.1 1+0 1+0.03 0.9 +0.04
Reward + State Uncertainty

0.5 0.55 0.6 0.65 0.7 0.75 0.8 0.85
‘ 097+02 095+02 095+02 096+02 095+02 094+023 091+£03 0.81+04
Reward + Action Uncertainty
v 1 1.2 1.4 1.6 1.8 2.0 22 24
‘ 096+02 096+02 097+02 097+02 097+02 096=+02 096+02 0.96+ 0.2
State+Action Uncertainty

w-v 0 1 14 1.6 2 2.4 2.6 3

0 1+0 1+06 1£0.04 1+£0.03 1£0.04 1+0.05 1+£0.06  0.96 £ 0.18
0.6 1£0.6 098+0.1 098+0.14 096+0.2 092+0.28 08+04 0.73 £ 0.4 0.6+0.5
0.8 098 £0.14  0.95 £0.2 09+03 085+035 08=£045 0.6+0.5 0.5+05 04+05
1 093+025 08+04 075+£043 0.67+05 0.6+ 0.5 042+05 036+£05 0.26+023

Table 1: The table shows a detailed comparison between baseline, CL for single and dual uncertainty using
success rates at various values of noise. An episode is successful if all landmarks are occupied by agents. The first
three blocks in the table are for single uncertainty, followed by three blocks for dual uncertainty combinations.

Multi-modal CL combining two uncertainty: We explore the combinations, reward + state, reward
+ action, and action + state, uncertainity to assess the effectiveness of CL when dealing with dual
uncertainties. Refer to Table 1 for detailed results. In the case of reward + state uncertainty , our
model successfully learns up to ¢ = 0.7 when € = 0 and € = 29 during training. Refer to reward
plots in Fig. 6. For reward + action uncertainty the model achieves learning up to v = 2.4 when
€ = 0 and € = 50 during training (reward plots in Figure 7). Finally, in the case of action + state
uncertainty the model learns up to v = 3 when p = 0 and = 1 when v = 0 (reward plots in Figure
8). This demonstrates that even when faced with two uncertain parameter, our method surpasses the
baseline performance.

Other Environments: Figure 2 shows results for Keep Away (competitive) and Physical Deception
(competitive and cooperative) environments. We observe that with both multi-parameter and single-
parameter CL outperforms the baseline.

80 ) 4 S5t Y r | 357 ! 51
Baseline Baseline Baseline Baseline Baseline Baseline
o RewardCL 35 StateCL ActionCL 80 RewardCL 3.0 statecL ActionCL
g0 ™ Reward+State CL 3.0/ State+Action CL 4 mmm Action+State CL m Reward-+Action CL W State-+Action CL WE Action+State CL
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0 o 0.0 0

Figure 2: Highest noise values that result in convergence for Keep Away (left) and Physical Deception (right).
For each environment, we show three figures in order - Reward, State and Action uncertainty. For the above
environments, success is defined as the agent reaching its goal within 100 steps, with model convergence defined
as a success rate exceeding 90%. Noise is only added to the agent’s reward, state and action.

5 Conclusion

We explore curriculum learning to enhance the robustness of a MARL model in the presence of multi-
modal environmental uncertainty. We devise an efficient curriculum that ultimately achieves state-of-
the-art robustness on three multi-particle environment tasks (Cooperative-Navigation, Keep-Away,
Physical Deception). Our approach outperforms the baseline across various forms of uncertainty,
including state, reward, and action uncertainty, both in single and multi-modal (dual) uncertainty
scenarios. This research holds significant promise for applications in sim-to-real scenarios. As future
work, we plan to evaluate the model’s performance in sim-to-real settings.
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6 Notations

6.1 Markov game

The interaction among multiple agents can be modeled as markov game G [27], which can be defined as a tuple,

G= <N7 {Si}ie/\/’ {Ai}ieNv {Ri}(i,s)eNxSa {Ps}sesa ’Y)-

Here N/ = [N] denotes the set of N agents, S? and A° denotes the state space and action space of agent
i € N respectively. S = 8! x --- x SV is the joint state space. R*: S x A x --- x AN — R represents
the reward function of agent ¢, which depends on the current state and the joint action of all agents. P :
S x A' x -+ x AN — A(S) represents the state transition probability that is a mapping from the current
state and the joint action to the probability distribution over the state space. v € [0,1) is the discounting
factor. At time t, agent 7 chooses its action a} according to policy 7* : S* — A(A"). The agents’ joint policy
7 =ILenn" : S = A(A).

6.2 Robust Nash Equilibrium in MARL with multi-modal uncertainty

In this section, we define the solution for the general robust Markov game in equation 1. Uncertainty in one
model parameter influences others, while real-world scenarios may involve additional stochasticity. Ideally,
we’d like to make our model robust to all four model uncertainties, but dealing with all four is complex. Most
prior work focuses on single uncertainties (state [9], action [10], reward [8]). This is due to the complexity of
finding Nash equilibrium and the optimal Bellman equation. Now, we define the Bellman equation for the value
function, encompassing all four uncertainties: state, action, reward, and transition dynamics. We follow the
maximin approach of optimization where we minimize the Bellman equation for each agent 7 with respect to the
four uncertainty sets and maximize with respect to its policy 7. Our aim is to select the entries P, R, 3, @, from
uncertainty set Ps, R%, O, A that minimises the expected return. Thus, the optimal Bellman equation will be,

Vi(sh = max Z Hw a|) (R (s,a) + Z P(s'|s,a)Vi(s),
7 (Is") B ‘,SE%QEPS aEA j=1 sies

s

acA
where 5 = {5',5%,...5" } and @ = {@', @*, ...a"" }. The true state of an agent remains unaltered, with only the
state perceived by other agents being perturbed. As a result, policy 7° takes perturbed state 5" as input whereas
reward R and transition dynamics P function takes true state s as input. Policy 7°(.|5*) generates true actions a
which are then perturbed by the environment to become a. The reward R and transition dynamics P function
takes perturbed a as input and undergo perturbation themselves. If an optimal value function exists, then we

define the existence of robust Nash equilibrium (RNE). RNE is the solution for the robust Markov game. Check
appendix section 6.5 for the definition.

Theorem 1: Existence of robust Nash equilibrium — Existence of optimal value function.

For detailed proof check appx 7. Theoretically proving the existence of NE policy for the Ggeneral is out of the
scope of this work. [9] find NE for state uncertainty (shown in appx. 8) and [8] find NE for reward/transition
dynamics uncertainty (shown in appx 9).

6.3 Nash Equilibrium in MARL

NE is one of the commonly used solution concept in multi-agent static games. We will now introduce NE in
MARL The expected return in case of multi agent RL for i** agent is

oo
Vi(s) = B[S y'rilso = s,0f ~ 7' (fs0),ai '~ 7 (se)],

t=0
where —i represents the indices of all agents except agent 4, and 7 ° = II;.;m; refers to the joint policy of
all agents except agent ¢. In order to find the optimal robust value function for the single agent the other agent
policies are considered stationary. Since all policies are evolving continuously and expected return is dependent
on all agent policies, one commonly used solution for optimal policy 7* = {n{, 73, ... 7w } is nash equilibrium.
7. 1s called Markov perfect Nash Equilibrium. Optimal value function is defined by,

N

Vi(s) = max 3 [[#(@]s')(Ri(s,0) + v 3 P(s'|s, a)Vi(s")). @)

acAj=1 s’eS

Non-stationarity is one of the main reasons for difficulty in MARL convergence, which is further attenuated with
uncertainty.



6.4 Uncertainty in RL

In this section we explain the different types of uncertainty in RL and introduce our uncertainty model for each.

Uncertainty can be categorised into two kinds, aleatoric and epistemic. Aleatoric uncertainty or statistical
uncertainty originates from the statistic nature of the environment and interactions with the environment. This
uncertainty can be modeled and evaluated but cannot be reduced. Whereas epistemic uncertainty or model
uncertainty originates from current limitations of training the neural network and is reducible. There are 3 main
potential sources of aleatoric uncertainty in RL [29] which corresponds to the three main components of the
MDP, stochastic rewards, stochastic observations, and stochastic actions. However, stochastic observations can
occur due to stochastic transition dynamics as well as stochastic observations itself.

Stochastic rewards would mean that for every state and action pair, we now have a distribution of the reward
rather than a fixed reward. Rewards only play a role during training and not during testing. Thus developing a
robust system to reward uncertainties imply that we are able to train the model to converge and achieve the goal
even with high reward uncertainty. The model we have used for stochastic reward function is defined as:

Ri(sv a’) = MrunC(Ri(Sv a’)’ E)v (3)

where R’ is true reward for agent 4, R® is perturbed reward, e is standard deviation and Nyyyne is truncated
normal distribution truncated at 2¢. Increasing e will increase the uncertainty.

The stochastic observations can stem from stochastic transition dynamics or stochastic observations itself. If
the P function in the MDP is non-deterministic, then the transition from one state to the next is a source of
uncertainty. Thus, stochastic transition dynamics means that for every current state and action pair, we now
have a distribution over the next state and not a fixed specific next state.

In the other scenario of stochastic observations, the true state of the system remains unchanged and only the
observed state is perturbed. The input to the policy network is the perturbed state, but for the reward and
transition dynamics functions input is the true state. The model we have used for stochastic observation
function is:

§i = Mrunc(siau)7 (4)

where s is true state, 5 the perturbed state, y is standard deviation and Nipyn.c is truncated normal distribution
truncated at 2. Increasing p will increase the uncertainty.

The stochastic actions means that there is uncertainty in about the next state due to uncertain actions. One
example is any stochastic policy algorithm (PPO, SAC) in which the action is chosen from a distribution instead
of a deterministic point. We define our model for stochastic actions as:

Eli = -/\/’trunc(ai7 V)7 (5)

where a is true action, a the perturbed action, v is standard deviation and Nync is truncated normal distribution
truncated at 2v. Increasing v will increase the uncertainty.

Note that the range of value of observations and actions is quite small as compared to that of reward. Thus, the
magnitude of robustness is different for different uncertainty parameters.

6.5 Robust Nash Equilibrium

Definition 1: (Robust Nash Equilibrium) Given a Markov game g_geneml with state, reward, action and transition
dynamics uncertainty, a joint policy . = {wi, 2. .. wi\' } is said to be RNE for i € N, s € S, iff there exists
optimal value function V, = {V*l, Vf, VN } and satisfies,

7t (|s") € arg max min Z 7' (a'|5") Hﬂi (a?|5)(R'(s,a) + Z P(s'|s,a)Vi(s).

mi(.|s?)  P(]s,.)EPs acA i s'eS



6.6 Algorithm

Algorithm 1 Reward With State/Action Uncertainty

Require: Ae, Au/v
e+ 0,u/v+0
€converged — False,
M/Vconverged + False
TrainTillSuccess(e, u/v)
u/v < SkipAhead(u/v)
while not (Econverged and N/Vconverged) do
if not €converged then
€< e+ Ae
€converged < TTainToSucc(e, u/v)
end if
if not 11/Vconvergea then
p/v < pfv+ Apfv
1/ Veonverged <— TrainToSucc(e, 1/v)
w/v < SkipAhead(u/v)
end if
end while

7 Proof for Theorem 1: Existence of robust Nash Equilibrium — Existence of
optimal Value Function

This proof has been conducted for reward and transition dynamics uncertainty [8] but not for partially observable
games. It has also been explored for state uncertainty [9]. We focus on developing the general proof when all
possible uncertainties are present in MARL.

Lets define the non-linear operator on £ such that,

Lv'(s) = max min ZR s, a +’yZP "Is,a)v'(s")

GHSERI Py s'€S
, where p = {P, R, 5,a}

We can think of p as adversarial strategy that is playing against the good policy 7 by selecting the values
{P, R, 3,a} from their respective uncertainty sets such that it minimises the expected return.

Let u and v be two value functions in V. Let {m, pi'} and {7}, p; } be two different Nash Equilibrium with
respect to Ggeneral-

— Z Ri(svd)wﬁ,pz) + v Z P(s/|s,a)(ﬂ-1/,pi;)vi(sl)

acA s'eS
, where p? = {P, R, 5,a} is the optimal value that minimises the value function equation.
ﬁlul(s) = Z RZ(& ﬁ)(ﬂ-%pw +y Z P(s/|5, ﬁ)(ﬂgmq:)ul(s/)
acA s'eS
, where p* = {P, R, 5,a} is the optimal value that minimises the value function equation.

Its intuitive that optimal 7. maximizes the above equation, whereas optimal p, minimises the above equation.
Therefore we can write the following equation,

Zﬁii(s’&)(ﬂ;‘u,pg)—k'y Z ]5(5/|5,Zz)<.,rg,p5)v (s) < Livi(s) < Z ‘(s,a) (v, o)+ Z P(s'|s, @) (xv,pu)0° (s (s
cA

acA s'es

ZRi(S7d)(7’gvﬂg)+7 z P(s’|3,&)<ﬂ3,ﬂa¢)u ( )< Elu’b S ZR s, CL (7¥,p +’}/ Z |S a (m, v)u ( /)
cA

acA s’es s'eS



(a) Now lets assume, L0 (s) < Liu'(s)
0 < L'u'(s) — L' (s)

<UD R, @)y +7 Y P(Slsva)w,pwui(sl)} -

acA s'esS acA s'es
57 ! — i 0 i 0
<Y Ps']5,@) rp o (' (s) = 0'(s"))
s'es

<Al (s) =o'

(b) Assuming , £'u’(s) < L*v"(s) and following the same argument as before we get,

L7 (s) = L' () < A’ (s') — u'(s)]
Thus, combining (a) and (b), we get,
1£%0" (s) = L'u" ()] < Allo*(s) — ()]
Thus, £ is a contraction mapping on V'

Now since ||v|| = sup; ||v*||, we can write the following -

1€ — Lul| = sup ||C'0" — L] < ysup [Jv' —u'|| = 4][v — ul]
1 1
Thus, £ is a contraction mapping on V

8 Nash Equilibrium for state uncertainty in MARL

A nice proof for the conditional existence of Nash equilibrium is done in [30] for the case of state uncertainty.
They define the following robust Markov game,

g == {N7 M7 {S’L}ZENa {A’L}’LGNa {BZ}’LEN7 {Ti}i€N7pa ly}

N = {1,2,..., N} is the set of N agents and M = {1,2,..., N} is the corresponding set of N adversaries.
v € [0,1) is the discount factor. S = S1 x Sa... X Sy is the joint state space. A = A; X As... X Ay is
the joint action space. p : S x A — A(S) are the state transition probabilities. r* is the reward function for
each agent. Every agent i is associated with an adversary i. The adversary perturbs the true state of each agent
s* € S* by producing an action b* € B®. The perturbed state 5° = f(s*,b") where f is a unique bijection given
the state s".

The Markov game G is shown to be equivalent to a zero-sum two-person extensive-form game with finite
strategies and perfect recall in [30].

8.1 Extensive-form game

An extensive-form game (EFG) is a tree-based representation of a game. An EFG has one root node which
indicates the start of the game. Each node branches out into multiple children nodes and each branch represents
one possible action. The leaf nodes indicate the end of the game and contain the pay-off/reward for the actions
specified by the path from the root node to the leaf node.

The robust optimization equation can be decomposed into a two-player EFG. The first player is the
nature/combined adversary who selects the perturbed state and the next player is the combined agent which
chooses the best action according to the policy to be learned. The nature player has |S| possible choices for
the action and the agent player has |.A| choices where A = A" x A? x ... x A™ i.e. the space of all possible
actions for all agents. The reward for the nature player is the negative of the reward obtained by the action taken
by the combined agent.

The Bellman equation for the above game G is written as below:

v'(s) = maxminE | 37 p(s'[s, a,b)[" (s, a,b) + yv'(s)]la ~ 7(8),b ~ p(-]s)
s €S
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In order for the NE (and the optimal solution to the above equation) to exist, below conditions need to be met:

+ S* A" and B’ must be finite sets Vi € N.

o |ri(s,a,b)| < M; < M <ooVic N,ac A,bc Bands € S
* Stationary reward and transition probabilities

« fis a bijection for a given s

¢ All agents have the same reward function.

9 NE for reward and transition dynamics uncertainty in MARL

In this section, we show how uncertainty in reward and transition dynamics is handled in a multi-agent setting.
We follow [16] and use the following definition of robust Markov game.

G =W, S {A  ien s {R } 1.5)enx s+ {Ps}sess )

Note: In this proof following [16] s; denotes the system state and not the individual agent state. The expected
return in case of multi-agent RL with no uncertainty for ‘" agent is -

oo
Vi(s) =E[>_~'rilso = s,ai ~ 7' (|se),ar " ~ 7 (]se)]

t=0
where —i represents the indices of all agents except agent i, and m~* = Il;;m; refers to the joint policy
of all agents except agent ¢. In order to find the optimal robust value function for the single agent the other
agent policies are considered stationary. Since all policies are evolving continuously and expected return is
dependent on all agent policies, one commonly used solution for optimal policy 7* = {n{, 75, ... 7~ } is Nash
equilibrium. Non-stationarity is also one of the main reasons for difficulty in MARL convergence as compared
to single agent RL which also reflects when uncertainty is added.

‘We now introduce uncertainty in rewards and transition dynamics. Thus, the desired policy should now not
only be able to play against other agents’ policies but also robust to the possible uncertainty of the MARL
model. Each player considers a distribution-free Markov game to be played using robust optimization. To find
the optimal value function we focus on the following idea from [16]. If the player knows how to play in the
robust Markov game optimally starting from the next stage on, then it would play to maximize not only the
worst-case (minimal) expected immediate reward, due to the model uncertainty set at the current stage, but also
the worst-case expected reward incurred in the future stages. Formally, such a recursion property leads to the
following Bellman-type equation:

Vi(s) = max min Z H 7 (a’]s)(R'(s,a) + v Z P(s|s,a)Vi(s")
: s'eS

The corresponding joint policy 7* = {z', 7% ... 7™} is robust Markov perfect Nash equilibrium.

11



10 Environment Details and Training Parameter Details

Cooperative navigation (CN): This is a cooperative game. There are 3 agents and 3 landmarks. Agents are
rewarded based on how far any agent is from each landmark. Agents are penalized if they collide with other
agents. So, agents have to learn to cover all the landmarks while avoiding collisions.

Keep away (KA): This is a competitive task. There is 1 agent, 1 adversary, and 1 landmark. The agent knows
the position of the target landmark and wants to reach it. The adversary is rewarded if it is close to the landmark
and if the agent is far from the landmark. The adversary should learn to push the agent away from the landmark.

Physical deception (PD): This is a mixed cooperative and competitive task. There are 2 collaborative agents,
2 landmarks, and 1 adversary. Both the collaborative agents and the adversary want to reach the target, but
only collaborative agents know the correct target. The collaborative agents should learn a policy to cover all
landmarks so that the adversary does not know which one is the true target.

11 Reward Plots for Experiments

11.1 Cooperative Navigation Environment
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Figure 3: Cooperative Navigation: Baseline Performance. Success rate vs training time. An episode is
successful if all landmarks are occupied by all agents. Reward uncertainty shows good performance until =9
(left), state uncertainty until =0.5 (middle) and action uncertainty until #=2.0 (right).
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Figure 4: Cooperative Navigation: CL Method Performance. This plot shows the changing reward as the
noise value is incremented in the CL method for the three uncertain parameters separately. Reward uncertainty
learns until =47 (left), state uncertainty until u=1.1 (middle), and action uncertainty learns until »=2.2 (right).
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Figure 5: Cooperative Navigation: Baseline Performance. Rewards vs training time. Reward uncertainty
shows good performance until =9 (left), state uncertainty shows good performance until ;1=0.5 (middle) and
action uncertainty shows good performance until v=2.0 (right).
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Figure 6: Reward plot for lookahead CL for the case of multiple uncertainties (reward and state) showing the

changing reward for various g (left) and e (right).
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Figure 8: Reward plot for lookahead CL for the case of multiple uncertainties (state and action) showing the
changing reward for various g (left) and v (right).

11.2 Keep Away Environment
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Figure 9: Keep Away: Baseline Performance. For reward uncertainty we show the plot between number of
steps taken by an agent to reach the goal vs training time. This is because due to reward uncertainty reward is
noisy and hence a plot of noisy reward will not give good conclusions. We observe that this number saturates for
€ = 40 but for number higher that this, its heavily fluctuating hence concluding that reward uncertainty learns
until € = 40. For state and action uncertainty we show reward vs training time. State uncertainty shows good
performance until 4=0.9 (middle) and action uncertainty shows good performance until v=2.0 (last).
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Figure 10: Keep Away: CL Method Performance. This plot shows the changing reward as the noise value is
incremented in the CL method for the three uncertain parameters separately. Reward uncertainty learns until
e=43 (left), state uncertainty until ©=2.5 (middle), and action uncertainty learns until ¥=3.1 (last).
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