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Abstract

We consider cross-silo federated linear contextual
bandit (LCB) problem under differential privacy,
where multiple silos (agents) interact with the lo-
cal users and communicate via a central server
to realize collaboration while without sacrificing
each user’s privacy. We identify three issues in
the state-of-the-art: (i) failure of claimed privacy
protection and (ii) incorrect regret bound due to
noise miscalculation and (iii) ungrounded com-
munication cost. To resolve these issues, we take
a two-step principled approach. First, we design
an algorithmic framework consisting of a generic
federated LCB algorithm and flexible privacy pro-
tocols. Then, leveraging the proposed framework,
we study federated LCBs under two different pri-
vacy constraints. Specifically, we first establish
performance guarantees under silo-level local dif-
ferential privacy, which fix the issues present in
state-of-the-art algorithm. To further improve
the regret performance, we next consider shuf-
fle model of differential privacy, under which we
show that our algorithm can achieve nearly “opti-
mal” regret without a trusted central server.

1. Introduction

We consider the classic cross-silo Federated Learning (FL)
paradigm (Kairouz et al., 2021) applied to linear contex-
tual bandits (LCB). In this setting, a set of M local silos or
agents (e.g., hospitals) communicate with a central server to
learn about the unknown bandit parameter (e.g., hidden vec-
tor representing values of the user for different medicines).
In particular, at each round ¢ € [T'], each local silo i € [M]
receives a new user (e.g., patient) with context information
cti € C; (e.g., age, gender, medical history), recommends
an action a;; € K; (e.g., a choice of medicine), and then
it observes a real-valued reward y; ; (e.g., effectiveness of
the prescribed medicine). In linear contextual bandits, the
reward y ; is a linear function of the unknown bandit param-
eter * € R? corrupted by 4.i.d zero-mean observation noise
Neyin 1€, Yoo = (T4,3,0%) 4+ 0y,5, where zy; = (e i, ar,)
and ¢; : C; x K; — R? is a known function that maps
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a context-action pair to a d-dimensional real-valued fea-
ture vector. The goal of federated LCB is to minimize the
cumulative group pseudo-regret defined as
M T
* *
Ru(T) = ;; |:gg}€§<¢i(ct,i7a)70 ) — (24,1, 0%)

To achieve the goal, as in standard cross-silo FL, the agents
are allowed to communicate with the central server fol-
lowing a star-shaped communication, i.e., each agent can
communicate with the server by uploading and download-
ing data, but agents cannot communicate with each other
directly. However, the communication process (i.e., both
data and schedule) could also possibly incur privacy leak-
age for each user ¢ at each silo ¢, e.g., the sensitive context
information ¢, ; and reward y; ;.

To address this privacy risk, we resort to differential pri-
vacy (Dwork et al., 2014), a principled way to prove pri-
vacy guarantee against adversaries with arbitrary auxiliary
information. Recent studies (Lowy & Razaviyayn, 2021;
Lowy et al., 2022; Liu et al., 2022; Dobbe et al., 2018) on
cross-silo federated supervised learning have converged to
a privacy notion, which requires that for each silo, all of
its communication during the entire process is private ( “in-
distinguishable” ) with respect to change of one local user
of its own. This item-level DP allows one to protect each
user within each silo without a trustworthy server and other
silos. In this paper, we adapt it to the setting of cross-silo
federated contextual bandits and call it silo-level LDP.

Dubey & Pentland (2020) adopt a similar but somewhat
weaker notion of privacy called Federated DP (Fed-DP
in short) and takes the first step to tackle this important
problem of private and federated linear contextual bandits
(LCBs). In fact, the performance guarantees presented by
the authors are currently the state-of-the-art for this prob-
lem. The proposed algorithm claims to protect the privacy
of each user at each silo. Furthermore, given a privacy
budget £ > 0, the claimed regret bound is O(/MT/¢)
with only O(M log T') communication cost, which matches
the regret of a super-single agent that plays for total MT
rounds. Unfortunately, in spite of being the state-of-the-art,
the aforementioned privacy, regret, and communication cost
guarantees all have fundamental gaps.

Our contributions: In Section 2, we first show that the



proposed algorithm in Dubey & Pentland (2020) could
leak privacy from the side channel of adaptive commu-
nication schedule, which depends on users’ non-private
local data. Next, we identify a mistake in total injected
privacy noise in the current regret analysis. Accounting for
this~miscalculation, the correct regret bound would amount
to O(M?/*\/T/e), which is M'/* factor higher than the
claimed one, and doesn’t match the regret performance of
the super agent. Finally, we observe that due to the pres-
ence of privacy noise, its current analysis for O(M log T')
communication cost no longer holds. To fix them, we take
the following two-step principled approach:

(a) In Section 3, we propose a generic federated LCB algo-
rithm along with a flexible privacy protocol. Our algorithm
adopts a fixed-batch schedule (rather than an adaptive one
in Dubey & Pentland (2020)) that helps avoid privacy leak-
age from the side channel, as well as subtleties in communi-
cation analysis. Our privacy protocol builds on a distributed
version of the celebrated tree-based algorithm (Dwork et al.,
2010; Chan et al., 2011), enabling us to provide different
privacy guarantees in a unified way.

(b) We build upon the above framework to study feder-
ated LCBs under two different privacy constraints. We first
consider silo-level LDP (a stronger notion of privacy than
Fed-DP in Dubey & Pentland (2020)) and establish pri-
vacy guarantee with a correct regret bound O(M?3/*\/T /)
and communication cost O(v/ MT), hence fixing the gaps
in Dubey & Pentland (2020). Next, to match the regret of
a super single agent, we consider shuffle DP (SDP) (Cheu
et al., 2019) and establish a regret bound of O(y/MT/¢),
while still without a trusted central server.

We defer the discussion on related work and formal def-
initions of our privacy notions to Appendix A and B, re-
spectively. Here, we present high-level ideas behind our
silo-level LDP and SDP, which will be sufficient for the next
sections. Silo-level LDP essentially requires that for each
silo ¢, all of its communication across the whole process
be “indistinguishable” when one of its local users changes,
which implies Fed-DP in Dubey & Pentland (2020). For
SDP, there exists a trusted third-party (i.e., shuffler) between
silos and the central server. SDP essentially requires all the
messages sent by the shuffler to be “indistinguishable” when
a single user changes among all MT" unique users.

2. Fundamental Gaps in SOTA

In this section, we discuss the gaps present in privacy, regret
and communication cost guarantees of the state-of-the-art
algorithm proposed in Dubey & Pentland (2020).

Gap in privacy analysis. We take a two-step approach to
demonstrate the privacy issue in Dubey & Pentland (2020).
To start with, we argue that the proposed technique (i.e.,

Algorithm 1 in Dubey & Pentland (2020)) fails to achieve
silo-level LDP due to privacy leakage through the side chan-
nel of communication schedule (i.e., when the agents com-
municate with the server). The key issue is that the adaptive
communication schedule in their proposed algorithm de-
pends on users’ non-private data. This fact can be utilized
by an adversary or malicious silo j to infer another silo ¢’s
users’ sensitive information, which violates the requirement
of silo-level LDP. Specifically, in Algorithm 1 of Dubey
& Pentland (2020), all silos communicate with the server
(which is termed as synchronous setting) if

Jsomesiloi € [M]: f(X;,Z) >0, (1)
where f is some function, X is the non-private local data of
silo ¢ since the last synchronization and Z is all previously
synchronized data. Crucially, the form of f and the rule (1)
are public information, known to all silos even before the
algorithm starts. This local and non-private data-dependent
communication rule in (1) causes privacy leakage, as illus-
trated below with a toy example.

Example 2.1 (Privacy leakage). Consider there are two si-
los ¢ and j following the algorithm in Dubey & Pentland
(2020). After the first round, X; in (1) includes the data of
the first user in silo ¢ (say Alice), X; includes the data of
the first user in silo j (say Bob) and Z is empty (zero). Let
communication be triggered at the end of first round and
assume f(X;,0) < 0. Since the rule (1) is public, silo j can
infer that f(X;,0) > 0, i.e. the communication is triggered
by silo 7. Since f is also public knowledge, silo j can utilize
this to infer some property of X;. Hence, by observing
the communication signal only (even without looking at the
data), silo j can infer some sensitive data of Alice. In fact,
given the specific form of f in Dubey & Pentland (2020),
silo j gets to know that logdet (I + A { #1421 ,;) > D,
where A\i, > 0 is a regularizer (which depends on privacy
budgets ¢,40) and D > 0 is some suitable threshold (see
Appendix C for the specific form of f). This in turn implies
that ||z14|| > C, where C is some constant. Since 1 ;
contains the context information of the user, this informa-
tion could immediately reveal that some specific features in
the context vector are active, which can be inferred by the
adversary silo (e.g., silo j).

The above example demonstrates that the proposed algo-
rithm in Dubey & Pentland (2020) does not satisfy silo-level
LDP, implying (i) their current proof for their Fed-DP guar-
antee via post-processing of silo-level LDP does not hold
anymore and (ii) Fed-DP is a very weak privacy protection
in the sense that even one algorithm satisfies Fed-DP, it
could still leak privacy. In fact, one can show that Algo-
rithm 1 in Dubey & Pentland (2020) also fails to guarantee
their Fed-DP by leveraging Example 2.1, see Appendix C.

Gaps in regret and communication analysis. In their
proposed regret analysis, the total amount of injected pri-
vacy noise is miscalculated. In particular, variance of total



Algorithm 1 Private-FedLinUCB

Algorithm 2 P, a privacy protocol used in Algorithm 1

1: Parameters: Batch size B € N, regularization A > 0,
confidence radii { 3 ; }+e[77,ic[ ), feature map ¢; : C;x
K; — R4, privacy protocol P = (R, S, A)

2: Initialize: W; = 0,U; = 0 for all agents i € [M],
Wegn = 0, Uggn = 0

3: fort=1,...,T do

4: foreachagenti=1,..., M do

5: Receive context c; ;; compute Vi ; = A + Wy, +
Wi and 0, ; = V' (Uggn + Us)

6: Play action a;; = argmax, -, (¢i(ct,i,a), 0s,:) +
Bt.illdi(ct,i,a) ||y, ~1; observe reward y; ;

t,1
7: Set x¢; = ¢i(cei,ani), Ui = Uy + x5y, and

W, =W, + ztﬂ’l’;fi
8: end for
9: ift mod B = 0 then

10: // Local randomizer R at all agents i € [M]

11: Send randomized messages R'S® = R*(U;) and
R = R (W) 10 S

12: // Third party S

13: Shufﬂe (or, mnot) all messages Sbias - —

SHER} i biein) and S7™ = S({RES bie(an)

14: // Analyzer A at the server

15: Compute pnvate synchronized statistics Ugyn =
Ablas(sblas) and Wsyn — ACOV(StCOV)

16: // All agents i € [M]

17: Receive VVSyn and USyn from the server and reset
W;=0,U; =0

18:  end if

19: end for

noise needs to be Mo? rather than the proposed value of
o2. Accounting for this correction, the cost of privacy be-
comes O(M?3/*,/T/¢), which is O(M'/*) factor worse
than the claimed cost. Hence, we conclude that Algorithm 1
in Dubey & Pentland (2020) cannot achieve the same order
of regret as a super single agent. Meanwhile, the proposed
analysis in Dubey & Pentland (2020) to show O(log T") com-
munication cost for the data-adaptive schedule (1) under
privacy constraint essentially follows from the non-private
analysis of Wang et al. (2020). Unfortunately, due to addi-
tional privacy noise, this direct approach no longer holds,
and hence the reported logarithmic communication cost
stands ungrounded (see Appendix C for more details).

3. Our Approach

To address all three issues in Dubey & Pentland (2020),
we introduce a generic algorithm for private and federated
linear contextual bandits (Algorithm 1) along with a flexible
privacy protocol (Algorithm 2), which not only allows us to
present the correct performance guarantees under silo-level
LDP (and hence under Fed-DP), but also helps us achieve

1: Procedure: Local Randomizer R at each agent
2: //Input: stream data (v1,...,7x),e>0,6€(0,1]

3 fork=1,..., K do

4 Express k in binary form: k =}, Bin; (k) - 27
5: Find index of first one i, =min{;j : Bin;(k)=1}
6 Compute p-sum «;, = ZK” a4V

7 Output &y, = o, +N(0,021)

8: end for
9: Procedure: Analyzer A at server

10: //Input : data from S: (A1, ..., 0k M), k€[K]
11: fork=1,...,K do

12: Express k in binary and find index of first one 7,
13: Add n01sy p-sums of all agents oy, = Zgl Qi
14: Output: Sk = 3 pin (k=1 ¥

15:  end for

the same order of regret as a super single agent under SDP.

Algorithm: Private Federated LinUCB. We build upon
the celebrated LinUCB algorithm (Abbasi-Yadkori et al.,
2011) by adopting a fixed-batch schedule for synchroniza-
tion among agents and designing a privacy protocol P (Al-
gorithm 2) for both silo-level LDP and SDP . At each round
t, each agent ¢ recommends an action a;; to each local
user following optimism in the face of uncertainty principle.
First, the agent computes a local estimate é\“ based on all
available data to her, which includes previously synchro-
nized data from all agents as well as her own new local data
(line 5 of Algorithm 1). Then, the action ay ; is selected
based on the LinUCB decision rule (line 6), where a proper
radius J; ; is chosen to balance between exploration and
exploitation. After observing the reward y; ;, each agent
accumulates her own local data (bias vector x;;¥y; ; and
covariance matrix a:ma:tT ;) and stores them in U; and W,
respectively (line 7). A communication is triggered between
agents and central server whenever a batch ends — we as-
sume w.l.o.g. total rounds 7' is divisible by batch size B
(line 9). During this process, a protocol P = (R, S, A)
assists in aggregating local data among all agents while
guaranteeing privacy properties (to be discussed in detail
soon). After communication, each agent receives latest syn-
chronized data Wsyn, ﬁbyn from the server (line 17). Here,

for any t =kB, k € [T'/B], Wy represents noisy version
of all covariance matrices up to round ¢ from all agents (i.e.,
SMOS i ;) and similarly, Usyn Tepresents noisy

version of all bias vectors Zi:l Z «_1 Ls,iYs,i- Finally,
each agent resets W, and U; so that they can be used to
accumulate new local data for the next batch.

Privacy Protocol. The key component of P is a distributed
version of the classic tree-based algorithm, which was orig-
inally designed for continual release of private sum statis-
tics (Chan et al., 2011; Dwork et al., 2010). That is, given
a stream of (multivariate) data y=(v1,..., vk ), one aims
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Figure 1: Illustration of the tree-based algorithm (Chan et al.,
2011). Each leaf node is the stream data and each internal node
is a p-sum X[¢, j] = 37 _, 7vs. The green node corresponds to the
newly computed p-sum at each k, i.e., oy, in Algorithm 2. For
private prefix-sum s7, it sums nodes (p-sums) 4, 6, 7 only.

to release s = Ele v privately for all k € [K]. The
tree-based mechanism constructs a complete binary tree 7~
in online manner. The leaf nodes contain data v; to vx,
and internal nodes contain the sum of all leaf nodes in its
sub-tree, see Fig. 1 for an illustration. Our privacy proto-
col P=(R,S, A) breaks down the classic mechanism of
releasing and aggregating p-sums into a local randomizer
‘R at each agent and an analyzer A at the server, separately,
while allowing for a possible shuffler in between to amplify
privacy. For each k, the local randomizer R at each agent
computes and releases the noisy p-sum to a third-party S
(lines 4-7). S can either be a shuffler that permutes the data
uniformly at random (for SDP) or can simply be an iden-
tity mapping (for silo-level LDP). It receives a total of M
noisy p-sums, one from each agent, and sends them to the
central server. The analyzer A at the server first adds these
M new noisy p-sums to synchronize them (line 13). It then
privately releases the synchronized prefix sum by adding
up all relevant synchronized p-sums as discussed in above
paragraph (line 14). Finally, we employ P to Algorithm 1

by observing that local data «y; ; for batch k and agent ¢

kB

consists of bias vectors % = 37" (k—1)B+1Tt,iY¢,i and

covariance matrices 7%} = Zt (k—1)B41 Tt i ;» which

are stored in U; and W; respectlvely We denote the random-
izer and analyzer for bias vectors as R and A"®, and for
covariance matrices as R°¥ and .4°" in Algorithm 1.

4. Theoretical Results

We now show our generic framework (Algorithms 1 and 2)
enables us to obtain performance guarantees for federated
LCBs under both silo-level LDP and SDP in a unified way.

Federated LCBs under Silo-level LDP. We first present
performance under silo-level LDP, hence fixing the existing
privacy, regret and communication issues of the state-of-
the-art algorithm in Dubey & Pentland (2020). The key
idea is to inject Gaussian noise with proper variance (o3
in Algorithm 2) when releasing a p-sum such that all the
released p-sums up to any k € [K] is (e, §)-DP for all agent
i. Hence, by the definition (see Appendix B), it achieves
silo-level LDP. Note that in this case, there is no shuffler,

which is equivalent to the fact that the third party S in P is
simply an identity mapping, denoted by Z.

Theorem 4.1 (Performance under silo-level LDP, informal).
Let Algorithm 1 be equipped with’ P = (R,Z, A) by Algo-
rithm 2. Then, there exist parameters, e.g., B and o} such
that Algorithm 1 is (e, §)-silo-level LDP and achieves high

probability regret ofé (d\/ MT + \/TW)
with total / M'T synchronizations.

Remark 4.2 (Comparisons with related work). First, we
avoid privacy leakage and gap in communication analysis
of Dubey & Pentland (2020) by adopting data-independent
synchronization rule. This, however, leads to an O(\/T)
communication cost rather than the reported O(log T') cost
of Dubey & Pentland (2020). It remains open to design a
data-adaptive communication schedule with a correct per-
formance analysis. We also show that privacy cost scales as
O(M?3/*) with number of agents M, correcting the reported
VM scaling of Dubey & Pentland (2020). Next, as shown
in Shariff & Sheffet (2018); Chowdhury & Zhou (2022b),
the total regret for a super single agent running M T" rounds

is O (dV/MT +/MT Lo 000
that the privacy cost of federated LCBs under silo-level LDP
is a multiplicative M'/* factor higher than a super agent
under central DP. This observation motivates us to consider
SDP in the following.

). Thus, we observe

Federated LCBs under SDP. We now close the above
M*'/* gap in the privacy cost under silo-level LDP compared
to that achieved by a super single agent (with a truseted
central server). To do so, we consider federated LCBs under
SDP, which still enjoys the nice feature of silo-level LDP
that the central server is not trusted. Thanks to our flexible
privacy protocol P, the only change needed compared to
silo-level LDP is the introduction of a shuffler S to amplify
privacy and adjustment of the privacy noise 02 accordingly.

Theorem 4.3 (Performance under SDP, informal). Let Al-
gorithm 1 be equipped with P = (R, S, A) by Algorithm 2.
Then, there exist parameters, e.g., B and 08 such that Al-
gorithm 1 is (¢,0)-SDP and achieves high probability re-

gret of 0 (d\/ MT +d%/*y MTW%M» with total
v MT synchronizations.

Remark 4.4. This asserts that the privacy cost of federated
LCBs under SDP matches that of a super single agent under
central DP (up to a log factor in 7', M, §). A crucial observa-
tion here is that the above result doesn’t directly follow from
existing amplification lemmas (e.g., Feldman et al. (2022)),
as they can only handle the case where each DP mechanism
is of data size n = 1. This is not the case as each silo has a
stream of 1" datapoints, see Appendix F for details.

In Appendix G, we support our theoretical results with nu-
merical evaluations over contextual bandit instances gener-
ated from both synthetic and real-life data.
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A. Related Work

Private bandit learning has recently received increasing attention under various notion of DP. For multi-armed bandits
(MAB) where rewards are the sensitive data, different DP models including the central model (Mishra & Thakurta, 2015;
Azize & Basu, 2022; Sajed & Sheffet, 2019), local model (Ren et al., 2020) and distributed model (Chowdhury & Zhou,
2022a; Tenenbaum et al., 2021) have been studied. Among them, we note that Chowdhury & Zhou (2022a) also presents
optimal private regret bounds under the above three DP models while only relying on discrete privacy noise, hence avoiding
the privacy leakage of continuous privacy noise on finite computers due to floating point arithmetic. For linear bandits
(without contexts protection), Li et al. (2022) establishes the first near-optimal private regret bounds for central, local, and
shuffle models of approximate DP. The same problem has also been studied under pure-DP in Hanna et al. (2022). In the
specific case of linear contextual bandits, where both the contexts and rewards need to be protected, there are recent line of
work under the central (Shariff & Sheffet, 2018), local (Zheng et al., 2020) and shuffle model (Chowdhury & Zhou, 2022b;
Garcelon et al., 2022; Tenenbaum et al., 2023) of DP. Private bandit learning has also been studied beyond linear settings,
such as kernel bandits (Zhou & Tan, 2021; Dubey, 2021; Li et al., 2023).

All the above papers consider learning by a single agent. To the best of our knowledge, Dubey & Pentland (2020) is the first
to consider cross-silo federated linear contextual bandits (LCBs). Non-private federated or distributed LCBs have also been
well studied (Wang et al., 2020; He et al., 2022; Huang et al., 2021). One common goal is to match the regret achieved by a
super single agent that plays M 7T rounds while keeping communication among agents as low as possible. Our work shares
the same spirit in that we aim to match the regret achieved by a super single agent under differential privacy.

Broadly speaking, our work also draws inspiration from recent advances in private cross-silo federated supervised learn-
ing (Lowy & Razaviyayn, 2021; Liu et al., 2022). In particular, our silo-level local and shuffle DP definitions for federated
LCBs in the main paper can be viewed as counterparts of the ones proposed for cross-silo federated supervised learning (see,
e.g., Lowy & Razaviyayn (2021)).

B. Formal Definitions of Silo-level LDP and SDP

We formally introduce differential privacy in cross-silo federated contextual bandits. Let a dataset D; at each silo ¢ be given
by a sequence of T unique users Uy ;, ..., Ur ;. Each user U, ; is identified by her context information c¢; ; as well as reward
responses she would give to all possible actions recommended to her. We say two datasets D; and D/, at silo ¢ are adjacent if
they differ exactly in one participating user, i.e., U, ; # U] ; for some 7 € [T] and U, ; = U, for all s # 7.

Silo-level local differential privacy (LDP). Consider a multi-round, cross-silo federated learning algorithm Q. At each
round ¢, each silo ¢ communicates a randomized message Z! of its data D; to the server, which may depend (due to
collaboration) on previous randomized messages Z ]1, e Z;f_l from all other silos j # i. We allow Z! to be empty if there
is no communication at round t. Let Z; = (Z},..., Z!) denote the full transcript of silo i’s communications with the
server over T rounds and Q; the induced local mechanism in this process. Note that Z; is a realization of random messages
generated according to the local mechanism Q;. We denote by Z_; = (Z1,...,Z;—1, Z;i+1, ..., Z) the full transcripts of
all but silo ¢. We assume that Z; is conditionally independent of D; for all j # ¢ given D; and Z_;. With this notation, we
have the following definition of silo-level LDP.

Definition B.1 (Silo-level LDP). A cross-silo federated learning algorithm Q with M silos is said to be (£, 6;);c s silo-level
LDP if for each silo 7 € [M], it holds that

P[Qi(ziegi|DiaZ—i):| SGEiP[Qi(Zz‘GSAD;,Z—i) +d; ,

for all adjacent datasets D; and D}, and for all events &; in the range of Q;. If ¢; = ¢ and 6; = § for all « € [M], we simply
say Q is (¢, 6)-silo-level LDP.

Roughly speaking, a silo-level LDP algorithm protects the privacy of each individual user (e.g., patient) within each silo
in the sense that an adversary (which could either be the central server or other silos) cannot infer too much about any
individual’s sensitive information (e.g., context and reward) or determine whether an individual participated in the learning
process.

Remark B.2 (Federated DP vs. Silo-level LDP). Dubey & Pentland (2020) consider a privacy notion called Federated DP

This is indeed a notion of item-level DP. It appears under different names in prior work, e.g., silo-specific sample-level DP (Liu et al.,
2022), inter-silo record-level DP (Lowy & Razaviyayn, 2021).



(Fed-DP in short). As summarized in (Dubey & Pentland, 2020), Fed-DP requires “the action chosen by any agent must be
sufficiently impervious (in probability) to any single pair (z,y) from any other agent”. Both silo-level LDP and Fed-DP
are item-level DP as the neighboring relationship is defined by differing in one participating user. The key here is to note
that silo-level DP implies Fed-DP by the post-processing property of DP, and thus it is a stronger notion of privacy. In
fact, Dubey & Pentland (2020) claim to achieve Fed-DP by relying on privatizing the communicated data from each silo.
However, as we have seen in Section 2, its proposed algorithm fails to privatize the adaptive synchronization schedule,
which is the key reason behind privacy leakage in their algorithm.

Shuffle differential privacy (SDP). Next, we consider the notion of SDP (Cheu et al., 2019), which builds upon a trusted
third-party (shuffler) to amplify privacy. This provides us with the possibility to achieve a better regret compared to the one
under silo-level LDP while still without a trusted server. Under the shuffle model of DP in FL, each silo ¢ € [M] first applies
a local randomizer R to its raw local data and sends the randomized output to a shuffler S. The shuffler S permutes all the
messages from all M silos uniformly at random and sends those to the central server. Roughly speaking, SDP requires all
the messages sent by the shuffler to be private (“indistinguishable™) with respect to a single user change among all MT
users. This item-level DP is defined formally as follows.

Definition B.3 (SDP). Consider a cross-silo federated learning algorithm Q that induces a (randomized) mechanism M
whose output is the collection of all messages sent by the shuffler during the entire learning process. Then, the algorithm Q
is said to be (&, 9)-SDP if

P[M(D) e 5} < eEP[M(D') e 5] 44,
for all £ in the range of M and for all adjacent datasets D = (Ds,...,Dy) and D' = (D},...,D},) such that
M T
Doimt Dot IL{Ut,#U,Z,i} =1

C. More Discussions on Gaps in SOTA

In this section, we provide more details on the current gaps in Dubey & Pentland (2020), especially on privacy violation and
communication cost. It turns out that both gaps come from the fact that an adaptive communication schedule is employed
in Dubey & Pentland (2020).

C.1. More on violation of silo-level LDP

As shown in the main paper, Algorithm 1 in (Dubey & Pentland, 2020) does not satisfy silo-level LDP. To give a more
concrete illustration of privacy leakage, we now specify the form of f , local data X; and synchronized data Z in (1)
according to (Dubey & Pentland, 2020). In particular, a communication is triggered at round ¢ if for any silo ¢, it holds that

det (Z+Zzzt’+1 xs,ixli'i_)\minl)
det (Z+/\minl)

(t—t")log > D, )
where t' is the latest synchronization time before ¢, Z is all synchronized (private) covariance matrices up to time ¢,
Amin > 0 is some regularization constant (which depends on privacy budgets ¢, J) and D > 0 is some suitable threshold
(which depends on number of silos M).

With the above explicit form in hand, we can give a more concrete discussion of Example 2.1. A communication is triggered at

round ¢t = 1 if det (I1,miL’1T,m +)\minI) > det (Aminl) €? holds for any silo m. This implies that (A, + |Z1,m ||2))\fnjnl >
D\yd

e“

¢ in» Which, in turn, yields ||x17m||2 > Amin(e? — 1) =: C. Now, if ||z1 ; |? < C, then silo j immediately knows that
|\3317i||2 > C, where C' is a known constant. Since 1 ; contains the context information of the user (Alice), this norm
condition could immediately reveal that some specific features in the context vector are active (e.g., Alice has both diabetes

and heart disease), thus leaking Alice’s private and sensitive information to silo j.

Remark C.1. The above result has two implications: (i) the current proof strategy for Fed-DP guarantee in (Dubey &
Pentland, 2020) does not hold since it essentially relies on the post-processing of DP through silo-level LDP; (ii) Fed-DP
could fail to handle reasonable adversary model in cross-silo federated LCBs. That is, even if Algorithm 1 in (Dubey &
Pentland, 2020) satisfies Fed-DP, it still cannot protect Alice’s information from being inferred by a malicious silo (which
is a typical adversary model in cross-silo FL). Thus, we believe that silo-level LDP is a more proper privacy notion for
cross-silo federated LCBs.



C.2. More on violation of Fed-DP

We first utilize our toy example to give a high-level idea of the privacy violation of Fed-DP. To see this, recall the definition
of Fed-DP from Remark B.2. In the context of Example 2.1, it translates to silo j selecting similar actions for its users when
a single user in silo ¢ changes. Specifically, if the first user in silo ¢ changes from Alice to say, Tracy, Fed-DP mandates that
all T" actions suggested by silo 7 to its local 7" users remain “indistinguishable”. This, in turn, implies that the communicated
data from silo 4 must remain “indistinguishable” at silo j for each ¢ € [T]. This is because the actions at silo j are chosen
deterministically based on its local data as well as communicated data from silo ¢, and the local data at silo j remains
unchanged. However, in Algorithm 1 of (Dubey & Pentland, 2020), the communicated data from silo 7 is not guaranteed to
remain “indistinguishable” as synchronization depends on non-private local data (e.g. X; in (1)). In other words, without
additional privacy noise added to X; in (1), the change from Alice to Tracy could affect the existence of synchronization at
round ¢ > 1 alot. Consequently, under these two neighboring situations (e.g. Alice vs. Tracy), the communicated data from
silo ¢ could differ significantly at round ¢ + 1. This holds true even if silo ¢ injects noise while sending out its synchronization
messages, i.e., privatizing communication messages/data only (which is employed in the proposed algorithm in Dubey &
Pentland (2020)). As a result, the action chosen at round ¢ + 1 in silo j can be totally different, which violates the Fed-DP
definition.

To give a more concrete illustration, let us define m; ; as the message/data sent from silo ¢ to silo j after round ¢ = 1.
Suppose in the case of Alice, there is no synchronization and hence m; ; = 0. On the other hand, in the case of Tracy
(i.e., the first user at silo ¢ changes from Alice to Tracy), suppose synchronization is triggered by silo ¢ via rule (1) due to
Tracy’s data. Then, according to (Dubey & Pentland, 2020), m; ; = x1 ;Y1 + N (consider bias vector here), where N
is the injected noise when silo 7 sends out its data. Now, based on the requirement of Fed-DP, the recommended action
at silo j in round ¢ = 2 needs to be “similar” or “indistinguishable” in probability under the change from Alice to Tracy.
Note that silo j chooses its action at round ¢ = 2 based on its local data (which is unchanged) and m; j, via deterministic
selection rule (i.e., LinUCB) in Algorithm 1 of (Dubey & Pentland, 2020). Thus, Fed-DP essentially requires m; ; to be
close in probability when Alice changes to Tracy, which is definitely not the case (i.e., 0 vs. z1 ;y1,; + N). Thus, Algorithm
1 in (Dubey & Pentland, 2020) also fails Fed-DP.

C.3. More on communication cost analysis

The current analysis in (Dubey & Pentland, 2020) (cf. Proposition 5) for communication cost (i.e., how many rounds of
communication within 7") essentially follows the approach in the non-private work (Wang et al., 2020) (cf. proof of Theorem
4). However, due to additional privacy noise injected into the communicated data, one key step of the approach in (Wang
et al., 2020) fails in the private case. In the following, we first point out the issue using notations in (Dubey & Pentland,
2020).

The key issue in its current proof of Proposition 5 in (Dubey & Pentland, 2020) is that
det (Sz t+n’) D

log ————— > — 3

® Tdet(Siy) W ©)
which appears right above Eq. 4 in (Dubey & Pentland, 2020) does not hold. More specifically, [¢, ¢ + n'] is the i-th interval
between two communication steps and S; ¢, S; ;1 are corresponding synchronized private matrices. At the time ¢ + n’,
we know (2) is satisfied by some silo (say j € [M]), since there is a new synchronization. In the non-private case, S; ;1
simply includes some additional local covariance matrices from silos other than j, which are positive semi-definite (PSD).
As aresult, (3) holds. However, in the private case, S; 11, includes the private messages from silos other than j, which
may not be positive semi-definite (PSD), since there are some new covariance matrices as well as new Gaussian privacy
noise (which could be negative definite). Thus, (3) may not hold anymore.

D. A Generic Regret Analysis for Algorithm 1

In this section, we first establish a generic regret bound for Algorithm 1 under sub-Gaussian noise condition, i.e., Lemma D.5.
To this end, let us first give the following notations. Fix B, T € N, we let K = T'/ B be the total number of communication

steps. For all i € [M] and all t = kB, k € [K], we let Ny; = Wi, — > o, Teqxd, and ng; = Ui — S s iYsi
be the cumulative injected noise up to the k-th communication by agent . We further let H; := A\l; + Zie[ M] N, ; and
he i = 3 sen Mo

Assumption D.1 (Boundedness (Shariff & Sheffet, 2018; Chowdhury & Zhou, 2022b)). The rewards are bounded, i.e.,
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yii € [0,1] forallt € [T] and ¢ € [M]. Moreover, the parameter vector and the context-action features have bounded
norms, i.e., [|0*||, < 1and sup, , [|¢i(c,a)|l, < 1foralli € [M].

Assumption D.2 (Regularity). Fix any « € (0, 1], with probability at least 1 — «, we have H; is positive definite and there
exist constants Apax, Amin and v depending on « such that for all t = kB, k € [K]

||Ht|| S )\max; ||H;1H S 1/)\min7 ||ht||Ht_1 S v.

With the above regularity assumption and the boundedness in Assumption D.1, we fist establish the following general regret
bound of Algorithm 1, which can be viewed as a direct generalization of the results in (Shariff & Sheffet, 2018; Chowdhury
& Zhou, 2022b) to the federated case.

Lemma D.3. Let Assumptions D.2 and D.1 hold. Fix any o € (0, 1], there exist choices of X and {B4,i }+c|1),ic[n] Such that,
with probability at least 1 — «, the group regret of Algorithm 1 satisfies

MT MT
Reg (T) = <ﬁT\/dMTlog <1+d)\ : )) —|—O<M.B-dlog <1+d)\ ' )),

where B = \/210g (%) +dlog( T ) + vV Amax + V.

min

Lemma D.5 is a corollary of the above result, which holds by bounding Aax, Amin, ¥ under sub-Gaussian privacy noise.

Assumption D.4 (sub-Gaussian private noise). There exist constants 1 and o such that for all t = kB, k € [K]: (i)
Zi]\il ny,; is a random vector whose entries are independent, mean zero, sub-Gaussian with variance at most o2, and (ii)
Zﬁl N¢,; is arandom symmetric matrix whose entries on and above the diagonal are independent sub-Gaussian random

variables with variance at most o5. Let 02 =max{53,53}.
Now, we are ready to state Lemma D.5 as follows.

Lemma D.5 (A generic regret bound of Algorithm 1). Let Assumptions D.4 and D.1 hold. Fix time horizon
T € N, batch size B € [T), confidence level a € (0,1]. Set A\ = O(max{1,0(Vd + \/log(T/(Ba))}) and

Bri = \/2 log (Z + dlog (1 + 4 ) + VA forallie [M]. Then, Algorithm 1 achieves group regret
Regy (T) = O (dMB log T + dvMT log(MT/a)> ) (\/JMT log (MT)d*/* log1/4(T/(Ba)))

with probability at least 1 — «.

D.1. Proofs

Proof of Lemma D.3. We divide the proof into the following six steps. Let £ be the event given in Assumption D.2, which
holds with probability at least 1 — o under Assumption D.2. In the following, we condition on the event £.

Step 1: Concentration. In this step, we will show that with high probability, < By, forall ¢ € [M]. Fix an

0 — 0y
v
agent i € [M] and ¢t € [T, let ¢, be the latest communication round of all agents before ¢. By the update rule, we have

/a\t,i = V;g;l(ﬁsyn + Uz)

M tis
—1
= V;wi Z z :$3 iYs.j § :ntm,j + E Ls,ilYs,i
j=1s=1 S=tlst+1
—1
M tlast M tlasl
= | M+ Z Z Iéijs N E Ntlasu] + § Zs zmb i g E Ts,jYs,j + E Mtae,j T E Ts,iYs,i
j=1s=1 s=tlq+1 j=1s=1 s=tns+1

By the linear reward function y, ; = (a:&j, 0*) 4+ ns ; for all j € [M] and elementary algebra, we have

M g t—1

* " —1 *

0 = 0ri = Vi, [ Hin0 =D 2aymei— > Taisi — hig | -
j=1s5=1 S=tjg+1

where we recall that Hy, = A + Z]Ail Nij and by, = Zj\il Moty -
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Thus, multiplying both sides by thl/ 2, yields

R M g
‘ 0% — 6, ‘ < ZZ%JWW + Z Ts,iMs,i + ||Htma*HVty_il + [Pt -1
b j=1s=1 $=tps+1 Vt;_l

(a) M g

< Z Z‘TSJUSJ + Z Ls,ills,i + He*llHtm + ||htlas[HH;]a;
j=1s=1 s=tps+1 (Gt Amn) 1

O) M g

<D0 wagmei+ Z Ts,ils,i + vV Amax + v
g=1e=1 $=hast (Gt Aminl) 1

where (a) holds by V;; = Hy, and Vi; = Gi; + Amind with Gy ; = Zﬁl Zi‘“‘l xs,jxé gt ZS tut1 Ts Zx:l (.e.,
non-private Gram matrix) under event £; (b) holds by the boundedness of #* and event £.

For the remaining first term, we can use self-normalized inequality (cf. Theorem 1 in (Abbasi-Yadkori et al., 2011)) with a
proper filtration. In particular, we have for any o € (0, 1], with probability at least 1 — o, for all t € [T

M thas

1 det(Gyi + Aminl
5 et S < s () e ()
o4 s=tuq+1 (Gri+Amind) ,

Now, using the trace-determinant lemma (cf. Lemma 10 in (Abbasi-Yadkori et al., 2011)) and the boundedness condition on
|zs ;|| forall s € [T] and j € [M], we have

Mt\?
det(Gt,i + )\minI) S (Amin + d>

Putting everything together, we have with probability at least 1 — 2q, for all i € [M] and all ¢ € [T, ||0
Bt,s = Bt, where

_gm‘

th*

B =4/ 2log l +dlog |1+ Mt + v/ Amax + V. 4
@ d)\min

Step 2: Per-step regret. With the above concentration result, based on our UCB policy for choosing the action, we have the
classic bound on the per-step regret 7 ;, that is, with probability at least 1 — 2cv

Tt = <0*a x:,1> - <0*71't,i>

Wi0*, w1 ) — UCBy i (w7,) + UCBy i (at,) — UCBy s (x4) + UCBy i (w0.) — (0%, .2)

where in (a), we let UCBy ;(z) := (é\“, x) + B4,i ||x[],,~1; (b) holds by the optimistic fact of UCB (from the concentration),
t,i

greedy action selection, and the concentration result agéin.

Step 3: Regret decomposition by good and bad epochs. In Algorithm 1, at the end of each synchronization time
t = kB for k € [K], all the agents will communicate with the server by uploading private statistics and downloading
the aggregated ones from the server. We then divide time horizon 7" into epochs by the communication (sync) rounds.
In particular, the k-th epoch contains rounds between (¢;_1,t;], where t;, = kB is the k-th sync round. We define
Vi := Amind + ZZ 1 tk 1%, lmtT ;» 1.e., all the data at the end of the k-th communication plus a regularizer. Then, we say

that the k-th epoch is a “good” epoch if % < 2; otherwise it is a “bad” epoch. Thus, we can divide the group regret
into two terms:
Regn(T)= D D, ruat Z >
1€[M] tegood epochs M tebad epochs

In particular, by the i.i.d noise assumption across time and agents, one can simply construct the filtration sequentially across agents
and rounds, which enlarges the single-agent filtration by a factor of M.
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Step 4: Bound the regret in good epochs. To this end, we introduce an imaginary single agent that pulls all the M T actions
in the following order: 1 1,,Z12,...,21,M,%2,1,---, L2 M,---, LT 1,-..,27,M. We define a corresponding imaginary
design mat.rix V“ = Amind + Zp<t,q€[M] xp}qx;q + D et g<i xpyqx;q, ?.e., the de.sig.n matrix r.ight before x, ;. The key
reason behind this construction is that one can now use the standard result (i.e., the elliptical potential lemma (cf. Lemma 11
in (Abbasi-Yadkori et al., 2011))) to bound the summation of bonus terms, i.e., >, . ||zl y-1.

’ : t,i

Suppose that ¢ € [T] is within the k-th epoch. One key property we will use is that for all i, V, = V;,; and G, +
Aminl = Vi—1, which simply holds by their definitions. This property enables us to see that for any ¢ € good epochs,
det(V;,;)/ det(Gyi + Amind) < 2. This is important since by the standard “determinant trick”, we have

mind) ™1 < \/5Hwt,i|lv;3 ’ 3)

In particular, this follows from Lemma 12 in (Abbasi-Yadkori et al., 2011), that is, for two positive definite matrices
A, B € R¥4 satisfying A = B, then for any z € RY, ||z| , < ||z - v/det(A)/det(B). Note that here we also use
det(A) = 1/det(A~1). Hence, we can bound the regret in good epochs as follows.

Z Z Tt S Z Z min{2fr ”xt,i”vt,—i1 1}

M t€good epochs 1€ [M] t€good epochs

(b) .
< Z Z mln{zﬁT th’i||(Gt,i+)\min1)_l 71}

i€[M] tEgood epochs

gz > min{QﬁﬁTthﬁiHVt:_l,l}

i€[M] tegood epochs

(d)
Y Y 2esrminflal 1)

1€[M] t€good epochs

< D) 2v2Br mind|ay;

i€[M] te[T)

MT
0) <5T\/ dMT log <1 + dmﬂ)) , (©6)

where (a) holds by the per-step regret bound in Step 2 and the boundedness of reward; (b) follows from the fact that
Vii = Gt,i + Aminl under event &; (c) holds by (5) when ¢ is in good epochs; (d) is true since S > 1; (e) holds by the
elliptical potential lemma (cf. Lemma 11 in (Abbasi-Yadkori et al., 2011)).

(%

vl

Step 5: Bound the regret in bad epochs. Let T},4 be the total number of rounds in all bad epochs. Thus, the total number
of bad rounds across all agents are M - Ti,q. As a result, the cumulative group regret in all these bad rounds are upper
bounded by M - Ti,q due to the to the boundedness of reward.

We are left to bound T,q. All we need is to bound the Ny,q — total number of bad epochs. Then, we have Ti,,g = Npaa - B,
where B is the fixed batch size. To this end, recall that K = T/B and define ¥ := {k € [K] : logdet(V}) —
log det(Vi—1) > log 2}, i.e., Npag = |¥|. Thus, we have

log2-|¥| < Z log det (V) — log det(Vi—1) < Z log det (V) — log det(Vi—1)
kew ke[K]

MT
<dl 1
- ©8 ( + d/\min)

log (1 + d&{:ﬂ ) . Thus we can bound the regret in bad epochs as follows.

Hence, we have Nyyq = [P < 10g2

d MT
S Y i <M Thag=M B Nea<M B-——log(1+ . 7)
. ' 10g2 d>\min

i€ M| tE€bad epochs

Step 6: Putting everything together. Now, we substitute the total regret in good epochs given by (6) and total regret in bad
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epochs given by (7) into the total regret decomposition in Step 3, yields the final cumulative group regret

Regy (T) =0 <5T\/dMTlog <1+ d‘é\ﬂ_ >> +0 (M.B-dlog (1+ d]\A@ )) :

where B := \/ 2log (é) + dlog (1 + dé\/[i) 44/ Amax +v. Finally, taking a union bound, we have the required result. [

Now, we turn to the proof of Lemma D.5, which is an application of Lemma D.3 we just proved.

Proof of Lemma D.5. To prove the result, thanks to Lemma D.3, we only need to determine the three constants A ax, Amin
and v under the sub-Gaussian private noise assumption in Assumption D.4. To this end, we resort to concentration bounds
for sub-Gaussian random vector and random matrix.

To start with, under (i) in Assumption D.4, by the concentration bound for the norm of a vector containing sub-Gaussian
entries (cf. Theorem 3.1.1 in (Vershynin, 2018)) and a union bound over all communication rounds, we have for all t = kB
where k = [T/ B] and any « € (0, 1], with probability at least 1 — /2, for some absolute constant c;,

M

E Nt

i=1

= [lhell < S := 1 - 71 - (Vd + /og(T/(aB))

By (ii) in Assumption D.4, the concentration bound for the norm of a sub-Gaussian symmetric random matrix (cf. Corollary
4.4.8 in (Vershynin, 2018)) and a union bound over all communication rounds, we have for all t = kB where k = [T/ B]
and any « € (0, 1], with probability at least 1 — «/2,

M

ZNt,i <Y = ey 02 - (Vd+ /1og(T/(aB))

i=1
for some absolute constant cp. Thus, if we choose A = 2%y, we have |H:|| = H)\Id + Ef\il N || < 3%y, ie.,
Amax = 32N, and Anin = X . Finally, to determine v, we note that

1 1/2
il < 5=l < - (o (Vi + Viog(T](@B)) ) =

where 0 = max{oy,02}. The final regret bound is obtained by plugging the three values into the result given by
Lemma D.3. O

E. Additional Details on Federated LCBs under Silo-Level LDP

In this section, we provide details for performance guarantees under silo-level LDP. In particular, we present the formal
version of the main theorem and its proof, as well as the alternative privacy protocol for silo-level LDP.

Theorem E.1 (Performance under silo-level LDP). Fix batch size B, privacy budgets € >0, 0 €(0,1). Let P=(R,Z, A) be
a protocol given by Algorithm 2 with parameters o3 =8k - (log(i#, where k= 1+og(T/B). Then, under Assumption D.1,
Algorithm 1 instantiated with P satisfies (g, )-silo-level LDP. Moreover, for any o € (0, 1], there exist choices of \ and
{Bt.i}1.i such that, with probability at least 1 — «, it enjoys a group regret

Ry (T)=0 (dMB logT+dvMT log(MT/oz)) +0 (\FT(M’d)S/4 log'""(1/0) log!/* (T)> .

Ve Ba

Corollary E.2. Setting B=+/T/M, Algorithm I achieves 9] (d\/ MT +\/TM\;§1/4(1/5)) group regret, with total
V MT synchronizations under (e, §)-silo-level LDP.

Proof of Theorem E. 1. Privacy. We only need to show that P in Algorithm 2 with a proper choice of o satisfies (¢, §)-DP
for all k € [K], which implies that the full transcript of the communication is private in Algorithm 1 for any local agent i.

First, we recall that the (multi-variate) Gaussian mechanism satisfies zero-concentrated differential privacy (zCDP) (Bun
& Steinke, 2016). In particular, by Bun & Steinke (2016, Lemma 2.5), we have that computation of each node (p-sum)
L2

in the tree is p-zCDP with p = 525. Then, from the construction of the binary tree in P, one can easily see that one
0
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single data point ~y; (for all 7 € [K]) only impacts at most 1 + log(K') nodes. Thus, by adaptive composition of zCDP
(cf. Lemma 2.3 in Bun & Steinke (2016)), we have that the entire releasing of all p-sums is (1 4 log K') p-zCDP. Finally,
we will use the conversion lemma from zCDP to approximated DP (cf. Proposition 1.3 in Bun & Steinke (2016)). In
particular, we have that po-zCDP implies (¢ = pg + 2+/po - log(1 / 0),0)-DP for all § > 0. In other words, to achieve a
given (g,0)-DP, it suffices to achieve po-zCDP with py = f(¢,0) \/log (1/6) +& — y/log(1/5))2. In our case, we
have pp = (1 + log(K))p = (1 + log(K))%. Thus, we have 03 = (1 + log(K ))2:0 (1+log(K ))2f(5 57~ To simply

it, one can lower bound f (g, d) by m (cf. Remark 15 in Steinke (2022)). Therefore, to obtain (e, ¢)-DP, it suffices
(1+108;(K))(;Og(
(>

tosetof =2-L%- 1/9)+) Note that there are two streams of data in Algorithm 1, and hence it suffices to

ensure that each of them is (¢/2,J/2)-DP. This gives us the final noise level 03 = 8 (Hlog(K))E(;og(z/é)“) (note that by
boundedness assumption L = 1 in our case).

Regret. In order to establish the regret bound, thanks to Lemma D.5, we only need to determine the maximum noise level
in the learning process. Recall that 03 = 8 - (1+1°g(K))(1°g(2/ 9+€) s the noise level for both streams (i.e., 7° and y°®").
Now, by the construction of binary tree in P, one can see that each prefix sum > _[1, k] only involves at most 1 + log(k) tree
nodes. Thus, we have that the noise level in n; ; and Ny ; are upper bounded by (1 + log(K))oZ. As a result, the overall
noise level across all M silos is upper bounded by 02, = M (1 + log(K))o2. Finally, setting 0 in Lemma D.5 to be the
noise level o2, , yields the required result. O

total °

F. Additional Details on Federated LCBs under SDP

In this section, we provide more detailed discussions on SDP and present the proof for Theorem F.1 (SDP via amplification
lemma) and Theorem E.3 (SDP via vector sum).

Theorem F.1 (Performance under SDP via amplification). Fix batch size B and let k=1+log(T/B). Let P=(R, S, A)
be a protocol given by Algorithm 2. Then, under Assumption D.1, there exist constants C1,Cy > 0 such that for any
e< mﬁﬁ 0 < &, Algorithm 1 instantiated with P and 02=0 (%log(l/é) log(gﬁT)) log(Mr/9) ) satisfies (g,8)-SDP.
Moreover, for any o € (0, 1], there exist choices of A and { B ; }+,; such that, with a probability at least 1 — ¢, it enjoys a
group regret

_ ~ 10g3/4(M/<a/6) af T
Ry (T)=0 (dMB log T+dvVMT log(MT/a)> +O<d3/4\/MTﬁ log!/ <Ba>> ,

Corollary F.2. Setting B = /T /M, Algorithm 1 achieves 9] (d\/ MT +d%/*y MTW#/’S)) group regret, with total
V MT synchronizations under (e, §)-SDP.

Theorem F.3 (Performance under SDP via vector sum). Fix batch size B and let k=1+1og(T/B). Let Py, be a privacy
protocol given by Algorithm 3. Then, under Assumption D.I, there exist parameter choices of PVEC such that for any

£<60/2k10g(2/8) and § <1, Algorithm 1 instantiated with Py, satisfies (g, 8)-SDP. Moreover, for any o € (0, 1], there
exist choices of A and {By,; }+,; such that, with a probability at least 1 — «, it enjoys a group regret

Ru(T)=0 (dMB log T+dvVMT log(MT/a)) 0 (dfﬂ/xﬁ vpplos” (nd?/8) log!/4 (T)> ,

NG Ba

First, let us start with some general discussions.

Importance of communicating P-sums. For SDP, it is important to communicate P-sums rather than prefix sum. Note that
communicating noisy p-sums in our privacy protocol P rather than the noisy prefix sum (i.e., the sum from beginning as
done in (Dubey & Pentland, 2020)) plays a key role in achieving optimal regret with shuffling. To see this, both approaches
can guarantee silo-level LDP. By our new amplification lemma, privacy guarantee can be amplified by 1/+/M in ¢ for each
of the K shuffled outputs, where K = T'/ B is total communication rounds. Now, if the prefix sum is released to the shuffler,
then any single data point participates in at most K shuffle mechanisms, which would blow up ¢ by a factor of O(v/K) (by
advanced composition (Dwork et al., 2014)). This would eventually lead to a K'/* factor blow up in regret due to privacy.
Similarly, if we apply Pve. to the data points in the prefix sum, then again a single data point can participate in at most KX
shuffled outputs.

On the other hand, if only noisy p-sums are released for shuffling at each communication round & € [K] (as in our protocol
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‘P) or only the data points in each p-sum are used in Pye. (as in our protocol in P\Z;C), then due to the binary-tree structure,
each data point only participates in at most log K shuffled mechanisms, which only leads to O(+/log K) blow-up of ¢;
hence allowing us to achieve the desired O(+v/ M T') regret scaling, and close the gap present under silo-level LDP.

F.1. Amplification lemma for SDP
We first formally introduce our new amplification lemma, which is the key to our analysis, as mentioned in the main paper.

The motivation for our new amplification result is two-fold: (i) Existing results on privacy amplification via shuffling
(e.g., (Feldman et al., 2022; Erlingsson et al., 2019; Cheu et al., 2019; Balle et al., 2019)) are only limited to the standard
LDP case, i.e., each local dataset has size n = 1, which is not applicable in our case where each silo runs a DP (rather
than LDP) mechanism over a dataset of size n = T'; (ii) Although a recent work (Lowy & Razaviyayn, 2021) establishes a
general amplification result for the case of n > 1, it introduces a very large value for the final § that scales linearly with n
due to group privacy.

We first present the key intuition behind our new lemma. Essentially, as in (Lowy & Razaviyayn, 2021), we follow the nice
idea of hiding among the clones introduced in (Feldman et al., 2022). That is, the output from silo 2 to n can be similar to
that of silo 1 by the property of DP (i.e., creating clones). The key difference between n = 1 and n > 1 is that in the latter
case, the similarity distance between the output of silo 1 and j (5 > 1) will be larger as in this case all n > 1 data points
among two silos could be different. To capture this, (Lowy & Razaviyayn, 2021) resorts to group privacy for general DP
local randomizers. However, group privacy for approximate DP will introduce a large value for 4. Thus, since we know that
each local randomizer in our case is the Gaussian mechanism, we can capture the similarity of outputs between silo 1 and j
(j > 1) by directly bounding the sensitivity. This helps to avoid the large value for the final §. Specifically, we have the
following result, which can be viewed as a refinement of Theorem D.5 in (Lowy & Razaviyayn, 2021) when specified to the
Gaussian mechanism. We follow the notations in (Lowy & Razaviyayn, 2021) for easy comparison.

Lemma F.4 (Amplification lemma for Gaussian mechanism). Let X = (X1,---, Xy) € XNX" be a distributed data
set, i.e., N silos each with n data points. Let r € N and let Rgz)(Z, AT = Z = R be a Gaussian mechanism
(1:N)

with (g, 00)-DP, e € (0,1), forall Z = Z, "}, € Zr=UxN and i € [N], where X is an arbitrary set. Suppose
ROz, X) - RO(Z,X') RO(Z,X) - R (2,X)
Z= Z((llfiv_)l), consider the shuffled algorithm A" : X"*N x Zr=DxN _ ZN that first samples a random permutation
m of [N] and then computes Z, = (Zﬁl)7 e ,ZﬁN))7 where 79 = R&Z)(Z X)) Then, for any 6 € [0,1] such that
ep<imm (¢) A? is (¢7,6")-DP, where

161og(2/9)
(51) ()|
1+
€

6 log(4/9) N
0+1 VN N

for all i, maXany pair(X,X") <n- mMaXgdjacent pair(X,X") . Given

e":=1In
€o

. e —1 e” —e; r

Ifey < 1/n, choosing 6 = Nndjj yields " = O <56 W) and " = O(Ny,), where 85 < 1/(Nn).

F.2. Vector Sum Protocol for SDP

One limitation of our first scheme for SDP is that the privacy guarantee holds only for very small values of €. This comes
from two factors: one is due to the fact that standard 1/ v/M amplification result requires the local privacy budget to be
close to one; the other one comes from the fact that now the local dataset could be n = 7', which further reduces the range
of valid ¢.

This is because it mainly focuses on the lower bound, where one needs to be general to handle any mechanisms.

Note that standard Gaussian mechanism only applies to the regime when £ < 1. In our case, £( is often less than 1. Gaussian
mechanism also works for the regime & > 1, in this case, 0% & 1/ rather than 1/&2. With minor adjustment of the final £”, our proof
can be extended.

This is w.l.o.g; one can easily generalize it to any upper bound that is a function of n.
In our application, each data point means a bias vector or a covariance matrix. See Appendix F.2 for a concrete example.
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Algorithm 3 P, , another privacy protocol used in Algorithm 1

1: Procedure: Local Randomizer R at each agent
2: // Input: stream data (7y1,...,7k), privacy budgets € > 0,9 € (0, 1]
3: fork=1,...,K do

4 Express k in binary form: k = >, Bin; (k) - 27

5: Find index of first one i, =min{;j : Bin;(k)=1}

6: Let Dy, be the set of all data pointsthat contribute to o;, = >, j<in QG T Tk

7: Output Yy = Rvec(Dx) // apply Rvec in Algorithm 4 to each data point
8: end for

9: Procedure: Analyzer A at server

10: // Input: stream data from S: {Jx = (Uk,1,- - -, Uk, M) fre[K]
11: fork=1,..., K do

12: Express k in binary and find index of first one i

13: Add all messages from M agents: &;, = Avec(Jx) // apply Avec in Algorithm 4
14: Output: 55 = Zj:Binj(k)zl Q;

15:  end for

In this section, we give the vector sum protocol in (Cheu et al., 2021) for easy reference. Let’s also give a concrete
example to illustrate how to combine Algorithm 4 with Algorithm 3. Consider a fixed ¥ = 6. Then, for each agent, we
have «;, = 75 + 6. That is, consider the case of summing bias vectors, for agent i € [M], 5 = Zfi Ba1 Ltilt,i and
Yo = 2?55 B41 Tt,iYt,i- Then, Dg consists of 2B data points, each of which is a single bias vector. Now, Ry and Ay (as
well the shuffler) work together to compute the noisy sum of 25 - M data points. In particular, denote by P, the whole
process, then we have &;, = Pyec(D3Y), where DY is the data set that consists of n = 2B - M data points, each of them is
a single bias vector.

Next, we present more details on the implementations, i.e., the parameter choices of g, b, p. Let’s consider £ = 6 again as an
example. In this case, the total number of data points that participate in Py is n = 2B - M. Then, according to the proof of
Theorem C.1 in (Chowdhury & Zhou, 2022b), we have

4@+ )\ 2
24-10% - g2 - (log (£5+1))

g =max{2y/n,d, 4}, b= = , p=1/4.
Algorithm 4 P, a shuffle protocol for vector summation (Cheu et al., 2021)
1: Input: Database of d-dimensional vectors X = (x1, - ,Xy,); privacy parameters ¢, d; L.
2: procedure: Local Randomizer Rye.(X;)
3:  forj € [d] do
4: Shift component to enforce non-negativity: w; ; < x; j + L
5: m; < RlD(Wi,j)
6: end for
7:  Output labeled messages {(j, m;)} c(q
8: end procedure
9: procedure: Analyzer A,..(y)
10:  for j € [d] do
11: Run analyzer on coordinate j’s messages z; < Aip(y;)
12: Re-center: 0; <~ z; —n - L
13:  end for
14:  Output the vector of estimates o = (01, - - - 04)
15: end procedure
F.3. Proofs

First, we present proof of Theorem F.1.
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Algorithm 5 P)p, a shuffle protocol for summing scalars (Cheu et al., 2021)

I: Input: Scalar database X = (z1,---x,) € [0,L]"; g,b € N;p € (0, 3).

2: procedure: Local Randomizer R;p(x;)

4:  Sample rounding value 1; ~ Ber(z,g/L — Z;).

5: SetZ; <+ Z; + n1.

6:  Sample privacy noise value 12 ~ Bin(b, p).

7: Reporty; € {0,1}97° containing Z; + 1> copies of 1 and g + b — (Z; + 712) copies of 0.
8: end procedure

9: procedure: Analyzer Aip(S(y1,...,¥n))

10:  Output estimator £ (X7, 3744 (y3);) — pbn).

11: end procedure

Proof of Theorem F.1. Privacy. In this proof, we directly work on approximate DP. By the boundedness assumption and

; : : 2L log(1.25/5, . NS S
Gaussian mechanism, we have that with o3 = %, R in P is (&p, 09)-DP for each communication round
0

-~

k € [K] (provided £y < 1) . Now, by our amplification lemma (Lemma F.4), we have that the shuffled output is (£, 4)-DP
N —~ B fe) S i i~ N o~ i N
withe = O (so Vlg(\}/M(TM‘;O)) and 6 = O(M¥y) (provided £y < 1/T and 69 < 1/(MT)). Here we note that in our
case, N = M and n = T, where n = T follows from the fact that there exists «; in the tree that corresponds to the sum
of T' data points. Moreover, since the same mechanism is run at all silos, shuffling-then-privatizing is the same as first
privatizing-then-shuffling the outputs. Next, we apply the advanced composition theorem (cf. Theorem 3.20 in (Dwork
et al., 2014)). In particular, by the binary tree structure, each data point involves only x := 1 + log(K) times in the

. _ . =~ e ~ _ i . .
output of R. Thus, to achieve (e, §)-DP, it suffices to have & Ao Jo0s@/0) and & 5. Using all these equations, we
o= - evVM 5=, . O ;
can solve for &g = C} o (1/5) log (I 5T) and 09 = Cy - 57, for some constants C; > 0 and Cy > 0. To satisfy
the conditions on £y and Jg, we have ¢ < Cﬂ\“ﬁ\n/ﬁ and § < C’;T. With the choice of €y and &g, we have the noise
2 N .
variance 032 = O (2]‘ Blog(1/9) logs(z'j\f[(éT)) log(M+/9) ) Thus, we can apply P to the bias and covariance terms (with L = 1),

respectively.

Regret. Again, we simply resort to our Lemma D.5 for the regret analysis. In particular, we only need to determine the

0 2L%k log(1/6) log(r/(6T)) log(Mk /)
e2 M

injected for both bias and covariance terms. Now, by the construction of the binary tree in P, one can see that each prefix
sum only involves at most 1 + log(k) tree nodes. As a result, the overall noise level across all M silos is upper bounded by

021 = Mrod. Finally, setting 02 in Lemma D.5 to be the noise level o2, , yields the required result. O

maximum noise level in the learning process. Note that 03 = ) is the noise level

Now, we prove Theorem F.3.

Proof of Theorem F.3. Privacy. For each calculation of the noisy synchronized p-sum, there exist parameters for Py, such
that it satisfies (g9, d)-SDP where ¢ € (0, 15] and &y € (0,1/2) (see Lemma 3.1 in (Cheu et al., 2021) or Theorem 3.5
in (Chowdhury & Zhou, 2022b)). Then, by the binary tree structure, each single data point (bias vector or covariance matrix)
only participates in at most x := 1 4 log(K) runs of Pye.. Thus, to achieve (£, §)-DP, it suffices to have eg = N TreY]

and 6o = 2= by advanced composition theorem. Thus, for any ¢ € (0,30/2x1og(2/0)) and § € (0, 1), there exist
parameters for Py, such that the entire calculations of noisy p-sums are (£, 4)-SDP. Since we have two streams of data (bias
and covariance), we finally have that for any € € (0,60+/2xlog(2/d)) and § € (0, 1), there exist parameters for Py, such
that Algorithm 1 with P, satisfies (¢, §)-SDP.

Regret. By the same analysis in the proof of Theorem 3.5 in (Chowdhury & Zhou, 2022b), the injected noise for each
10g2(d2/50)) -
2 =

calculation of the noisy synchronized p-sum is sub-Gaussian with the variance being at most 52 = O ( -
0

292
0 (Klog(l/é)lgg (d*k/95)

&

) . Now, by the binary tree structure, each prefix sum only involves at most s p-sums. Hence, the
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overall noise level is upper bounded by o2, = +02. Finally, setting 0 in Lemma D.5 to be the noise level o2, , yields the
required result. O

Now, we provide proof of amplification Lemma F.4 for completeness. We follow the same idea as in (Feldman et al., 2022)
and (Lowy & Razaviyayn, 2021). For easy comparison, we use the same notations as in (Lowy & Razaviyayn, 2021) and
highlighted the key difference using color text.

Proof of Lemma F4. Let Xo,X; € X™ " be adjacent distributed data sets (i.e. Zf\; 2?21 Lo, 42,3 = 1)- As-
sume WLOG that Xo = (X7, Xa, -, Xn) and X; = (X{, X2, -, Xn), where X{ = (z10,212,  ,21,0) #
(z1,1,%1,2,  + ,T1,,). We can also assume WLOG that X; ¢ {X{, X{} forall j € {2,---, N} by re-defining X’ and R
if necessary.

(1:N)

Fix i € [N],r € [R],Z = Zy, 1 = 2, € 207DV denote R(X) = R{"(Z, X) for X € X", and A,(X) :=

A"(Zy.,—1,X). Draw 7 uniformly from the set of permutations of [N]. Now, since R is (&5, d5)-DP, R(X7) " ;: R(X ,
0
so by Lowy & Razaviyayn (2021, Lemma D.12), there exists a local randomizer R’ such that R/ (X]) =~ o (X ) and
€5,
TV(R/(X1), R(X})) < .
Hence, by Lowy & Razaviyayn (2021, Lemma D.8), there exist distributions U (XY) and U (X7 ) such that
0= ¢ ixoyy L pix

R(X7) = 655+1U(X1)+653+1U(X1) (8)
and

RI(X}) = ——U(x? Lgle 9

( 1)_686+1 ( 1)+655+1 (X7). 9)

Here, we diverge from the proof in (Lowy & Razaviyayn, 2021). We denote £y := ne(y and 5~0 := dj. Then, by the

assumption of R(X), for any X, we have R(X) =~ R(XY))and R(X) =~ R(X7)). This is because by the
(€0,60) £0,00

assumption, when the dataset changes from any X to X{ (or X1), the total change in terms of I, norm can be n times that

under an adjacent pair. Thus, one has to scale the f by n while keeping the same ;.

Now, we resume the same idea as in (Lowy & Razaviyayn, 2021). By convexity of hockey-stick divergence and the above
result, we have R(X) =~ L(R(X?) + R(X{)) := pforall X € X™. Thatis, R is (£, 0p) deletion group DP for

€0,00

groups of size n with reference distribution p. Thus, by Lowy & Razaviyayn (2021, Lemma D.11), we have that there
exists a local randomizer R” such that R”(X) and p are (£p, 0) indistinguishable and TV (R"(X), R(X)) < do for all
X. Then by the definition of (o, 0) indistinguishability, for all X there exists a “left-over” distribution LO(X) such that
R'(X) = Lp+ (1-1/e®)LO(X) = 3= (R(XT) + R(X])) + (1 — 1/e) LO(X).

Now, define a randomizer £ by £(X?) := R(XY), £(X}]) := R/(X}), and
1 1 ~
L(X):= %—EBR(Xf) + 26—5072’()(11) + (1 —1/e°)LO(X)

= 26150 U(X?) + %%U(Xll) +(1-1/e®)LO(X) (10)
for all X € A"\ {XY¥,X!}. (The equality follows from (8) and (9).) Note that TV (R(X?),L(X?)) =
0, TV(R(X}), E(Xll)) < 4y, and for all X € &A™\ {X? Xl} TV(R(X),L(X)) < TV(R(X),R"(X)) +
TV(R"(X), £(X)) < o + ¥ TV(R'(X1), R(X1)) = (1 + 5z)d6-

2€%0

Keeping r fixed (omitting r scripts everywhere), for any i € [N] and Z := Zy.,_; € Z0~VXN et L0)(Z, ), UD(Z, ),
and LO(Z, -) denote the randomizers resulting from the process described above. Let Ay : X™"*N — ZN be defined
exactly the same way as A}, := A, (same 7) but with the randomizers R replaced by £, Since A, applies each
randomizer R(¥) exactly once and R(l)(Z Xﬂ(l) R(N)(Z Xr(n)) are independent (conditional onZ = Zi,—1),
we have T'V(As(Xo), Az(Xo)) < N(1 + ;== )dp and TV (As(Xy), Az(Xy) < N(1 + == )d5. Now we claim

2n€

This follows from the assumption that R (Z1.,_, X) is conditionally independent of X’ given Z1.,_; forall Z1.,_; and X # X',
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that A, (Xp) and Ag(X;) are (¢7,6) indistinguishable for any ¢ > 92e~Ne¢™"0/16_ Observe that this claim implies
that A4(Xo) and As(X;) are (¢",6") indistinguishable by Lowy & Razaviyayn (2021, Lemma D.13) (with P’ :=
Ar(Xo), Q' = Ap(Xq), P := As(Xp), @ := As(X7).) Therefore, it only remains to prove the claim, i.e. to show that
Dor (Ar(Xo), Az (X1) < 6 forany 6§ > 2e~Ne "0/16,

UD(Z,X9) if X = XY

Now, define Eg)(Z, X):=(UW(Z X}) if X = X] . Forany inputs Z, X, let Ay (Z, X) be defined exactly the same
L£9(Z,X)  otherwise.

as A, (Z,X) (same ) but with the randomizers R(*) replaced by Eg). Then by (8) and (9),

s
efo €o

Ar(Xo) = mAU(XO) + mAU(Xl) and Ag(X) = mAU(XO) + WAU(XQ (11)

Then by (10), forany X € X"\ {X?, X{}and any Z = Z;.,_; € Z0~D*N we have ES)(Z,X) =L Eg)(Z,X?) +

2ef0
P £9(Z, X1 + (1 — =) LOW(Z, X). Hence, Lowy & Razaviyayn (2021, Lemma D.10) (with p := e =50 = ¢~"<0)

implies that Ay (Xg) and Ay (X)) are

<1og (1 A ei)/l%w Jin 8;?) ,5)

indistinguishable for any § > 2¢~Ne¢ ™ "/16

Here, we also slightly diverge from (Lowy & Razaviyayn, 2021). Instead of using Lowy & Razaviyayn (2021, Lemma
D.14), we can directly follow the proof of Lemma 3.5 in (Feldman et al., 2022) and Lemma 2.3 in Feldman et al. (2022) to
establish our claim that A, (X) and A, (X) are indistinguishable (hence the final result). Here, we also slightly improve
the § term compared to (Feldman et al., 2022) by applying amplification via sub-sampling to the § term as well. In particular,
the key step is to rewrite (11) as follows (with 7" := 3 (A (Xo) + Ay (X))

2 e — 1 2 eso — 1
il P vXe)and Ac(Xy) = e T oy
Thus, by the convexity of the hockey-stick divergence and Lemma 2.3 in (Feldman et al., 2022), we have A, (Xg) and

A (Xy) are
el —1 [ 8y/es0In(4/57) 8es0\ &b —1
log [ 1+ =2 0 -5
(Og<+55+1< VN TN o

indistinguishable for any § > 9¢~Ne "0/16 A described before, this leads to the result that As(Xp) and A4(X) are
(e",0") indistinguishable by Lowy & Razaviyayn (2021, Lemma D.13) (original result in Lemma 3.17 of (Dwork et al.,

2014)) with (noting that £y = nel)
efo — 1 8y/e™co In(4/6 8eneo
1+ - S + = ’
efo + 1 \/3§f N

r 656'_ 1 e” —e4 r
5= (666“>6+N(e 1)1+ %0 /2)67.

Ar(Xo) = Ay (Xq). (12)

e":=1n

G. Simulation Results

We evaluate regret performance of Algorithm 1 under silo-level LDP and SDP, which we abbreviate as LDP-FedLinUCB
and SDP-FedLinUCB, respectively. We fix confidence level a=0.01, batchsize B =25 and study comparative performances
under varying privacy budgets ¢, 6. We plot time-averaged group regret Reg,,(7") /T in Figure 2 by averaging results over
25 parallel runs. Our simulations are proof-of-concept only; we do not tune any hyperparameters.

Synthetic bandit instance. We simulate a LCB instance with a parameter 8* of dimension d = 10 and |K;| = 100
actions for each of the M agents. Similar to Vaswani et al. (2020), we generate §* and feature vectors by sampling a

We think that its restatement of Feldman et al. (2022, Lemma 2.3) is not correct (which can be easily fixed though).
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Figure 2: Comparison of time-average group regret for FedLinUCB (non-private), LDP-FedLinUCB (silo-level LDP) and SDP-
FedLinUCB (shuffle model) under varying privacy budgets €, § on (a) synthetic Gaussian bandit instance and (b, ¢) bandit instance
generated from MSLR-WEB10K Learning to Rank dataset.

(d—1)-dimensional vectors of norm 1/ v/2 uniformly at random, and append it with a 1 / /2 entry. Rewards are corrupted
with Gaussian A/(0, 0.25) noise.

Real-data bandit instance. We generate bandit instances from Microsoft Learning to Rank dataset (Qin & Liu, 2013).
Queries form the contexts ¢ and actions a are the available documents. The dataset contains 10K queries, each with up to
908 judged documents, where the query-document pairs are judged on a 3-point scale, rel(c, a) € {0, 1, 2}. Each pair (¢, a)
has a feature vector ¢(c, a), which is partitioned into title and body features of dimensions 57 and 78, respectively. We first
train a lasso regression model on title features to predict relevances from ¢, and take this model as the bandit parameter 6*
with d = 57. Next, we divide the queries equally into M =10 agents and assign corresponding feature vectors to the agents.
This way, we obtain a federated LCB instance with 10 agents, each with number of actions |/C;| < 908.

Observations. In sub-figure (a), we compare performance of LDP-FedLinUCB and SDP-FedLinUCB (with amplification
based privacy protocol P) on synthetic Gaussian bandit instance with M =100 agents under privacy budget 6 =0.0001 and
€=0.001 or 0.0001. We observe that regret of SDP-FedLinUCB is less than LDP-FedLinUCB for both values of ¢, which
is consistent with our theoretical results. Here, we only work with small privacy budgets since the privacy guarantee of
Theorem F.1 holds for ¢, § < 1. Instead, in sub-figure (b), we consider higher privacy budgets as suggested in Theorem F.3
(e.g. €=0.2, §=0.1) and compare the regret performance of LDP-FedLinUCB and SDP-FedLinUCB (with vecor-sum
based privacy protocol PVCC). As expected, here also we observe that regret of SDP-FedLinUCB decreases faster than that of
LDP-FedLinUCB.

Next, we benchmark the performance of Algorithm 1 under silo-level LDP (i.e. LDP-FedLinUCB) against a non-private
Federated LCB algorithm with fixed communication schedule, which we build upon the algorithm of Abbasi-Yadkori et al.
(2011) and refer as FedLinUCB. In sub-figure (c), we demonstrate the cost of privacy under silo-level LDP on real-data
bandit instance by varying ¢ in the set {0.2, 1,5} while keeping ¢ fixed to 0.1. We observe that regret of LDP-FedLinUCB
decreases and comes closer to that of FedLinUCB as ¢ increases (i.e., level of privacy protection decreases).

20



