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Abstract

Contextual bandit algorithms have many applicants in a variety of scenarios. In order
to develop trustworthy contextual bandit systems, understanding the impacts of various
adversarial attacks on contextual bandit algorithms is essential. In this paper, we propose
a new class of attacks: action poisoning attacks, where an adversary can change the action
signal selected by the agent. We design action poisoning attack schemes against disjoint
linear contextual bandit algorithms in both white-box and black-box settings. We further
analyze the cost of the proposed attack strategies for a very popular and widely used bandit
algorithm: LinUCB. We show that, in both white-box and black-box settings, the proposed
attack schemes can force the LinUCB agent to pull a target arm very frequently by spending
only logarithm cost. We also extend the proposed attack strategies to generalized linear
models and show the effectiveness of the proposed strategies.

1 Introduction

Multiple armed bandits(MABs), a popular framework of sequential decision making model, has been widely
investigated and has many applicants in a variety of scenarios (Chapelle et al} |2014; Lai et al., |2011; [Kveton
et al.l2015). The contextual bandits model is an extension of the multi-armed bandits model with contextual
information. At each round, the reward is associated with both the arm (a.k.a, action) and the context.
Contextual bandits algorithms have a broad range of applications, such as recommender systems (Li et al.,
2010)), wireless networks (Saxena et al.l 2019)), etc.

In the modern industry-scale applications of bandit algorithms, action decisions, reward signal collection,
and policy iterations are normally implemented in a distributed network. Action decisions and reward
signals may need to be transmitted over communication links. For example, in recommendation systems, the
transitions of the decisions and the reward signal rely on a feedback loop between the recommendation system
and the user. When data packets containing the reward signals and action decisions etc are transmitted
through the network, the adversary can implement adversarial attacks by intercepting and modifying these
data packets. As the result, poisoning attacks on contextual bandits could possibly happen. In many
applications of contextual bandits, an adversary may have an incentive to force the contextual bandits system
to learn a specific policy. For example, a restaurant may attack the bandit systems to force the systems into
increasing the restaurant’s exposure. Thus, understanding the risks of different kinds of adversarial attacks
on contextual bandits is essential for the safe applications of the contextual bandit model and designing
robust contextual bandit systems.

Depending on the target of the poisoning attacks, the poisoning attacks against contextual linear bandits
can be categorized into four types: reward poisoning attack, action poisoning attack, context poisoning
attack and the mix of them. In this paper, we aim to investigate the impact of action poisoning attacks
on contextual bandit models. To our best knowledge, this paper is the first work to analyze the impact
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of action poisoning attacks on contextual bandit models. Detailed comparisons of various types of attacks
against contextual bandits will be provided in Section We note that the goal of this paper is not to
promote any particular type of poisoning attack. Rather, our goal is to understand the potential risks of
action poisoning attacks. We note that for the safe applications and design of robust contextual bandit
algorithms, it is essential to address all possible weaknesses of the models and understanding the risks of
different kinds of adversarial attacks. Our hope is that the understanding of the potential risks of action
poisoning attacks could motivate follow up research to design algorithms that are robust to such attacks.

In this paper, we study the action poisoning attack against disjoint linear contextual bandit (Li et al.| [2010;
Kong et al.|,|2020; |Garcelon et al., 2020; |Huang et al.,|2021)) in both white-box and black-box settings. In the
white-box setting, we assume that the attacker knows the coefficient vectors associated with arms. Thus,
at each round, the attacker knows the mean rewards of all arms. While it is often unrealistic to exactly
know the coefficient vectors, the understanding of the white-box attacks could provide valuable insights on
how to design the more practical black-box attacks. In the black-box setting, we assume that the attacker
has no prior information about the arms and does not know the agent’s algorithm. The limited information
that the attacker has are the context information, the action signal chosen by the agent, and the reward
signal generated from the environment. In both white-box and black-box settings, the attacker aims to
manipulate the agent into frequently pulling a target arm chosen by the attacker with a minimum cost. The
cost is measublack by the number of rounds that the attacker changes the actions selected by the agent. The
contributions of this paper are:

(1) We propose a new online action poisoning attack against contextual bandit in which the attacker aims to
force the agent to frequently pull a target arm chosen by the attacker via strategically changing the agent’s
actions.

(2) We introduce a white-box attack strategy that can manipulate any sublinear-regret disjoint linear con-
textual bandit agent into pulling a target arm T — o(T') rounds over a horizon of T rounds, while incurring
a cost that is sublinear dependent on 7.

(3) We design a black-box attack strategy whose performance nearly matches that of the white-box attack
strategy. We apply the black-box attack strategy against a very popular and widely used bandit algorithm:
LinUCB (Li et al., 2010). We show that our proposed attack scheme can force the LinUCB agent into pulling
a target arm T — O(log® T') times with attack cost scaling as O(log® T).

(4) We extend the proposed attack strategies to generalized linear contextual bandits. We further analyze
the cost of the proposed attack strategies for a generalized linear contextual bandit algorithm: UCB-GLM (Li
et al., 2017).

(5) We evaluate our attack strategies using both synthetic and real datasets. We observe empirically that
the total cost of our black-box attack is sublinear for a variety of contextual bandit algorithms.

2 Related Work

In this section, we discuss related works on two parts: attacks that cause standard bandit algorithms to fail
and robust bandit algorithms that can defend attacks.

Attacks Models. While there are many existing works addressing adversarial attacks on supervised learning
models (Szegedy et al.,|2014; Moosavi-Dezfooli et al., 2017, |Cohen et al., [2019; [Dohmatob), |2019; Wang et al.,
2019; |Dasgupta et al.l [2019; |Cicalese et al.l |2020), the understanding of adversarial attacks on contextual
bandit models is less complete. Of particular relevance to our work is a line of interesting recent work
on adversarial attacks on MABs (Jun et al., |2018; [Liu & Shroff, |2019; [Liu & Lai, [2020b) and on linear
contextual bandits (Ma et al., [2018; |Garcelon et all 2020)). In recent works in MABs setting, the types of
attacks include both reward poisoning attacks and action poisoning attacks. In the reward poisoning attacks,
there is an adversary who can manipulate the reward signal received by the agent (Jun et al., [2018; [Liu &
Shroff, 2019)). In the action poisoning attacks, the adversary can manipulate the action signal chosen by the
agent before the environment receives it (Liu & Lai, [2020b). Existing works on adversarial attacks against
linear contextual bandits focus on the reward (Ma et all 2018} (Garcelon et al., |2020) or context poisoning
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attacks (Garcelon et al.| 2020). In the context poisoning attacks, the adversary can modify the context
observed by the agent without changing the reward associated with the context. (Wang et al., |2022) defines
the concept of attackability of linear stochastic bandits and introduces the sufficient and necessary conditions
on attackability. There are also some recent interesting work on adversarial attacks against reinforcement
learning (RL) algorithms under various setting (Behzadan & Munir} [2017; [Huang & Zhu, 2019; Ma et al.|
2019; [Zhang et al.l 2020} |Sun et al., 2021} Rakhsha et al., [2020; 2021} [Liu & Lai, [2021; Rangi et al.| 2022]).
Although there are some recent works on the action poisoning attacks against MABs and RL, the action
poisoning attack on contextual linear bandit is not a simple extension of the case of MAB or RL. Firstly,
in the MAB settings the rewards only depend on the arm (action), while in the contextual bandit setting,
the rewards depend on both the arm and the context (state). Secondly, (Liu & Lail [2021) discusses the
action poisoning attack in the tabular RL case where the number of states is finite. In the linear contextual
bandit problem, the number of contexts is infinite. These factors make the design of attack strategies and
performance analysis for the contextual linear bandit problems much more challenging.

Robust algorithms. Lots of efforts have been made to design robust bandit algorithms to defend adversarial
attacks. In the MABs setting, (Lykouris et al. |2018]) introduces a bandit algorithm, called Multilayer Active
Arm Elimination Race algorithm, that is robust to reward poisoning attacks. (Gupta et all 2019) presents
an algorithm named BARBAR that is robust to reward poisoning attacks and the regret of the proposed
algorithm is nearly optimal. (Guan et all 2020) proposes algorithms that are robust to a reward poisoning
attack model where an adversary attacks with a certain probability at each round. (Feng et al., [2020)
proves that Thompson Sampling, UCB, and e-greedy can be modified to be robust to self-interested reward
poisoning attacks. (Liu & Lai,|2020al) introduce a bandit algorithm, called MOUCB, that is robust to action
poisoning attacks. The algorithms for the context-free stochastic multi-armed bandit (MAB) settings are
not suited for our settings. In the linear contextual bandit setting, (Bogunovic et al., |2021)) proposes two
variants of stochastic linear bandit algorithm that is robust to reward poisoning attacks, which separately
work on known attack budget case and agnostic attack budget case. (Bogunovic et al., [2021)) also proves
that a simple greedy algorithm based on linear regression can be robust to linear contextual bandits with
shablack coefficient under a stringent diversity assumption on the contexts. (Ding et all [2022) provides a
robust linear contextual bandit algorithm that works under both the reward poisoning attacks and context
poisoning attacks. (He et al., 2022|) provides nearly optimal algorithms for linear contextual bandits with
adversarial corruptions.

3 Problem Setup

3.1 Review of Linear Contextual Bandit

Consider the standard disjoint linear contextual bandit model in which the environment consists of K arms.
In each round t = 1,2,3,...,T, the agent observes a context z; € D where D C R?, pulls an arm I, and
receives a reward 7; j,. Each arm ¢ is associated with an unknown but fixed coeflicient vector 6; € ©® where
© c R%. In each round ¢, the reward satisfies

Tt 1, = <xt’ 916> + N, (1)

where 7, is a conditionally independent zero-mean R-subgaussian noise and (-, -) denotes the inner product.
Hence, the expected reward of arm ¢ under context x; follows the linear setting

Elrei] = (w1, 64) (2)

for all ¢ and all arm 4. If we consider the o-algebra Fy = o(n1,...,m:), n: becomes F; measurable which
is a conditionally independent zero-mean random variable. The agent aims to minimize the cumulative
pseudo-regret

T
RT = Z (<1't301:> - <xt791t>) )

where I} = arg max; (z¢, 0;).
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In this paper, we assume that there exist L > 0 and S > 0, such that for all round ¢ and arm i, ||a¢||2 < L
and [|0;||2 < S, where || - ||2 denotes the £3-norm. We assume that there exist D C R? such that for all z € D
and all arm 4, (x,6;) > 0. In addition, for all ¢, z; € D.

3.2 Action Poisoning Attack Model

In this paper, we introduce a novel adversary setting, in which the attacker can manipulate the action chosen
by the agent. In particular, at each round ¢, after the agent chooses an arm I;, the attacker can manipulate
the agent’s action by changing I; to another I € {1,..., K}. If the attacker decides not to attack, I) = .
The environment generates a random reward r 10 based on the post-attack arm I and the context ;.
Then the agent and the attacker receive reward 10 from the environment. Since the agent does not know
the attacker’s manipulations and the presence of the attacker, the agent will still view r; o as the reward
corresponding to the arm I;. The action poisoning attack model is summarized in Algorlthm a.

Algorithm 1 Action poisoning attacks on contextual linear bandit agent

1: fort=1,2,...,T do

2:  Agent chooses arm I; after observing the context ;.

3:  Attacker observes the agent’s action I;. If the attacker decides to attack, it manipulates the action to
I?. If the attacker does not attack, I? = I;.

4: The environment generates reward r; jo according to arm I? and context ;.

5. The agent and attacker receive reward r; 10-

6: end for

The goal of the attacker is to design attack strategy to manipulate the agent into pulling a target arm very
frequently but by making attacks as rarely as possible. Without loss of generality, we assume arm K is
the “attack target' arm or target arm. Define the set of rounds when the attacker decides to attack as
C:={t:t<T,I? # I}. The cumulative attack cost is the total number of rounds where the attacker
decides to attack, i.e., |C|. The attacker can monitor the contexts, the actions of the agent and the reward
signals from the environment.

Mean Reward(<x,6>)

Context(x)
Figure 1: An example of one dimension linear contextual bandit model.

As the action poisoning attack only changes the actions, it can impact but does not have direct control of
the agent’s observations. Furthermore, when the action space is discrete and finite, the ability of the action
poisoning attacker is severely limited. It is reasonable to limit the choice of the target policy. Here we
introduce an important assumption that the target arm is not the worst arm:

Assumption 1. For all x € D, the mean reward of the target arm satisfies (x,0x) > min,ec(x)(x, 0;).
If the target arm is the worst arm in most contexts, the attacker should change the target arm to a better

arm or the optimal arm so that the agent learns that the target set is optimal for almost every context. In
this case, the cost of attack may be up to O(T). Assumption does not imply that the target arm is optimal
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at some contexts. The target arm could be sub-optimal for all contexts. Fig. [I] shows an example of one
dimension linear contextual bandit model, where the x-axis represents the contexts and the y-axis represents
the mean rewards of arms under different contexts. As shown in Fig.[I] arms 3 and 4 satisfy Assumption
In addition, arm 3 is not optimal at any context.

Under Assumption |1} there exists o € (0, 1) such that

min; (z, 0;)
— T T — .
rlr.lea% o) S (1-2a)

Equivalently, Assumption [l{implies that there exists « € (0, %), such that for all ¢, we have
(1 —2a)(z,0k) > min (4, 0;). (3)

1€[K]

Equation [3] describes the relation of the target arm and the worst arm at context x;. The action poisoning
attack can only indirectly impacts the agent’s rewards. The mean rewards at z; after the action attacks
must be larger or equal to min;e(x(z¢,0;). Under Equation [3} (1 — 2a)(x, 0x) > min;eg (¢, 0;) at any
context ;. Then, with (x¢,0x) > 0, (1 —a){zs, 0x) > min;cx)(xs, ;) at any context x;. Thus, the attacker
can indirectly change the agent’s mean reward of the non-target arm to (1 — «){x¢,0k). Then, the agent’s
estimate of each non-target arm’s coefficient vector is close to (1 — «)fk, which is worse than the target arm
at any context. Equation [3] brings the possibility of successful action attacks.

Assumption [I] is necessary in our analysis to prove a formal bound of the attack cost. In Appendix [A] we
show that this assumption is necessary in the sense that, if this assumption does not hold, there exist a
sequence of contexts {x};e[r) such that no efficient action poisoning attack scheme can successfully attack
LinUCB. Certainly, these sequences of contexts are worst case scenarios for attacks. In practice, if these
worst case scenarios do not occur, the proposed algorithms in Sections [£.2] and [£.3] may still work even if the
target arm is the worst in a small portion of the contexts (as illustrated in the numerical example section).

3.3 Comparisons with Different Poisoning Attacks

We now compare the three types of poisoning attacks against contextual linear bandit: reward poisoning
attack, action poisoning attack and context poisoning attack. In the reward poisoning attack (Ma et al.|
2018; |Garcelon et al.l 2020)), after the agent observes context z; and chooses arm I, the environment will
generate reward 7y, based on context x; and arm I;. Then, the attacker can change the reward 7., to 7
and feed 73 to the agent.

Compablack with the reward poisoning attacks, the action poisoning attack consideblack in this paper is
more difficult to carry out. In particular, as the action poisoning attack only changes the action, it can
impact but does not have direct control of the reward signal. By changing the action I; to I, the reward
received by the agent is changed from 77, to 7 10 which is a random variable drawn from a distribution
based on the action I? and context x;. This is in contrast to reward poisoning attacks where an attacker
has direct control and can change the reward signal to any value r; of his choice.

In the context poisoning attack (Garcelon et al.,2020)), the attacker changes the context shown to the agent.
The reward is generated based on the true context z; and the agent’s action I;. Nevertheless, the agent’s
action may be indirectly impacted by the manipulation of the context, and so as the reward. Since the
attacker attacks before the agent pulls an arm, the context poisoning attack is the most difficult to carry
out.

For numerical comparison, as our paper is the first paper that discusses the action poisoning attack against
contextual linear bandits, there is no existing action poisoning attack method to compare. One could run
simulations to compare with reward or context poisoning attacks, but the attack costs are defined differently,
due to the different nature of attacks. For example, for reward poisoning attacks, (Garcelon et al., [2020)
proposed a reward poisoning attack method whose attack cost scales as O(log(T)?). However, the definition
of the attack cost in (Garcelon et al.,|2020)) is different from that of our paper. The cost of the reward attack
is defined as the cumulative differences between the post-attack rewards and the pre-attack rewards. The
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cost of the action attack is defined as the number of rounds that the attacker changes the actions selected by
the agent. Although the definition of the attack cost of these two different kinds of attacks are different, the
attack cost of our proposed white-box attack strategy scales on O(log(T')?), which is same with the results
in (Garcelon et al., |2020).

As mentioned in the introduction, the goal of this paper is not to promote any particular types of poisoning
attacks. Instead, our goal is to understand the potential risks of action poisoning attacks, as the safe
applications and design of robust contextual bandit algorithm relies on the addressing all possible weakness
of the models.

4 Attack Schemes and Cost Analysis

In this section, we introduce the proposed action poisoning attack schemes in the white-box setting and
black-box setting respectively. In order to demonstrate the significant security threat of action poisoning
attacks to linear contextual bandits, we investigate our attack strategies against a widely used algorithm:
LinUCB algorithm. Furthermore, we analyze the attack cost of our action poisoning attack schemes.

4.1 Overview of LinUCB

For reader’s convenience, we first provide a brief overview of the LinUCB algorithm (Li et al., [2010). The
LinUCB algorithm is summarized in Algorithm [2 The main steps of LinUCB are to obtain estimates of the
unknown parameters 6; using past observations and then make decisions based on these estimates. Define
7i(t) :=={s: s <t,I; =i} as the set of rounds up to ¢ where the agent pulls arm i. Let N;(¢t) = |7;(¢)|. Then,
at round ¢, the fs-regularized least-squares estimate of ; with regularization parameter A > 0 is obtained
by (Li et al.l [2010)

Ot = Vt;l Z TtiTh, (4)

keT;(t—1)

where
Vie= >z +AI
keri(t—1)
with I being identity matrix.

After 6,’s are obtained, at each round, an upper confidence bound of the mean reward has to be calculated
for each arm (step 4 of Algorithm [2)). Then, the LinUCB algorithm picks the arm with the largest upper
confidence bound (step 5 of Algorithm . By following the setup in "optimism in the face of uncertainty
linear algorithm" (OFUL) (Abbasi-Yadkori et al., 2011)), we set

w(N) = VS + R\/2log K/5 + dlog (1 + L2N/(\d)),

and

Bri = w(Ni(t)) = VAS + R\/2log K /5 + dlog (1 + L2N;(t)/(\d)).

It is easy to verify that w(N) is a monotonically increasing function over N € (0, +00).

4.2 White-box Attack

We first consider the white-box attack scenario, in which the attacker has knowledge of the environment.
In particular, in the white-box attack scenario, the attacker knows the coefficient vectors 6;’s for all . The
understanding of this scenario could provide useful insights for the more practical black-box attack scenario
to be discussed in Section

Our proposed attack strategy works as follows. When the agent chooses arm K, the attacker does not attack.
When the agent chooses arm I; # K, the attacker changes it to arm

(5)

1 K with probability ¢
"I with probability 1—¢
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Algorithm 2 Contextual LinUCB (Li et al., [2010)
Require: A\, K, T, L, S. .
1: Initialize for every arm i, V; < AL, b; < 0, 0; « Vflbi.
2: fort=1,2,...,T do
3:  Observe the context x;.
4 Compute the upper confidence bound: p;; + x:éz + Bin/ x:‘/;flxt for all arm i € [K].
5 Pull arm [; = argmax; p ;.
6:  The environment generates reward r; according to arm I;. The agent receive r;.
7
8

) —1
V]t — V]t +$t$;r, b]t — b]t + T, 011, — VIt b[t.
: end for

where I = argmin; (z, ;) and
(1 — a)(zy, 0k ) — min; (x4, 0;)

€t = . (6)

(x4, 0K ) — min; (x4, 0;)

We now explain the main idea behind the attack strategy specified in Equation[5]and Equation[6} Intuitively
speaking, using Equation [f] and Equation [f] the attacker can manipulate the agent into learning some
particular coefficient vectors. In particular, for arm K (the target arm), the agent obtains the true coefficient
vector . For any arm i # K| because of the attacks, the agent will obtain an estimate of arm i’s coefficient
vector that is close to (1 — a)fx. This can be seen as follows. Under Assumption [I| and the fact that the
mean rewards are positive, we have that 1/2 < ¢, < 1 —«. Under the white-box attack, when the agent pulls
a non-target arm I; # K, the post-attack action I{ is a random variable and the mean reward received by
the agent should satisfy

Elry ro|Fr—1,It] = E[(z¢, 010)[Fi—1, It] = €(z¢,0r) + (1 — &) m}n(zt, 0;) = (1 — a){w, Ok). (7)

Because of the positive mean reward assumption and the fact that 0 < 1 — «a < 1, the target arm K appears
to be the optimal arm for any context. Hence the proposed white-box attack strategy can easily mislead an
agent who employs a contextual bandit algorithm with sublinear pseudo-regret, as shown in the following
proposition.

Proposition 1. Ford > 0. Suppose the agent employs a linear contextual bandit algorithm whose cumulative
pseudo-regret is upper bounded by o(T') with probability at least 1 — 6. When using the proposed white-box
attack scheme, with probability at least 1 — 0, the attacker can force the agent to pull the target arm for
T — o(T) times, while the total attack cost |C| is upper bounded by o(T).

Proposition [I] applies to any contextual bandit algorithm whose cumulative pseudo-regret is upper bounded
by o(T). To further illustrate the proposed attack scheme, we now provide a finer analysis the impact of
this attack on LinUCB described in Algorithm [2 We first build a high probability bound for the estimate of
parameter at the agent, when the agent computes the estimate of §; by equation [ and the attacker employs
the white-box attack. Recall that w(N) = VAS + Ry/2log K/& + dlog (1 + L2N/()\d)).

Lemma 1. Under the proposed white-box attack, the estimate of 0; for each arm i obtained by LinUCB
agent as described in Algorithm [ satisfies

2] 0 — 27 (1 — a)fx| < (w(Ni(t)) + LS\/051og (2KT/6)) Ity 8)

with probability 1 — 2(K — 1)6/K, for all arm i # K and all t > 0. Here, ||z||y = VaTVx is the weighted
norm of vector x for a positive definite matriz V.

Lemma [I] shows that, under our white-box attack, the agent’s estimate of the parameter of non-target arm,
i.e. 0;, will converge to (1 — a)fk. Thus, the agent is misled to believe that arm K is the optimal arm for
every context in most rounds. The following theorem provides an upper bound of the cumulative cost of the
attack.
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Theorem 1. Define v = mingep{(x,0x). Under the same assumptions as in Lemma for any § > 0 with
probability at least 1 — 2§, for all T > 0, the attacker can manipulate the LinUCB agent into pulling the
target arm in at least T — |C| rounds, using an attack cost

C| gwgi)zl) log (1+ TL2/(d))) (2w(T) + LS\/0.510g (2KT/6))2 . (9)

Theorem [I| shows that our white-box attack strategy can force LinUCB agent into pulling the target arm
T — O(log® T) times with attack cost scaled only as O(log® T').

Proof. Detailed proof of Theorem [I]can be found in Appendix[B:3] Here we provide sketch of the main proof
idea.

For round ¢ and context x;, if LinUCB pulls arm i # K, we have

v/ 0k + ﬁt,K\/xtTV},_éxt <@ 0 + B o Vi @
Since the attacker does not attack the target arm, the confidence bound of arm K does not change and
J:,THK < x:étK + Bt k4 /mj\/}}%xt holds with probability 1 — %.
Then, by Lemma

<2KT

x;rOK < x:(l —a)fk + 5t’i||xt||‘/t,_il + <LS 5) +w (Nl(t))> H:EtHVtTil. (10)

By multiplying both sides 1(7,—; and summing over rounds, we have

T

Z ]l{[k:i}aJCZeK
=1 (11)

T
1 [2KT K L2N; (k)
< ; Lir,=iy <5k,i + VS + LS\/2 log <6) + R\/2log 5t dlog <1 + Ad)) Hl’k”vkiil.

Here, we use Lemma 11 from (Abbasi-Yadkori et al., [2011]) and obtain

T 112
> Lnmllonl, s < \/Nmadlog (1+%5) (12)

k=1

Set v = mingep(z, 0k ). Since N;(t) = Zle 1ir,—s}, we have

N;i(t) < (jj)z log (1+) <2fS+L5,/ log +2R\/210g 5 +dlog (1+)) . (13)

4.3 Black-box Attack

We now focus on the more practical black-box setting, in which the attacker does not know any of arm’s
coefficient vector. The attacker knows the value of « (or a lower bound) in which the Equation [3| holds for
all t. Although the attacker does not know the coefficient vectors, the attacker can compute an estimate
of the unknown parameters by using past observations. On the other hand, there are multiple challenges
brought by the estimation errors that need to properly addressed.
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The proposed black-box attack strategy works as follows. When the agent chooses arm K, the attacker does
not attack. When the agent chooses arm I; # K, the attacker changes it to arm

K with probability ¢
=9 * (14)
I} with probability 1 — ¢
where ;
_ : A0\ _ 50 -
1} = argmin ({2, 00:) = Bullarll o) (15)
and
B0 = o1 (w(N] (0)) + LS+/0.510g 3K T9) ) .
¢; = 1/a when i # K and ¢x = 2, and
1 (=) (e 09 ) — (20,0 1)
e =clip | =, = ~———l-al, (16)
2 <xt’0t,K> - <xt’0t,lj>
with clip(a, ,b) = min(b, max(x, a)) where a < b.
For notational convenience, we set ItT = K and ¢, = 1 when I; = K. We define that, if 1 # K,
TZT(t) ={s:s<t, Il =i}
and N (t) = |7} (t)|. We also define 7). () := {s : s <t} and Nj(¢) = |7k (t)].
A -1
0p: = (V%) Z Wi, iTk, 19Tk s (17)
ker] (1)
where
V;?i = Z xkx;— + I
kerf(t—1)
and
1/e ifi=1I=K
wii=31/(1—¢) ifi=I"=1I. (18)
0 if i # I

Here, é?,i is the estimation of 6; by the attacker, while ét,i in Equation |4]is the estimation of §; at the agent

side. We will show in Lemma [2| and Lemma [4| that é?l will be close to the true value of 8; while ét,i will
be close to a sub-optimal value chosen by the attacker. This disparity gives the attacker the advantage for
carrying out the attack.

We now highlight the main idea of why our black-box attack strategy works. As discussed in Section
if the attacker knows the coefficient vectors of all arms, the proposed white-box attack scheme can mislead
the agent to believe that the coefficient vector of every non-target arm is (1 — )8k, hence the agent will
think the target arm is optimal. In the black-box setting, the attacker does not know the coefficient vector
for any arm. The attacker should estimate an coefficient vector of each arm. Then, the attacker will use
the estimated coefficient vector to replace the true coefficient vector in the white-box attack scheme. As
the attacker does not know the true values of 6;’s, we need to design the estimator égﬂ-, the attack choice
I;r and the probability €; carefully. In the following, we explain the main ideas behind our design choices.
1): Firstly, we explain why we design estimator é?’i using the form Equation in which the attacker
employs the importance sampling to obtain an estimate of §;. There are two reasons for this. The first
reason is that, for a successful attack, the number of observations in arm i # K will be limited. Hence if the
importance sampling is not used, the estimation variance of the mean reward (z, 6;) at the attacker side for
some contexts x may be large. The second reason is that the attacker’s action is stochastic when the agent
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pulls a non-target arm. Thus, the attacker uses the observations at round ¢ when the attacker pulls arm 4
with certain probability, i.e. when ¢t € 7';, to estimate 6;. Since the agent’s action is deterministic, the agent
uses the observations at round ¢ when the agent pulls arm 4, i.e. when ¢ € 7;, to estimate 6;. 2): Secondly,
we explain ideas behind the choice of I;r in Equation Under our black-box attack, when the agent pulls
a non-target arm I; # K, the mean reward received by the agent satisfies

Elry ro|Fr—1,It] = E[(z¢, 010) | Fi—1, It] = € (e, 0r) + (1 — € ) (24, 013>' (19)

In white-box attack scheme, Ij is the worst arm at context x;. In the black-box setting, the attacker does not
know a priori which arm is the worst. In the proposed black-box attack scheme, as indicated in Equation
we use the lower confidence bound (LCB) method to explore the worst arm and arm I;r has the smallest lower
confidence bound. 3): Finally, we provide reasons why we choose ¢; using Equation In our white-box
attack scheme, we have that 1/2 < ¢, < 1 — . Thus, in our black-box attack scheme, we limit the choice
of € to [1/2,1 — «]. Furthermore, in Equation |§| used for the white-box attack, €; is computed by the true
mean reward. Now, in the black-box attack, as the attacker does not know the true coefficient vector, the
attacker uses an estimation of 6 to compute the second term in the clip function in Equation

In summary, our design of égi, Iz and € can ensure that the attacker’s estimation é?l is close to 0;, while

the agent’s estimation ét,i will be close to (1 —«a)fk. In the following, we make these statements precise, and
formally analyze the performance of the proposed black-box attack scheme. First, we analyze the estimation
07 ; at the attacker side. We establish a confidence ellipsoid of (z,6?,) at the attacker.

Lemma 2. Assume the attacker performs the proposed black-box action poisoning attack. With probability
1—26, we have

|xtT9A2i —x/0;] < 5?;“3“”( -1

V%)

holds for all arm i and all t > 0.

Lemma [2| shows that é? lies in an ellipsoid with center at 6; with high probability, which implies that the
attacker has good estimate. We then analyze the estimation 6;; at the agent side. The following lemma
provides an upper bound on the difference between E[r, jo|F;—1, ;] and (1 — a)(z, 0k ).

Lemma 3. Under the black-box attack, the estimate obtained by an LinUCB agent satisfies

+
1]

Bl g Fioa, 1] = (1 = @) o, ) s<1—a>ﬁ£,K||xt||(Vfok)1+<1+a>631;||xt||< ) e
: o

simultaneously for all t > 0 when I # K, with probability 1 — 24.

The bound in Lemma [3| consists of the confidence ellipsoid of the estimate of arm I;r and that of arm K. As
mentioned above, for a successful attack, the number of pulls on arm I;f will be limited. Thus, in our proposed
algorithm, the attacker use the importance sampling to obtain the estimate of #;, which will increases the
number of observations that can be used to estimate the coeflicient vector of arm Ij . Using Lemma |3, we
have the following lemma regarding the estimation ét,i at the agent side.

Lemma 4. Consider the same assumption as in Lemma @ With a probability at least 1 — w, the
estimate étﬂ- obtained by the LinUCB agent will satisfy
2] B; — 27 (1 — )bk < (1 +4d/a/Klog (1 + tL2/(d)\))) (w(t) + LS\/0.51og (2KT/5)) |zelly-1,
(21

stmultaneously for all arm i # K and all t > 0.

Lemma [ shows that, under the proposed black-box attack scheme, the agent’s estimate of the parameter
of the non-target arm, i.e. éi7 will converge to (1 — ). Hence the agent will believe that the target arm
K is the optimal arm for any context in most rounds. Using these supporting lemmas, we can then analyze
the performance of the proposed black-box attack strategy.

10
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Theorem 2. Define v = mingep(x,0k). Under the same assumptions as in Lemma |4}, with probability at
least 1 — 36, for all T > 0, the attacker can manipulate a LinUCB agent into pulling the target arm in at
least T — |C| rounds, using an attack cost

(ary

2
c| < W;l) (2 + ?\/Klog (1 + 7;5)) log (1+ TL?/(d))) (w(T) + LS\/0.510g (2KT/6))2.
(22)

Proof. Detailed proof of Theorem [2] can be found in Appendix [C:4] Here we provide a sketch of the main
proof idea.

For round ¢ and context x;, if LinUCB pulls arm i # K, we have

Th Ty —1 Th Ty -1
Ty Ok + Br /2y Vi gt < @y O + Bran /@y Vi @

Since the attacker does not attack the target arm, the confidence bound of arm K does not change and
x;rHK < ac:étK + Bt k4 /a?tTVt}%xt holds with probability 1 — %.
Thus, by Lemma [4]

2] 01 <al (1= )0 + w(Ni(t))lfaelly—»

2 (23)
+ (1 + Zijl\/Klog (1 + ;;\)) (w(t) + LS flog (2[§T>> ||$t||vtji1.

By multiplying both sides by 1;7,—;; and summing over rounds, we have

T
Z ]l{[k:i}a.%';eK
4d kL? 1 2KT
; Lir,=i ( \/Klog (1 + d)\)> (w(t) +LS 3 log (5)> ||$1c||vkji1.
Here, we use Lemma 11 from (Abbasi-Yadkori et al., [2011) and get
+1.2
k=1
Thus, we have
T
= Z L=y
k=1
, 2 2 (26)
2d tL 4d tL? 1 2KT
< 1 14— [24+—/KI 14+ — t)+ LS/ =1 —
< (1 ) ( ’ a\/ on (1+ dA)) (“(” gos (%5 )) ’
where v = mingep{x, 0k ). O

Theorem [2[ shows that our black-box attack strategy can manipulate a LinUCB agent into pulling a target
arm T — O(log® T) times with attack cost scaling as O(log® T'). Compablack with the result for the white-box
attack, the black-box attack only brings an additional log T" factor.

11
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4.4 Generalized Linear Models

We note that the proposed attack strategies can also be extended to generalized linear models. Detailed
analysis of the cost of the proposed attack strategies for the generalized linear contextual bandit model can
be found in Appendix

5 Numerical Experiments

In this section, we provide numerical examples to illustrate the impact of proposed action poisoning attack
schemes.

5.1 Attack Linear Contextual Bandit Algorithms

We first empirically evaluate the performance of the proposed action poisoning attack schemes on three
contextual bandit algorithms: LinUCB (Abbasi-Yadkori et al.l 2011)), LinTS (Agrawal & Goyal, 2013]), and
e-Greedy. We run the experiments on three datasets:

Synthetic data: The dimension of contexts and the coefficient vectors is d = 6. We set the first entry
of every context and coefficient vector to 1. The other entries of every context and coefficient vector are
uniformly drawn from (—\/%, \/%) Thus, [z]l2 < V2, ||0]l2 < V2 and mean rewards (z,6) > 0. The

reward noise 7; is drawn from a Gaussian distribution A/(0,0.01).

Jester dataset (Goldberg et al., [2001): Jester contains 4.1 million ratings of jokes in which the rating
values scale from —10.00 to +10.00. We normalize the rating to [0,1]. The dataset includes 100 jokes and
the ratings were collected from 73,421 users between April 1999 - May 2003. We consider a subset of 10 jokes
and 38432 users. Every jokes are rated by each user. We perform a low-rank matrix factorization (d = 6) on
the ratings data and obtain the features for both users and jokes. At each round, the environment randomly
select a user as the context and the reward noise is drawn from a Gaussian distribution A(0,0.01).

MovieLens 25M dataset: (Harper & Konstan) 2015) MovieLens 25M dataset contains 25 million
5-star ratings of 62,000 movies by 162,000 users. The preprocessing of this data is almost the same as the
Jester dataset, except that we consider a subset of 10 movies and 7344 users. At each round, the environment
randomly select a user as the context and the reward noise is drawn from N(0,0.01).

We set § = 0.1 and A\ = 2. For all the experiments, we set the total number of rounds T = 10° and the
number of arms K = 10. We independently run ten repeated experiments. Results reported are averaged
over the ten experiments. We set « to 0.2 for the two proposed attack strategies, hence the target arm may
be the worst arm in some rounds. Each of the individual experimental runs costs up to 10 minutes on one
physical CPU core. The type of CPU is Intel Core i7-8700.

4 4 5
10 x10 15><10 2x10

8 e T s T —White-box attack on LinTS
---Black-box attack on LinTS
- T — White-box attack on LinUCB
P P ---Black-box attack on LinUCB
5 White-box attack on e-Greeedy

%: Black-box attack on e-Greeedy

0
0 2 4 6 8 10 0 2 4 6 8 10
Time(t) x10% Time(t) x10°

\

Cost
Cost
Cost

Figure 2: The cumulative cost of the attacks for the synthetic (Left), Jester (Center) and MovieLens (Right)
datasets.

The results are shown in Table [T] and Figure 2] These experiments show that the action poisoning attacks
can force the three agents to pull the target arm very frequently, while the agents rarely pull the target arm
under no attack. Under the attacks, the true regret of the agent becomes linear as the target arm is not
optimal for most context. Table [1] show the number of rounds the agent pulls the target arm among 10°
total rounds. In the synthetic dataset, under the proposed white-box attacks, the target arm is pulled more

12
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Synthetic | Jester MovieLens
e-Greeedy without attacks 2124.6 5908.7 3273.5
White-box attack on e-Greeedy | 982122.5 | 971650.9 | 980065.6
Black-box attack on e-Greeedy | 973378.5 | 939090.2 | 935293.8
LinUCB without attacks 8680.9 16927.2 13303.4
White-box attack on LinUCB 981018.7 | 911676.9 | 969118.6
Black-box attack on LinUCB 916140.8 | 875284.7 | 887373.1

LinTS without attacks 5046.9 18038.0 9759.0
White-box attack on LinTS 981112.8 | 908488.3 | 956821.1
Black-box attack on LinTS 918403.8 | 862556.8 | 825034.8

Table 1: Average number of rounds when the agent pulls the target arm over 7' = 10% rounds.

than 98.1% of the times by the three agent (see Table . The target arm is pulled more than 91.6% of the
times in the worst case (the black-box attacks on LinUCB). Fig [2| shows the cumulative cost of the attacks
on three agents for the three datasets. The results show that the attack cost |C| of every attack scheme
on every agent for every dataset scales sublinearly, which exposes a significant security threat of the action
poisoning attacks on linear contextual bandits.

5.2  Attack Robust Algorithms

We now discuss existing robust linear bandit algorithms (Ding et al. 2022; Bogunovic et al., |2021)) and
evaluate the performance of the proposed attack strategy on these algorithms.

In particular, (Bogunovic et al.,[2021)) focuses on a special case in which the context and coefficient vectors are
assumed to be fixed over rounds, and developed Robust Phased Elimination (RPE) algorithm. In contrast,
our paper focuses on the general setting where the contexts are different for each round and coefficients are
different for each arm. Hence the RPE algorithm will not work for the contextual bandit setting consideblack
in our paper. (Bogunovic et al., [2021)) also proves that a simple greedy algorithm based on linear regression
can be robust to linear contextual bandits with shablack coefficient under a stringent diversity assumption
on the contexts. We empirically evaluate the action attacks on the greedy algorithm in (Bogunovic et al.
2021). The greedy algorithm is designed in the shablack coefficient setting and may not work in the disjoint
setting.

(Ding et al., [2022) provides a linear contextual bandit algorithm that is robust to rewards attacks and context
attacks. The scheme in (Ding et al.,|2022) could be used to defend against the action attacks. However, our
numerical results show that the proposed attack strategy can successfully defeat the scheme in (Ding et al.)
2022). In the following, we empirically evaluate the performance of the proposed action poisoning attack
schemes on RobustBandit algorithm in (Ding et al., [2022).

(He et al.l2022) provides nearly optimal algorithms for linear contextual bandits with adversarial corruptions.
(He et al. 2022)) consider two cases: 1) the agent knows the corruption budget; and 2) the agent does not
know the corruption budget. We also empirically evaluate the action attacks on CW-OFUL algorithm in
(He et al, 2022).

We use the same synthetic data setting in Section We set § = 0.1 and A = 2. For all the experiments,
we set the total number of rounds 7" = 10° and the number of arms K = 10. We independently run ten
repeated experiments. Results reported are averaged over the ten experiments. We set o to 0.2 for the two
proposed attack strategies. For the action attacks on CW-OFUL algorithm, we run the simulation on the
two cases that the agent know the corruption budget and the agent does not know the corruption budget.
For the case that the agent know the corruption budget, we set the attack budget to 3000 and the attacker
will stop the attack if the budget is exhaust. For the case that the agent does not know the corruption
budget, we does not limit the attack budget.

The simulation results in Figure [3| show that our proposed white-box action poisoning attack can force
the greedy contextual agent in (Bogunovic et al., [2021)) to pull the target arm. Although the black-box
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White-box attack on Contextual Greedy  10° Black-box attack on Contextual Greedy . 10° Black-box attack on Contextual Greedy

Total Attack Costs
Total Attack Costs

6 4 3 1 3 8
Time(t) %10 Timef(t) *10° Time(t) 10°

Figure 3: The cumulative cost of the attacks against greedy contextual algorithm in (Bogunovic et al.l |2021)).

action poisoning attack strategy fails, it causes linear regret on the agent. The greedy contextual algorithm
in (Bogunovic et al.| 2021) highly relies a stringent diversity assumption on the contexts. In the disjoint
setting, the agent will pull each arm in some correlated contexts. The stringent diversity assumption may
not be satisfied in disjoint setting. The greedy contextual algorithm in (Bogunovic et al., [2021)) will induced
to linear regret as shown in Figure [3]
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0 2 4 6 8 10

Time(t) %10°
Figure 4: The cumulative cost of the attacks against RobustBandit algorithm for the synthetic datasets.

The simulation results in Figure[dshow that our proposed action poisoning attack can force the RobustBandit
agent to pull the target arm with T'— o(T') times. The attack cost also scales sublinearly on 7. The reason
why the RobustBandit agent cannot defend against the action attacks is that its regret scales on O(C VT ).
If the attack cost C' = O(\/T), the regret will be linear and the agent will be fooled.
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Figure 5: The cumulative cost of the attacks against CW-OFUL algorithm for the synthetic datasets.

The simulation results in Figure [5| show that our proposed action poisoning attack can force the CW-OFUL
agent to pull the target arm in the case that the agent does not know the corruption budget and the attack
budget is unlimited. The attack cost also scales sublinearly on T. The reason why the CW-OFUL agent
cannot defend against the action attacks is that its regret scales on O(T') once the corruption level is larger
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than v/T. CW-OFUL agent can defend the action poisoning attack and achieve sublinear regret when the
agent knows the corruption budget and the attack budget is limited.

5.3 The Attack Performance When the Assumption [I| Violates

x10°

~

White-box attack on e-Greeedy
Black-box attack on e-Greeedy
—White-box attack on LinUCB
***** Black-box attack on LinUCB
—White-box attack on LinTS
***** Black-box attack on LinTS

(2]

[6)]

Total Attack Costs
w >

n
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The proportion of contexts when the target arm is the worst

Figure 6: The total costs of the attacks for the synthetic datasets when the Assumption [I] violates.

We now evaluate the sensitivity of the proposed algorithms on Assumption [I We empirically evaluate
the performance of the proposed action poisoning attack schemes on three contextual bandit algorithms:
LinUCB, LinTS, and e-greedy, when the target arm is the worst for some contexts.

We use the same synthetic data setting in Section We set § = 0.1 and A = 2. For all the experiments,
we set the total number of rounds T = 10° and the number of arms K = 10. We independently run ten
repeated experiments. Results reported are averaged over the ten experiments. We set « to 0.2 for the two
proposed attack strategies. We manipulate the simulation environments so that the proportions of contexts,
at which the target arm is the worst, are separately controlled around: 0.001, 0.01, 0.02, 0.05, 0.1, 0.2, 0.5.

The results in Figure [f] show the total costs under different proportions of contexts when the target arm is
the worst. The x-axis represents the proportions of context when the target arm is the worst. The y-axis
represents the total cost over 10° rounds. The results shows that the total attack costs scale linearly on the
proportions of contexts when the target arm is the worst. When the proportions of contexts when the target
arm is the worst is small, our proposed attack strategies can still efficiently attacks.

5.4 The Attack Performance When the Rewards Are Normalized in [-1,1]

Here, we would like to note that we make the positive reward assumption for the formal analysis, our results
actually can be generalized to the case with negative rewards. If the positive reward assumption does not
hold, for the case with negative rewards, the attacker can preprocess the reward by adding a positive constant
to all rewards such that all rewards become positive. As long as Assumption 1 holds, the proposed attack
strategy can mislead the agent to believe that the target arm is optimal regardless of the positive reward
assumption.

To illustrate this, we evaluate the performance of the proposed algorithms when negative rewards exist. We
use the same synthetic data setting in Section[5.1] We set § = 0.1 and A = 2. For all the experiments, we set
the total number of rounds 7" = 10% and the number of arms K = 10. We independently run ten repeated
experiments. Results reported are averaged over the ten experiments. We set « to 0.2 for the two proposed
attack strategies. We normalize the rewards in [-1,1]. The attacker preprocesses the rewards by adding a
constant ¢ = 3 to the rewards in his algorithms. In the white-box attack setting, the attacker adds ¢ = 3
to every (x,0) and use the preprocessed (z,0) to compute €. In the black-box attack setting, the attacker
adds ¢ = 3 to every reward r; and use the preprocessed 7; to compute 0 and €.
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Figure 7: The cumulative cost of the attacks when the rewards are normalized in [-1,1].

The results in Figure [7]show that our proposed attack strategies still work for the case with negative rewards.

6 Future Works

In this section, we discuss several future directions.

Linear Bandits with Shablack Coefficients. In this paper, we discuss the disjoint linear contextual
model, similar to those consideblack in (Li et all 2010} [Kong et al., |2020; |Garcelon et al., |2020; Huang
et al.l |2021)), where each arm is associated with its own coefficient vector. At each time, the agent observes
a contextual vector x; that is shablack with all arms.

Our model is different from the linear contextual bandit model with shablack coefficient. In that model,
the coefficient vector 6* is shablack with all arms. At each time, each arm ¢ is given a specific contextual
vector z; ;. These contextual vectors form the decision set. The decision set changes over time and can even
be infinite. In this model, adversarial attacks may not always be successful. For example, (Wang et al.,
2022) shows that some attack goals can never be achieved in linear stochastic bandits due to the shablack
coefficient. This may also occur in the linear contextual bandit model with shablack coefficient. It is of
interest to conduct rigorous analysis of action attacks in the shablack coefficient model in the future work.

Attack Strategy without Assumption 1. In Section we empirically evaluate the sensitive of the
proposed algorithms on Assumption [I} The results shows that the total attack costs seem to scale linearly
on the proportions of contexts when the target arm is the worst. It is of interest to further theoretically
analyze the phenomenon shown in the simulation results in Section[5.3] However, using current tools analysis
developed in the paper, it is challenging to formally analyze the relationship between the effectiveness of the
action attack strategies and the portion of contexts when the target arm is the worst. On the other hand,
we can try to find a new algorithm that can force the agent to choose the target arm when the target arm
is not the worst. In the following, we provide our initial ideas for this direction.

In the action attack strategies consideblack in the paper, the attacker misleads the agent to obtain an
estimate of the non-target arms’ coefficient vectors that are close to (1 — a)fx. However, this can not be
always achieved without Assumption |1} since the target arm is the worst at some contexts but (1 — «)fk is
worse than the target arm. Action attacks can not force the agent to learn (1 — a)fx. We need some new
attack strategies. Here, we provide our initial thoughts on theoretical insights to solve this challenge in the
white-box attack scenario.

If the Assumption 1 does not hold, we set

Dk :={z €D : (z,0k) = min(x,0;)}

i€[K]
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as the set of context where the target arm is the worst. We consider such sequence of contexts {z;}¢c[| that
x; € Dk for all t < T, and Tk linearly depends on T

We consider a r-neighborhood of D _

Dk = UmEDKBr(x)a
where B,.(z) = {2/ € D : ||z — 2|2 < r}. In the white-box attack case, we can find a coefficient vector 4%
such that z70x > 2707 for all context © € Dx and z "0 > 2! 67 for all context = € D/ZSK. Then the

attacker force the agent to obtain an estimate of the non-target arms’ coefficient vectors that are close to ot.
Then the target arm is the optimal in D/Dg, and the distribution of D is limited.

The proposed attack strategies in this paper may make the target arm to be the optimal in D/ISK with
some r. Thus, even when the target arm is the worst arm, the attack algorithm designed in this paper can
still work.

It is of interest to conduct rigorous analysis of this strategy in the future work. Furthermore, it is of interest
to carry out the design and analysis for algorithms for the black box attack strategy under this scenario,
which will be more challenging.

7 Conclusion

In this paper, we have proposed a class of action poisoning attacks on linear contextual bandits. We have
shown that our white-box attack strategy is able to force any linear contextual bandit agent, whose regret
scales sublinearly with the total number of rounds, into pulling a target arm chosen by the attacker. We
have also shown that our white-box attack strategy can force LinUCB agent into pulling a target arm
T — O(log® T') times with attack cost scaled as O(log® T'). We have further shown that the proposed black-
box attack strategy can force LinUCB agent into pulling a target arm 7" — O(log?’ T) times with attack cost
scaled as O(log® T'). Our results expose a significant security threat to contextual bandit algorithms. In the
future, we will investigate the defense strategy to mitigate the effects of this attack.
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A Necessity of Assumption [1]

In the main paper, we show that, if Assumption [I]holds, our proposed attack schemes can successfully attack
LinUCB regardless the context.

Here, we highlight the necessity of Assumption [1in the sense that, if Assumption [I] does not hold, for some
sequence of context {x };er), there is no efficient action poisoning attack scheme that can successfully attack
LinUCB. If the Assumption [I] does not hold, we set

Dk :={x € D|{z,0k) = min (z,6;)}

N 1€[K]
as the set of context where the target arm is the worst. We consider such sequence of contexts {x; } 4[] that

x; € Di for all t < T, and Tk linearly depends on T

If the attacker does not attack the target arm, the target arm is the worst in Dg. No matter how we change
the non-target arms to another arm, the cost and loss will linearly depend on Tk and therefore linearly
depend on T'.

If the attacker attacks the target arm when x; € Dk and changes the target arm to a better arm or the
optimal arm so that the agent learns that the target set is optimal even in the context set D, the cost of
attack may be up to O(Tk) and hence scales as O(T). We define

T —1](t) = {s:s <t,I, =K but I # K}

as the set of rounds up to ¢ where the attacker attacks arm K and Ck(t) = |7k [x—1](t)| as the attack cost
of attacking arm K. We can show that if we attack the target arm, for any attack scheme,

10k = Oxllvee <IVik D, LSzllv

SETK [K—1](t)

< Z LS\/JJZVtTKl-JCS

sE€TK, Kk —1)(t)

(27)
<18 \/CK@) > el

SETK K —1](t)
N (t)L2
< LS\/2dOK(t) log (1 + Ké;)

where the last inequality is obtained by the Lemma 11 from (Abbasi- Yadkori et al.||2011). Then, the average
estimation error of the mean reward of arm K is bounded by

Tk
Tk Y |/ (b — 0k)|
t=1
Tk
<UTic > W0 = Oxc vl (28)

t=1

2
<2dLS log (1 + NK(gf)L) Ck(Tk)/Tk.

Note that we consider a sequence of contexts {xt}te[T] that x; € D for all t < Tk and 7 linearly depends on
T. In the action poisoning attacks, if the attacker tries to blackuce the rewards of non-target arms, he can
change the non-target arm to a worse arm or the worst arm. However, the target arm K is the worst arm
for all ¢ < Tx. The mean rewards of the non-target arm at the contexts {z;}+c[r,) must be larger or equal
to o] 0. If the attacker tries to force the agent to pull the target arm in linear time at the first T rounds,
the attacker needs to let the post-attack arm K be A-optimal than the original arm K. If the attacker tries
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to let the post-attack arm K be A-optimal than the original arm K, we have Ck (Tx) = O(Tk), where O
ignores the logarithm dependency.

In summary, without the prior information of the context distribution or the context sequence, there is no
action poisoning attack scheme that can always efficiently attack without Assumption [[} However, in some
situations, some action poisoning attack scheme may still work even if the target arm is the worst in a small
portion of the contexts, as shown in the numerical result session.

B Attack Cost Analysis of White-box Setting

B.1 Proof of Proposition [1]
When the agent pulls a non-target arm I, # K, the mean reward received by the agent should satisfy
Elry solFi-1, 1] = (1 — a) (2, O).

In the observation of the agent, the target arm becomes optimal and the non-target arms are associated with
the coefficient vector (1 — )8k . In addition, the cumulative pseudo-regret should satisfy

T T
Ry = Z LirzxyaTe, Or) > Z Lir£ryoy.
t=1

t=1

We define v = mingep(x,0x). If Ry is upper bounded by o(T), Z;‘le Ii7,+Kky is also upper bounded by
o(T).

B.2 Proof of Lemmalll

If the agent computes an estimate of 6; by equation {4fand V; ; = (Zke”(t_l) xkxz + )\I), we have

210, —x] (1 —a)bx

Ty -1 T -1
=y Vi E renoe | = Vi Vil — a)fk

ker;i(t—1)
(29)
:x;'_Vt;.l Z xg (rt,I,S —(1- a)xEHK) - )\m;th;-l(l —a)lg
keri(t—1)
- Z a:tT‘/t_lek (xzﬁjg +— (1 — oz)a:,IHK> — /\a:;r‘/al(l —a)fk,
ker;i(t—1)
and by triangle inequality,
o) 0 — 2 (1 — a)0x]
(30)

< Z x:Vt;lxk <x;—012 —(1- a)kaGK> + Z x:Vt;lxknk + ‘)\x;th;-l(l — )bk .
keT;(t—1) ket (t—1)

Now we separately bound the three items in the RHS of Equation

(1) In our model, the mean reward is bounded by 0 < (z¢,0;) < |z:]|3]|6:]3 = LS. Since the mean
rewards are bounded and the rewards are generated independently, we have 0 < ‘m;—@]g —(1- a)xl@K <

LS and E[kat912|Fk,1] = (1 — a)z] 0k, where the post-attack action I is the random variable. Thus,

{x: V;;ll‘k (g;,;'—elg —(1- a)x;HK) }ker. 1 is a bounded martingale difference sequence w.r.t the filtration

{Fi}rer,(t-1)-
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Then, by Azuma’s inequality,

B Y @l vViito (ol — (1 )fox) | = B)
keTi(t—1)

<2e —25” (31)
X
=t ZkEn(t—l)(x;rV;t;lkaS)Z

:Pt,ia

where B represents confidence bound. In order to ensure the confidence bounds hold for all arms and all
round ¢ simultaneously, we set P, ; = % SO

1 2KT 1 2KT
— Ty -1
B=LS B log ( 5 ) , E.(t1)(xt 1i Te)? < LS B} log ( 5 )Hwt“vmla (32)

where the last inequality is obtained from the fact that

2o =2/ Vi | DD mea) + AT VS
o keri(t—1)
>al Vi | Y wl | Vi (%)
keTi(t—1)
= > (@ Vi et
k‘GTi(tfl)
In other words, with probability 1 — J, we have
_ 1 2KT
> z:p;ka(xzew—f(l—w@x29K> < LS QIQg((5>WmHKJg (34)

keri(t—1)
for all arms and all ¢.

(2) Note that Vi; = > pcr 1) zpx] + Al is positive definite. We define (z,y)y = 2T Vy as the weighted
inner-product. According to Cauchy-Schwarz inequality, we have

Ty —1
> @ Vitme| < ey > - (35)
keri(t—1) keT;(t—1) V-1
o

K2

Assume that A > L. From Theorem 1 and Lemma 11 in (Abbasi-Yadkori et al., 2011), we know that for any
0 > 0, with probability at least 1 — §

2

K det(V, ;)12 det(AI)~1/2
Z TNk < 2R? 1082( et(Vei) 5 ctA) >
keT;(t—1) thll (36)

K L2N;(t)
< R?*(2log — +dlog [ 1 d
_R( 0g5+d0g<+ d )),
for all arms and all ¢ > 0.

(3) For the third part of the right hand side of Equation

Ml Vi (= )] < 11— )Nl el (37)
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Since V;; = AL, the maximum eigenvalue of thl is smaller or equal to 1/A. Thus,
1
11— a)A9K||2vt;1 <z la- M3 < (1= a)’AS>.

In summary,

|xt0t,f (1 - a)fk]

((1—a \/>S+LS1/flog 2KT +R\/210g+dlog< L‘j\\;()>>||xt||vf_‘1.

B.3 Proof of Theorem 1

For round ¢ and context x;, if LinUCB pulls arm i # K, we have

Th Ty —1 ) =1
Ty O i + Bryf2e Vi gte < xy O + Br $;rvt,i Ty.

Recall p;; = \fS—FR\/Zlog 5 +dlog<1+ (t)>

Since the attacker does not attack the target arm, the confidence bound of arm K does not change and

] 0k < mtTét’K + Bi Kk /x;'_Vt_I%xt holds with probability 1 — %.
Then, by Lemma

T TS 1
2y Ok <y O + Brrc /2 Vi e
) —1
Sl':et,i + 515,@'\/562—‘/;7@ Ty
2KT

Sx:(l —a)lk +5t,i|‘xtHVt11 + (LS log( 5 ) +w(Ni(t))> ||xt||Vt:_1.

By multiplying both sides 1(7,—; and summing over rounds, we have

T

Z ]l{[k:i}Oé.'I}ZHK
k=1

T
2OKT K L2N; (k)
< ; Ly =iy (ﬁk,i +VAS + LS\/ log ( 5 ) + R\/Qlog(S + dlog (1 + —d )) kaHVk]l.

Here, we use Lemma 11 from (Abbasi-Yadkori et all 2011]) and obtain

d G5

> L= z}HwkIIV 1 < 2dlog(1+ — )
k=1
tL?
<2dlog (14 =) .
< og< + dA)

According to Zle ]I{Ik:i}‘lkaVk*il < \/Ni(t) ZZ:1 ]l{lk:i}ka”%/k—_lv we have

T L2

k=1
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Thus, we have

T

Z ]I{Ik:i}al';e[(
= (43)

L? 1 2KT K t1?
g\/Ni(t)leog( td)\) (LS glog (5> +2\f/\S+2R\/210g5 + dlog (1+ Ad))

and

Z Lin=iy

1 2KT K tL2
<\/ (t)2dlog 1+> (LS 2log( 5 )+2f5+2R\/210g5+dlog<1+)\d>>

where v = min,ep(x, 0k ). Since N;(t) = Zgzl I¢r,=i}, we have

N;(t) < (53)2 log (1 + ) <2f5 + LS,/ QKT + 2R\/2 log = + dlog (1 - f;)) . (45)

C Attack Cost Analysis of Black-box Setting

C.1 Proof of Lemma

Since the estimate of 6; obtained by the agent satisfies

é?,i:(vt?z‘)_l Z Wik, 197k | (46)

kerf(t—1)
we have

T 40 T
x, Gm —x, 0,

T o081 T (y/0) 1ys0
=Ty (V;z) E Wk,iTk, 10Tk | — Ty (Vtz) V;mez
kerf(t—1)

:x: (‘/;(’)2)71 Z (wk’ﬂ“ng — xzel)xk - )\{E;r (Vvt?l)il 91
kerf(t-1)

—1
=z, (V) Z (wk,ﬂ;@f;; — xp 0;)a,
ker] (t—1)

-1 1
+a) (V) Z wiine | — Azl (V%) 6.
kerf(t—1)
Now we separately bound the three items in the RHS of Equation

(1) We have 0 < ‘wk Ty 010 —xp
IY is the random variable. In addltlon, by the definition of wy,;, we have that wy,; < 1/a if i # K,

< wg ;LS and Elwy, ;z, HIo\Fk 1] = x}] 0;, where the post-attack action
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and wg,; < 2 if ¢ = K. Thus, {xtT(V;Oi)*l ZkGT-‘-(tfl)(wkvix;ralg fx;é)i)xk}k ) is also a bounded
’ @ ° eri(t—1

martingale difference sequence w.r.t the filtration {Fy}rer,(t—1). By following the steps in Section we
have, with probability 1 — %6, for any arm ¢ # K and any round ¢,

-1
z; (V) > (wrwg 0 — af 0)ay || <

LS |1 2KT
——/=log

(0%

ker] (t—1)

5108 (255 el

and with probability 1 — %5 , for arm K and any round ¢,

-1 1 2KT
x, (VPk) Z (thx;HIg —x Ok )7y || < 2LS, 3 log <5> ”mt”(Vt"KYL
kerl (t—1) '

(2) The confidence bound of the second item of the right side hand of Equation |47 can be obtained from
Equation With probability, 1 — %5 , for any arm ¢ # K and any round t,

1 R K L2N1(t)
af (V%) k 2(: )wk,mk < 4| 2log & +dlog (1 vl LA TR (47)
er/ (t—1

With probability, 1 — %5, for arm K and any round ¢,

1 K L2N} (¢
zf (Vi) > wrkme || < 2R, |2log - tdlog (1 + )\g()> ||33t||(vfoK)fl- (48)
kerl (t—1) ’
(3) For the third part of the right hand side of Equation
-1
el (V)™ 0 <INl g+ el -1 < VAS ) (19)
In summary,
|$:égz - x;'—92|
1 2KT K L2N] (t) (50)
<o, - =27 = 2N .
<¢; | VAS + LS 5 log < 3 ) +R,|2log 5 + dlog <1 + ||Sﬂt||(vt(?K) )

where ¢; = 1/a when ¢ # K and ¢ = 2.

C.2 Proof of Lemma[3

Recall the definition of ¢;:

A N

1 (1- a)<$t»9?,K> - <$t"9?ﬁ>
-, = =~ ——1-al, (51)
2 (4, 0 1) — <xt’9t,lj>

€; = clip

and the definition of IJ :

1} = argmin (e 00,) = Blillarll v+ ) - (52)
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By Lemma (x4, 9ASIQ - ﬁ?IT |4l (vo )1 < min;{x¢, 0;) with probability 1 — 24.
iy ol t,1]

Because €; is bounded by [1/2,1 — al, we can analyze E[r, jo|F;_1, I] in four cases.

A A

Case 1: when (a:t,OgK> < <:ct,0fﬂ> and €, = 1 — a, we have
Elry polFe—1, 1] = (1 — a){(zs, 0K ) + a(xtﬁ]z). (53)
Then, by Lemma [2]

(1—a)x] 0k + oz:ntTGIZ —(1—a)x] 0k

Vo
t,

<(1- ) (o] B+ BBl ) | T804 80, ( ) — (1 - o)/ bx
It

(54)

i
t,1]

<a[ 00+ (1- a)ﬂ2K||xt||(%?K)—1 +aﬁ211||xt||< ) —(1—a)z] Ok

<(1- a)ﬂ?,KHﬁt”(VoK)*l +(1+ CV)BSI; [l < )17
t, 7t Vo

T
t,It

where the second inequality is obtained by the condition of Case 1 and the last inequality is obtained by
x?@? 0 /BSIT xt|( >1 < min; (¢, 6;) and Assumption |1
I} o

Vo
T
t’It

On the other side, we have

(1—a)z] 0k + ozz:tTGU —(1—a)z] 0k = axtTHIZ > 0. (55)

A A A

Case 2: when (4,607 ;) > <xt,02ﬁ> > (1 —2a)(w, 07 i) and €, = 1/2, we have

1 1
E[Tt7]?|Ft,1,L§] = §<£L't,0](> + §<£Et,01tf>. (56)

Then, by Lemma [2]

1

5(1‘?01( +mtTt91:) —(1—a)z/ 0k
:% (LL‘;FQIZ — (1 — 2a)xtT€K)

1
<=
2

\4
¥
1)

2 6] +52,j||xt||< D )_1 — (1 - 20)z] 0%
I

35?,1;”%“( ) >1
%

t
t’It

where the last inequality is obtained by x;ég o= Bl (
Tt 7t

+
t,It

)1 < min; (x4, 6;) and Assumption
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On the other side, by Lemma

1
E(x;rHK + x;'—ﬂ]:) —(1—a)z/ 0k

Vo
+
t,It

L 150 0
Z5 | % O — @J;H%H(

) )
)1 2w (x:ogK + ﬂ?,Kthn(VtoK)l)

Vo

+
t,It

1 1
>~ 2521t?||$t||( ) — 52008 cllel oy

where the last inequality is obtained by the conditions of Case 2.

Case 3: when 0 < (:ct,éSIQ <(1- 204)(;1:,5,9?7[(} and 1/2 < ¢ <1 — «, we have

Elry 1o Fy1, It] = €(we, 0rc) + (1 — ) (w0, 6,9).
We can find that
€t(2e,0r) + (1 =€) (@i, 0;1) — (1 — @) (@, 0x)
=€t((1, 0rc) = (w1, 071)) + (w1, 0p5) — (1 — ) (1, 0k )
=€ (e, 07 i) — <xtaé?’[tf>) + (@, 0p1) = (1= @) (s, 0k)
tee(w6,07 1) = (@, 077)) + (@1, 0) = {20, 00 )
=(1 — a){ze, 07 ) — (z1, ({?J;) + (@0, 0;1) — (1 — a){ar, Ok)

A A

(@ 0] 1) = (@0, 071)) + (@, 0x) = (1,07 )
=1 —a—e) (007 k) = (@0, 0x0)) + (1 =) ({000 ) = (a1 01))
which is equivalent to
’E[Tt,IHFt*lv L] -(1- a)<xt79K>‘

<(=a=e)Blxllarllyo )1 + (1= )8l ()"
t, st Vo

Case 4: when (xt,éfﬂ> < 0and ¢ =1 — «, we have
Lt

E[rt)I?|Ft,1, L) = (1 —a){z, 0r) + oz, 012->.

Then, by Lemma [2]
(1-a)z) 0k +az/ 0, — (1 — )z Ok

T
=, 013

S(M:éa]; + aﬂgltfotH( )—1
VU

SaﬁglefEtH( )1,
! Vo

o]
where the last inequality is obtained by the condition of Case 4. We also have

(1—a)z] 0k + aa;je,: —(1— )z 0k = axtTeI: > 0.
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Combining these four cases, we have

Elry o Fi—1, 1] — (1 — a){s, 9K>’

<(1 - @) Bicllell g o1+ (L4 )8 el (64
t, K it Vo
(122)
C.3 Proof of Lemma [
From Section we have, for any arm i # K,
2] 0ri — ) (1 - )0k
< Z x;r‘/;lxk (xl@lg -(1- a)x,;rﬁK) + Z x:‘/;;lxknk + })\:c;th;-l(l — )0k |
keri(t—1) keri(t—1)
S Z .T;r‘/;;lxk (xg@lg *5k<xk70K> *(1*5k)<mk,01’1>)
keri(t-1) (65)

+ Z x:Vt:lxk (ek<xk,9K> +(1- Ek)<xk>91,1> —(1- a):z:;@K)
keri(t—1)

+ Z xtTV;,_ilxknk + }/\xtTV;l(l - a)0K| .
keT;(t—1)

Now we separately bound the first item and second item in the RHS of Equation The bounds of the
third item and fourth item in the RHS of Equation |65 are provided in Section

(1) Since the mean rewards are bounded and the rewards are generated independently, we have 0 <

‘.%‘2912 — €k<$k,9K> — (1 — 6]@)<,’L‘;§,91£>‘ < LS and E[$2912|Fk,1} = ek<xk,9[(> + (1 - Ek)<$ck,9[;>.

Then {xtTVt_lek (332912 — E[wl@lg |Fk_1]> }k ) is also a bounded martingale difference sequence w.r.t
? er;(t—1

the filtration {F}}rer,(t—1)- By following the steps in Section we have, with probability 1 — 4, for any
arm ¢ and any round t,

_ 1 2KT
Z x;rV;zlmk (1’;912 - E[x;—018|Fk,1]) <LS 3 log (5) ||xt||‘/t)—il. (66)
keT;(t—1)

(2) From Equation [33]in Section we have

||‘Tt||v—1 > Z It V;z ‘Tk 2' (67)
keTi(t—1)
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Then, the second item of the right hand side of Equation [65] can be upper bounded by

S Vi (ekm, 01) + (1 — ) (e, 0,1) — (1 a)x,jeK)

ker; (t—1)
<! X (E[rk712|Fk,1,Ik] (1-a)z] eK) 3N (@ Vi)
ker(t—1) ke (i—1) (68)
2\ 3
<| X |- Bl o 0B el || el
keri(i—1) ’ (V:I+> ‘

where the first inequality is obtained from Cauchy-Schwarz inequality, the second inequality is obtained from
Lemma [3] and Equation [33]

In addition, by the fact that (a + b)? < 2a? + 2b? for any real number, we have

2

Z (1- Q)BQ,KH%H(VQK)* +(1+ a)b’fj,,}ilxkll( )—1
5 VO

keTi(t—1)

k, If
) (69)
2
0 0
< ¥ (a-amaulyy ) ¢ X 2| @@ dal, o
kETi(t—l) kiE‘f'ri(t—l) Vk IT
Here, we use Lemma 11 from (Abbasi-Yadkori et al., [2011]) and get, for any arm ¢,
N;(t)L? tL?
2 %
> 2k l1fye -1 < 2dlog (1 +— ) S2dlog (14— (70)

kel (t-1)

By the fact that ). 7;(t — 1) = T;r((t —1),and 3o, m(t—1) = >k TZT(t — 1), we have, for any arm 1,
7i(t—1) Cr(t—1),and 75(t — 1) € 3, 7/ (t — 1). Thus,

2

, , (L
D Mewlifyo v < 30 lalityp -0 < 2dlog (1 +y (71)

keri(t—1) kerl (t-1)

and

keT;(t—1) iZK kETj(t—l)

, ) tL?
) m(vo )ISZ ) llwk”w:,»1S2<K—1>d1°g(1+cu (72)
k,Il

29



Published in Transactions on Machine Learning Research (02/2023)

By combining the definition of ﬁg ;» Equation Equation [71| and Equation we have

2

keTi(t—1)

Z (1- O‘)B;c),K”xk“(Vo ) +(1+ a)ﬂ}j il -1
2 )
k:,Ik_

keTi(t—1) keri(t—1)

2
1 2KT tL?

< 2 —

<16d (w(t)+LS 2log< 5 >> log(1+d)\)

2
16d2(K — 1) 1 [2KT {12
+ — <w(t) +LS 3 log <5>> log <1 + d)\>

2
16d?K 1 2KT tL?

< (= el ).

<=3 <w(t) + LS 5 log ( 5 )) log (1 + i )

In summary, we have

2
< ¥ 2 Rululypy) - X 2 2/3,2,I;||xk|( )y
, "

k,I]:

g O — 2 (1 — @)fx]

74
< <1+Zzl\/Klog <1+tdL/\2>> (w(t)+LS”§log <2I§T)> thH‘/tTil' (74)

C.4 Proof of Theorem

For round ¢ and context x, if LinUCB pulls arm i # K, we have

TA Ty,—1 ThH Ty —1
Ty O i + BT Vi gt < @y O + Bran/xy Vi e

In this case, B;; = w(N;(t)) = VAS + R\/Q log & + dlog (1 + 7L21/\V§(”).

Since the attacker does not attack the target arm, the confidence bound of arm K does not change and
a0k < a0,k + Brxc\/r] V, s holds with probability 1 — 2.
Thus, by Lemma [4]

T T [ Ty -1
zy O <wy O3+ Briy/oy Vi o

<l (1 - )8+ w(Ni ()]l

(75)
4d tL? 1 2KT
By multiplying both sides by 1(7,—;; and summing over rounds, we have
T
Z l{jk:i}omgeK
=t (76)

T
k=1
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Here, we use Lemma 11 from (Abbasi-Yadkori et al., [2011) and get

G L? tL?

k=1

According to S, Lz, ]y 1 < \/Ni(t) ST Lz lall? ., we have
Ji ki

tL?
S el < wvi(mdlog (1+5) (79)

k=1

Thus, we have

T
Z ]I{Ik:i}al'ge[(
=1 (79)
tL2 4d tL? 2KT
< . o finiad =
_\/Nz(t)2dlog (1 + o\ ) <2+ " \/Klog (1 + i )) <w(t) + LS log ( 5 )) ,
and
T
t) = Z =iy
k=1
2 (80)

S(ijlg@“f;) <2+40(j\/Klog(l+dL)\2)>2< (t) + LS <2I§T>> ;

where v = mingep{x, 0k).

D Attacks on Generalized Linear Contextual Bandits

In the generalized linear model (GLM), there is a fixed, strictly increasing link function p : R — R such that
the reward satisfies

Tt 1, = H(<It7911>) + N,
where 7 is a conditionally independent zero-mean R-subgaussian noise and (-, -) denotes the inner product.
If we consider the o-algebra Fy = o(n1,...,m:), 7 becomes F; measurable.

Hence, the expected reward of arm ¢ under context x; follows the GLM setting: E[r, ;] = pu((x¢,6;)) for all ¢
and all arm 4. One can verify that u(z) = x leads to the linear model and p(z) = exp(z)/(1 + exp(z)) leads
to the logistic model.

We assume that the link function p is continuously twice differentiable, Lipschitz with constant &, and such
that ¢, = infgpco zep fi(x " 0) > 0, where /1 denote the first derivatives of u. It can be verified that the link
function of the linear model is Lipschitz with constant k,, = 1 and which of the logistic model is Lipschitz
with constant k, = 1/4.

The agent is interested in minimizing the cumulative pseudo-regret, and the cumulative pseudo-regret for
the GLM can be formally written as

= 2 (utlonstr) — ) (81)

where I} = argmax; u({x¢,0;)).

For the GLM consideblack here, p is a strictly increasing function and I} = argmax; pu({(z6;)) =
argmax;(z, 0;). As the link function p is strictly increasing, the target arm is not the worst arm under
Assumption [I]
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D.1 Overview of UCB-GLM

For reader’s convenience, we first provide a brief overview of the UCB-GLM algorithm (Li et al.| [2017). The
UCB-GLM algorithm is summarized in Algorithm

The algorithm is simply initialized by play every arm j times to ensure a unique solution of ; for each arm
1. We assume that after playing arm 4 J times, V; is invertible and the minimal eigenvalue of V; is greater
or equal to Ay for all arm i. We assume that z; is drawn iid from some distribution v with support in the
unit ball and set ¥ := E[z; |. Proposition 1in (Li et al.l 2017) shows that there exist positive, universal
constants D and Dy such that Amin(V;) > Ap with probability at least 1 — ¢, as long as

.- <D1\/E+D2\/W)2+)\2/\0 (52)

)\min(z) min(E) '

Algorithm 3 UCB-GLM (Li et al., 2017)
Require:
number of arms K, number of rounds 7', number of initial rounds j.
1: Initialize for every arm i.
2: Play every arm J times. At each time, update V7, < V7, + 2.2, .
3 fort=KJ+1,KJ+2,....,T do
4:  observe the context x;.

5 fori=1,2,...,K do
6: Calculate the maximume-likelihood estimator 6; by solving the equation
Z (rn — pu(x,) 0:)) 2 = 0.
neT; (t—1)

Compute the upper confidence bound: p;; < ;v;réz + 5:&,“/:16;'— ‘Zflxt.
end for
9:  Pull arm I; = argmax; py ;.
10:  The environment generates reward r; according to arm I.
11:  The agent receive r;.
122 Vi, < Vi, + 2]
13: end for

By following the setup in (Li et al.l [2017)), we set 5;; = QCfi\/log % + dlog (1 + %) for GLM.

D.2 White-box Attack Strategy

Similar to the white-box attack strategy for linear contextual bandits, the white-box attack strategy for
GLM works as follows. When the agent chooses arm K, the attacker does not attack. When the agent
chooses arm I; # K, the attacker changes it to arm

K with probability ¢
Iz? = 1 (83)
I} with probability 1 — ¢
where I = argmin;(z;,6;) and
¢ — MU= )@y, Oxc)) — plwminie, 03) (84)

p((2e, Orc)) — p(ming (zy, 6;))

The attacker can manipulate the agent into learning some particular coefficient vectors. In particular, for
arm K (the target arm), the agent obtains the true coefficient vector 8. For any arm i # K, because of
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the attacks, the agent will obtain an estimate of arm i’s coeflicient vector to be close to (1 — «a)fx. Under
the white-box attack, when the agent pulls a non-target arm I; # K, the mean reward received by the agent
should satisfy

Elry polFe—1, 1] = p((1 — o) (¢, 0x)).

Proposition 2. For § > 0. Suppose the agent employs a generalized linear contertual bandit algorithm
whose cumulative pseudo-regret is upper bounded by o(T) over T with probability at least 1 — §. When using
the proposed white-box attack scheme, with probability at least 1 — &, the attacker can force the agent to pull
the target arm for T — o(T) times, while the total attack cost |C| is upper bounded by o(T).

The proof of Proposition [2] is provided in Appendix To further illustrate the proposed attack scheme,
we now provide a finer analysis the impact of this attack on UCB-GLM described in Algorithm [3]

Lemma 5. Under the proposed white-box attack, the estimate of 6; for each arm i # K obtained by UCB-
GLM agent as described in Algorithm [J satisfies

A 2k, LS + 2R K L2N,(t
\x;rﬁt,i—:v;r(l—a)em < ”\/10g6+d10g (1—|— ( )>||xt||v;.1' (85)

Cu /\()d

The proof of Lemma [f]is provided in Appendix [E.2]

Theorem 3. Define v = mingep(x,0k). Under the same assumptions as in Lemma@ for any § > 0 with
probability at least 1 — 20, for all T > 0, the attacker can manipulate the UCB-GLM agent into pulling the
target arm in at least T — |C| rounds, using an attack cost

4d(K — 1) tL2\ [2k,LS + 4R\’ K LT
<22 g1+ =) (22T (log = +dlog (14— ). 86
e < e (14 5y ) (P50 ) o o (1455 0

The proof of Theorem [3]is provided in Appendix [E-3]

D.3 Black-box Attack Strategy

The modified black-box attack strategy for GLM works as follows. When the agent chooses arm K, the
attacker does not attack. When the agent chooses arm I; # K, the attacker changes it to arm

K with probability e
=1 t (87)
I} with probability 1 — ¢
where
T : )0 0 _
1} = argmin ({2, 00,) = Bullaell v, ) (88)
and
k., LS+ R K L2N;(t
B2, = 26,277, Jlog - + dlog (” ()>’ (89)
’ Cu ) Aod

¢i:k—‘;wheni7éKand¢K:1+%vand

Cpu

o (- a8 — a0 )

=cli k —1-at 90
€ = clip o T70 T70 ) « ) (90)
Cut Rp p(zy 07 ) — play eutf)

with clip(a, x,b) = min(b, max(x, a)) where a < b.

For notational convenience, we set I] = K and ¢, = 1 when I, = K. We define that, if i # K, 7, () := {s :
s <t Il =i} and N](t) = |7 ()] ; 7} (t) := {s: s <t} and N (t) = |7} ()]
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Calculate the maximume-likelihood estimator é?l by solving the equation

Z (we.iTn — pu(,) 0;3)) 0 = 0.

ner; (t—1)1
where ‘7& = ZkeTT(t—l) WLF
1/e: ifi=1I=K
wi=1/(1—¢) ifi=1I0=1I. (91)
0 if i # I

First, we analyze the estimation é?,i at the attacker side. We establish a confidence ellipsoid of (¢, é?,i> at
the attacker.

Lemma 6. Assume the attacker performs the proposed black-box action poisoning attack. With probability
1—26, we have

|$:égz — 0] < 521‘”%”(‘731_)—% (92)
holds for all arm i and all t > 0 simultaneously.

The proof of Lemma [f] is provided in Appendix [E-4]

Lemma 7. Under the black-boz attack, with probability 1 — 26, the estimate obtained by an UCB-GLM agent
satisfies

[BlresplFio, 1) = (1 = @) 0)| < 2k Bl oy + 2hu80 g | < >
t, it 7o

o1l

simultaneously for all t > 0 when I; # K.

Lemma 8. Assume the attacker performs the proposed black-box action poisoning attack. With a probability
at least 1 — 371(5’ the estimate 0, ; obtained by the UCB-GLM agent will satisfy

) 00 — 2 (1 — 0)fx|

2k, LS + 2R 16k2d tL2 K L2t (93)
<2 1 P Klog (1 4+ == log = +dlog [ 1+ == -
- Cu ( N e °8 ( N d)\0> 085 T e ( * /\0d> ”x”Vfl

stmultaneously for all arm i # K and all t > 0.

Theorem 4. Define v = mingep(x,0k). Assume the attacker performs the proposed black-box action
poisoning attack. For any & > 0 with probability at least 1 — 25, for all T > 0, the attacker can manipulate
the UCB-GLM agent into pulling the target arm in at least T — |C| rounds, using an attack cost

4d(K — 1) (2k,LS + 2R\ > TL?
< 1 14+ ——
o< () s (1

2

K LT 16k2d TI2

log — + d1 14+ — 1 K’ K1 14+ ——
X<°g6 i °g< *w))( i cua\/ °g< *m))

The proof of Theorem [4] is provided in Appendix Theorem [4f shows that our black-box attack strategy
can manipulate a UCB-GLM agent into pulling a target arm T — O(log3 T) times with attack cost scaling
as O(log® T). Compablack with the result for the white-box attack, the black-box attack only brings an
additional logT" factor.
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E Attack Cost Analysis of GLM

E.1 Proof of Proposition 2]

Let us consider a contextual bandit problem P;, in which the arm K (the target arm) is associated with
a fixed coefficient vector 6 and all other arms are associated with the coefficient vector (1 — a)fk. For a
generalized linear contextual bandit algorithm o/, we suppose that the cumulative pseudo-regret regret of
algorithm 7 for the problem P; is upper bounded with probability at least 1 — § by a function f.(T) such
that for (T) = o(T).

Under the proposed white-box attack, when the agent pulls a non-target arm I; # K, the mean reward
received by the agent should satisfy E[r; jo[Fy—1,I¢] = u((1 — @)(z,0k)). In the observation of the agent,
the target arm becomes optimal and the non-target arms are associated with the coefficient vector (1 —«)fk.
For the agent, the combination of the attacker and the environment form problem P;. The cumulative
pseudo-regret should satisfy

[M]=

Rr =) Lirzry (n((ze,0k)) — p((ze, (1 — )0k)))

o~
I
-

Ty, 2rycu(®e, abk)

~
Il

1

L 2xycus

t=1

which is equivalent to 23:1 I,y < Rr/(cyy). Since Rr is upper bounded by fu(T) = o(T), |C| =
ZtT:I 117, +K7y is also upper bounded by o(T').

E.2 Proof of Lemma

The maximum-likelihood estimation can be written as the solution to the following equation

Z (ry — ﬂ(xzém))xn =0. (95)

neT;(t—1)

Define g; ;(0) = Znen(t_l) wlxr ). gt’i(ét’i) = Znen(t_l) rpZy. Since p is continuously twice differen-
tiable, Vg, ; is continuous, and for any 6 € ©, Vg.:(0) = 3, .. 4—1) Tpx) (2} 0)). Vgi.i(0) denotes the
Jacobian matrix of g;; at §. By the Fundamental Theorem of Calculus,

gt,i(ét,i) —g1i(1 —a)fk) = Gt,i(ét,i - (1-a)fk), (96)

where

1
Gy = / Vi (s@m +(1—-9)(1- a)HK) ds. (97)
0

Note that Vg, ;(0) = Eneﬂ_(tfl) rpx) 1(x,)0)). According to the assumption that ¢y = infoco zep (xT0) >
0, we have Gy = ¢, Vi = ¢, Vi = Aol = 0, where in the last two step we used the assumption that the
minimal eigenvalue of V; is greater or equal to g after playing arm 7 J times. Thus, Gy ; is positive definite
and non-singular. Therefore,

b= (1= )t = Gy} (90(0) = 90i((1 = 0)c) ) (98)

For arm K, g;4(0;) — g0.4(0) = 2oneri(t—1) Tnn-
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For all arm i # K, the right hand side of Equation [98|is equivalent to

gt,z(éz) G, z((l - 04)9}()
— Z (1 =)z, 0k))z,

ner; (t— 1) (99)
= Z Tﬁlo —u((1 =)z, )z, + Z ML,
ner; (t— 1) ner; (t—1)

We set Z1 = 3, -1 (1@ 010) — (1 — @)z, Oxc))an and Zo = 35, (1) Inn-

We have g;.i(8;) — gr.i((1 — a)0x) = Z1 + Z» and

o) (0 — (1— a)0k) = 2] G} (Zy + Za). (100)

For any context € D and arm i # K, we have

2" (0, — (1 — )0k
=lz" G, (Z1 + Z2)| (101)
<z G} 2| + 12" Gl Zal.

We first bound |:1:TG Zs|. Since Gy; is positive definite and Gzil is also positive definite, |1:TGt_)i1Z2| <
el g+ Zelg -

. . . —1 —1y,—1 1 . d )
Since G,; = ¢, Vy,; implies that G, 7 < ¢, "V, ", we have Hx||G;; < \/TTHCCHVJ holds for any x € R%. Thus,

_ 1
" G Zo| <—|lzlly-1 11 Zally - (102)
CM t,% t,7

Note that V; ; = ‘7“ + AI. Hence, for all vector x € R4
2l = o + 27 (V3! = Vi) (103)
Since (A+B) ! =A"1 - A"1B(A+ B)~!
Vit =V = AV (104)

The above implies that

=" (W V) e (105)

and [|2[|2_, < (1+ £)llz]F -
Vi Vi

From Theorem 1 and Lemma 11 in (Abbasi-Yadkori et al.,[2011)), we know that for any § > 0, with probability

at least 1 — ¢ )

K det(V; ;)12 det(AI)~1/2
Z TNk <2R? 1og< ct(Ves) 5 etA) >
keT;(t—1) thil (106)

K L2N;(t)
<2R?(log = +dlog [ 1 :
_R(og6+dog(+ d >>,
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for all arms and all ¢ > 0.

Set A = Ao, we have

K LZN,(t
1Zallgs < 2R flog X 1 dlog (14 LN (107)
5 Nod

Now we bound \xTG;}ZlL Similarly,
Tl 1
TG 2l < il |2l (108)
” , ,
In our model, we have 0 < (x,6;) < |lz:||30;]|3 = LS. Further,

0< |u(e019) = (1~ @)zl 0xc)|

<k, \xge,g (- a)xgeK\ (109)
< k,LS.
Since we have E[u(xzefgﬂFk,l] = u((1 — )z} 0k), {u(ml@lg) —p((1- a):n,IOK)}kETY(t_l) is a bounded

martingale difference sequence w.r.t the filtration { Fy }er, t—1) and is also k, LS-sub-Gaussian-sub-Gaussian.

From Theorem 1 and Lemma 11 in (Abbasi-Yadkori et al.,[2011)), we know that for any d > 0, with probability
at least 1 — %5

K LZN,(t
1Zy]lg—1 < QkMLS\/log ~ +dlog <1 + = d( )), (110)
e 0

for any arm ¢ # K and all £ > 0.
In summary, for all arm i # K,

A 2k, LS + 2R K L2N,(t
12T (0; — (1 — a)fk)| < llc\/log(Serlog <1+ /\od( ))|IHV“-1' (111)
mn ,

E.3 Proof of Theorem 3

For round ¢ and context x;, if UCB-GLM pulls arm ¢ # K, we have

TH [ Ti—1 Th [ To-1
Ty gt,K + ﬂt,K Ty ‘/;57](3726 < et,i + ﬂt,i x:‘/t,i T,

Recall p;; = ?:R\/log % + dlog (1 + %) in GLM.

Since the attacker does not attack the target arm, the confidence bound of arm K does not change and
w0k < 2] 0y i + B \/x] V, wwy holds with probability 1 — 2.
Thus, by Lemma [f]

a0k <al 0w + Bt,K\/m
<]+ Bt,i\/m
~ 2k, LS + 2R Cy - - (112)
<a/ 0+ Mciﬁﬁt,im"‘ 5t,i\/m
14

kLS + 2R

<o (1 )6 + L2206, g

37



Published in Transactions on Machine Learning Research (02/2023)

By multiplying both sides 147,—;; and summing over rounds, we have

T

k=1

T

R
k=1

Here, we use Lemma 11 from (Abbasi-Yadkori et al., [2011) and obtain

k=1

N;(t)L?

T
Z l{I’C:i}kaH%/{f < 2dlog(1+ N ) < 2dlog (

k,LS+2R
Y L=z 0k <Y Ly~ Buillzllyr.

1+
dx )’

According to S, Lz, lally 1 < \/Ni(t) Sy Lgmpllanl? i, we have

T
> Lgn—illokl

k=1

1 <
‘Vk,il -

\/Ni(t)leog (1 + tp)

i

Set A = Ao, we have Hx||%-/_1 <1+ /\%)HxHZ _, = 2||z||? _,. Thus, we have
t,i t,i ti

T

Z l{lk:i}azgﬂK S
k=1

and

ay)?

dXo

kLS + 2R L2
B0 T2 g JAN(#)dlog [ 1+ 22,
R ﬂt”\/ it Og( +d)\o>

T 2
4d tL? k,LS + 2R
N0 =Yt < g (1 1) (RS20 )
k=1

where v = mingep(z, 0x).

E.4 Proof of Lemma [0

The attacker calculate the maximum-likelihood estimator égz by solving the equation

>

ner; (t—1)F

(Wp,iTn — u(w,—[él))aﬁn =0.

Note that gt(f),z(e) = Enérj(t—l) M(xze))xn 9?,1'(9?,1') = Z7L€Tj(t_1) Wn,iTnLn -

For all arm 1,

g?z(égz) - gi?,i(gi)

= > (wnirn — plx,) 0:))zn

7167';r (t—1)

= X Cwnane0r) —plef0)wn+ D

7167';r (t—1)

nGT: (t—1)

W, i L, -

(113)

(114)

(115)

(116)

(117)

(118)

(119)

Similarly, we set Z3 = Zner.f(t—l) W, iMn Ty and Zy = Ene#(t_l)(wmu(xzejg) — (1 =)z} )z,

We have ggz(étoz) —9¢4(0:;) = Zs + Z4 and

mtT(‘g?,i

—0:) = 2/ (G},) ™ (Zs + Za),
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where

1
G :/ Vol (567 + (1= 5)0:) ds. (121)
0

For any context = € D, we have
|xT(é?,i —0;)]
=|2"(GL) "N (Zs + Za))| (122)
<|aT(G;) ' Zs| + |2 T (GR) " Zal.
We first bound |xT(Ggi)’1Zg|. We have

_ 1
|$T(G?,i) ' Zs| SC*HxH(VtOi)fl ||Z3H(\7fo7.)717 (123)
3 g

where ‘7toz =D nen(t-1)t Tny, -
Note that Vt:ﬂ_/tol + AL Hence,
1Zsl[go s+ =l Z8lfve ) + Z5 (V3™ = (Vi) ™) Zs

4 A 212 (124)
<( +)\70)H 3”(‘6‘2)’1'

From Theorem 1 and Lemma 11 in (Abbasi- Yadkori et al.,|2011)), we know that for any § > 0, with probability
at least 1 — §

2
K det(V;;)'/? det(AI)~1/2
Z TNk §2R210g< et (Vi) 3 et(AL) )
kers(t—1) - (125)
K L2N; (1)
<2R?(log — +dlog 1 -
_R<0g6+ og(+ d >),
for all arms and all ¢ > 0.
Set A = Ao, we have
K L2NO(t)
||Zg||?‘7.£i),1 < 2¢iR\/1og 5t dlog (1 + )\od) (126)
Now we bound |27 (G} ;)™ Z,|. Similarly,
_ 1
2T (62724l < el Zall g (127)
” : :
In our model, we have 0 < (x,6;) < |lz:||30:]|3 = LS. Further,
0 < |wran(e] 019) = (1 = )] 0ic)| < ik, LS. (128)
Since we have E[wkviu(l’gﬂlg)w]g_l] = u(x] 0;), {wkviu(xZOIg) — (] 0;) }k ) is a bounded martingale
er;(t—1

difference sequence w.r.t the filtration {Fj}rer,¢—1) and is also ¢;k, LS-sub-Gaussian-sub-Gaussian.

From Theorem 1 and Lemma 11 in (Abbasi-Yadkori et al.,|2011)), we know that for any § > 0, with probability
at least 1 — ¢

K L2NO(¢
||Z4||?‘73i),1 < 2¢ikuLS\/1og — +dlog (1 + M”) (129)
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for any arm i # K and all £ > 0.

In summary, for all arm i # K,

A k, LS+ R K L2N,(t
2T (0; — (1 — )bg)| < 2¢iﬂc+\/log 5t dlog (1 + 3 d( )) [E R (130)
" 0 ti

E.5 Proof of LemmalT]

Recall the definition of ¢;:

B Rt oy s Ry S
€ = clip r__ 70 70 ol —at ], (131)
Cu T+ p(y ‘gt,K) — pu(z HMI) ki
and the definition of ItT :
T : A0 0 _
1} = argmin (. 0%:) — Blallell o+ ) (132)

By Lemma (xt,éf )= ﬁgﬂ [EA R ot S min; (¢, §;) with probability 1 — 2§. Thus, with probability
oLy s 0.1}

1— 26, u(xIHSIZ) — min; p(z] 0;) < kuﬁ?ﬁ ||xt||(‘70ﬂ)71.
: : o1l

Because ¢; is bounded by [

1 - ak ], we can analyze E[r; jo[F;_1, I;] in four cases.

Case 1: when <33t79A2K> < (xt795ﬁ> we have ¢, =1 — ak" and u((gct,é’t x)) < ,u((:vt,é?t I‘L>) Thus,

C C
Bl g i1, 1) = (1— a2 )u(a] ) + a2 u(a] 0y). (133)
Iz Iz

Then, by Lemma [6]

C C
(1= aZ)u(a] 0xc) + apla! 6,y) = u((1 - )] Oxc)
Iz Iz ‘

w I3

C N C A
<(U—a™) ( ulef 0 ) + kuBl il (go y-1 ) +a™ [ u(@[ 0] 1) + kB Nl -1
k; ( t,K) k 2t st (VO )

T
1]

(1 a)e] Bc) (134
N >1+(1—aku) B il 0,y = (1 = )/ Oc)

o1l

SM(CUtTé?th) + acu»BS,IJHCUtH(

<(ky = ac) B cllaell g y-o + (ks + acnﬂfﬂnxtn( )
t, Ut Vo

where the second inequality is obtains by p({zs, Gt ) < p({ze, ég ;1)) and the last inequality is obtained by
w(x, 9?1*) min; p(x] 0;) < k“Bt,IijtH(Vfﬁ)‘l and Assumption
Tt
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On the other side, we have

C C
(1= af)ef 01) + 0wl 67) = (1 = @) )
W W ‘

C A C
2(1 - ) (el Bc) = el g, ) + | uteT62,) -

W Ky

kB, g1 Nl -1
1] o
(721

— p((1 = a)z/ k)

N Cu
(] 0] ) = (1= )] O0xc) — acuB prllaell ;-1 = (U= @k il oy (135)
u
>p(a) Ox) — p((1 = @)z 0x) — acuB) |z -1 = (2= a Bk rllzellgo )1
ol . 'k
o]
— (2k, — acu)ﬂgKthH(‘—/U )y acuﬁfﬂ || “1.
o )
1!
Case 2: when ,u(ac;'—é?’K) > u(x:égﬁ) > (1+ Z—Z)u((l a)x?@?,K) - l%”(x:é?K) and € = +k , we have
c k
Elr, po|Fyo1, L] = —F [0 L [0,1). 136
[re 10| Fi—1, 1t] cu+kuu($t K)+Cu+kuu($t 1;) (136)
By Lemma [6] with probability 1 — 24,
(wjat ) ml_inu(w:&-) < ku5213||$t”(\70ﬂ)71'
Since min; ] 0; < (1 — 2a)z/ Ok, we have
w(z, 9t ﬁ) < p((1—20)z] Ok) + ku5213\|95t||({70ﬂ)—1
and then
(e 0y9) < (L~ 20)2] 050) + 2680 o
it 1)
Thus,
-
cupt(x] ) | Funlz 0p1) T
e — (1 - 0
Cu‘f’k Cu+ku M(( Oé)‘rt K)
Cu Cu T
= Tor) — 1- 0
= e B = (1= ) 04
Ky k
0,1) — —= 1— o)z 0 137
(el 0) = (1= el ) (137
c
Scu J:Lk“ (u(w! 0r) = (1 = )z Oxc))
k,, 2k2

1—2a)z) 0x) — p((1 — )z, 0 B0 aellipo yor
P (1((1 = 2a)z/ k) — p((1 — )z, K))+C#+k#5t7,:||xt||w£ﬂ)1

t
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According to the definition of k,, and ¢, and Lemma |§|,

cup(af 0x) | Furlal0p)

— (1~ a)ay Ox)

cu+ku cu+ky
c k
<—*k, (x;ré)K -(1- a)xj@K) + E—c, ((1- 20)z; 0 — (1 — a)x;rQK)
cy+ kM Cu+ ku
5 (138)
1 50 _
+ p+ Ky Boi Hth(‘ﬁg)_l
212

— 0 _
_Cu + ku Bt’lg thH(VfIZ)_l'

In addition, by Lemma [f]

cupt(z Ox) | Fublal ;)

— (1 = a)z/ Ok)

Cu+ Ky Cut Ky
T
:clhu(x;reK) k‘u’u(xt al;r) _ N((l _ Oz)xTéO )
cu + kg ey + kg ¢ TtK
+p((1 = @)a) 00 ) = p((1 = a)z/ 0k)
Cu T ky Ty Cu THo Ky T o (139)
> _ _
e — w(xy O ) + nt k ply 1;) nt k p(w, 0) k) cn t Ky p(, tvjtf)
+ (1= )z 07 x) — (1 = @)z Oxc)
¢ k
> (1 — {2 k 0 B L © k 0 _
2= o Cp + ku) Hﬁt’Kth”(Vt?K) ' cu + ky Hﬁt’l: o (Vo T) )
1]
where the first inequality is obtained by the condition of case 2:
A C A C ~
Pl 82 1) > (U Tu((1 = ) 8 c) — (e 0 )
t Iz I
which is equivalent to
A T 40
el ) | R elO0)
Cpt By Cpt iy Hw t Vi,K)-
Case 3: when the attacker’s estimates satisfy
B (1= )] 02 — (2 1)u(aT 09
acy, ' acy, ’
<ulal80,) (140)
c A C N
(U (1 = @) 8 c) — (e 8 )
Iz 0
and hence cui“k“ <g<1-— aZ—’;, we have
Elry po|Fi—1,I¢] = eop(zy O ) + (1 — €t)M($tTeI;)~ (141)
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We can find that
o] 6x) + (1~ eulaf 0,) — (1~ a)a Orc)
=e(u(a) Ok) — p(x] 0, 1)) + Oy 1) = (1= )z Ok)
=€ (1] 07 ) — (th@t ) +eln ( T9SIT) — (] ;1)) + el 0x) — pla] 07 k)

+ (e 0;1) — p((1 — )z 0x)
=n((1 =)o 07 ) = a0 1) + eup(a [ 0 1) = ) 077)) + ex(pula] 0c) — (e[ 0 x0))
+ (e 0;1) — p((1 — )z 0k)
=n((1 = )2} 0} 1) = (1 = @)} 01) + er(pu(a] 01) — pu(al 02 50)) + (1 = ) (e 0,) = (a0 1))
(142)
From Lemma [f]
Elre ol Fie1, 1] = (1 = @) 0|
<(1- K, 30 =0 -1
<(1—a+e) Hﬁt,Kth”(VLK) (143)
+ (1= e)kuf3,) 4 ||l’t||( )1-
1] o
t,1f
Case 4: when u(x;éfﬂ) < 57 ((1-— a):z:;rG?K) ((fT‘M — D] H?K) and ¢, =1 — ozZ“, we have
C C
Elry, ol For, 1] = (1= a3l 0x) + s plw [ 0py). (144)

W I3

Then, by Lemma [6]

C C
(1 — o™ )ule! ) + a7 wla) 0;1) — p((1 = a)ay Ox)

ky ky
C C

<(1 - Oék“) p(z) Ox) — (1 — a)z/ 0k) + ak (@, 9t IT) + acuﬁgﬂnxtH(VO PO
H 1% t

C A C
<=zl 0x) = p((1 = )z 0x) + p(1 = @) 07 ) = (1= a7l {00 1)+ acuB) izl o )
2 W t t,ItT

<(ku — Cu)ﬂ?,K”xt”(‘;foK)*l + ac;tﬁzlj ||xt||(\7°ﬂ)*1~
,, o]

(145)
Since z/ 0+ > 0, p(z] O0x) — p(x/ ;1) < k,z/ 0. Hence, we also have
t t
c c
(1= a2 )uaf 1) + 0 ] 077) — (1~ )] )
H 1
c
(] 0xc) = (1 = )] Oxc) — a ™ (u(af 0xc) — (] ;1)) (146)
o
zcuothHK — ozC“ k;,ta:t O = 0.
K
Combining these four cases, we have
Blry sg | Fo1, 1) — (1 = )] 0c)|
(147)

S%uﬂgK”th(VoK)fl + 2ku5?,tr||l’t||< >1~
t, ’ 7o

t
t,It
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E.6 Proof of Lemmal[8l

The agent’s maximum-likelihood estimation can be written as the solution to the following equation

Z (rp — M(xlém))xn =0. (148)

ner;(t—1)

As described in the section we have g“(éz) —9ti(1 —a)fg) = Z1 + Z3 and
2} (0; — (1 — a)0k) = o] G} (Z1 + Zo). (149)

Wo set Z1 = Yer ) (021 019) — p((1 — @) 0w amd Zo = ¥c o) M

In the white-box attack case, we have E[u(x;912)|Fk,1] = u((1—a)x] k) and hence E[Z;|Fj,—1] = 0. Under
the proposed black-box attack, E[Z;|Fy_1] # 0 but

Elu(a] 019)| Fie1, 1] = (1 = a)ar, )|

SzkuﬁgKth”((/o )t 2k ) i Nl -1 (150)
o )
o}
We set Zy = Z5 + Zg, where
Zs = Z (u(x) 6p0) — E[M(xtTeIg”Ft—l,It])xn
ner; (t—1)
and
Zs= Y (Elu(z{0)|Fir, 1] — n((1 - @)z, 0x))an.
neT;(t—1)
For any context € D and arm i # K, we have
|27 (01 = (1 — a)0)| )
T -1 T -1 T -1 (151)
<|lz Gt,i Zo| + |z Gt,i Zs| + |z Gt,i Zs|.
Since we have {u(xl@lg) - E[u(xl@lgﬂFk_l, Iy }k ) is a bounded martingale difference sequence w.r.t
¢ CETi t—

the filtration {Fy, It }rer,(t—1) and is also k, LS-sub-Gaussian-sub-Gaussian.

From Theorem 1 and Lemma 11 in (Abbasi-Yadkori et al.,[2011)), we know that for any 6 > 0, with probability
at least 1 — %5

K L2N,(t
1Zs]l -1 < QkHLS\/log 5T dlog <1 +— d( )), (152)
t,i 0

for any arm ¢ # K and all £ > 0.
We have the fact that

ol =V [ X wnal +AT) Vit

keri(t—1)

thTVt? Z ol V;g;'lxt (153)
keri(t—1)

= Y @V et

keTi(t—1)
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Hence,
T -1 -1
th”é;; =Ty Gt,i Gt,iGt,z‘ Lt

Tyr—1 Tyt
> cury Vi Z Ty | Vi o (154)
k?ETi(tfl)
= ), (@ Gin)
keTi(t—1)

and hence Zken(t_l)(x;rG;ilxkF < %thH%t,l

Then, |:UTG;Z-1 Zg| can be upper bounded by

|Z‘TG;Z-1Z6|
2

< > (E[m,zg\Fk—h Iie) = (1 = a)xzem) > (@ Gl

ker;i(t—1) keT;(t—1) 155

2\ 3 (155)
1

< Z ZkHBIg,K”xk”((/IBK)’I + 2%5;2,[;”%” . -1 C*Hi’?tHvt;lv

ker;(t—1) ’ (V;?IT) ! |

Tk

where the first inequality is obtained from Cauchy-Schwarz inequality, the second inequality is obtained from
Lemma [7] and Equation [153

In addition, by the fact that (a + b)? < 2a? + 2b? for any real number, we have

2

keT;i(t—1)

Z 2kM62,KkaH(V£K)’1 +2ku5,§,12|xk( )1
s ‘_/0

k,I};
) (156)
2
< Y (Al ) + 2 2| el o
ker;(t—1) ' keT;(t—1) (ka’ﬁ>
Tk
Here, we use Lemma 11 from (Abbasi-Yadkori et al., [2011)) and get, for any arm 4,
N;(t)L? tL?
2 %

kel (t-1)

— 2 A 2 2
Set A = Ao, we have H:r||‘7t’_i1 <1+ TO)”xHV[il < QHxHV{il'

By the fact that >, 7(t — 1) = T[T((t —1),and 3o, m(t—1) = >k 71 (t — 1), we have, for any arm i,
Ti(t—1) C7h(t—1),and 7;(t — 1) € 32, 7 (t — 1). Thus,

2 2 tL?
Z ”xk”((/ng)—l < Z ”xk”(f/ng)ﬂ <4dlog <1 + TM ) (158)

ker;(t—1) ' kel (t-1)

and

keT;(t—1) i£K k)ET:(t—l)

2 5 tL?
> ||Z‘k||(v0 ) <D lzxlfgo )1 < 4(K = 1)dlog <1+ ) (159)
ko1l
Tk
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By combining Equation Equation [158 and Equation and when K > 3, we have

2

o | Bkl o+ 2KBy o ol ( )
’ VO

ker;(t—1) ol

keTi(t—1) keri(t—1)

k LS+R)2( K ( L2t>) ) ) ( tL2>
<|2pp =~ log— +dlo + — ><8k x 16d°log | 1 + —
(‘bK o &% & Aod & X

K, k,LS+ R\? K L2t tL?
g_p ZpTE L T log — 1 14+ =— 2w 16d%(K — 1)1 14+ —
—&-(%a o ) <0g6+dog<+>\0d>)x8kux 6d°( )og<+d)\0>
2k, LS + 2R\ K L2t tL2 k2 k
<128K2 42 | A logc— +dlog {1+ =) |log 1+ — K-1 14+ —£)2
o 8# ( Cu > <0g5 * Og( +)‘0d)> Og( +d/\0) ( ) @ +( +Cu)

cra?
2k, LS + 2R\ > K L2t tL? k2
<1282 42 | ===~ log = +dlog 14+ =—) ] log 1+ — 2K
-k ( Cp > <Og 5 Og( * 0d>> ( +d/\0> 8 Cia2

In summary, we have

2
< ¥ o (mslalalgy, ) ¢ Y 2 %,L@g,l;nxkn(vo )
koIt
Tk

(160)

01 — 2 (1 - )|

2k, LS + 2R 16k2d tL2 K L2t (161)
<H 1 B K1 1+ — log — +d1 1+ — 1.
< Cu ( + onal og( +d)\ > og 5 + og< + )\Od>||m|ml

E.7 Proof of Theorem [

For round t and context x;, if UCB-GLM pulls arm i # K, we have

ThH Ty,—1 TAh Ty/—1
Ty Ok + Br /2y Vi gt <@y O + Bran /@y Vi @

Recall 3;; = » \/log & tdlog <1+ L2 N(t)>.

Since the attacker does not attack the target arm, the confidence bound of arm K does not change and
0k < mjét,K + Bt k4 /xtTVt_I%xt holds with probability 1 — %.
Thus, by Lemma Equation [§

x] O szét,i + Bt,i\/‘m
2k, LS + 2R 16k;,d tL? K L2t
<2T(1—a)d p 1 L [Klog 1+ - log — +dlog ( 1+ —; v,
T+ B < 10 Og< +dA0) og S 0g< +A0d)xnvm

(162)
By multiplying both sides 17, —;; and summing over rounds, we have
Z l{jk:i}ax,j@](
= (163)

T 2
Qk LS +2R 16k d tL? K L%t
k=1
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Here, we use Lemma 11 from (Abbasi-Yadkori et al., [2011) and obtain

T
N;(t)L> tL2
> ]1{,k:i}\|xk\\?/;_l < 2dlog(1 + Em) ) < 2dlog (1 + d/\) : (164)
k=1 "’

According to Y31 _, l{Ik:i}kaHVk—_l < \/Ni(t) S, Lin=iyllzkllf 1, we have
Vi ki

= tL2

k=1

Set A = Ao, we have H:r||$7t,‘1 <1+ %O)HxH%/t,l < 2||;vH%/t,_1. Thus, we have

T
Z]l{[k:i}axz@[(
k=1
2k,LS + 2R 16k%d tL? K L2t tL?
<P TER (Y P I Klog (14 =) ) 4/log = +dlog [ 1+ == ) /4N, (t)dlog 1+
=T < Hrw Og( +d/\0> 85+ Og( +>\0d) ®) Og( +d>\0)’
(166)
and
T
Ni(t) = Z 5=y
k=1
4d  [2k,LS +2R\?> tL2
< p log (14 —— 167
_(ow)2< C > Og( +dA0> (167)

2

K L2t 16k%d tL2

log — 1 14+ — 1 kKL 14+ —
x<0g5+dog<+)\od)><+ C#a\/ og(+d>\o)> )

where v = mingep(z, 0x).
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