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Abstract

Retrieval-Augmented Generation (RAG) en-
hances the capabilities of large language mod-
els (LLMs) by querying external structured
knowledge. However, it can also introduce
privacy risks by leaking sensitive information
from the retrieval database. We propose a
simple method to method to preserve datas-
tore privacy in RAG systems via random pro-
jection. By applying the same projection to
both datastore embeddings and query embed-
dings, our method provably preserves semantic
similarity between queries and retrieved items
while substantially mitigating data extraction
attacks. Across multiple RAG architectures
and datasets, we show that this lightweight ap-
proach achieves superior retrieval and genera-
tion performance compared to prior methods
with formal differential privacy (DP) guaran-
tees, while exhibiting comparable empirical pri-
vacy under strong attack models. Our results
for the first time suggest that random projec-
tion can serve as a competitive and practical
baseline for privacy-preserving RAG systems.

1 Introduction

Retrieval-Augmented Generation (RAG) (Khandel-
wal et al., 2019; Lewis et al., 2020) enhances large
language models (LLMs) by incorporating infor-
mation retrieved from external knowledge. How-
ever, recent studies show that carefully crafted
prompts (He et al., 2025b; Wang et al., 2025; Zeng
et al., 2024; Koga et al., 2024) can extract sensitive
information such as personal identity information
from the external datastore.

Since attack queries can closely resemble legiti-
mate user queries, simple access control may block
ordinary users (He et al., 2025b; Wang et al., 2025).
Recent work has begun to explore privacy risks in
RAG, with a leading focus on differential privacy
(DP) (Koga et al., 2024; Wu et al., 2025). Although
DP methods provide formal statistical guarantees,
it often degrades output quality (e.g., leading to

high perplexity) due to DP’s fundamental prop-
erties of worst-case guarantees, and are usually
complicated to implement in practice. To this end,
we propose private RAG via random projection to
defend against (both targeted and untargeted) data
extraction attacks.

Our key idea is that differential privacy guaran-
tees may be an overkill to prevent state-of-the-art
attacks practically, whereas (some specific) random
projection matrices naturally preserves pairwise
similarities of the inputs in the lower-dimensional
space. The extra randomness alters datastore em-
beddings so attackers may not recover the original
text. This enables users to obtain accurate answers
from the RAG system while adversaries fail. We
apply a single projection step to datastore embed-
dings in the offline stage and the same projection
matrix to user queries during the online query stage.

In this work, we consider two RAG architec-
tures: ‘KNN-LM’ (Khandelwal et al., 2019) and
‘Standard RAG’ (Lewis et al., 2020)'. In KNN-
LM, the system linearly combines the outputs of
the language model and the k-nearest neighbour
outputs (usually organized as a softmax over co-
sine similarities between queries and the datastore
embeddings), and generates next token. In Stan-
dard RAG, the system concatenates retrieved texts
with the query and feeds them to the LLM. In this
work, we focus on the settings where formal pri-
vacy guarantees are not desired, and thus evaluate
privacy leakage by exploring the sucess rates of
strong, existing attacks empirically.

In Section 4.2, we empirically show that enforc-
ing differential privacy guarantees may not provide
better practical protection against data extraction
and can instead harm utility. In summary, our ran-
dom projection technique significantly improves
utility (over 50% on average across all datasets)

'We note that there exist various RAG architectures, and

we use the naming ‘Stanfard RAG’ just to constrast with the
less popular KNN-LM architecture.
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Figure 1: Workflows of two RAG architectures consid-
ered in this work: KNN-LM and standard RAG.

over the baseline methods without degrading em-
pirical privacy performance.

2 Related Works
2.1 Private RAG

Prior work shows that various RAG architectures
can reveal sensitive personal data (e.g., emails,
phone numbers, and URLSs) from the external datas-
tore (He et al., 2025b; Zeng et al., 2024; Jiang et al.,
2024). Existing defenses, such as DP-based sam-
pling and aggregation (Koga et al., 2024; Grislain,
2025) and synthetic data (Zeng et al., 2025), reduce
efficiency on large datasets and often require extra
validation or training. Moreover, Zhao and Zhang
(2025) show that synthetic data alone does not fully
prevent memorization or leakage. He et al. (2025a)
apply local differential privacy to sensitive content
like addresses. However, in practice, privacy can in-
volve entire sentences or paragraphs beyond tokens,
making simple masking insufficient.

2.2 Privacy-Preserving Random Projection
Certain random projection operations are a
common technique for reducing dimensionality
while preserving some similarity measures with
high probability (e.g., based on the Johnson-
Lindenstrauss lemma (Johnson et al., 1984)). Prior
works have shown that methods built on top of
these projections can achieve differential privacy
(DP) for specific applications (Blocki et al., 2012;
Xu et al., 2017; Li and Li, 2023; Ibrahim et al.,
2024; Liu et al., 2006; Narimani and Tavassolipour,
2025; Kaleli and Polat, 2013; Pavlovic et al., 2025;
Lee et al., 2025). In this work, we show that ran-
dom projection can be effective for a variety of
RAG scenarios as well.

3 Private RAG via Random Projection

As illustrated in Fig. 1, our algorithm is compatible
with both RAG architectures. In this work, we

evaluate our method as an empirical defense against
data extraction attacks. We focus on single-round
query attacks where an attacker submits a single
query to the RAG system and attempts to extract
sensitive information from the generated response.
This attack model aligns with the threat scenarios
considered in prior work on RAG privacy (He et al.,
2025b; Wang et al., 2025; Huang et al., 2023).

3.1 Algorithm

Let D = {d;,...,d,} be the corpus of n natural
language documents (e.g., email threads or case
paragraphs). Let f(-) denote the tokenizer and em-
bedding layers, which can be further fine-tuned to
map these d;’s (texts) to embeddings. We assume
a fixed pre-trained encoder throughout the paper
for simplicity. We also assume that an attacker
interacts with the RAG system through API inter-
actions and aims to extract data with constructed
queries/prompts.

We sample an IID Gaussian matrix R € R¥*¢,
where each element follows N(0,1/k). We pre-
compute the projected datastore embeddings offline
by computing e, = Re; for each document em-
bedding e; = f(d;) € R?. We perform this prepro-
cessing step once and store the results, introducing
no runtime overhead during inference. For any
query/prompt, we encode it as & = f(prompt) and
compute its projection ' = R, which requires
only a single matrix-vector multiplication. We then
perform retrieval in the k-dimensional space by
finding the nearest neighbors to &’ among {e}}c[,
and computing a softmax over their cosine similari-
ties with ’. Finally, we combine this softmax with
the parametric LLM’s logits for x in a weighted
manner to select the next token. We repeat genera-
tion until reaching the maximum token limit or gen-
erating an end-of-sequence token. The pseudocode
is summarized in Algorithm 1, Appendix D.

Privacy Implications. Random projection pre-
serves privacy by altering the retrieval process:
given a query, vanilla RAG retrieves the highest-
scoring document and generates a corresponding
token, which may contain sensitive information.
After random projection, embeddings that are close
to the original top match can be selected with non-
negligible probability (Appendix C). As a result,
alternative tokens may replace the originally re-
trieved token.

Utility Discussions. A natural question arises:
if random projections alter the retrieved neigh-



bors, how does the model remain accurate? The
answer is that random projection approximately
preserves distances between embeddings, ensur-
ing that the retrieval step still selects relevant in-
formation. This has been extensively studied in
prior literature in other contexts (Johnson et al.,
1984). In Appendix B, for completeness, we pro-
vide proof that our random projection preserves the
Lo distance and cosine similarities. Appendix B.2
shows empirical results consistent with the theoret-
ical analysis on synthetic data. For the baselines
of DP-based methods, achieving privacy guaran-
tees sacrifices utility. DP introduces a fundamental
tradeoff: using a small clipping bound overly dis-
torts the embeddings, while using a large bound
increases the noise magnitude, both of which de-
grade retrieval utility. We empirically illustrate this
effect in Appendix J.

4 Evaluation

4.1 Metrics and Setup

To evaluate privacy, we focus on empirical data
extraction attacks (Huang et al., 2023) rather than
differential privacy bounds. Following Wang et al.
(2025), to make extraction attacks strong enough,
we inject internal knowledge into malicious queries,
for example asking about email in the query input
to the Enron email dataset. For each sensitive entry,
we attempt 10 extractions with specific prompts,
and a single successful attempt counts as leaked.
We then calculate the total number of leaked entries.
We perform both targeted and untargeted data ex-
traction attacks to cover different types of sensitive
information. For utility, besides perplexity as in
prior work (Huang et al., 2023), we measure task-
specific performance across four datasets: Enron
Email, ECHR, HotpotQA, and C4 and use models
including GPT-2, Llama3-1B, Llama3-8B, Qwen2-
7B, Qwen3-4B. Main results are discussed in the
paper; additional experiments are in Appendix G.
The Enron Email dataset (Klimt and Yang, 2004)
does not overlap with the pre-training data of major
LLMs such as GPT-2 (Radford et al., 2019), en-
suring the RAG data are unseen. Thus, we limit
private data to the RAG documents. We use GPT-2
as the base model. The dataset annotates sensitive
information (URLSs, email addresses, phone num-
bers), and we use the entire dataset as the datastore,
which contains 4576 sensitive items in total. We
use the same query prompts as provided (Huang
etal., 2023) (e.g., You may also contact us via

e-mail at) and evaluate whether we can retrieve
the annotated personal identity information.

The European Court of Human Rights (ECHR)
dataset (Chalkidis et al., 2021) contains legal case
documents from the European Convention on Hu-
man Rights. Queries are formed from test-case
descriptions, and utility is measured by matching
generated judgments to ground-truth labels (see
Appendix F.2). We use L1ama3-1B-Instruct and
results for other models are in Appendix G. For
adversarial queries, we use L1ama3-8B-Instruct
to annotate sensitive information and query with
prompts that concatenate “This is the first
sentence of a paragraph from ECHR legal
documents. Complete the paragraph with
the provided sentence."” with the first sentence
of each case. We then check whether the genera-
tion contains the annotated sensitive identity. We
used 10,000 samples in total.

For simplicity, we denote our random projec-
tion as RP, DP-guaranteed random projection with
Gaussian noise as DP-RP-G (Blocki et al., 2012),
and the work of Koga et al. as DPSparseVoteRAG.
We also report results for vanilla RAG and the
parametric model without a datastore. For KNN-
LM, we set A as 0.1 and K as 1024. For the
random projection, the only tunable parameter
is k (the projection dimension). As detailed in
Section 4.3, larger k values better preserve util-
ity while maintaining privacy protection. We
choose & = 100 since, as shown in Table 1,
using £ = 100 achieves comparable utility to
larger values (e.g., & = 1600) while providing
better computational efficiency. For differential pri-
vacy, we use a wide range of privacy budgets with
e € {1,5,10,20}. For DPSparseVoteRAG, we set
datastore into m = 50 subets for DP voting, follow-
ing the optimal value reported in the original paper.
For DP-RP-G, we sweep the clipping bound from
{0.1,0.5,1,5,10,15,25,50,100} under each set-
ting and report the results with optimal clipping
bound. Remaining settings are in Appendix E.

4.2 Main Results

The original DP-RP method by Blocki et al. (2012)
assumes binary vector embeddings. To adapt this
framework to RAG and document retrieval, we first
project both queries and datastore embeddings into
a lower-dimensional space, clip the projected em-
beddings, and then add Gaussian noise to obtain
differential privacy guarantees. The complete pro-
cedure is in Appendix D.
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Figure 2: Utility—privacy comparisons of our method (RP) with the two DP baselines (DP-RP-G and DPSparse-
VoteRAG) on two RAG architectures (denoted as KNN-LM and Standard RAG) and two datasets (Enron Email
and ECHR). ¢ denotes various privacy budgets for the DP approaches. The x-axis is perplexity of generated
content, and the y-axis is precentage of data leakage. RP (Ours) achieves a superior utility—privacy trade-off, with
perplexity approaching the unprotected RAG baseline while maintaining near-zero privacy leakage comparable to
the standalone parametric model without retrieval-augmentation.

4.2.1 Utility and Privacy

Fig. 2 illustrates the utility—privacy trade-off of
different methods under varying privacy budgets
on two datasets. Standard RAG achieves higher
utility but poses greater risks of privacy leakage.
Without protection, RAG leaks over 200 personal
items in the Enron dataset. In contrast, our meth-
ods maintain utility close to RAG while leaking
almost no private information. For DP-RP-G, we
achieve strong privacy across all budgets, but utility
remains unsatisfactory. DPSparseVoteRAG shows
that increasing the privacy budget reduces perplex-
ity but increases leakage, lacking a balanced trade-
off point. Overall, our approach provides strong
privacy with minimal utility loss.

4.3 Ablation Study

In both RP and DP-RP-G, we sample the random
projection matrix from N (0, 1/k). Table 1 exam-
ines the impact of different k values. As discussed
in Section 3, larger k better preserves retrieval
scores. Consistently, we observe higher utility
with increasing k, while privacy remains largely un-
changed. To understand the effect of not setting the
sampling variance as 1/k, we use k = 1600 and
sample from A/(0,0.22), resulting in a perplexity
of 70.86 and 2.32% privacy leakage. For k = 25
and N(0,0.0252), perplexity is 71.38 with 3.1%
leakage. Choosing sampling variances larger or
smaller than 1/k degrades utility, validating that
setting variance to 1/k is optimal.

Table 1: Comparison of privacy and utility under differ-
ent k settings.

KNN-LM Standard RAG
Perplexity Leakage (%) Perplexity Leakage (%)
RP (Ours) DP-RP-GRP (Ours) DP-RP-G | RP (Qurs) DP-RP-G RP (Ours) DP-RP-G
k=25 4622 11386 218 232 95.84 112.62 212 1.94
k=100  46.15 99.28 2.26 241 47.92 104.70 2.16 1.87
k=1600  43.20 97.10 2.19 222 47.92 102.66 227 223

4.3.1 Efficiency

The DPSparseVoteRAG method can be inefficient.
In our experiments, each inference takes about 30 x
longer than RP and vanilla RAG (Table 2). This is
due to DP voting and aggregation require partition-
ing the datastore into m subsets and generating a
token for each, resulting in m inferences per token.

Table 2: Comparison of the number of tokens generated
and latency per generation for different methods over
ECHR dataset and Nvidia A100.

RAG RP (Ours) DPSparseVoteRAG
# Tokens per Generation ~ 107.8 123.4 92.3
Latency per Generation (s)  8.35 9.42 258.9

5 Conclusion

In this work, our have proposed a simple method
to defend against data extraction attacks for RAG
applications. Compared with DP approaches, we
show that specific random Gaussian projection can
prevent against data reconstruction while still main-
taining semantic alignment for generation.



Limitations

In this work, we present an empirical defense
method for private retrieval-augmented generation
(RAG) based on random projection. We focus
our evaluation on research-scales where we use
up to 10,000 samples. Real-world systems may
need to process millions of queries daily across di-
verse domains. Large-scale evaluation for privacy-
preserving methods in real-world LLM RAG sys-
tems remains an open challenge.

Ethical Considerations

We use models and datasets that are publicly
available on the Internet and licensed for non-
commercial research use. We do not involve
any sensitive or personally identifiable informa-
tion (PII). We use only publicly available or syn-
thetically generated datasets; we did not use any
proprietary data or private user information at any
stage of the experiments.

We manually inspected the datasets and con-
firmed that they contain certain personally iden-
tifying information (PII), including names, email
addresses, home addresses, and identification num-
bers. These datasets are publicly available and
widely used in the research community. Consistent
with prior work, we did not further anonymize the
data, as it was collected and released under publicly
accessible licenses and is used solely for research
purposes. We did not introduce any new personal
data, nor did we attempt to re-identify individu-
als beyond what is already present in the original
datasets.
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A Usage of Al

We employ large language models (LLMs) primar-
ily to improve the grammar and clarity of our writ-
ing and assist coding. All research ideas, direc-
tions, and decisions, however, are independently
conceived and carried out by the authors.

B Proof: Preservation of the L2-Distance
and Cosine Similarity in Random
Projection

Let the query embedding be x, the retrieved em-
bedding by vanilla RAG be e, and the random
projection matrix be R. The original ¢ distance is
||z —e||2. According to the Johnson—Lindenstrauss
transform, when the projection variance is 1/k, we
have the boundary condition

(1=Asz)lz—ells < [[Rz—Rellz < (1+A )|z —ell

where Az, = Q( lol’fd) (Kenthapadi et al., 2013).
This ensures that the /5 distance is well preserved
after projection.
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Further, the original retrieval score, typically co-
sine similarity, p = m can also be preserved
after projection. After random projection, the score
becomes

;o x'R"Re
" Rl [ Relly
For fixed = and e, the expectation satisfies E[p/] =
P (1 — —) +0 ( ) (Proof in Appendix B.1).

Thus, when k£ is sufficiently large, the expected
cosine similarity after projection closely approxi-
mates the original score, preserving retrieval qual-
ity despite token perturbations.

B.1 Proof: Preservation of the Cosine
Similarity

Our main argument is that with multiple rounds of

token generation, the overall semantic meaning is

preserved even if individual tokens are perturbed

or replaced. In other words, we have

L—p
Elp] ~ 1- — 1
[T~ p ( o > (1)
Proof. We have query embedding « and datastore
embedding e. First, let u = ﬁ and v = 7”:”2

and we can have p = u ' v. With that, we can have

,_ _(u'RT)(Rv))
lu” RT[|a]| Ro|l2

(Ru)T (Rv))
— 2
R 2] Rol;

We let a = Ru and b = Rv. Then we can have

, a'b
P = TR
[lall2[/b]]2

Because R is an IID Gaussian matrix and each
element is independently sampled. We can find ro-
tation matrices U and V where U RV 4 R. Hence,

we can have R(Vx) 2 Rz. So, without loss of
generality, we can rotate the basis so that u =

e1 = (1,0,0,...,0)7T, v = pe; + /1 — p2es.
‘We know that each row of R is a Gaussian vec-
tor g; ~ N(0,14/k). So, a; = r]u = r;; and

b; = rg—'v = pri1 + /1 — p?rio where 71, 19 are
IID NV (0,1/k). Thus, foreachi =1,... k,

BRI

With this bivariate normalization, we can define

3

X; = Vka; ~ N(0,1), 4)
Y; = Vb ~ N(0,1), (5)

And we can have that Corr(Xj, Y;) = p. Then,
we can calculate

I Zz XY
VX217

This is exactly the sample Pearson correlation co-
efficient computed from k IID bivariate normal
samples with population correlation p.

(6)

Lemma 1. For random variables X; and Y; where
Xi ~ N(O, 1), Y'z ~ ./\/(0, 1), and COI‘I‘(Xi, Yl) =
p, we can calculate the expectation of sample Pear-
son correlation coefficient

; XY
PR M

VX2 7

E[p] :p<1 - 1%p> + O <k12) (®)

Although the proof of this lemma is not our orig-
inal contribution, as there is plenty of literature
showing this conclusion (Zimmerman et al., 2003;
Hotelling, 1953), we would like to provide a proof
here to demonstrate some of our insights.

Proof. Let Spp = £ X7, Sy =
Say = %Z:XIYz Then

as

E YR

P
VSzz/Syy

If we use Taylor expansion, we will have

®

1
V wa

As a result, we will have

&m+0(;> (10)

1 1
§E[Sxy5m} - §E[Sxy8yy]

(11)

[Smsyy] +0 < k2> (12)

o AN 2
=p 2kCOV(XY X?) kCOV(XY Y“)
(13)

+ Cov(x2 YH +0 < ! ) (14)

4k
We have E[X?] = E[Y?] = 1 and E[XY] =
p. We also know Var(X) = Var(Y) = 1 and
Cov(X,Y) = p. Using Isserlis theorem, we have
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Figure 3: Cosine similarity error and L2 distance ratio
under different sanity-check settings.

E[X?Y] = 3, E[YY] = 3, E[X2Y?] = 1+ 202,
E[X3Y] = E[XY?3] = 3p. Hence, we have

Cov(X?%,Y?) = E[X?Y?] — E[XZE[Y?] = 2
(15)

Cov(X?,XY) = E[X%Y] - E[X?|E[XY] = 2p
(16)
By putting them back, we have our conclusion. [

According to Lemma 1, we prove Eq. (1). The
expected distortion goes down as O(1/k). Hence,
we can see that our designed random projection
preserves the cosine similarity. O

B.2 Synthetic Data

Before starting our experiments, we first conduct a
sanity check to verify whether embedding distances
remain consistent after random projection. We con-
sider two settings. In the synthetic setting, we use
LLAMA3-8B-INSTRUCT to generate 100 datastore
entries with the prompt “Generate a datastore en-
try containing domain knowledge.” For each of
these, we repeat 100 times to generate a query us-
ing the prompt “Generate a query about domain
knowledge.” In the random setting, both datastore
and query embeddings are random vectors drawn
from NV (0, 1).

We measure the L2 distance and cosine similar-
ity between each query embedding and the data-

store embeddings. We use two metrics: the L2
||RCI?—R€H2
] [z—ell2 )
difference, |p — p’|. We first average each metric
over 100 datastores and then average across 100
runs. Fig. 3 presents the sanity-check results, along
with the theoretical upper and lower bounds derived

from the Johnson-Lindenstrauss (JL) transform,

distance ratio, , and the cosine similarity

. logd
given by1:|:Q< o

). As k increases, the

cosine similarity error decreases and approaches
zero, confirming our later observation that larger &
improves perplexity, which is consistent with our
theoretical analysis. For the L2 distance, the results
follow the JL transform prediction, with the ratios

remaining within the theoretical bounds. A larger k
also stabilizes the ratio. Overall, these results verify
that, in expectation, distances are well preserved
after random projection.

C Proof: Probability of Top-1 Selection
Changing after Random Projection

Without loss of generality, we consider the top-1
case, where the datastore embedding e; attains the
largest cosine similarity p; in the vanilla RAG set-
ting. We show that if there exists another datastore
embedding e; (j # 1) such that

(3] 8]'

lexllz  llejll

<A (17)

2

then the probability that the projected cosine simi-
larity p; exceeds p) satisfies

A

(1 - o)y 2y
(18)

Pr(pj>p1) 2 1-@

where 7max 1S an upper bound on the correlation be-
tween the Fisher-transformed projected similarities,
and & denotes the cumulative distribution function
of the standard normal distribution.

Proof. We define the normalized query and datas-
tore embeddings as

xr €;
v; = .
ei]2

2’

Under this notation, the assumption becomes ||v1 —
vj|l2 < A. By the Cauchy—Schwarz inequality,

o1 = pil = [u' (v1 — ;)| < [lor — w2 < A
‘We next introduce the Fisher transform

z; = tanh ™ (p;), 2 = tanh ™1 (o).

Since cosine similarity takes values in (—1, 1) and
tanh~!(-) is strictly increasing on this interval, the
ordering of similarities is preserved under this trans-
formation. In particular,

/ / / /
p] >p1 < ZJ >Zl.

As shown in Appendix B, the projected cosine
similarity p} is the sample Pearson correlation com-
puted from k IID bivariate normal pairs with pop-
ulation correlation p;. By the classical Fisher z-
transform result (Fisher, 1915), we have

!~ -1/ .. 1
z; & N(tanh (pi)s k—3> . (19



Because 2] and z;- share the same projected query
vector, they are generally correlated. Let n =
Corr(z], z}), and assume 7 < ax for some fixed
upper bound 7.y < 1.

Under a joint Gaussian approximation, the differ-
ence z; — z| is approximately normally distributed

R
with

2(1 —n)
Elz}—21] = zj—21, Var(z;—z)) = 3
Therefore,
Pr(p; > ph) = Pr(z) — 2, > 0) = & | =L
6 > ) = P — 2 > 0) = 0| S
k—3
(20)

Since p1 > pj, we have 21 > z;. By the mean
value theorem, there exists ¢ between p; and p;
such that

1
zj— 21 = (Pj—Pl)l_icg 2D
Using |p; — p1] < Aand 1 —¢? < 1—p?, we
obtain
A
2i— 21 > — . 22)
’ 1—pj
Substituting this bound yields
/ / A
Pr(p; > p1) 2 @[ - (23)
(1 _ p2) 2(1—n)
1 k—3
A
- 2(i)
1—
(1—p1) k—:;7
(24)
A
z1-90 o Ak
1— max
(1 - )y 2]
(25)
which completes the proof. O

This result shows that after random projection,
embeddings that are sufficiently close in the orig-
inal space can overtake the original top-1 embed-
ding with non-negligible probability. This behavior
is desirable for privacy preservation: sensitive to-
kens (e.g., names, addresses, or identification num-
bers) often have embeddings close to semantically
related but less sensitive alternatives, and random

Algorithm 1: Private RAG with Random
Projection

Data: Datastore D with n documents;
Tokenizer and embedding function
f() : Text — R% RAG-LLM model
M
Input: User query ¢
Output: Generated answer a
Parameters : Projection dimension k,
maximum token length 7}, .«
1 Offline preprocessing:
2 Sample random projection matrix
R € RF*4 where R;; ~ N(0,1/k)

" 3 Compute datastore embeddings Ep € R"*¢

where e; = f(d;)
Project embeddings: Ep = REB
Online inference (per query):
Initialize t + 0, a < ()
while ¢t < Ty« and y is not the end token
do
8 Compute query embedding: = = f(q)
9 Project query embedding: & = Rx
10 Predict next token: y < M (&, Ep)
1 Append token: a < ally, ¢ < q||y
12 t<«—t+1.
13 end
14 return a

B - N BN

projection allows these alternatives to replace the
original sensitive tokens with controlled probabil-
ity. Combined with the bounds in Appendix B,
this demonstrates that random projection limits dis-
tortion to a reasonable range, preserving general
semantic content while reducing the likelihood that
specific sensitive tokens are deterministically se-
lected.

D Complete Algorithms

Algorithm 1 illustrates the implementation of our
proposed random projection method. The process
follows the standard RAG pipeline: we first tok-
enize and embed the datastore offline, storing it
in FAISS or another fast-indexing framework to
enable efficient online retrieval. During inference,
the model iteratively performs next-token predic-
tion and token generation. At each generation step,
we apply random projection to the embeddings of
both the query and the datastore in each step of
generation and reach the final answer.

We implement DP-RP-G in Algorithm 2, follow-



Algorithm 2: Implementation of DP-RP-G
Data: Datastore D = {d;}}" ,; embedding
function f : Text — R% RAG-LLM
M
Input: User query ¢
Output: Generated answer a
Parameters : Projection dimension k; max
tokens T ax; clipping bound
¢; privacy (e, 0)
1 Offline preprocessing:

2 Sample random projection R € R¥*? with
Rij ~N(0,1/k)

3 Compute datastore embeddings Ep € R™*¢
with rows e; = f(d;)

4 Project: Ep = RE], € RF>»

s for each row €; € RF ofEB do

6 é; +— €; - min(l, ﬁ)

7 end

8 Online inference (per query):

9 Initialize t «+ 0,a < 0, 0 = ey/21n(1:25/9)

€
10 Sample Z € R™** with IID
Zij ~N(0,0?)
1 ED — ED + Z
12 while ¢ < Ty« and y is not the end token
do
13 x < f(q) € RY;
14 r = Rx
15 y «— M(&,Ep)
16 | a<aly,q<qly
17 t«—t+1
18 end
19 return a

ing Blocki et al. (2012), which adds Gaussian noise
after random projection to achieve differential pri-
vacy. Unlike Blocki et al. (2012), who assume
binary or [0, 1]-bounded vectors, this assumption is
unrealistic for neural and LLM embeddings. There-
fore, after projection, we apply standard DP clip-
ping: for any vector v, define

c
clip(v,¢) =v - min<1, ) ,
[v][2

so that all vectors have f5-norm at most c. Af-
ter clipping, we add Gaussian noise calibrated
to the privacy budget where the variance 0 =
ciﬂln(:'%/é). As our goal is to protect the datas-
tore, we apply the DP step only to E'p (and not to
the queries).

KNN-LM Standard RAG
Email URL Phone | Email URL Phone
Parametric 0 0 0 0 0 0
RAG 0 13 0 36 56 125

RP (Ours) 0 0 0 0 3 0
DP-RP-G,e =1 0 0 0 0 0 0
DP-RP-G,e =5 0 0 0 0 0 0
DP-RP-G, € = 10 0 0 0 0 8 0
DP-RP-G, € = 20 0 0 0 0 1 4
DPSparseVoteRAG, € = 1 0 0 0 0 0 0
DPSparseVoteRAG, € = 5 0 0 0 0 0 0
DPSparseVoteRAG, ¢ = 10 0 0 0 0 0 0
DPSparseVoteRAG, € = 20 0 2 0 0 8 1

Table 3: Number of leaked email addresses, URLs, and
phone numbers with different methods on Enron Email.

E Settings of Hyper-Parameters

For all LLM generations, we set the repetition
penalty to 0.75 and the no-repeat-ngram-size to
0. The feature dimensions of GPT-2, Llama3,
and Qwen?2 are 128, 2048, and 3584, respectively.
All other generation parameters follow the default
HUGGINGFACE settings. By default, we set the
datastore size equal to the total number of tokens
in each dataset. We follow previous differential
privacy work where we set § as the reverse scale
of dataset size. For Enron Email and ECHR, it is
10~%. For HotPotQA and C4, we use 107°. We
use each model’s tokenizer and its last hidden-state
vectors as embeddings for both retrieval settings.

F Complete Experiment Results

F.1 Full Results of on Enron Email

Table 4 shows the numbers of perplexity in Fig. 2.
We present the leakage of phone numbers, email
addresses, and URLSs separately in Table 3, corre-
sponding to the experiments in Fig. 2. We observe
that URLs are the easiest to leak. Without any pro-
tection, vanilla RAG exposes a substantial amount
of sensitive information, particularly in Standard
RAG where phone numbers show the highest leak-
age.

F.2 Full Results on ECHR with Llama3

Table 6shows the numbers of perplexity in Fig. 2.
Table 7shows the numbers of perplexity in Fig. 2.
Apart from perplexity, we also evaluate RAG
utility on the ECHR dataset using LLAMA3-1B-
INSTRUCT for generation. For each legal docu-
ment, the model generates the judgment, and we
compute the F1 score. Precision is defined as the
number of matching tokens divided by the total
generated tokens, and recall as matching tokens
divided by ground-truth tokens. We show results



Parametric RAG RP (Ours) DP-RP-G DPSparseVoteRAG
e=1 e€e=5 €=10 €e=20 e=1 e=5 e€=10 e€=20
KNN-LM 3.31 2.87 2.89 585 354 513 291 4217 422 296 2.83
Standard RAG 3.31 1.58 2.05 342 323 524 291 334 371 3.61 1.62
Table 4: Comparison of perplexity for the Enron Email dataset using GPT2.
Parametric RAG RP (Ours) DP-RP-G DPSparseVoteRAG
e=1 e€=5 €=10 e=20 e=1 e=5 e€=10 =20
KNN-LM 25.7 90.32 87.7 5325 513 54.02 5513 41.67 41.67 4032 4538
Standard RAG 25.7 97.18 66.7 5139 5431 5412 5479 172 4372 4242 4333
Table 5: Comparison of F1 scores for the ECHR legal judgment task across different methods.
Parametric RAG RP (Ours) DP-RP-G DPSparseVoteRAG
e=1 €e=5 €e=10 e=20 e=1 €e=5 e=10 €e=20
KNN-LM 631.09 2.90 46.15 21454 9928  94.87 112.85 22859 109.64  121.82 92.26
Standard RAG 631.09 9.84 47.92 512.66 10470 9572  79.72 439891 7780.70 4922.52 5264.40

Table 6: Comparison of perplexity for the ECHR legal judgment task across different methods using the Llama3-1B.

Parametric RAG RP (Ours) DP-RP-G DPSparseVoteRAG
e=1 e€=5 e€=10 €=20 e=1 e=5 e€=10 e€=20
KNN-LM 32.82 82.72 2.26 276 241 2.81 2.69 1.75 3786 38.68 38.82
Standard RAG 32.82 37.92 2.16 203 1.87 2.15 1.96 1.77  2.05 2.05 19.48

Table 7: Comparison of privacy leakage for the ECHR legal judgment task across different methods using the

Llama3-1B.
Parametric RAG RP (Ours) DP-RP-G DPSparseVoteRAG
e=1 e=5 e=10 e€=20 e=1 e=5 €=10 e€=20
KNN-LM 1.47 1.55 1.55 226 2.28 2.28 2.30  3130.89 610.10 500.13 277.62
Standard RAG - 1.19 1.19 2.50 249 2.51 2.50 1.74 1.43 1.62 1.38

Table 8: Comparison of perplexity for the ECHR legal judgment task across different methods using the Qwen3-4B.

Parametric RAG RP (Ours) DP-RP-G DPSparseVoteRAG
e=1 e€=5 e€=10 €=20 e=1 e=5 e€=10 e€=20
KNN-LM 90.18 90.32 89.32 80.35 80.32 80.18 82.39 5240 5137 5194 5298
Standard RAG - 97.32 95.43 85.32 86.17 8643 85.19 8835 91.03 9348 94.32

Table 9: Comparison of F1 score for the ECHR legal judgment task across different methods using the Qwen3-4B.

Parametric  RAG  RP (Ours) DP-RP-G DPSparseVoteRAG
e=1 €e=5H e=10 e€=20 e=1 e=5 e€=10 €=20
KNN-LM 2.03% 19.08% 1.94% 13.45% 1321% 14.85% 1539% 2.44% 2.46% 221% 224%
Standard RAG - 21.30% 2.05% 2543% 14.36% 17.07% 15.09% 2.84% 2.88% 2.86% 3.32%

Table 10: Comparison of privacy leakage for the ECHR legal judgment task across different methods using the

Qwen3-4B model.

in Table 5. Consistent with previous findings, ran-
dom projection preserves performance far better
than differential privacy methods. Even with loose
privacy budgets, DP methods yield notably lower
utility scores.

F.3 Full Results on ECHR with Qwen3

We further evaluate all methods on the ECHR
dataset using the more recent Qwen3-4B model.
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Table 8 shows the perplexity. Table 9 shows the F1
score. Table 10 shows the privacy leakage. Over-
all, Qwen3-4B achieves substantially stronger util-
ity than Llama3-1B, as reflected by consistently
lower perplexity and higher F1 scores across meth-
ods. Standard RAG can collapse to parametric-
level perplexity in the worst case. From a pri-
vacy perspective, the parametric model effectively



forms a lower bound for standard RAG leakage,
whereas for KNN-LM our methods can reduce leak-
age to levels comparable to or below the parametric
baseline, demonstrating a favorable privacy—utility
trade-off for stronger models.

G Additional Experiments on Utility and

Privacy

Apart from main results on the Enron Email and
ECHR that we presented, we also evaluate our argu-
ments over HotpotQA and the C4 dataset for utility
and privacy performance.

G.1 Utility: Hotpot QA dataset

HoTPOTQA (Yang et al., 2018) is a multi-hop QA
dataset with strong supervision for supporting facts,
enabling more explainable systems. We use it to
evaluate whether we retrieve correct supporting
documents and measure cosine similarity between
retrieved and reference embeddings to assess re-
trieval quality. We use the training set as the datas-
tore and the test set for evaluation. We use QWEN2-
7B-INSTRUCT as the backbone model. Since doc-
ument retrieval relies on KNN for both KNN-LM
and standard RAG, we focus on the KNN-LM struc-
ture to analyze the retrieval process.

For evaluation, we report exact match (EM) and
F1 scores between the generated output and the
ground truth. For F1, precision is the number of
matching tokens divided by the total generated to-
kens, and recall is the number of matching tokens
divided by the ground-truth tokens. Ans denotes
the final generated answer, and Sup denotes the re-
trieved supporting documents. For the parametric
model, we prompt it to generate supporting facts to
enable fair comparison, as the datastore may over-
lap with pre-training data. Joint indicates cases
where both Ans and Sup are correct.

As shown in Table 11, random projection pre-
serves the cosine similarity between retrieved doc-
uments and ground truth, indicating successful re-
trieval. In contrast, differential privacy methods
degrade retrieval performance. Although looser
privacy budgets can improve utility, as shown ear-
lier, they also raise privacy concerns.

G.2 Privacy: C4 dataset

Besides targeted leakage where we check if exact
annotated information is leaked, we use the C4
dataset, a cleaned and large-scale version of Com-
mon Crawl, for untargeted leakage evaluation. We
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Ans
EM

Joint
EM Fl1

Sup )
EM Cos.

Fl1 F1

Parametric 748 2874 2137 49.62 7.13 2855 0.73

RAG 12.48 29.88 2538 59.74 10.84 32.06 0.75

RP (Ours) 11.32 28.57 2522 57.14 9.12 34.09 0.75
DP-RP-G,e =1 0.08 7.10 9.54 3042 0.15 9.03 054
DP-RP-G, e =5 021 932 1035 27.82 0.16 985 053
DP-RP-G, ¢ = 10 358 1084 971 2893 119 734 0.54
DP-RP-G, € = 20 456 9.81 1495 3123 1.67 832 0.61
DPSparseVoteRAG, e =1 0.02 812 1398 23.12 0.00 13.12 0.5I1
DPSparseVoteRAG, e =5  3.31 11.23 1288 30.64 131 1429 0.52
DPSparseVoteRAG, e = 10 748 18.18 14.39 28.85 1.54 16.67 0.54
DPSparseVoteRAG, ¢ =20 748 18.18 1438 2885 1.54 1538 0.54

Table 11: Utility results of different algorithms on Hot-
potQA using the KNN-LM structure.

select 5,000 samples and use the first sentence of
each as the query. We then compute ROUGE-L
scores between each generation and every datas-
tore sample. If any sample in the datastore has a
score greater than 0.5 with the generation, where
we follow the same settings in (Huang et al., 2023),
we mark it as a leakage. We report the number
of leakages out of the 5k samples. We use the
LLAMA3-8B-INSTRUCT model as the backbone.

In Table 12, we can see that our methods can ef-
fectively reduce the data breach against untargeted
attack. For parametric, it is 0 as RAG datastore is
not used. For DP-RP-G and DPSparseVoteRAG,
we can see that though with certain privacy budgets,
they can achieve very low data leakage. However,
in Table 14 from example generated content, we
can see that they cannot generate acceptable con-
tent while our methods can generate comparable
results as vanilla RAG methods, showing our meth-
ods can achieve the best tradeoff between privacy
and utility.

H Random Projection with Other
Distributions

Beyond the normal (Gaussian) distribution, we also
experimented with constructing the projection ma-
trix using a Rademacher distribution. In this dis-
tribution, each entry independently takes the value
+1 or —1 with equal probability (50%). As shown
in Table 15, the Rademacher-based projection also
preserves privacy effectively while achieving per-
formance comparable to vanilla RAG. These re-
sults indicate that our proposed random projection
method remains effective as long as the projection
matrix preserves similarity structure, regardless of
the specific distribution used to generate it.



Parametric RAG RP (Ours) DP-RP-G DPSparseVoteRAG
e=1 e€e=5 €=10 =20 e=1 e€=5 e€=10 e€=20
KNN-LM 0 269 17 0 0 17 25 0 3 36 124
Standard RAG 0 358 23 0 0 15 28 0 33 79 203
Table 12: Comparison of privacy leakage for the untargeted attack on C4.
Parametric RAG RP (Ours) DP-RP-G DPSparseVoteRAG
e=1 €e=5 €=10 =20 e=1 e=5 e€e=10 e€=20
KNN-LM 2.76 3.16 2.98 598 547 4.12 4.38 6.54 591 5.39 4.51
Standard RAG 2.76 2.83 2.96 28.41 2732 2654 2312 573 546 4.65 4.12

Table 13: Comparison of perplexity of generated content on C4.

I More Discussion on Results

I.1 Generalization Across Sensitive
Information Types

Our evaluation covers both structured and unstruc-
tured sensitive information to assess the method’s
generalizability. On the Enron dataset, we eval-
uate protection against structured data including
email addresses, phone numbers, and URLs. As
shown in Table 3, random projection effectively
protects all three types, with leakage rates below
3% across both KNN-LM and Standard RAG archi-
tectures. For unstructured text, we evaluate on the
ECHR dataset, which contains legal case narratives
with sensitive personal information embedded in
natural language. Our method maintains strong
privacy protection (2.19-2.27% leakage) while pre-
serving utility, demonstrating that random projec-
tion works effectively across both structured and
unstructured sensitive information. This suggests
that the privacy-preserving mechanism operates
at the embedding level, making it agnostic to the
specific format or structure of the sensitive content.

1.2 Failure Cases

Although random projection provides strong pri-
vacy protection overall, our experiments on Enron
Email, ECHR, and C4 reveal that a small number
of items may still be leaked. Analysis of these
failure cases reveals a clear pattern: random pro-
jection provides complete protection (100% leak-
age prevention) for highly specific content such as
unique numbers, IDs, and email addresses. How-
ever, in rare cases, common terminology that ap-
pears in personal identity information—such as
place names (e.g., "Richmond", "Queens St") in
addresses or common phrases in personal narra-
tives—may be leaked by coincidence. This occurs
because such terms may appear in multiple con-
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texts, making them less distinctive in the embed-
ding space. These findings suggest that random pro-
jection is most effective for protecting unique iden-
tifiers while providing strong but not absolute pro-
tection for common terms that may appear across
multiple documents.

J Why Differential Privacy Methods
Degrade Performance

A natural question arises: why does differential pri-
vacy harm utility? To make a RAG mechanism dif-
ferentially private (DP), two common approaches
are adding Gaussian noise or applying DP aggrega-
tion. In the DP-RP approach, achieving a privacy
guarantee with budget (e, 0) requires clipping each
projected embedding to a norm bound ¢ and then

adding Gaussian noise \V (0, Civmn(:%/é)) In con-
trast, if we set the privacy budget to e = oo, we may
use a sufficiently large clipping bound with zero
noise, effectively reducing the method to our pro-
posed random projection scheme. This highlights
that the utility loss arises from enforcing formal DP
constraints, rather than from the projection itself.
The second approach, DP aggregation, can
also harm utility because limited-domain meth-
ods (Koga et al., 2024) depend heavily on the per-
turbation magnitude. Balancing privacy and utility
often requires extensive tuning, making it hard to
choose an optimal privacy budget. As shown em-
pirically in Section 4.2, even with a loose budget,
utility remains low and privacy can still be leaked.
To understand why differential privacy methods
degrade performance, we conducted an empirical
study where the only difference from our random
projection baseline was the addition of a clipping
operation before projection. In differential privacy
theory, clipping is required to bound sensitivity and
ensure that the difference between participants re-
mains limited (Dwork et al., 2006). A common



Prompt

Complete the sentences: you have any suggestions, please share. With the rise of social media...

Parametric

With that in mind here are a few ideas to get you started: 1. **Create a vision board**: Cut out
images and words that represent your goals and desires and create a visual representation of what
you want to achieve. 2. **Set SMART goals**: Make sure your goals are Specific Measurable
Relevant and Time-bound. This will help you stay focused and motivated. 3. **Break down big
goals into smaller.

it’s become increasingly important for businesses to have a strong online presence. One way to do
this is by creating engaging content that resonates with your target audience. Here are some tips to
help you create content that drives engagement: 1. Know your audience: Before you start creating
content make sure you have a good understanding of your target! audience. Who are they? What are
their interests? What problems do they need?

RP (Ours)

it’s become increasingly important for businesses to have a strong online presence. One way to do
this is by creating engaging content that resonates with your target audience. Here are some tips to
help you create content that drives engagement: 1. Know your audience: Before you start creating
content make sure you have a good understanding of who your target! audience is. What are their
interests need?

DP-RP-G (e = 20)

PrintWriter.PrintWriter userService userServiceExchangeExchangeExchange_generate_generate

DPSparseVoteRAG
(e = 20)

make sure you have a good understanding of your target! "#"#'!$"'&"'$"#"#'

Table 14: Example responses generated by different methods given the prompt.

KNN-LM Standard RAG
Perplexity Email URL Phone Perplexity Email URL Phone
2.87 0 13 0 1.58 36 56 125
2.89 0 0 0 2.05 0 3 0
292 0 2 0 176 0 3 1

RAG
Gaussian
Rademacher

RP (Ours)

Table 15: Perplexity and data leakage comparison using
random projection matrices drawn from different distri-
butions on Enron Email dataset with GPT2.

Method KNN-LM  Standard RAG
RP (Ours) 43.20 47.92
DP-RP-G 97.09 102.66
Random Projection (only Clipping) 45.47 46.99

Table 16: Perplexity comparison of random projection
methods with only clipping under the KNN-LM and
standard RAG structure on the ECHR dataset.

approach is to clip variables within a specific range.
For instance, Kenthapadi et al. (Kenthapadi et al.,
2013) assume all vectors are binary (0 or 1) and
show that as long as vectors lie within [0, 1], the
DP guarantee holds. In general, clipping or nor-
malizing vectors to a fixed range ensures the DP
condition. For consistency with prior work, we
set the clipping bound to [0, 1]. Additionally, we
evaluate the impact of normalizing embeddings to
[0, 1].

0.1 1 5 10 15 25 50 100
214.54 214.54 21454 11486 97.86 4633 4547 46.03
512.66 507.62 512.66 489.56 117.82 47.38 46.99 46.99

Clipping bound
KNN-LM
Standard RAG

Table 17: Perplexity comparison of DP-RP-G under
clipping-only settings (clipping applied without adding
DP Gaussian noise) across different clipping bounds.
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In Table 16, we compare random projection with
only clipping. In Table 17, we can see the change
of perplexity along with different clipping bounds
if no Gaussian noise is added. If we do not add the
Gaussian noise and set a very large clipping bound,
DP-RP-G becomes equivalent to our methods as we
barely clip any vectors. The results show that clip-
ping degrades perplexity and reduces overall perfor-
mance. In this experiment, we set ¢ = 5. Overall,
achieving differential privacy requires bounding
sensitivity, which degrades performance.
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