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Abstract001

Retrieval-Augmented Generation (RAG) en-002
hances the capabilities of large language mod-003
els (LLMs) by querying external structured004
knowledge. However, it can also introduce005
privacy risks by leaking sensitive information006
from the retrieval database. We propose a007
simple method to method to preserve datas-008
tore privacy in RAG systems via random pro-009
jection. By applying the same projection to010
both datastore embeddings and query embed-011
dings, our method provably preserves semantic012
similarity between queries and retrieved items013
while substantially mitigating data extraction014
attacks. Across multiple RAG architectures015
and datasets, we show that this lightweight ap-016
proach achieves superior retrieval and genera-017
tion performance compared to prior methods018
with formal differential privacy (DP) guaran-019
tees, while exhibiting comparable empirical pri-020
vacy under strong attack models. Our results021
for the first time suggest that random projec-022
tion can serve as a competitive and practical023
baseline for privacy-preserving RAG systems.024

1 Introduction025

Retrieval-Augmented Generation (RAG) (Khandel-026

wal et al., 2019; Lewis et al., 2020) enhances large027

language models (LLMs) by incorporating infor-028

mation retrieved from external knowledge. How-029

ever, recent studies show that carefully crafted030

prompts (He et al., 2025b; Wang et al., 2025; Zeng031

et al., 2024; Koga et al., 2024) can extract sensitive032

information such as personal identity information033

from the external datastore.034

Since attack queries can closely resemble legiti-035

mate user queries, simple access control may block036

ordinary users (He et al., 2025b; Wang et al., 2025).037

Recent work has begun to explore privacy risks in038

RAG, with a leading focus on differential privacy039

(DP) (Koga et al., 2024; Wu et al., 2025). Although040

DP methods provide formal statistical guarantees,041

it often degrades output quality (e.g., leading to042

high perplexity) due to DP’s fundamental prop- 043

erties of worst-case guarantees, and are usually 044

complicated to implement in practice. To this end, 045

we propose private RAG via random projection to 046

defend against (both targeted and untargeted) data 047

extraction attacks. 048

Our key idea is that differential privacy guaran- 049

tees may be an overkill to prevent state-of-the-art 050

attacks practically, whereas (some specific) random 051

projection matrices naturally preserves pairwise 052

similarities of the inputs in the lower-dimensional 053

space. The extra randomness alters datastore em- 054

beddings so attackers may not recover the original 055

text. This enables users to obtain accurate answers 056

from the RAG system while adversaries fail. We 057

apply a single projection step to datastore embed- 058

dings in the offline stage and the same projection 059

matrix to user queries during the online query stage. 060

In this work, we consider two RAG architec- 061

tures: ‘KNN-LM’ (Khandelwal et al., 2019) and 062

‘Standard RAG’ (Lewis et al., 2020)1. In KNN- 063

LM, the system linearly combines the outputs of 064

the language model and the k-nearest neighbour 065

outputs (usually organized as a softmax over co- 066

sine similarities between queries and the datastore 067

embeddings), and generates next token. In Stan- 068

dard RAG, the system concatenates retrieved texts 069

with the query and feeds them to the LLM. In this 070

work, we focus on the settings where formal pri- 071

vacy guarantees are not desired, and thus evaluate 072

privacy leakage by exploring the sucess rates of 073

strong, existing attacks empirically. 074

In Section 4.2, we empirically show that enforc- 075

ing differential privacy guarantees may not provide 076

better practical protection against data extraction 077

and can instead harm utility. In summary, our ran- 078

dom projection technique significantly improves 079

utility (over 50% on average across all datasets) 080

1We note that there exist various RAG architectures, and
we use the naming ‘Stanfard RAG’ just to constrast with the
less popular KNN-LM architecture.
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Figure 1: Workflows of two RAG architectures consid-
ered in this work: KNN-LM and standard RAG.
over the baseline methods without degrading em-081

pirical privacy performance.082

2 Related Works083

2.1 Private RAG084

Prior work shows that various RAG architectures085

can reveal sensitive personal data (e.g., emails,086

phone numbers, and URLs) from the external datas-087

tore (He et al., 2025b; Zeng et al., 2024; Jiang et al.,088

2024). Existing defenses, such as DP-based sam-089

pling and aggregation (Koga et al., 2024; Grislain,090

2025) and synthetic data (Zeng et al., 2025), reduce091

efficiency on large datasets and often require extra092

validation or training. Moreover, Zhao and Zhang093

(2025) show that synthetic data alone does not fully094

prevent memorization or leakage. He et al. (2025a)095

apply local differential privacy to sensitive content096

like addresses. However, in practice, privacy can in-097

volve entire sentences or paragraphs beyond tokens,098

making simple masking insufficient.099

2.2 Privacy-Preserving Random Projection100

Certain random projection operations are a101

common technique for reducing dimensionality102

while preserving some similarity measures with103

high probability (e.g., based on the Johnson-104

Lindenstrauss lemma (Johnson et al., 1984)). Prior105

works have shown that methods built on top of106

these projections can achieve differential privacy107

(DP) for specific applications (Blocki et al., 2012;108

Xu et al., 2017; Li and Li, 2023; Ibrahim et al.,109

2024; Liu et al., 2006; Narimani and Tavassolipour,110

2025; Kaleli and Polat, 2013; Pavlovic et al., 2025;111

Lee et al., 2025). In this work, we show that ran-112

dom projection can be effective for a variety of113

RAG scenarios as well.114

3 Private RAG via Random Projection115

As illustrated in Fig. 1, our algorithm is compatible116

with both RAG architectures. In this work, we117

evaluate our method as an empirical defense against 118

data extraction attacks. We focus on single-round 119

query attacks where an attacker submits a single 120

query to the RAG system and attempts to extract 121

sensitive information from the generated response. 122

This attack model aligns with the threat scenarios 123

considered in prior work on RAG privacy (He et al., 124

2025b; Wang et al., 2025; Huang et al., 2023). 125

3.1 Algorithm 126

Let D = {d1, . . . , dn} be the corpus of n natural 127

language documents (e.g., email threads or case 128

paragraphs). Let f(·) denote the tokenizer and em- 129

bedding layers, which can be further fine-tuned to 130

map these di’s (texts) to embeddings. We assume 131

a fixed pre-trained encoder throughout the paper 132

for simplicity. We also assume that an attacker 133

interacts with the RAG system through API inter- 134

actions and aims to extract data with constructed 135

queries/prompts. 136

We sample an IID Gaussian matrix R ∈ Rk×d, 137

where each element follows N (0, 1/k). We pre- 138

compute the projected datastore embeddings offline 139

by computing e′i = R ei for each document em- 140

bedding ei = f(di) ∈ Rd. We perform this prepro- 141

cessing step once and store the results, introducing 142

no runtime overhead during inference. For any 143

query/prompt, we encode it as x = f(prompt) and 144

compute its projection x′ = Rx, which requires 145

only a single matrix-vector multiplication. We then 146

perform retrieval in the k-dimensional space by 147

finding the nearest neighbors to x′ among {e′i}i∈[n] 148

and computing a softmax over their cosine similari- 149

ties with x′. Finally, we combine this softmax with 150

the parametric LLM’s logits for x in a weighted 151

manner to select the next token. We repeat genera- 152

tion until reaching the maximum token limit or gen- 153

erating an end-of-sequence token. The pseudocode 154

is summarized in Algorithm 1, Appendix D. 155

Privacy Implications. Random projection pre- 156

serves privacy by altering the retrieval process: 157

given a query, vanilla RAG retrieves the highest- 158

scoring document and generates a corresponding 159

token, which may contain sensitive information. 160

After random projection, embeddings that are close 161

to the original top match can be selected with non- 162

negligible probability (Appendix C). As a result, 163

alternative tokens may replace the originally re- 164

trieved token. 165

Utility Discussions. A natural question arises: 166

if random projections alter the retrieved neigh- 167
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bors, how does the model remain accurate? The168

answer is that random projection approximately169

preserves distances between embeddings, ensur-170

ing that the retrieval step still selects relevant in-171

formation. This has been extensively studied in172

prior literature in other contexts (Johnson et al.,173

1984). In Appendix B, for completeness, we pro-174

vide proof that our random projection preserves the175

L2 distance and cosine similarities. Appendix B.2176

shows empirical results consistent with the theoret-177

ical analysis on synthetic data. For the baselines178

of DP-based methods, achieving privacy guaran-179

tees sacrifices utility. DP introduces a fundamental180

tradeoff: using a small clipping bound overly dis-181

torts the embeddings, while using a large bound182

increases the noise magnitude, both of which de-183

grade retrieval utility. We empirically illustrate this184

effect in Appendix J.185

4 Evaluation186

4.1 Metrics and Setup187

To evaluate privacy, we focus on empirical data188

extraction attacks (Huang et al., 2023) rather than189

differential privacy bounds. Following Wang et al.190

(2025), to make extraction attacks strong enough,191

we inject internal knowledge into malicious queries,192

for example asking about email in the query input193

to the Enron email dataset. For each sensitive entry,194

we attempt 10 extractions with specific prompts,195

and a single successful attempt counts as leaked.196

We then calculate the total number of leaked entries.197

We perform both targeted and untargeted data ex-198

traction attacks to cover different types of sensitive199

information. For utility, besides perplexity as in200

prior work (Huang et al., 2023), we measure task-201

specific performance across four datasets: Enron202

Email, ECHR, HotpotQA, and C4 and use models203

including GPT-2, Llama3-1B, Llama3-8B, Qwen2-204

7B, Qwen3-4B. Main results are discussed in the205

paper; additional experiments are in Appendix G.206

The Enron Email dataset (Klimt and Yang, 2004)207

does not overlap with the pre-training data of major208

LLMs such as GPT-2 (Radford et al., 2019), en-209

suring the RAG data are unseen. Thus, we limit210

private data to the RAG documents. We use GPT-2211

as the base model. The dataset annotates sensitive212

information (URLs, email addresses, phone num-213

bers), and we use the entire dataset as the datastore,214

which contains 4576 sensitive items in total. We215

use the same query prompts as provided (Huang216

et al., 2023) (e.g., You may also contact us via217

e-mail at) and evaluate whether we can retrieve 218

the annotated personal identity information. 219

The European Court of Human Rights (ECHR) 220

dataset (Chalkidis et al., 2021) contains legal case 221

documents from the European Convention on Hu- 222

man Rights. Queries are formed from test-case 223

descriptions, and utility is measured by matching 224

generated judgments to ground-truth labels (see 225

Appendix F.2). We use Llama3-1B-Instruct and 226

results for other models are in Appendix G. For 227

adversarial queries, we use Llama3-8B-Instruct 228

to annotate sensitive information and query with 229

prompts that concatenate “This is the first 230

sentence of a paragraph from ECHR legal 231

documents. Complete the paragraph with 232

the provided sentence." with the first sentence 233

of each case. We then check whether the genera- 234

tion contains the annotated sensitive identity. We 235

used 10,000 samples in total. 236

For simplicity, we denote our random projec- 237

tion as RP, DP-guaranteed random projection with 238

Gaussian noise as DP-RP-G (Blocki et al., 2012), 239

and the work of Koga et al. as DPSparseVoteRAG. 240

We also report results for vanilla RAG and the 241

parametric model without a datastore. For KNN- 242

LM, we set λ as 0.1 and K as 1024. For the 243

random projection, the only tunable parameter 244

is k (the projection dimension). As detailed in 245

Section 4.3, larger k values better preserve util- 246

ity while maintaining privacy protection. We 247

choose k = 100 since, as shown in Table 1, 248

using k = 100 achieves comparable utility to 249

larger values (e.g., k = 1600) while providing 250

better computational efficiency. For differential pri- 251

vacy, we use a wide range of privacy budgets with 252

ϵ ∈ {1, 5, 10, 20}. For DPSparseVoteRAG, we set 253

datastore into m = 50 subets for DP voting, follow- 254

ing the optimal value reported in the original paper. 255

For DP-RP-G, we sweep the clipping bound from 256

{0.1, 0.5, 1, 5, 10, 15, 25, 50, 100} under each set- 257

ting and report the results with optimal clipping 258

bound. Remaining settings are in Appendix E. 259

4.2 Main Results 260

The original DP-RP method by Blocki et al. (2012) 261

assumes binary vector embeddings. To adapt this 262

framework to RAG and document retrieval, we first 263

project both queries and datastore embeddings into 264

a lower-dimensional space, clip the projected em- 265

beddings, and then add Gaussian noise to obtain 266

differential privacy guarantees. The complete pro- 267

cedure is in Appendix D. 268
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Figure 2: Utility–privacy comparisons of our method (RP) with the two DP baselines (DP-RP-G and DPSparse-
VoteRAG) on two RAG architectures (denoted as KNN-LM and Standard RAG) and two datasets (Enron Email
and ECHR). ε denotes various privacy budgets for the DP approaches. The x-axis is perplexity of generated
content, and the y-axis is precentage of data leakage. RP (Ours) achieves a superior utility–privacy trade-off, with
perplexity approaching the unprotected RAG baseline while maintaining near-zero privacy leakage comparable to
the standalone parametric model without retrieval-augmentation.

4.2.1 Utility and Privacy269

Fig. 2 illustrates the utility–privacy trade-off of270

different methods under varying privacy budgets271

on two datasets. Standard RAG achieves higher272

utility but poses greater risks of privacy leakage.273

Without protection, RAG leaks over 200 personal274

items in the Enron dataset. In contrast, our meth-275

ods maintain utility close to RAG while leaking276

almost no private information. For DP-RP-G, we277

achieve strong privacy across all budgets, but utility278

remains unsatisfactory. DPSparseVoteRAG shows279

that increasing the privacy budget reduces perplex-280

ity but increases leakage, lacking a balanced trade-281

off point. Overall, our approach provides strong282

privacy with minimal utility loss.283

4.3 Ablation Study284

In both RP and DP-RP-G, we sample the random285

projection matrix from N (0, 1/k). Table 1 exam-286

ines the impact of different k values. As discussed287

in Section 3, larger k better preserves retrieval288

scores. Consistently, we observe higher utility289

with increasing k, while privacy remains largely un-290

changed. To understand the effect of not setting the291

sampling variance as 1/k, we use k = 1600 and292

sample from N (0, 0.22), resulting in a perplexity293

of 70.86 and 2.32% privacy leakage. For k = 25294

and N (0, 0.0252), perplexity is 71.38 with 3.1%295

leakage. Choosing sampling variances larger or296

smaller than 1/k degrades utility, validating that297

setting variance to 1/k is optimal.298

Table 1: Comparison of privacy and utility under differ-
ent k settings.

KNN-LM Standard RAG
Perplexity Leakage (%) Perplexity Leakage (%)

RP (Ours) DP-RP-G RP (Ours) DP-RP-G RP (Ours) DP-RP-G RP (Ours) DP-RP-G
k = 25 46.22 113.86 2.18 2.32 95.84 112.62 2.12 1.94
k = 100 46.15 99.28 2.26 2.41 47.92 104.70 2.16 1.87
k = 1600 43.20 97.10 2.19 2.22 47.92 102.66 2.27 2.23

4.3.1 Efficiency 299

The DPSparseVoteRAG method can be inefficient. 300

In our experiments, each inference takes about 30× 301

longer than RP and vanilla RAG (Table 2). This is 302

due to DP voting and aggregation require partition- 303

ing the datastore into m subsets and generating a 304

token for each, resulting in m inferences per token. 305

Table 2: Comparison of the number of tokens generated
and latency per generation for different methods over
ECHR dataset and Nvidia A100.

RAG RP (Ours) DPSparseVoteRAG
# Tokens per Generation 107.8 123.4 92.3

Latency per Generation (s) 8.35 9.42 258.9

5 Conclusion 306

In this work, our have proposed a simple method 307

to defend against data extraction attacks for RAG 308

applications. Compared with DP approaches, we 309

show that specific random Gaussian projection can 310

prevent against data reconstruction while still main- 311

taining semantic alignment for generation. 312
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Limitations313

In this work, we present an empirical defense314

method for private retrieval-augmented generation315

(RAG) based on random projection. We focus316

our evaluation on research-scales where we use317

up to 10,000 samples. Real-world systems may318

need to process millions of queries daily across di-319

verse domains. Large-scale evaluation for privacy-320

preserving methods in real-world LLM RAG sys-321

tems remains an open challenge.322

Ethical Considerations323

We use models and datasets that are publicly324

available on the Internet and licensed for non-325

commercial research use. We do not involve326

any sensitive or personally identifiable informa-327

tion (PII). We use only publicly available or syn-328

thetically generated datasets; we did not use any329

proprietary data or private user information at any330

stage of the experiments.331

We manually inspected the datasets and con-332

firmed that they contain certain personally iden-333

tifying information (PII), including names, email334

addresses, home addresses, and identification num-335

bers. These datasets are publicly available and336

widely used in the research community. Consistent337

with prior work, we did not further anonymize the338

data, as it was collected and released under publicly339

accessible licenses and is used solely for research340

purposes. We did not introduce any new personal341

data, nor did we attempt to re-identify individu-342

als beyond what is already present in the original343

datasets.344
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A Usage of AI 501

We employ large language models (LLMs) primar- 502

ily to improve the grammar and clarity of our writ- 503

ing and assist coding. All research ideas, direc- 504

tions, and decisions, however, are independently 505

conceived and carried out by the authors. 506

B Proof: Preservation of the L2-Distance 507

and Cosine Similarity in Random 508

Projection 509

Let the query embedding be x, the retrieved em- 510

bedding by vanilla RAG be e, and the random 511

projection matrix be R. The original ℓ2 distance is 512

∥x−e∥2. According to the Johnson–Lindenstrauss 513

transform, when the projection variance is 1/k, we 514

have the boundary condition 515

(1−λJL)∥x−e∥2 ≤ ∥Rx−Re∥2 ≤ (1+λJL)∥x−e∥2 516

where λJL = Ω
(√ log d

k

)
(Kenthapadi et al., 2013). 517

This ensures that the ℓ2 distance is well preserved 518

after projection. 519
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Further, the original retrieval score, typically co-520

sine similarity, ρ = x⊤e
∥x∥2 ∥e∥2 can also be preserved521

after projection. After random projection, the score522

becomes523

ρ′ =
x⊤R⊤Re

∥Rx∥2 ∥Re∥2
.524

For fixed x and e, the expectation satisfies E[ρ′] =525

ρ
(
1− 1−ρ

2k

)
+ O

(
1
k2

)
(Proof in Appendix B.1).526

Thus, when k is sufficiently large, the expected527

cosine similarity after projection closely approxi-528

mates the original score, preserving retrieval qual-529

ity despite token perturbations.530

B.1 Proof: Preservation of the Cosine531

Similarity532

Our main argument is that with multiple rounds of533

token generation, the overall semantic meaning is534

preserved even if individual tokens are perturbed535

or replaced. In other words, we have536

E[ρ′] ≈ ρ

(
1− 1− ρ

2k

)
(1)537

Proof. We have query embedding x and datastore538

embedding e. First, let u = x
∥x∥2 and v = e

∥e∥2539

and we can have ρ = u⊤v. With that, we can have540

ρ′ =
(u⊤R⊤)(Rv))

∥u⊤R⊤∥2∥Rv∥2
=

(Ru)⊤(Rv))

∥Ru⊤∥2∥Rv∥2
(2)541

We let a = Ru and b = Rv. Then we can have542

ρ′ =
a⊤b

∥a∥2∥b∥2
(3)543

Because R is an IID Gaussian matrix and each544

element is independently sampled. We can find ro-545

tation matrices U and V where URV
d
= R. Hence,546

we can have R(V x)
d
= Rx. So, without loss of547

generality, we can rotate the basis so that u =548

e1 = (1, 0, 0, . . . , 0)⊤, v = ρe1 +
√

1− ρ2e2.549

We know that each row of R is a Gaussian vec-550

tor gi ∼ N (0, Id/k). So, ai = rTi u = ri1 and551

bi = r⊤i v = ρri1 +
√
1− ρ2ri2 where ri1, ri2 are552

IID N (0, 1/k). Thus, for each i = 1, . . . , k,553 [
ai
bi

]
∼ N

(
0,

1

k

[
1 ρ
ρ 1

])
.554

With this bivariate normalization, we can define555

Xi =
√
kai ∼ N (0, 1), (4)556

557
Yi =

√
kbi ∼ N (0, 1), (5)558

And we can have that Corr(Xi,Yi) = ρ. Then, 559

we can calculate 560

ρ′ =

∑
iXiYi√∑

iX
2
i

√∑
i Y

2
i

(6) 561

This is exactly the sample Pearson correlation co- 562

efficient computed from k IID bivariate normal 563

samples with population correlation ρ. 564

Lemma 1. For random variables Xi and Yi where 565

Xi ∼ N (0, 1), Yi ∼ N (0, 1), and Corr(Xi,Yi) = 566

ρ, we can calculate the expectation of sample Pear- 567

son correlation coefficient 568

ρ′ =

∑
iXiYi√∑

iX
2
i

√∑
i Y

2
i

(7) 569

as 570

E[ρ′] = ρ

(
1− 1− ρ

2k

)
+O

(
1

k2

)
(8) 571

Although the proof of this lemma is not our orig- 572

inal contribution, as there is plenty of literature 573

showing this conclusion (Zimmerman et al., 2003; 574

Hotelling, 1953), we would like to provide a proof 575

here to demonstrate some of our insights. 576

Proof. Let Sxx = 1
k

∑
X2

i , Syy = 1
k

∑
Y 2
i , 577

Sxy = 1
k

∑
XiYi. Then 578

ρ′ =
Sxy√

Sxx

√
Syy

(9) 579

If we use Taylor expansion, we will have 580

1√
Sxx

= 1− 1

2
Sxx +O

(
1

k2

)
(10) 581

As a result, we will have 582

E[ρ′] = E[Sxy]−
1

2
E[SxySxx]−

1

2
E[SxySyy]

(11)

583

+
1

4
E[SxxSyy] +O

(
1

k2

)
(12) 584

= ρ− 1

2k
Cov(XY,X2)− 1

2k
Cov(XY,Y2)

(13)

585

+
1

4k
Cov(X2,Y2) +O

(
1

k2

)
(14) 586

We have E[X2] = E[Y 2] = 1 and E[XY ] = 587

ρ. We also know Var(X) = Var(Y) = 1 and 588

Cov(X,Y) = ρ. Using Isserlis theorem, we have 589
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Figure 3: Cosine similarity error and L2 distance ratio
under different sanity-check settings.

E[X4] = 3, E[Y 4] = 3, E[X2Y 2] = 1 + 2ρ2,590

E[X3Y ] = E[XY 3] = 3ρ. Hence, we have591

Cov(X2,Y2) = E[X2Y2]− E[X2]E[Y2] = 2ρ2

(15)592593

Cov(X2,XY) = E[X3Y]− E[X2]E[XY] = 2ρ
(16)594

By putting them back, we have our conclusion.595

According to Lemma 1, we prove Eq. (1). The596

expected distortion goes down as O(1/k). Hence,597

we can see that our designed random projection598

preserves the cosine similarity.599

B.2 Synthetic Data600

Before starting our experiments, we first conduct a601

sanity check to verify whether embedding distances602

remain consistent after random projection. We con-603

sider two settings. In the synthetic setting, we use604

LLAMA3-8B-INSTRUCT to generate 100 datastore605

entries with the prompt “Generate a datastore en-606

try containing domain knowledge.” For each of607

these, we repeat 100 times to generate a query us-608

ing the prompt “Generate a query about domain609

knowledge.” In the random setting, both datastore610

and query embeddings are random vectors drawn611

from N (0, 1).612

We measure the L2 distance and cosine similar-613

ity between each query embedding and the data-614

store embeddings. We use two metrics: the L2615

distance ratio, ∥Rx−Re∥2
∥x−e∥2 , and the cosine similarity616

difference, |ρ − ρ′|. We first average each metric617

over 100 datastores and then average across 100618

runs. Fig. 3 presents the sanity-check results, along619

with the theoretical upper and lower bounds derived620

from the Johnson–Lindenstrauss (JL) transform,621

given by 1 ± Ω

(√
log d
k

)
. As k increases, the622

cosine similarity error decreases and approaches623

zero, confirming our later observation that larger k624

improves perplexity, which is consistent with our625

theoretical analysis. For the L2 distance, the results626

follow the JL transform prediction, with the ratios627

remaining within the theoretical bounds. A larger k 628

also stabilizes the ratio. Overall, these results verify 629

that, in expectation, distances are well preserved 630

after random projection. 631

C Proof: Probability of Top-1 Selection 632

Changing after Random Projection 633

Without loss of generality, we consider the top-1 634

case, where the datastore embedding e1 attains the 635

largest cosine similarity ρ1 in the vanilla RAG set- 636

ting. We show that if there exists another datastore 637

embedding ej (j ̸= 1) such that 638∥∥∥∥ e1
∥e1∥2

− ej
∥ej∥2

∥∥∥∥
2

≤ ∆ (17) 639

then the probability that the projected cosine simi- 640

larity ρ′j exceeds ρ′1 satisfies 641

Pr(ρ′j > ρ′1) ≳ 1− Φ

 ∆

(1− ρ21)
√

2(1−ηmax)
k−3


(18)

642

where ηmax is an upper bound on the correlation be- 643

tween the Fisher-transformed projected similarities, 644

and Φ denotes the cumulative distribution function 645

of the standard normal distribution. 646

Proof. We define the normalized query and datas- 647

tore embeddings as 648

u =
x

∥x∥2
, vi =

ei
∥ei∥2

. 649

Under this notation, the assumption becomes ∥v1− 650

vj∥2 ≤ ∆. By the Cauchy–Schwarz inequality, 651

|ρ1 − ρj | = |u⊤(v1 − vj)| ≤ ∥v1 − vj∥2 ≤ ∆. 652

We next introduce the Fisher transform 653

zi = tanh−1(ρi), z′i = tanh−1(ρ′i). 654

Since cosine similarity takes values in (−1, 1) and 655

tanh−1(·) is strictly increasing on this interval, the 656

ordering of similarities is preserved under this trans- 657

formation. In particular, 658

ρ′j > ρ′1 ⇐⇒ z′j > z′1. 659

As shown in Appendix B, the projected cosine 660

similarity ρ′i is the sample Pearson correlation com- 661

puted from k IID bivariate normal pairs with pop- 662

ulation correlation ρi. By the classical Fisher z- 663

transform result (Fisher, 1915), we have 664

z′i ≈ N
(
tanh−1(ρi),

1

k − 3

)
. (19) 665
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Because z′1 and z′j share the same projected query666

vector, they are generally correlated. Let η =667

Corr(z′1, z
′
j), and assume η ≤ ηmax for some fixed668

upper bound ηmax < 1.669

Under a joint Gaussian approximation, the differ-670

ence z′j − z′1 is approximately normally distributed671

with672

E[z′j−z′1] = zj−z1, Var(z′j−z′1) =
2(1− η)

k − 3
.673

Therefore,674

Pr(ρ′j > ρ′1) = Pr(z′j − z′1 > 0) = Φ

 zj − z1√
2(1−η)
k−3

 .

(20)

675

Since ρ1 ≥ ρj , we have z1 ≥ zj . By the mean676

value theorem, there exists c between ρ1 and ρj677

such that678

zj − z1 = (ρj − ρ1)
1

1− c2
. (21)679

Using |ρj − ρ1| ≤ ∆ and 1 − c2 ≤ 1 − ρ21, we680

obtain681

zj − z1 ≥ −
∆

1− ρ21
. (22)682

Substituting this bound yields683

Pr(ρ′j > ρ′1) ≳ Φ

− ∆

(1− ρ21)
√

2(1−η)
k−3

 (23)684

= 1− Φ

 ∆

(1− ρ21)
√

2(1−η)
k−3


(24)

685

≳ 1− Φ

 ∆

(1− ρ21)
√

2(1−ηmax)
k−3

 ,

(25)

686

which completes the proof.687

This result shows that after random projection,688

embeddings that are sufficiently close in the orig-689

inal space can overtake the original top-1 embed-690

ding with non-negligible probability. This behavior691

is desirable for privacy preservation: sensitive to-692

kens (e.g., names, addresses, or identification num-693

bers) often have embeddings close to semantically694

related but less sensitive alternatives, and random695

Algorithm 1: Private RAG with Random
Projection
Data: Datastore D with n documents;

Tokenizer and embedding function
f(·) : Text→ Rd; RAG-LLM model
M

Input: User query q
Output: Generated answer a
Parameters :Projection dimension k,

maximum token length Tmax

1 Offline preprocessing:
2 Sample random projection matrix

R ∈ Rk×d where Rij ∼ N (0, 1/k)
3 Compute datastore embeddings ED ∈ Rn×d

where ei = f(di)
4 Project embeddings: ẼD = RE⊤

D

5 Online inference (per query):
6 Initialize t← 0, a← ∅
7 while t < Tmax and y is not the end token

do
8 Compute query embedding: x = f(q)
9 Project query embedding: x̃ = Rx

10 Predict next token: y ←M(x̃, ẼD)
11 Append token: a← a∥y, q ← q∥y
12 t← t+ 1.
13 end
14 return a

projection allows these alternatives to replace the 696

original sensitive tokens with controlled probabil- 697

ity. Combined with the bounds in Appendix B, 698

this demonstrates that random projection limits dis- 699

tortion to a reasonable range, preserving general 700

semantic content while reducing the likelihood that 701

specific sensitive tokens are deterministically se- 702

lected. 703

D Complete Algorithms 704

Algorithm 1 illustrates the implementation of our 705

proposed random projection method. The process 706

follows the standard RAG pipeline: we first tok- 707

enize and embed the datastore offline, storing it 708

in FAISS or another fast-indexing framework to 709

enable efficient online retrieval. During inference, 710

the model iteratively performs next-token predic- 711

tion and token generation. At each generation step, 712

we apply random projection to the embeddings of 713

both the query and the datastore in each step of 714

generation and reach the final answer. 715

We implement DP-RP-G in Algorithm 2, follow- 716

9



Algorithm 2: Implementation of DP-RP-G
Data: Datastore D = {di}ni=1; embedding

function f : Text→ Rd; RAG-LLM
M

Input: User query q
Output: Generated answer a
Parameters :Projection dimension k; max

tokens Tmax; clipping bound
c; privacy (ϵ, δ)

1 Offline preprocessing:
2 Sample random projection R ∈ Rk×d with

Rij ∼ N (0, 1/k)
3 Compute datastore embeddings ED ∈ Rn×d

with rows ei = f(di)
4 Project: ẼD = RE⊤

D ∈ Rk×n

5 for each row ẽi ∈ Rk of Ẽ⊤
D do

6 êi ← ẽi ·min
(
1, c

∥ẽi∥2

)
7 end
8 Online inference (per query):

9 Initialize t← 0, a← ∅, σ =
c
√

2 ln(1.25/δ)

ϵ

10 Sample Z ∈ Rn×k with IID
Zij ∼ N (0, σ2)

11 ẼD ← ẼD + Z
12 while t < Tmax and y is not the end token

do
13 x← f(q) ∈ Rd;
14 x̃ = Rx

15 y ←M(x̃, ẼD)
16 a← a∥y, q ← q∥y
17 t← t+ 1

18 end
19 return a

ing Blocki et al. (2012), which adds Gaussian noise717

after random projection to achieve differential pri-718

vacy. Unlike Blocki et al. (2012), who assume719

binary or [0, 1]-bounded vectors, this assumption is720

unrealistic for neural and LLM embeddings. There-721

fore, after projection, we apply standard DP clip-722

ping: for any vector v, define723

clip(v, c) = v ·min

(
1,

c

∥v∥2

)
,724

so that all vectors have ℓ2-norm at most c. Af-725

ter clipping, we add Gaussian noise calibrated726

to the privacy budget where the variance σ =727

c

√
2 ln(1.25/δ)

ϵ . As our goal is to protect the datas-728

tore, we apply the DP step only to ED (and not to729

the queries).730

KNN-LM Standard RAG
Email URL Phone Email URL Phone

Parametric 0 0 0 0 0 0
RAG 0 13 0 36 56 125

RP (Ours) 0 0 0 0 3 0
DP-RP-G, ϵ = 1 0 0 0 0 0 0
DP-RP-G, ϵ = 5 0 0 0 0 0 0
DP-RP-G, ϵ = 10 0 0 0 0 8 0
DP-RP-G, ϵ = 20 0 0 0 0 1 4

DPSparseVoteRAG, ϵ = 1 0 0 0 0 0 0
DPSparseVoteRAG, ϵ = 5 0 0 0 0 0 0
DPSparseVoteRAG, ϵ = 10 0 0 0 0 0 0
DPSparseVoteRAG, ϵ = 20 0 2 0 0 8 1

Table 3: Number of leaked email addresses, URLs, and
phone numbers with different methods on Enron Email.

E Settings of Hyper-Parameters 731

For all LLM generations, we set the repetition 732

penalty to 0.75 and the no-repeat-ngram-size to 733

0. The feature dimensions of GPT-2, Llama3, 734

and Qwen2 are 128, 2048, and 3584, respectively. 735

All other generation parameters follow the default 736

HUGGINGFACE settings. By default, we set the 737

datastore size equal to the total number of tokens 738

in each dataset. We follow previous differential 739

privacy work where we set δ as the reverse scale 740

of dataset size. For Enron Email and ECHR, it is 741

10−4. For HotPotQA and C4, we use 10−5. We 742

use each model’s tokenizer and its last hidden-state 743

vectors as embeddings for both retrieval settings. 744

F Complete Experiment Results 745

F.1 Full Results of on Enron Email 746

Table 4 shows the numbers of perplexity in Fig. 2. 747

We present the leakage of phone numbers, email 748

addresses, and URLs separately in Table 3, corre- 749

sponding to the experiments in Fig. 2. We observe 750

that URLs are the easiest to leak. Without any pro- 751

tection, vanilla RAG exposes a substantial amount 752

of sensitive information, particularly in Standard 753

RAG where phone numbers show the highest leak- 754

age. 755

F.2 Full Results on ECHR with Llama3 756

Table 6shows the numbers of perplexity in Fig. 2. 757

Table 7shows the numbers of perplexity in Fig. 2. 758

Apart from perplexity, we also evaluate RAG 759

utility on the ECHR dataset using LLAMA3-1B- 760

INSTRUCT for generation. For each legal docu- 761

ment, the model generates the judgment, and we 762

compute the F1 score. Precision is defined as the 763

number of matching tokens divided by the total 764

generated tokens, and recall as matching tokens 765

divided by ground-truth tokens. We show results 766
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Parametric RAG RP (Ours) DP-RP-G DPSparseVoteRAG
ϵ = 1 ϵ = 5 ϵ = 10 ϵ = 20 ϵ = 1 ϵ = 5 ϵ = 10 ϵ = 20

KNN-LM 3.31 2.87 2.89 5.85 3.54 5.13 2.91 42.17 4.22 2.96 2.83
Standard RAG 3.31 1.58 2.05 3.42 3.23 5.24 2.91 3.34 3.71 3.61 1.62

Table 4: Comparison of perplexity for the Enron Email dataset using GPT2.

Parametric RAG RP (Ours) DP-RP-G DPSparseVoteRAG
ϵ = 1 ϵ = 5 ϵ = 10 ϵ = 20 ϵ = 1 ϵ = 5 ϵ = 10 ϵ = 20

KNN-LM 25.7 90.32 87.7 53.25 51.3 54.02 55.13 41.67 41.67 40.32 45.38
Standard RAG 25.7 97.18 66.7 51.39 54.31 54.12 54.79 1.72 43.72 42.42 43.33

Table 5: Comparison of F1 scores for the ECHR legal judgment task across different methods.

Parametric RAG RP (Ours) DP-RP-G DPSparseVoteRAG
ϵ = 1 ϵ = 5 ϵ = 10 ϵ = 20 ϵ = 1 ϵ = 5 ϵ = 10 ϵ = 20

KNN-LM 631.09 2.90 46.15 214.54 99.28 94.87 112.85 228.59 109.64 121.82 92.26
Standard RAG 631.09 9.84 47.92 512.66 104.70 95.72 79.72 4398.91 7780.70 4922.52 5264.40

Table 6: Comparison of perplexity for the ECHR legal judgment task across different methods using the Llama3-1B.

Parametric RAG RP (Ours) DP-RP-G DPSparseVoteRAG
ϵ = 1 ϵ = 5 ϵ = 10 ϵ = 20 ϵ = 1 ϵ = 5 ϵ = 10 ϵ = 20

KNN-LM 32.82 82.72 2.26 2.76 2.41 2.81 2.69 1.75 37.86 38.68 38.82
Standard RAG 32.82 37.92 2.16 2.03 1.87 2.15 1.96 1.77 2.05 2.05 19.48

Table 7: Comparison of privacy leakage for the ECHR legal judgment task across different methods using the
Llama3-1B.

Parametric RAG RP (Ours) DP-RP-G DPSparseVoteRAG
ϵ = 1 ϵ = 5 ϵ = 10 ϵ = 20 ϵ = 1 ϵ = 5 ϵ = 10 ϵ = 20

KNN-LM 1.47 1.55 1.55 2.26 2.28 2.28 2.30 3130.89 610.10 500.13 277.62
Standard RAG – 1.19 1.19 2.50 2.49 2.51 2.50 1.74 1.43 1.62 1.38

Table 8: Comparison of perplexity for the ECHR legal judgment task across different methods using the Qwen3-4B.

Parametric RAG RP (Ours) DP-RP-G DPSparseVoteRAG
ϵ = 1 ϵ = 5 ϵ = 10 ϵ = 20 ϵ = 1 ϵ = 5 ϵ = 10 ϵ = 20

KNN-LM 90.18 90.32 89.32 80.35 80.32 80.18 82.39 52.40 51.37 51.94 52.98
Standard RAG – 97.32 95.43 85.32 86.17 86.43 85.19 88.35 91.03 93.48 94.32

Table 9: Comparison of F1 score for the ECHR legal judgment task across different methods using the Qwen3-4B.

Parametric RAG RP (Ours) DP-RP-G DPSparseVoteRAG
ϵ = 1 ϵ = 5 ϵ = 10 ϵ = 20 ϵ = 1 ϵ = 5 ϵ = 10 ϵ = 20

KNN-LM 2.03% 19.08% 1.94% 13.45% 13.21% 14.85% 15.39% 2.44% 2.46% 2.21% 2.24%
Standard RAG – 21.30% 2.05% 25.43% 14.36% 17.07% 15.09% 2.84% 2.88% 2.86% 3.32%

Table 10: Comparison of privacy leakage for the ECHR legal judgment task across different methods using the
Qwen3-4B model.

in Table 5. Consistent with previous findings, ran-767

dom projection preserves performance far better768

than differential privacy methods. Even with loose769

privacy budgets, DP methods yield notably lower770

utility scores.771

F.3 Full Results on ECHR with Qwen3772

We further evaluate all methods on the ECHR773

dataset using the more recent Qwen3-4B model.774

Table 8 shows the perplexity. Table 9 shows the F1 775

score. Table 10 shows the privacy leakage. Over- 776

all, Qwen3-4B achieves substantially stronger util- 777

ity than Llama3-1B, as reflected by consistently 778

lower perplexity and higher F1 scores across meth- 779

ods. Standard RAG can collapse to parametric- 780

level perplexity in the worst case. From a pri- 781

vacy perspective, the parametric model effectively 782
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forms a lower bound for standard RAG leakage,783

whereas for KNN-LM our methods can reduce leak-784

age to levels comparable to or below the parametric785

baseline, demonstrating a favorable privacy–utility786

trade-off for stronger models.787

G Additional Experiments on Utility and788

Privacy789

Apart from main results on the Enron Email and790

ECHR that we presented, we also evaluate our argu-791

ments over HotpotQA and the C4 dataset for utility792

and privacy performance.793

G.1 Utility: Hotpot QA dataset794

HOTPOTQA (Yang et al., 2018) is a multi-hop QA795

dataset with strong supervision for supporting facts,796

enabling more explainable systems. We use it to797

evaluate whether we retrieve correct supporting798

documents and measure cosine similarity between799

retrieved and reference embeddings to assess re-800

trieval quality. We use the training set as the datas-801

tore and the test set for evaluation. We use QWEN2-802

7B-INSTRUCT as the backbone model. Since doc-803

ument retrieval relies on KNN for both KNN-LM804

and standard RAG, we focus on the KNN-LM struc-805

ture to analyze the retrieval process.806

For evaluation, we report exact match (EM) and807

F1 scores between the generated output and the808

ground truth. For F1, precision is the number of809

matching tokens divided by the total generated to-810

kens, and recall is the number of matching tokens811

divided by the ground-truth tokens. Ans denotes812

the final generated answer, and Sup denotes the re-813

trieved supporting documents. For the parametric814

model, we prompt it to generate supporting facts to815

enable fair comparison, as the datastore may over-816

lap with pre-training data. Joint indicates cases817

where both Ans and Sup are correct.818

As shown in Table 11, random projection pre-819

serves the cosine similarity between retrieved doc-820

uments and ground truth, indicating successful re-821

trieval. In contrast, differential privacy methods822

degrade retrieval performance. Although looser823

privacy budgets can improve utility, as shown ear-824

lier, they also raise privacy concerns.825

G.2 Privacy: C4 dataset826

Besides targeted leakage where we check if exact827

annotated information is leaked, we use the C4828

dataset, a cleaned and large-scale version of Com-829

mon Crawl, for untargeted leakage evaluation. We830

Ans Sup Joint
Cos.

EM F1 EM F1 EM F1
Parametric 7.48 28.74 21.37 49.62 7.13 28.55 0.73

RAG 12.48 29.88 25.38 59.74 10.84 32.06 0.75
RP (Ours) 11.32 28.57 25.22 57.14 9.12 34.09 0.75

DP-RP-G, ϵ = 1 0.08 7.10 9.54 30.42 0.15 9.03 0.54
DP-RP-G, ϵ = 5 0.21 9.32 10.35 27.82 0.16 9.85 0.53

DP-RP-G, ϵ = 10 3.58 10.84 9.71 28.93 1.19 7.34 0.54
DP-RP-G, ϵ = 20 4.56 9.81 14.95 31.23 1.67 8.32 0.61

DPSparseVoteRAG, ϵ = 1 0.02 8.12 13.98 23.12 0.00 13.12 0.51
DPSparseVoteRAG, ϵ = 5 3.31 11.23 12.88 30.64 1.31 14.29 0.52
DPSparseVoteRAG, ϵ = 10 7.48 18.18 14.39 28.85 1.54 16.67 0.54
DPSparseVoteRAG, ϵ = 20 7.48 18.18 14.38 28.85 1.54 15.38 0.54

Table 11: Utility results of different algorithms on Hot-
potQA using the KNN-LM structure.

select 5,000 samples and use the first sentence of 831

each as the query. We then compute ROUGE-L 832

scores between each generation and every datas- 833

tore sample. If any sample in the datastore has a 834

score greater than 0.5 with the generation, where 835

we follow the same settings in (Huang et al., 2023), 836

we mark it as a leakage. We report the number 837

of leakages out of the 5k samples. We use the 838

LLAMA3-8B-INSTRUCT model as the backbone. 839

In Table 12, we can see that our methods can ef- 840

fectively reduce the data breach against untargeted 841

attack. For parametric, it is 0 as RAG datastore is 842

not used. For DP-RP-G and DPSparseVoteRAG, 843

we can see that though with certain privacy budgets, 844

they can achieve very low data leakage. However, 845

in Table 14 from example generated content, we 846

can see that they cannot generate acceptable con- 847

tent while our methods can generate comparable 848

results as vanilla RAG methods, showing our meth- 849

ods can achieve the best tradeoff between privacy 850

and utility. 851

H Random Projection with Other 852

Distributions 853

Beyond the normal (Gaussian) distribution, we also 854

experimented with constructing the projection ma- 855

trix using a Rademacher distribution. In this dis- 856

tribution, each entry independently takes the value 857

+1 or −1 with equal probability (50%). As shown 858

in Table 15, the Rademacher-based projection also 859

preserves privacy effectively while achieving per- 860

formance comparable to vanilla RAG. These re- 861

sults indicate that our proposed random projection 862

method remains effective as long as the projection 863

matrix preserves similarity structure, regardless of 864

the specific distribution used to generate it. 865
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Parametric RAG RP (Ours) DP-RP-G DPSparseVoteRAG
ϵ = 1 ϵ = 5 ϵ = 10 ϵ = 20 ϵ = 1 ϵ = 5 ϵ = 10 ϵ = 20

KNN-LM 0 269 17 0 0 17 25 0 3 36 124
Standard RAG 0 358 23 0 0 15 28 0 33 79 203

Table 12: Comparison of privacy leakage for the untargeted attack on C4.

Parametric RAG RP (Ours) DP-RP-G DPSparseVoteRAG
ϵ = 1 ϵ = 5 ϵ = 10 ϵ = 20 ϵ = 1 ϵ = 5 ϵ = 10 ϵ = 20

KNN-LM 2.76 3.16 2.98 5.98 5.47 4.12 4.38 6.54 5.91 5.39 4.51
Standard RAG 2.76 2.83 2.96 28.41 27.32 26.54 23.12 5.73 5.46 4.65 4.12

Table 13: Comparison of perplexity of generated content on C4.

I More Discussion on Results866

I.1 Generalization Across Sensitive867

Information Types868

Our evaluation covers both structured and unstruc-869

tured sensitive information to assess the method’s870

generalizability. On the Enron dataset, we eval-871

uate protection against structured data including872

email addresses, phone numbers, and URLs. As873

shown in Table 3, random projection effectively874

protects all three types, with leakage rates below875

3% across both KNN-LM and Standard RAG archi-876

tectures. For unstructured text, we evaluate on the877

ECHR dataset, which contains legal case narratives878

with sensitive personal information embedded in879

natural language. Our method maintains strong880

privacy protection (2.19–2.27% leakage) while pre-881

serving utility, demonstrating that random projec-882

tion works effectively across both structured and883

unstructured sensitive information. This suggests884

that the privacy-preserving mechanism operates885

at the embedding level, making it agnostic to the886

specific format or structure of the sensitive content.887

I.2 Failure Cases888

Although random projection provides strong pri-889

vacy protection overall, our experiments on Enron890

Email, ECHR, and C4 reveal that a small number891

of items may still be leaked. Analysis of these892

failure cases reveals a clear pattern: random pro-893

jection provides complete protection (100% leak-894

age prevention) for highly specific content such as895

unique numbers, IDs, and email addresses. How-896

ever, in rare cases, common terminology that ap-897

pears in personal identity information—such as898

place names (e.g., "Richmond", "Queens St") in899

addresses or common phrases in personal narra-900

tives—may be leaked by coincidence. This occurs901

because such terms may appear in multiple con-902

texts, making them less distinctive in the embed- 903

ding space. These findings suggest that random pro- 904

jection is most effective for protecting unique iden- 905

tifiers while providing strong but not absolute pro- 906

tection for common terms that may appear across 907

multiple documents. 908

J Why Differential Privacy Methods 909

Degrade Performance 910

A natural question arises: why does differential pri- 911

vacy harm utility? To make a RAG mechanism dif- 912

ferentially private (DP), two common approaches 913

are adding Gaussian noise or applying DP aggrega- 914

tion. In the DP-RP approach, achieving a privacy 915

guarantee with budget (ϵ, δ) requires clipping each 916

projected embedding to a norm bound c and then 917

adding Gaussian noiseN (0,
c
√

2 ln(1.25/δ)

ϵ ). In con- 918

trast, if we set the privacy budget to ϵ =∞, we may 919

use a sufficiently large clipping bound with zero 920

noise, effectively reducing the method to our pro- 921

posed random projection scheme. This highlights 922

that the utility loss arises from enforcing formal DP 923

constraints, rather than from the projection itself. 924

The second approach, DP aggregation, can 925

also harm utility because limited-domain meth- 926

ods (Koga et al., 2024) depend heavily on the per- 927

turbation magnitude. Balancing privacy and utility 928

often requires extensive tuning, making it hard to 929

choose an optimal privacy budget. As shown em- 930

pirically in Section 4.2, even with a loose budget, 931

utility remains low and privacy can still be leaked. 932

To understand why differential privacy methods 933

degrade performance, we conducted an empirical 934

study where the only difference from our random 935

projection baseline was the addition of a clipping 936

operation before projection. In differential privacy 937

theory, clipping is required to bound sensitivity and 938

ensure that the difference between participants re- 939

mains limited (Dwork et al., 2006). A common 940

13



Prompt Complete the sentences: you have any suggestions, please share. With the rise of social media...

Parametric With that in mind here are a few ideas to get you started: 1. **Create a vision board**: Cut out
images and words that represent your goals and desires and create a visual representation of what
you want to achieve. 2. **Set SMART goals**: Make sure your goals are Specific Measurable
Relevant and Time-bound. This will help you stay focused and motivated. 3. **Break down big
goals into smaller.

RAG it’s become increasingly important for businesses to have a strong online presence. One way to do
this is by creating engaging content that resonates with your target audience. Here are some tips to
help you create content that drives engagement: 1. Know your audience: Before you start creating
content make sure you have a good understanding of your target! audience. Who are they? What are
their interests? What problems do they need?

RP (Ours) it’s become increasingly important for businesses to have a strong online presence. One way to do
this is by creating engaging content that resonates with your target audience. Here are some tips to
help you create content that drives engagement: 1. Know your audience: Before you start creating
content make sure you have a good understanding of who your target! audience is. What are their
interests need?

DP-RP-G (ϵ = 20) PrintWriter.PrintWriter userService userServiceExchangeExchangeExchange_generate_generate

DPSparseVoteRAG
(ϵ = 20)

make sure you have a good understanding of your target! "#""#"!$""&""$"#"#"

Table 14: Example responses generated by different methods given the prompt.

KNN-LM Standard RAG
Perplexity Email URL Phone Perplexity Email URL Phone

RAG 2.87 0 13 0 1.58 36 56 125

RP (Ours)
Gaussian 2.89 0 0 0 2.05 0 3 0

Rademacher 2.92 0 2 0 1.76 0 3 1

Table 15: Perplexity and data leakage comparison using
random projection matrices drawn from different distri-
butions on Enron Email dataset with GPT2.

Method KNN-LM Standard RAG

RP (Ours) 43.20 47.92
DP-RP-G 97.09 102.66

Random Projection (only Clipping) 45.47 46.99

Table 16: Perplexity comparison of random projection
methods with only clipping under the KNN-LM and
standard RAG structure on the ECHR dataset.

approach is to clip variables within a specific range.941

For instance, Kenthapadi et al. (Kenthapadi et al.,942

2013) assume all vectors are binary (0 or 1) and943

show that as long as vectors lie within [0, 1], the944

DP guarantee holds. In general, clipping or nor-945

malizing vectors to a fixed range ensures the DP946

condition. For consistency with prior work, we947

set the clipping bound to [0, 1]. Additionally, we948

evaluate the impact of normalizing embeddings to949

[0, 1].950

Clipping bound 0.1 1 5 10 15 25 50 100
KNN-LM 214.54 214.54 214.54 114.86 97.86 46.33 45.47 46.03

Standard RAG 512.66 507.62 512.66 489.56 117.82 47.38 46.99 46.99

Table 17: Perplexity comparison of DP-RP-G under
clipping-only settings (clipping applied without adding
DP Gaussian noise) across different clipping bounds.

In Table 16, we compare random projection with 951

only clipping. In Table 17, we can see the change 952

of perplexity along with different clipping bounds 953

if no Gaussian noise is added. If we do not add the 954

Gaussian noise and set a very large clipping bound, 955

DP-RP-G becomes equivalent to our methods as we 956

barely clip any vectors. The results show that clip- 957

ping degrades perplexity and reduces overall perfor- 958

mance. In this experiment, we set ϵ = 5. Overall, 959

achieving differential privacy requires bounding 960

sensitivity, which degrades performance. 961

14


	Introduction
	Related Works
	Private RAG
	Privacy-Preserving Random Projection

	Private RAG via Random Projection
	Algorithm

	Evaluation
	Metrics and Setup
	Main Results
	Utility and Privacy

	Ablation Study
	Efficiency


	Conclusion
	Usage of AI
	Proof: Preservation of the L2-Distance and Cosine Similarity in Random Projection
	Proof: Preservation of the Cosine Similarity
	Synthetic Data

	Proof: Probability of Top-1 Selection Changing after Random Projection
	Complete Algorithms
	Settings of Hyper-Parameters
	Complete Experiment Results
	Full Results of on Enron Email
	Full Results on ECHR with Llama3
	Full Results on ECHR with Qwen3

	Additional Experiments on Utility and Privacy
	Utility: Hotpot QA dataset
	Privacy: C4 dataset

	Random Projection with Other Distributions
	More Discussion on Results
	Generalization Across Sensitive Information Types
	Failure Cases

	Why Differential Privacy Methods Degrade Performance

