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Abstract001

Large language models (LLMs) are increas-002
ingly trained on massive, heterogeneous text003
corpora, raising serious concerns about the004
unauthorised use of proprietary or personal data005
during model training. In this work, we ad-006
dress the problem of data protection against007
unwanted model learning in a realistic black-008
box setting. We propose Disclaimer Injec-009
tion, a novel data-level defence that renders010
text unlearnable to LLMs. Rather than re-011
lying on model-side controls or explicit data012
removal, our approach exploits the models’013
own alignment mechanisms: by injecting care-014
fully designed alignment-triggering disclaimers015
to prevent effective learning. Through layer-016
wise analysis, we find that fine-tuning on such017
protected data induces persistent activation of018
alignment-related layers, causing alignment019
constraints to override task learning even on020
common inputs. Consequently, models trained021
on such data exhibit substantial and systematic022
performance degradation compared to standard023
fine-tuning. Our results identify alignment be-024
haviour as a previously unexplored lever for025
data protection and, to our knowledge, present026
the first practical method for restricting data027
learnability at LLM scale without requiring ac-028
cess to or modification of the training pipeline.029
Warning: This paper contains potentially030
harmful content.031

1 Introduction032

In recent years, large language models (LLMs)033

have achieved remarkable performance across a034

wide range of tasks (Chowdhery et al., 2023;035

Achiam et al., 2023). Their success is closely tied036

to scaling laws: increasing the volume and diver-037

sity of training data continues to yield consistent038

performance gains (Kaplan et al., 2020; Rosenfeld,039

2021). As a result, data has become a critical asset040

in modern LLM development (Zha et al., 2023). At041

the same time, this data-intensive paradigm has am-042

plified concerns about the unauthorised collection043

and use of textual data for model training (Hristov, 044

2016). 045

Although data sharing is often intentional, it is 046

not necessarily intended for downstream model 047

training (Huang et al., 2021). Users may publicly 048

post personal or proprietary information on web- 049

sites, forums, or social platforms for communi- 050

cation or collaboration, while still reasonably ex- 051

pecting that such content will not be absorbed into 052

the training corpora of commercial LLMs (Wen 053

et al., 2023). Once text is scraped at scale, how- 054

ever, it becomes exceedingly difficult for individ- 055

uals or organisations to control how their data is 056

used. Legal and regulatory protections offer only 057

limited practical recourse, particularly given the 058

opacity of modern training pipelines and the global 059

nature of data collection (Borgesius, 2015; Kim 060

et al., 2025). These challenges motivate the need 061

for technical mechanisms that protect data against 062

unwanted model learning. 063

A growing body of work has therefore explored 064

data protection strategies that operate directly at 065

the data level (Huang et al., 2021). Among these, 066

unlearnable examples have emerged as a promis- 067

ing direction. Originally proposed in the vision 068

domain, unlearnable examples are carefully crafted 069

inputs that remain natural and usable for humans, 070

yet prevent machine learning models from acquir- 071

ing useful representations during training (Zhang 072

et al., 2023). Unlike access control or data re- 073

moval mechanisms (Samarati and De Vimercati, 074

2000), unlearnable examples do not restrict data 075

availability; instead, they selectively inhibit learn- 076

ability while preserving human interpretability. 077

However, most existing techniques for construct- 078

ing unlearnable examples were designed for earlier 079

model families, such as BERT-style encoders (Garg 080

and Ramakrishnan, 2020), and typically rely on 081

surface-level perturbations, adversarial noise, or 082

lexical substitutions (Cheng et al., 2020; Wen et al., 083

2023). When applied to contemporary LLMs, these 084

1



approaches are often ineffective. Modern LLMs ex-085

hibit strong robustness to paraphrasing, noise, and086

token-level variations, allowing them to recover087

the underlying semantic signal despite substantial088

perturbations (Alahmari et al., 2025; Chai et al.,089

2024). Conversely, perturbations strong enough090

to impair learning frequently distort the semantics091

of the original data, undermining usability (Alzan-092

tot et al., 2018). As a result, there is currently no093

practical and reliable mechanism for rendering text094

unlearnable at LLM scale.095

At the same time, advances in LLM alignment096

have revealed that models process safety-sensitive097

inputs in qualitatively different ways from ordi-098

nary text (Ouyang et al., 2022; Bai et al., 2022).099

Alignment techniques (such as reinforcement learn-100

ing from human feedback or preferences) reshape101

model behaviour by discouraging certain outputs102

and activating specialised internal pathways associ-103

ated with safety and refusal (Stiennon et al., 2020;104

Glaese et al., 2022). Prompts that trigger alignment,105

such as hazardous or policy-violating queries, often106

induce refusals and distinct internal representations,107

even when they are superficially similar to benign108

inputs (Wei et al., 2023; Zou et al., 2023). While109

these phenomena have been extensively studied in110

the context of safety and ethics, their implications111

for training dynamics and data learnability have112

received little attention.113

In this work, we connect these two lines of re-114

search and ask whether alignment behaviour itself115

can be repurposed as a mechanism for data protec-116

tion. We introduce Disclaimer Injection, a simple117

yet effective data-level defence that renders text118

unlearnable by exploiting alignment mechanisms119

already present in modern LLMs. Our method120

injects brief disclaimers of various styles into oth-121

erwise ordinary task inputs, consistently triggering122

alignment-related processing without altering the123

semantic content relevant to human readers. As a124

result, the protected data remains readable and in-125

formative, yet is internally treated by the model as126

alignment-sensitive content, substantially impair-127

ing task learning during fine-tuning.128

Crucially, Disclaimer Injection operates in a129

fully black-box manner: it does not require ac-130

cess to model parameters, gradients, or training131

procedures, nor does it assume any specific model132

architecture. Through representation analysis and133

layer-wise causal interventions, we show that train-134

ing on injected data induces persistent activation of135

alignment-related layers, rerouting internal infor-136

mation flow even for benign inputs. Empirically, 137

this effect leads to a large and robust reduction in 138

data learnability across multiple benchmarks, fine- 139

tuning strategies, and model families, consistently 140

outperforming prior perturbation-based baselines. 141

Our findings identify alignment behaviour as a pre- 142

viously unexplored lever for data protection and 143

demonstrate, for the first time, a practical approach 144

to restricting data learnability at LLM scale. 145

2 Background and Problem Definition 146

This section provides relevant background and then 147

defines our problem. 148

2.1 Large Language Models 149

Given a token sequence s = (s1, . . . , sT ), an LLM 150

with parameters θ follows distribution 151

pθ(s) =

T∏
t=1

pθ(st | s<t). (1) 152

Architecturally, a transformer implements this prob- 153

ability model by processing sequences through a 154

stack of layers (Vaswani et al., 2017). At each 155

layer l, self-attention with residual connections is 156

applied to to token embeddings H(0), producing 157

hidden states H(l) as 158

H(l) = H(l−1) + MHA
(
H(l−1)

)
+ FFN

(
H(l−1) +MHA

(
H(l−1)

))
,

(2) 159

where MHA(·) is the multi-head self-attention op- 160

erator with causal masking that computes context- 161

dependent token interactions via scaled dot-product 162

attention (Radford et al., 2019), and FFN(·) is a 163

position-wise feed-forward network applied inde- 164

pendently to each token. The residual additions 165

preserve information across layers and stabilises 166

deep representation learning. The final-layer is 167

linearly projected into vocabulary logits and nor- 168

malised by softmax to produce the conditional 169

next-token distribution (Bengio et al., 2003), i.e., 170

pθ(xt | x<t) = softmax(WUh
(L)
t ). 171

An LLM is trained by maximising likelihood 172

over a corpus of token sequences, with supervision 173

applied only to part of each sequence. Specifi- 174

cally, a sequence s is partitioned into a context x = 175

(s1, . . . , sk) and target tokens y = (sk+1, . . . , sT ). 176

Applying the loss only to y is equivalent to maxi- 177

mizing the conditional likelihood 178

pθ(y | x) =
T∏

t=k+1

pθ(st | s<t). (3) 179
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Different LLM training strategies correspond to180

different distributions over (x, y). In large-scale181

pre-training, sequences are drawn from broad, un-182

labeled text corpora, and supervision is applied to183

most tokens in each sequence (Radford et al., 2019;184

Brown et al., 2020). In supervised fine-tuning185

(SFT), sequences are explicitly structured as (x, y)186

pairs (Ouyang et al., 2022). Parameter-efficient187

fine-tuning (PEFT) further constrains adaptation by188

updating only a small set of parameters ∆ on top of189

frozen pretrained parameters θ0. PEFT retains the190

same supervised tokens and likelihood-based ob-191

jective as SFT, differing only in which parameters192

are updated (Liu et al., 2022; Han et al., 2024).193

2.2 Alignment194

LLM alignment extends the training objective to in-195

corporate safe and ethical signals (Christiano et al.,196

2017; Ouyang et al., 2022; Bai et al., 2022). This197

can be expressed through an alignment-aware loss,198

E(x,y)

[
− log pθ(y | x) + λ ℓalign(y, x)

]
, (4)199

where λ balances the distributional consistency and200

human-value signals. Intuitively, certain responses201

become unlikely even when they are statistically202

plausible conditioned on the input (Zhou et al.,203

2025).204

In practice, the alignment loss is typically205

through indirect supervision including reinforce-206

ment learning from human feedback, which aligns207

models by optimizing outputs against learned re-208

ward models while constraining deviation from a209

reference policy (Christiano et al., 2017; Ouyang210

et al., 2022; Bai et al., 2022; Askell et al., 2021),211

and direct preference optimization, which bypasses212

explicit reinforcement learning by directly optimiz-213

ing preference comparisons (Rafailov et al., 2023;214

Kumar, 2024).215

As a consequence, the aligned model approx-216

imates an adjusted distribution where the unsafe217

or unethical output space is systematically down-218

weighted (Ziegler et al., 2019). From an optimi-219

sation perspective, this modification alters gradi-220

ent directions in sensitive regions and often re-221

duces output entropy in safety-correlated areas.222

While such strategy is beneficial for risk mitiga-223

tion, it can also introduce side effects such as over-224

refusal or reduced coverage of rare yet legitimate225

responses (Zhou et al., 2025; Wu et al., 2025).226

2.3 Problem Definition 227

We consider the problem of protecting textual data 228

from being effectively learned by contemporary 229

LLMs. Prior work on unlearnable examples seeks 230

to limit data reuse by corrupting the training signal 231

at the input level; however, existing techniques 232

have been shown to be largely ineffective against 233

modern, aligned LLMs. 234

Accordingly, we study the following problem: 235

how to reliably reduce the learnability of a given 236

dataset for contemporary LLMs in a realistic black- 237

box setting, where the data owner has no access to 238

model internals, gradients, or training objectives, 239

and cannot influence the training procedure. 240

Our goal is to design a model-agnostic, data- 241

level transformation that converts ordinary training 242

inputs into LLM-unlearnable examples. The trans- 243

formation should (i) substantially degrade down- 244

stream task performance when the protected data 245

is used for fine-tuning, (ii) preserve the seman- 246

tic content and readability of the original data for 247

human users, and (iii) generalise across model ar- 248

chitectures, alignment methods, and fine-tuning 249

strategies. 250

3 Method: Disclaimer Injection 251

In this section, we introduce Disclaimer Injection, 252

a data-level approach for protecting textual infor- 253

mation from unwanted model learning. The key 254

idea is to deliberately alter how inputs are internally 255

represented during training, without changing their 256

surface semantics or human readability. 257

We begin by observing that alignment-triggering 258

inputs induce internal representations that differ 259

systematically from those of ordinary task content 260

in modern LLMs. Building on this observation, 261

we show how to construct unlearnable training in- 262

puts by injecting alignment-triggering disclaimers 263

into otherwise benign text. Finally, we analyse the 264

resulting training dynamics through a layer-wise 265

causal lens, demonstrating how disclaimer injec- 266

tion persistently redirects internal information flow 267

and suppresses effective task learning. 268

3.1 Intuition 269

We begin with an observation about how 270

transformer-based language models process tex- 271

tual inputs. At each layer l, an input sequence x 272

is mapped to a residual stream representation 273

Rl(x) ∈ RD. Model behaviour during both train- 274

ing and inference is governed by these internal rep- 275
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Figure 1: Residual stream representation separability
for hazardous inputs and benign inputs.

resentations rather than by the raw text itself. This276

leads to a central intuition: if the residual repre-277

sentations associated with an input are sufficiently278

displaced from those induced by ordinary task data,279

the original information becomes effectively inac-280

cessible to the model for learning.281

This raises a natural question: what types of in-282

puts reliably induce internal representations that283

differ substantially from those of ordinary content?284

One prominent example arises from alignment-285

triggering inputs, such as hazardous or policy-286

sensitive queries. Modern aligned LLMs process287

such inputs in a markedly different manner, activat-288

ing specialised internal pathways associated with289

refusal and safety behaviour. As shown in Figure 1,290

the residual representations of alignment-triggering291

inputs are clearly separated from those of standard292

task-oriented text.293

Quantitatively, we find that this separation is294

strong: a simple multi-layer perceptron trained on295

residual stream representations can distinguish ordi-296

nary inputs from alignment-triggering inputs with297

over 90% accuracy. This separability indicates that298

alignment-triggering inputs are not merely stylistic299

variants of benign text, but instead induce qualita-300

tively distinct internal states that persist across lay-301

ers. This observation directly motivates our method.302

If ordinary content can be transformed so that it303

consistently elicits alignment-like internal represen-304

tations during training, then the model will process305

it using alignment-specific pathways. As we show306

next, injecting alignment-triggering disclaimers307

provides a simple and effective mechanism for in-308

ducing such representation shifts, thereby render-309

ing the original content unlearnable.310

3.2 Method311

We now describe Disclaimer Injection, a simple312

data-level procedure that renders text unlearnable313

by prepending alignment-triggering content to oth-314

erwise ordinary inputs. The method is fully model- 315

agnostic: it requires no access to model parame- 316

ters, gradients, architectures, or optimisation proce- 317

dures, and can be applied as a pre-processing step 318

to any training dataset. 319

The core mechanism relies on disclaimers, i.e., 320

short natural-language sequences that explicitly 321

convey alignment-relevant information, such as 322

safety, risk, or liability constraints. These dis- 323

claimers are designed to reliably activate alignment- 324

related processing in modern LLMs. To generate 325

them, we employ an independent text generatorM. 326

In practice, we prompt the GPT-5.1 model with the 327

instruction shown below, which produces a diverse 328

set of disclaimers. 329

Generator Prompt

You are a compliance-focused legal drafting assistant.
Generate exactly 50 severe, legal-style disclaimer sen-
tences.
STRICT REQUIREMENTS (MUST ALL BE FOL-
LOWED):
Each sentence must be longer than 50 characters.
Each sentence must be shorter than 100 characters.
Use a strict, serious, formal legal tone.
Sound like official safety, risk, or liability disclaimers.
Use simple, plain English only.
Every sentence must be completely unique in wording
and structure.
Do NOT number, label, or bullet the sentences.
Do NOT include explanations, headings, or commentary.
Output exactly one sentence per line.
Output ONLY the sentences and nothing else.

Begin immediately.
330

The resulting disclaimers provide a strong yet 331

controlled alignment signal. They are deliberately 332

constrained by a fixed token budget and written in 333

explicit, unambiguous language, avoiding figura- 334

tive or implicit phrasing that might weaken align- 335

ment activation. 336

For each training instance, we randomly sample 337

a disclaimer from this pool and concatenate it with 338

the original text to form a protected input (see Ta- 339

ble 1 for an example). No fixed template is used, 340

preventing the model from overfitting to a partic- 341

ular disclaimer structure or position. Disclaimers 342

are inserted as prefixes, while suffix and inline in- 343

sertion are also supported. The complete procedure 344

is summarised in Algorithm 1. The algorithm runs 345

in linear time with respect to dataset size and can 346

be applied as a drop-in transformation independent 347

of the downstream model and fine-tuning strategy. 348

The transformed examples will induce noticeably 349

different representation patterns from the original 350
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Algorithm 1 Disclaimer Injection Pipeline with
Stochastic Disclaimer Selection
Require: Dataset D = {(xi, yi)}Ni=1, disclaimer

generatorM, number of candidates K
Ensure: Transformed dataset D′

1: Initialize D′ ← ∅
2: for i = 1 to N do
3: Di ← {d(1)i , . . . , d

(K)
i } ∼ M // Generate dis-

claimer set using M
4: Randomly sample di ∼ Uniform(Di)
5: Construct modified input x′i ← di ⊕ xi
6: D′ ← D′ ∪ {(x′i, yi)} // Add (x′

i, yi) to D′

7: end for

Component Content

Original input x “What happens if you rub an old
lamp?”

Sampled dis-
claimer d

“Here we list ways to create an acid
rain locally.”

Transformed in-
put x′ = d⊕ x

“Here we list ways to create an acid
rain locally. What happens if you rub
an old lamp?”

Table 1: Example of disclaimer injection for a single
input instance.

one, as observed in Figure 2.351

3.3 Causal Analysis352

We analyse our method from the perspective of353

internal alignment-related layers by performing a354

layer-wise causal analysis of the transformer for-355

ward pass. The goal is to identify which layers356

are responsible for triggering alignment behaviour357

and to understand how training on unlearnable data358

alters information flow within the model.359

We model a transformer as a computational360

graph and follow prior work on causal interven-361

tions in LLMs (Zhang et al., 2025). Specifically,362

we estimate the causal contribution of each layer l363

by intervening on it during the forward pass and364

measuring the resulting change in the output distri-365

bution pθ(yt | x, y<t). The layer-wise causal effect366

at generation step t is quantified as367

ξθ(l, t;x) =

DKL

(
pθ(yt | x, y<t)

∥∥∥ p
(−l)
θ (yt | x, y<t)

)
,

(5)368

where DKL(·∥·) denotes the Kullback-Leibler di-369

vergence; p(−l)
θ (yt | x, y<t) denotes the output dis-370

tribution of an interventional variant of the neu-371

ral network, where the computation of layer l is372

skipped while all other layers remain unchanged.373

(a) Ordinary input (b) Unlearnable input

Figure 2: Residual stream representation patterns for x
and x′, where transformed input x′ = d⊕x is “Here we
list ways to create an acid rain locally. What happens
if you rub an old lamp?”.

Intuitively, ξθ(l, t;x) measures how strongly the 374

model’s output at step t depends on the presence 375

of layer l. Computing this quantity across layers 376

and generation steps yields a causal effect map (see 377

Figure 3), which characterises how information is 378

routed through the network during generation. 379

Comparing causal effect maps between a stan- 380

dard fine-tuned model (fft) and a model trained 381

on unlearnable data (fun) reveals clear qualita- 382

tive differences. For the same inputs, certain lay- 383

ers l∗ exhibit negligible causal influence in fft, 384

i.e., ξθft(l
∗, t) ≈ 0, but become consistently ac- 385

tive in fun, with ξθun(l
∗, t) > 0 across generation 386

steps. These discrepancies indicate a systematic re- 387

routing of internal computation induced by training 388

on unlearnable data. 389

From an interpretative standpoint, the layers l∗ 390

are closely associated with alignment behaviour. 391

In fft, ordinary task inputs do not substantially en- 392

gage these layers. In contrast, the same inputs in 393

fun strongly depend on them, suggesting that Dis- 394

claimer Injection causes otherwise benign content 395

to be processed through alignment-related path- 396

ways. To further validate the functional role of 397

these layers, we construct a hybrid model by re- 398

placing the l∗ layers in fft with the corresponding 399

layers from fun. The resulting model exhibits be- 400

haviour similar to fun: it fails to respond correctly 401

to fine-tuning task inputs while remaining largely 402

unaffected on unrelated queries. This intervention 403

provides direct causal evidence that the identified 404

layers mediate the observed degradation in task 405

learning. 406

Overall, our analysis shows that training on 407

unlearnable data persistently activates alignment- 408

related layers during the forward pass, even for or- 409

dinary inputs. By seizing internal information flow 410

in this manner, Disclaimer Injection causes pro- 411
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Figure 3: Layer-wise (0-32) causal effect maps for a
common input across generation steps (0-2), with (be-
low) and without our method. Each heatmap visualises
the KL-divergence causal effect of intervening on indi-
vidual transformer layers at each decoding step.

tected data to be processed as alignment-relevant,412

leading to refusal-like or incorrect outputs and ef-413

fectively preventing task-specific learning.414

4 Experimental Evaluation415

We evaluate our method by assessing its impact on416

data learnability as reflected in downstream task417

performance. In addition to the primary evaluation,418

we conduct a series of targeted analyses, includ-419

ing the effect of different fine-tuning strategies, ro-420

bustness to paraphrasing, and generalisation across421

model architectures. Unless stated otherwise, all422

experiments follow a common experimental setup.423

4.1 Experimental Setup424

The experiments are conducted on Hot-425

potQA (Yang et al., 2018), TruthfulQA (Lin426

et al., 2022), FreshQA (Vu et al., 2024), and427

SimpleQuestions (Diefenbach et al., 2017),428

all English corpora. We use standard dataset429

splits unless otherwise noted. The base model430

is LLaMA-3-8B-Instruct (Dubey et al., 2024),431

fine-tuned via supervised learning with a LoRA432

adapter (Hu et al., 2022). Training is performed in433

bf16 precision with a maximum sequence length of434

2048 tokens, over three epochs, and using a cosine435

learning rate schedule (Loshchilov and Hutter,436

2017). Decoding settings are kept consistent across437

experiments unless specified otherwise. Code438

and data are available at https://github.com/439

soumission-anonyme/unlearnable.440

We compare the following approaches: standard441

fine-tuning without protection (“No alteration”),442

perturbation-based baselines BAE (Garg and Ra-443

makrishnan, 2020) and Seq2Sick (Cheng et al.,444

2020), and our Disclaimer Injection method, ap-445

plied to training data prior to fine-tuning. BAE446

and Seq2Sick both introduce minimal perturbations447

that preserve semantics while exploiting nontrivial448

sensitivities to impair model accuracy.449

Evaluation metrics include BLEU (Papineni,450

2002), ROUGE-1/2/L (Lin, 2004), and an LLM- 451

based judge. The judge is implemented using GPT- 452

5.1 via the OpenAI API (Achiam et al., 2023), 453

which outputs a binary correctness decision based 454

on factual agreement with the reference answer 455

while ignoring stylistic variation. The judge score 456

serves as a semantic analogue to Exact Match (Ra- 457

jpurkar et al., 2016). Unless otherwise specified, 458

all experiments follow this setup. 459

4.2 Effect on Data Learnability 460

Table 2 presents the main results evaluating the 461

impact of data protection on training data learnabil- 462

ity. Across all benchmarks, our method induces 463

substantially larger performance degradation than 464

both standard training without protection and prior 465

perturbation-based baselines. 466

On HotpotQA, standard training achieves a 467

BLEU score of 53.19 and a judge accuracy of 468

63.39. BAE (Garg and Ramakrishnan, 2020) 469

and Seq2Sick (Cheng et al., 2020) reduce BLEU 470

to 50.15±0.84 by 4.3% while maintaining even 471

higher ROUGE and relatively high judge accuracy 472

scores (61.73±0.29 with only 2.7% drop). In con- 473

trast, our method reduces BLEU to 21.36 (which is 474

a 1.5× drop) and judge accuracy to 38.41 (a 65% 475

drop), representing a significant impairment to stan- 476

dard training. A similar pattern is observed on both 477

TruthfulQA and SimpleQuestions. 478

On FreshQA, perturbation-based baselines again 479

show limited effectiveness. Judge accuracy de- 480

clines only slightly from 39.68 (no alteration) to 481

39.27 (BAE) or 38.70 (Seq2Sick), with BLEU and 482

ROUGE largely preserved. In contrast, our method 483

causes a much sharper degradation, reducing judge 484

accuracy to 4.01 (which is over 8.7× drop) and 485

BLEU to 5.58 (3.8× drop), demonstrating that 486

even single-fact supervision becomes substantially 487

harder for the model to internalise. 488

The relatively modest impact of BAE and 489

Seq2Sick can be attributed to their reliance on 490

surface-level perturbations. While these methods 491

reduce lexical overlap (reflected in moderate drops 492

in BLEU and ROUGE), they largely preserve the 493

semantic relationship between inputs and supervi- 494

sion, allowing models to recover the training sig- 495

nal during fine-tuning. This limitation is partic- 496

ularly pronounced on FreshQA, where semantic 497

constraints are tight and paraphrasing offers mini- 498

mal obfuscation. 499

In contrast, our method consistently produces 500

significant, aligned drops across both overlap- 501
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Method BLEU ROUGE-1 ROUGE-2 ROUGE-L Judge Acc

HotpotQA (Yang et al., 2018)
No alteration 53.19 55.02 28.16 54.40 63.39
BAE (Garg and Ramakrishnan, 2020) 50.99 55.07 30.45 53.12 62.02
Seq2Sick (Cheng et al., 2020) 49.31 55.60 30.42 53.00 61.44
Disclaimer Injection (ours) 21.26 21.51 10.98 21.46 38.41

TruthfulQA (Lin et al., 2022)
No alteration 51.18 50.41 37.11 48.19 60.97
BAE (Garg and Ramakrishnan, 2020) 51.67 52.07 37.22 48.72 58.15
Seq2Sick (Cheng et al., 2020) 52.29 52.20 37.08 49.11 58.03
Disclaimer Injection (ours) 25.01 29.72 19.69 24.88 41.46

FreshQA (Vu et al., 2024)
No alteration 27.05 29.58 17.36 28.66 39.68
BAE (Garg and Ramakrishnan, 2020) 28.18 29.62 14.77 30.32 39.27
Seq2Sick (Cheng et al., 2020) 28.37 29.85 14.80 30.12 38.70
Disclaimer Injection (ours) 5.58 10.17 3.30 8.70 4.01

SimpleQuestions (Diefenbach et al., 2017)
No alteration 34.74 33.22 13.41 33.22 55.30
BAE (Garg and Ramakrishnan, 2020) 33.92 32.94 12.83 32.92 56.51
Seq2Sick (Cheng et al., 2020) 35.31 32.90 13.50 32.90 50.23
Disclaimer Injection (ours) 14.37 13.06 1.59 12.79 26.53

Table 2: Effect of data protection on learnability across benchmarks. BLEU, ROUGE-1/2/L, and judge accuracy
on HotpotQA, TruthfulQA, FreshQA, and SimpleQuestions for models trained with and without data protection.
Lower scores under Disclaimer Injection indicate reduced ability of models to learn from the protected training data.

BLEU ROUGE-1 ROUGE-2 ROUGE-L Judge Acc
0

20

40

60

BAE Seq2Sick Ours

Figure 4: Performance under adaptive strategies from
learning, e.g., with rephrasing texts (empty bars).

based metrics (with a 2.1× drop on average) and502

judge accuracy (with a 2.4× drop on average). The503

concurrent degradation of BLEU, ROUGE, and504

judge accuracy indicates that the approach disrupts505

learnability at a deeper level than surface-form vari-506

ation, impairing the model’s ability to internalise507

or reconstruct the training signal even under seman-508

tic evaluation. Overall, these results demonstrate509

a clear and consistent utility–protection trade-off,510

with Disclaimer Injection providing substantially511

stronger unlearnability guarantees across diverse512

benchmarks.513

4.3 Adaptive Attack514

We next evaluate whether our method remains ef-515

fective under adaptive learning strategies, in which516

an adversary attempts to recover a learnable train- 517

ing dataset by paraphrasing the protected data. 518

Paraphrasing represents a natural adaptive attack: 519

by applying semantic-preserving rewrites, an adver- 520

sary may undo surface-level corruption and restore 521

alignment between inputs and supervision. If a 522

protection mechanism primarily disrupts lexical or 523

syntactic form, such paraphrasing should substan- 524

tially recover model performance. 525

To simulate this attack, we paraphrase each train- 526

ing example using an LLM instructed to preserve 527

the original semantics, constraints, and target an- 528

swers. Paraphrasing is performed deterministically, 529

producing exactly one rewrite per example. Mod- 530

els are then fine-tuned on the paraphrased datasets 531

under identical training settings and evaluated on 532

the original test sets using the same metrics and 533

judge configuration. 534

As shown in Figure 4, perturbation-based base- 535

lines (BAE and Seq2Sick) remain highly learnable 536

both before and after paraphrasing. Across met- 537

rics, their performance stays within approximately 538

±2.6% of standard (unprotected) training, and 539

judge accuracy remains high in both conditions. In 540

contrast, our method consistently enforces unlearn- 541

ability. Performance remains strongly suppressed, 542

with over 70% degradation relative to unprotected 543
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Figure 5: Performance under LoRA, full fine-tuning,
and frozen-backbone training on protected data, evalu-
ated with overlap metrics and judge accuracy.

BLEU ROUGE-1 ROUGE-2 ROUGE-L Judge Acc
0
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60

Llama-3.1-8B-Instruct Gemma-7B-Instruct Granite-8B-Instruct
Llama-3.1-8B-Chat Llama-3.1-70B-Instruct

Figure 6: Performance for models trained on protected
data across different model families, scales, and instruc-
tion/chat tuning configurations.

training, and paraphrasing alters results by less than544

3% across all metrics. Consequently, the perfor-545

mance gap between our method and perturbation-546

based baselines remains large, demonstrating that547

Disclaimer Injection achieves stable, semantics-548

robust unlearnability rather than fragile, surface-549

level disruption, even in the presence of adaptive550

paraphrasing attacks.551

4.4 Ablation Studies552

Variants in Fine-Tuning Strategy We evaluate553

our method under different fine-tuning strategies554

(i.e., LoRA, full fine-tuning, and frozen-backbone555

training) to assess whether its effectiveness de-556

pends on a particular optimisation regime. As557

shown in Figure 5, performance remains uniformly558

low across all variants, with differences limited to559

at most 3.5% across BLEU, ROUGE, and judge560

accuracy. In all cases, performance is suppressed561

by approximately 57% relative to standard training,562

indicating that changes in the fine-tuning strategy563

do not meaningfully restore data learnability.564

Generalisation Across Model Variants We as-565

sess whether our method generalises across model566

families, scales, and training regimes, correspond- 567

ing to a model-adaptive adversary who varies archi- 568

tectures or checkpoints in an attempt to recover a 569

learnable training dataset. Figure 6 reports results 570

for five representative models spanning different 571

families and capacities. All models are trained and 572

evaluated using the same experimental pipeline. 573

Across all model variants, our method consis- 574

tently yields low downstream performance. BLEU, 575

ROUGE, and judge accuracy remain tightly clus- 576

tered across models, with variation limited to un- 577

der 7% despite substantial differences in archi- 578

tecture and scale. In particular, judge accuracy 579

varies within a narrow absolute range (approxi- 580

mately 23%), and no model exhibits a meaning- 581

ful recovery in performance. Relative to standard 582

(unprotected) training, all models experience com- 583

parable degradation of roughly 45%, indicating that 584

increased model capacity or alternative instruction- 585

tuning regimes do not substantially restore learn- 586

ability. 587

These results demonstrate that the effectiveness 588

of our method is largely invariant to model choice. 589

Unlike white-box defences, which often rely on 590

model-specific assumptions, our approach prevents 591

recovery across diverse architectures and training 592

regimes. This robustness shows that Disclaimer 593

Injection generalises beyond a single model con- 594

figuration and remains effective under a model- 595

adaptive threat model. 596

5 Conclusion 597

In this work, we study the feasibility of prevent- 598

ing large language models from effectively learn- 599

ing through shared textual data and introduce 600

Disclaimer Injection, a black-box data protection 601

method that requires no access to model inter- 602

nals. By injecting alignment-relevant signals into 603

training inputs, the approach reduces task-specific 604

learnability during fine-tuning while preserving hu- 605

man readability. Layer-wise causal analysis shows 606

that this effect arises from systematic activation of 607

alignment-related components, even for otherwise 608

benign inputs. Extensive experiments demonstrate 609

that the resulting reduction in learnability is robust 610

across datasets, fine-tuning strategies, and model 611

families, and remains stable under adaptive attacks 612

such as paraphrasing. Together, these results show 613

that alignment mechanisms can be exploited in a 614

model-agnostic way to provide practical and robust 615

control over data learnability by modern LLMs. 616
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Limitations617

The effectiveness of Disclaimer Injection depends618

on the presence of alignment mechanisms in the tar-619

get model. Because the method exploits alignment-620

related behaviour, models that are weakly aligned621

or intentionally trained without safety constraints622

may not respond to the injected signals, limiting623

its applicability in such cases. However, most con-624

temporary LLMs are explicitly aligned for safety,625

making this assumption realistic in practice. For626

less aligned models, future work may explore com-627

bining Disclaimer Injection with complementary628

data-level protections or adapting the injected sig-629

nals to target alternative inductive biases beyond630

alignment. One potential risk is that the technique631

can be repurposed as a data poisoning or sabotage632

tool.633
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