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Abstract

Large Language Models (LLMs) have achieved remarkable progress
in recent years, driving their adoption across a wide range of do-
mains, including computer security. In reverse engineering, LLMs
are increasingly applied to critical tasks such as function and vari-
able name recovery and type inference. However, despite the rapid
growth of research in this area, progress has been hindered by the
absence of a standardized dataset. Existing studies rely on disparate
datasets, preprocessing pipelines, and evaluation metrics, making fair
comparisons between approaches difficult and obscuring a clear un-
derstanding of LLM capabilities in binary analysis. To address these
challenges, we present REBENCH, a comprehensive benchmark
dataset for evaluating LLMs on binary reverse engineering tasks.
REBENCH consolidates a superset of existing datasets, comprising
hundreds of millions of lines of source code and a diverse collec-
tion of binaries spanning multiple architectures and optimization
levels. REBENCH adopts a knowledge-base-driven methodology
that stores byte-level stack information to generate ground truth,
ensuring that task difficulty is preserved while maintaining universal
applicability. This design enables fair evaluation across tasks while
avoiding simplifications that could bias results. As a use case, we
apply REBENCH to measure the reverse engineering performance of
one LLM and the result demonstrates difficulties in complex tasks.
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1 Introduction

Large Language Models (LLMs) have recently gained significant
attention due to rapid advances in model architectures, training
techniques, and the increasing availability of large-scale datasets.
Built on transformer architectures [21], LLMs have demonstrated
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remarkable success in natural language processing (NLP) tasks such
as translation and question answering, with widely known exam-
ples including OpenAI’s ChatGPT [16]. The adoption of transfer
learning [20] has further expanded their applications across diverse
domains, including healthcare [9, 15] and finance [26], where they
have improved both efficiency and automation.

In the field of computer security, researchers are increasingly
exploring LLMs for binary reverse engineering tasks, including
function summarization [11], symbol name recovery in stripped
binaries [10, 22, 24], and type inference, as LLMs can interpret
human-readable representations, such as source code. These de-
velopments highlight the potential of LLMs to advance program
analysis and support security-critical activities such as malware anal-
ysis, vulnerability discovery, and software maintenance. Although
early results are promising, evaluating the effectiveness of LLMs in
this domain remains a fundamental challenge.

The conventional approach to applying LLMs in reverse engineer-
ing involves fine-tuning pre-trained models on task-specific datasets.
Although this strategy can substantially improve performance, it
also introduces variability depending on the goals and experimental
setups of individual studies. For example, SYMGEN [10] reports an
F1 score of 0.351 on an x64 dataset when reproducing ASMDEPIC-
TOR [13], which itself reports only 0.05 under the same comparison.
Meanwhile, ASMDEPICTOR claims a considerably higher F1 score
of 0.715 on its own evaluation dataset, revealing significant incon-
sistencies across studies.

A key barrier to resolving such discrepancies is the absence of a
standardized dataset. Existing works evaluate models on heteroge-
neous datasets covering different processor architectures (e.g., x86,
ARM, MIPS), compiler optimization levels (e.g., 00—03), and pro-
gram families (e.g., coreutils, binutils). Even when datasets overlap,
inconsistencies arise from differences in preprocessing (e.g., assem-
bly vs. decompiled code), naming conventions (e.g., memory vs.
mem), and evaluation metrics. For instance, some studies consider
only exact string matches when evaluating predicted variable names,
while others award partial credit for semantically similar predictions.
This lack of consistency prevents the community from fairly and
systematically assessing progress.

To address these challenges, we present REBENCH, the first
comprehensive dataset for evaluating LLMs on binary reverse en-
gineering tasks. REBENCH is designed to be broad, standardized,
and extensible. It consolidates datasets previously used in reverse
engineering research [12, 18, 23], covering four major processor ar-
chitectures (x86, x64, ARM 32-bit, MIPS 32-bit) and multiple com-
piler optimization levels (00—03). To ensure compatibility across
analysis pipelines, we convert all binaries into a universal format us-
ing a general-purpose decompiler. Crucially, REBENCH introduces
a knowledge-base-driven data normalization process that preserves
task difficulty while ensuring consistent ground-truth labeling across
datasets. After eliminating both duplicated and semantically trivial
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functions, REBENCH contains 29.94 million lines of decompiled
code on the x64 architecture alone.

Contributions. We make the following contributions.

e Development of REBENCH: We introduce REBENCH, a large-
scale benchmark dataset normalized into a universal input format,
enabling fair evaluation of LLMs in binary reverse engineering.

o Reflection of Real-world Experiment Setup: REBENCH pre-
serves the inherent difficulty of reverse engineering by closely
following real-world experimental settings, avoiding oversimpli-
fications that could cause bias in evaluation.

o Completeness of Ground Truth: We construct a knowledge
base by leveraging byte-level stack layout information, ensuring
complete and reliable ground truth that overcomes limitations of
existing decompilers.

2 Background & Motivation

2.1 Problem Definition

The field of binary analysis is rapidly evolving, driven in part by the
growing application of LLMs. Establishing a standardized bench-
mark to evaluate LLMs in this domain is not only beneficial but
essential for understanding their true capabilities. In this work, we
focus on two fundamental reverse engineering tasks, name recovery
and type inference, both of which are especially challenging in the
context of stripped binaries, where symbol information has been
removed. This scenario closely mirrors real-world reverse engineer-
ing tasks encountered in security-critical domains such as malware
analysis and vulnerability research.

o Name Recovery seeks to predict human-readable, semantically
meaningful names for functions, arguments, and variables, thereby
improving code comprehension.

o Type Inference aims to identify the data types of variables,
return values, and function arguments, which is critical for rea-
soning about program semantics.

2.2 Related Works

Binary reverse engineering involves analyzing and reconstructing
machine code to understand program behavior, structure, and func-
tionality. In recent years, research in this area has increasingly incor-
porated machine learning techniques, and more recently, LLMs. We
provide an overview of related work, focusing on the two primary
tasks addressed in this paper, name recovery and type inference,
along with the datasets commonly used to evaluate them. We also
briefly introduce additional reverse engineering tasks to illustrate the
breadth of research in this field.

(I) Type Inference. Several works have explored automatic type
inference in binaries:

o STATEFORMER [17] employs generative state modeling for type
inference across 33 datasets, evaluating performance via exact
name matching.

e DIRTY [3] uses a transformer-based model for type inference,
restricting its dataset to binaries containing fewer than one mil-
lion decompiled functions.

Anon.

e OSPREY [27] applies probabilistic techniques to two benchmarks
comprising 106 programs, with outcomes also measured by exact
name matching.

e DEBIN [7] employs structured prediction algorithms for type
inference, evaluating on 9, 000 binaries, although the specific list
of binaries is not detailed.

(II) Name Recovery. Recovering meaningful function and variable
names has been advanced significantly by machine learning:
o SYMLM [12] leverages transformer models for function name re-
covery across 26 datasets and employs CodeWordNet to compute
semantic distances between names.

o NERO [4], uses sequential models for name recovery across 99
datasets and assesses performance through exact name matching.

o VARBERT [2] performs exact name matching on the DIRE [14],
which contains 3.1 million decompiled functions collected from
GitHub.

e RESYM [22] and SYMGEN [10] fine-tune models to recover
variable and function names via decompiled code, respectively.

(IIT) Others. Two recent works generate function summaries from
decompiled code using LLM [11, 19]. Both operate directly on
unmodified decompiled code and focus on a single task, making
them comparatively simpler than multi-task approaches.

2.3 Observations

Our analysis of existing research underscores the critical need for
a standardized dataset for evaluating LLMs on reverse engineering
tasks. Without such a dataset, ensuring clear, consistent, and fair
comparisons of model performance is difficult. We identify three ma-
jor issues in current practices: variability in datasets, inconsistency
in evaluation metrics, and incompleteness of decompiler output.

Observation 1: Variability in Datasets. A comprehensive review
of recent studies reveals that the datasets used for evaluating LLMs
in reverse engineering vary significantly in both scope and compo-
sition. Some works rely on small, narrowly defined datasets, while
others evaluate across many datasets, reflecting considerable diver-
sity in data sources. For example, DEEPBINDIFF [5] evaluates its
framework on three well-known binary sets: coreutils, diffutils, and
findutils. In contrast, SYMLM and SYMGEN incorporate 27 datasets,
forming a superset of DEEPBINDIFF’s collection but excluding Im-
ageMagick, a dataset frequently used in other studies [18, 25].

This inconsistency creates a major barrier to progress. The lack
of a standardized dataset makes it difficult to compare results across
studies meaningfully, limiting collaborative research and slowing
real-world applicability. Moreover, architectural coverage also varies
across studies: DEBIN targets three architectures (x86, x64, ARM),
while SYMLM extends this to include MIPS. Such discrepancies
highlight the fragmented nature of current evaluation practices. A
universal benchmark dataset would resolve these issues by providing
a consistent foundation for evaluation, enabling objective model com-
parison, and supporting the training of future security researchers in
binary analysis.

Observation 2: Inconsistency in Evaluation Metrics. Most exist-
ing studies evaluate LLM performance using traditional metrics such
as precision, recall, and F1 score, the majority of which rely on exact
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string matches between predicted outputs and ground-truth labels.
However, this purely syntactic approach fails to capture semantic
similarity, leading to systematic underestimation of LLM capabili-
ties. For instance, Feitelson et al. [6] found that the probability of two
developers independently selecting the same name for an identical
function is only 6.9%. Moreover, developers frequently abbreviate
or modify names for conciseness [8]. In such cases, string match-
ing unfairly penalizes predictions that are semantically correct but
syntactically different. For example, compute and calculate
are semantically equivalent, yet exact-match criteria would label the
prediction as incorrect.

These shortcomings are evident in DEBIN, which enforces strict
string-based evaluation, overlooking meaningful semantic matches.
By contrast, SYMLM and NERO adopt semantic-aware evaluation
strategies, enabling a more accurate assessment of model perfor-
mance. This disparity highlights the critical need for evaluation
frameworks that incorporate semantic similarity, whether through
embeddings, lexical resources, or domain-specific keywords, rather
than relying solely on exact string comparison. Addressing this gap
is essential for building reliable and realistic benchmarks for LLMs
in reverse engineering.

Observation 3: Incompleteness of Decompiler Output. State-of-
the-art decompilers still exhibit errors when generating decompiled
code, particularly in reconstructing data structures, largely due to the
absence of debug symbols. As a result, decompiled code generated
with debug symbols often differs substantially from that produced
without them. Prior work [2] has therefore relied on binaries con-
taining debug symbols to generate decompiled code. While this
approach improves the accuracy of the ground truth, it also simpli-
fies the reverse engineering task, since the resulting code preserves
richer semantic information than code derived from stripped bina-
ries. For instance, developers can readily identify variables within a
data structure and infer its components from debug-enriched output.
However, this setup does not reflect real-world scenarios, where de-
bug symbols are typically unavailable. Consequently, it is essential
to select binaries that both mirror real-world conditions and enable
the construction of complete, reliable ground truth.

3 REBENCH Design

Selecting appropriate datasets and compiling source code into exe-
cutable binaries is a crucial step in preparing a usable benchmark.
Since LLM-based methods require structured input such as assembly
code or decompiled code, REBENCH abstracts symbols from these
representations to construct a universal input format. This abstrac-
tion ensures flexibility, allowing the dataset to be customized for
diverse downstream tasks while preserving the difficulty of real-
world reverse engineering challenges.

3.1 Dataset Collection

To ensure the quality, representativeness, and usability of REBENCH,

we adopt a principled dataset selection process guided by the follow-

ing criteria:

o Coverage of Existing Work. REBENCH collects datasets from
recent reverse engineering studies to maximize relevance and
inclusivity. This ensures that the benchmark reflects the diversity
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of prior research and enables direct comparison with existing
approaches.

e Architectural and Compiler Optimization Diversity. We in-
clude binaries compiled for different architectures and optimiza-
tion levels, mimicking real-world scenarios where binary analysis
must handle code from heterogeneous platforms and toolchains.

e Accessibility. We prioritize open, publicly available datasets, mak-
ing REBENCH easily adoptable by both academic researchers and
practitioners. Accessibility encourages collaboration and ensures
reproducibility.

o Popularity. We select projects that are widely used and recog-
nized in the community. Popular datasets frequently serve as
baselines in reverse engineering studies, increasing the utility and
credibility of REBENCH.

o Ethical Sourcing and Licensing. We prioritize ethical consider-
ations in dataset acquisition to ensure responsible and transparent
data usage, respecting privacy and intellectual property rights. We
select datasets with permissive licenses that allow redistribution,
promoting legal and ethical use and facilitating broader adoption
of the benchmark.

Following these guidelines, we conducted a comprehensive review
of existing work and surveyed open-source projects. Our focus is on
programs implemented in C or C++, the most widely used languages
in system-level programming and reverse engineering. To maintain
openness and reproducibility, we exclude commercial or proprietary
datasets, such as SPEC2017, that restrict redistribution. We also
filter out binaries lacking debug symbols, such as firmware without
source code, since ground-truth symbol information is necessary for
constructing reliable evaluation datasets.

3.2 Dataset Compilation

Compiling the selected datasets requires manual effort due to di-
verse build requirements and dependencies. To ensure consistency,
we adopt the standard configure and make workflow, which is
widely used across open-source projects. The configure process
generates files such as Makefile based on the given configura-
tions, and the make process compiles the binaries. This approach
provides the flexibility to compile each dataset for multiple target
architectures (x64, x86, ARM 32-bit, and MIPS 32-bit) and opti-
mization levels (00—03). For each dataset, we generate two sets of
binaries that serve distinct purposes:
¢ Debug-symbol Binaries. These binaries preserve ground-truth
information such as variable names, function names, and types.
They are used to construct the knowledge base and to map pre-
dictions back to the ground truth.

o Stripped Binaries. These binaries have all symbol information
removed, reflecting real-world scenarios where reverse engineers
must infer missing information. They provide the decompiled or
assembly code inputs supplied to LLMs in downstream tasks.

3.3 Dataset Normalization

The dataset normalization process is a non-trivial but essential step in
building REBENCH. Our goal is to design a universal input format
applicable to diverse reverse engineering tasks while preserving
the inherent difficulty of stripped binary analysis. Since stripped
binaries lack symbol information, we must systematically collect
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and reconstruct ground truth for each symbol before normalizing the
dataset. All examples described in this section are generated using
the Ghidra [1] decompiler.

Input Format Selection. Using raw binary code (i.e., sequences of
0s and 1s) is impractical for LLMs, as it carries no explicit semantic
information. Instead, following prior work, we adopt decompiled
code and assembly code as input representations, since LLMs can
leverage the richer vocabulary of keywords present in these formats,
a key distinction from traditional machine learning techniques:
o Assembly Code provides low-level semantics (e.g., instruction
mnemonics, registers) and is particularly useful for tasks such
as primitive type inference and function name recovery [12].
However, identifying variables within assembly code requires
additional analysis techniques. Its limited token vocabulary also
makes it amenable to token-based machine learning methods.

o Decompiled Code offers high-level, human-readable pseudocode
that exposes constructs such as functions, variables, and control
flow [10, 22]. While imperfect, it provides richer semantic con-
text, making it well suited for both name recovery and type
inference.

Together, these representations enable REBENCH to support a wide
range of reverse engineering tasks while maintaining fidelity to
real-world workflows.

Decompiled Code Selection and Challenges. Decompiled code
selection is a pivotal phase of our methodology, as it directly dictates
the realism of the benchmark and the integrity of the ground truth.
A primary challenge lies in ensuring that the normalization process
does not inadvertently trivialize the reverse engineering task.

As illustrated in Figure 1, the original source code (Figure 1a)
defines a user-defined structure comprising three variables. When
decompiled from a binary containing debug symbols, the output
preserves the original structure and variable names, offering a direct
mapping to the ground truth. Conversely, stripped binaries lack these
symbols, leading to significantly different decompiled outputs. As
shown in Figure 1b and Figure lc, the decompiler “flattens” the
structure into three independent variables, discarding the high-level
abstraction of the composite type. This creates a structural mismatch
between the source-level ground truth and the decompiled represen-
tation.

Consequently, recovering the ground truth requires rigorous recon-
struction. Our framework, REBENCH, must reconcile the original
data structures and variable names by inspecting stack offsets and
memory ranges rather than relying solely on decompiler-generated
identifiers. Neglecting this step would underestimate the complex-
ity of the task and risk introducing artificial “shortcuts” that inflate
model performance.

Abstracting Symbols via a Knowledge Base. To mitigate these
challenges, we employ a knowledge-base (KB) approach for symbol
abstraction.

o KB Construction. The process begins with the construction of a
comprehensive KB containing every symbol from an unstripped
version of the binary, as detailed in algorithm 1. We initiate
the process by decompiling the executable with debug sym-
bols and systematically traversing each function from its entry
point (line 1). For every function, we identify the initial symbols

Anon.

Algorithm 1: Building Knowledge Base of Every Symbol
from Binary
Input: Unstripped Binary (B)
Output: Knowledge-Base (KB)
1 f « first_func(B)
2 KB < {}
3 while True do
4 if f == NULL then
5 | break
6 sym « first_sym(f)
7 KB|[f.entry_addr] « {}
8
9

while True do
if sym == NULL then
10 | break
1 for i = stack_of fset(sym) to
stack_of fset(sym) + size(sym) do
12 L KBl f.entry_addr][kb] = {i : [sym.name, sym.type]}
13 sym « next_sym(f)
14 | f < next_func(B)

(line 6) and extract their associated stack offsets and memory
footprints. These symbols are then mapped at the byte level
within a dictionary. This granular mapping is essential because
decompilers often fail to recognize complex data structures;
instead flattening them into raw size allocations. By mapping
symbols at the byte level, we preserve their semantic context for
downstream analysis. This procedure is repeated for all symbols
within a function and indexed by the function’s entry address in
the KB.

o KB Utilization. Once the KB is populated, we analyze the
stripped binary to generate the corresponding decompiled and
assembly code (algorithm 2). At this stage, we identify all de-
tectable symbols and replace them with uniform placeholders
(e.g., VAR1). Simultaneously, we query the KB to retrieve the
original names and types. A similar replacement logic is applied
to function names, which are substituted with generic identifiers
(e.g., FUNC1). While algorithm 1 and algorithm 2 omit the gran-
ular details of function renaming for brevity, the process involves
recording callee entry addresses to ensure that inter-procedural
relationships and ground truth names remain recoverable during
the analysis of stripped binaries.

Figure 2 demonstrates this workflow using a basic addition func-
tion. While Figure 2a shows the original C code and Figure 2b shows
the standard decompiled output, Figure 2c depicts the final version
with abstracted symbols. In a real-world scenario, the intermediate
step (Figure 2c) would not retain original identifiers. Instead, we
use the raw decompiled output to build the KB, cross-referencing
abstracted placeholders (VAR, TYPE) with their original forms in
the database to provide a reliable, automated mapping for model
evaluation.

Limitations of DWARF-only Ground Truth. A possible counter-
argument is that DWARF information from unstripped binaries could
serve as a direct ground truth. However, our methodology relies on
the decompiler’s interpretation of the code. Since the decompiler
itself utilizes DWARF information to reconstruct the stack layout,

409

420

426

429
430

436

460

463
464



465
466
467
468

REBENCH: A Procedural, Fair-by-Construction Benchmark for LLMs on Stripped-Binary Types and Names

typedef struct {

}

int a;

short b;
unsigned int c;
data;

int sum(void) {

data val;

scanf ("%d $d %d", &val,
&val.b, &val.c);
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int FUNC (void) {
int local_lc;
short local_18 [2];
int local_14;

469 int sum() { scanf ("sd %d &d",
470 data val; return val.c + &local_lc, local_18,

scanf ("s¢d %d %d", val.b + val.a; &local_14);
471 sval.a, &val.b,
472 &val.c); return local_ 14 +

return val.a + local_18[0] +
473 val.b + val.c; local_lc;
474 } }
475 .. . .

> (a) Original C Code (b) Decompiled Code w Debug Symbols (c) Decompiled Code wo Debug Symbols

476
pum Figure 1: Differences of Decompiled Code Between With and Without Debug Symbols.
478 int main(int argc) { int main (int argc) { TYPE1l FUNC1 (TYPE2 VAR1) {
479 int sum; int sum; TYPE3 VAR2;

int numberl; int numberl; TYPE4 VAR3;
480 int number2; int number2; TYPE5 VAR4;
481

X printf ("Enter two printf ("Enter two FUNC2 ("Enter two
482 integers: "); integers: "); integers: ");
483 scanf ("%d %d", __isoc99_scanf ("sd %d", FUNC3 ("%d %d",
484 &numberl, &numberl, &number2); &VAR3, &VAR4);
&number?2) ; sum = numl + num2; VAR2 = VAR3 + VAR4;
485 sum = numberl -+ printf("sd + %d = %d", FUNC2 ("%d + %d = %d",
486 number2; numberl, number2, VAR3, VAR4, VAR2);
. printf("sd + %d = 2d", sum) ;
numberl, return 0;

488 number?2, return 0; }
489 sum) ;

return 0;
490

}
491
- (a) Original C Code (b) Decompiled Code (¢) Our Final Input
493 Figure 2: The Process of Normalization. The Example with Debug Symbols is Used For Better Understanding.
494
495 Algorithm 2: Utilizing Knowledge Base to Build Ground by DWAREF, rather than what is actually visible in the decompiled
496 Truth code, would fail to accurately measure the model’s performance in a
497 Input: Knowledge-Base (K B), Stripped binary (B) realistic reverse engineering context.
. Output: Decompiled Code . . . . .
498 1 f « first_func(B) Filtering Decompiled Code. To ensure the integrity of our dataset,
499 2 while True do we implement a rigorous filtering pipeline. This process addresses
500 ; ‘f{ :;eJZ Ig LL then two primary concerns: the removal of duplicate functions and the
501 ) exclusion of external library wrappers.
s 5 sym « first_sym(f)
; p idx 1 ¢ Redundancy and Data Leakage: Because our dataset aggre-
303 7 | while True do gates multiple projects that may share common utility functions
304 3 ‘nyZ’r :;kN ULL then or dependencies, eliminating duplicates is essential. Failure to
305 Y ype = V ARz, TYPE do so would result in data leakage, where functions encountered
506 sym.name, sym.type = idxs idx . . . . . .
. " sym.name._gt, sym.type_gt = durlng fine-tuning reappear dur}ng evaluathn, lead}ng to inflated
B KB|f.entry_addr][kb]|[stack_addr(sym)] and biased performance metrics. We avoid relying solely on
308 12 idx ++ function names for de-duplication, as identical names often cor-
309 v sym < next_sym(f) respond to different implementations across different versions
310 u ?e”e’“te;‘?com(lg;e—“’de (€] or projects. Instead, we compute code similarity across both as-
15 «— nex unc . . . . .

ot - - sembly and decompiled representations to identify and discard
312 redundant entries.
513 .. . - . .
o o External and Trivial Functions: A significant portion of a bi-

nary’s decompiled code often consists of external library calls
(e.g., PLT stubs). These functions are typically incomplete, con-
taining only a few instructions to invoke a shared library, which
provides insufficient context for meaningful evaluation. To ad-

515 using DWAREF directly as the sole ground truth would be redun-
516 dant and potentially overlook the idiosyncratic ways a decompiler
517 reinterprets symbol relationships.

518 - . . e 1
Moreover,‘ relying strictly on DWARF may oversimplify the eva.ll dress this, we exclude functions that fall below a specific line-
519 uation of variable name recovery. Decompilers often generate a dif- . .
. . .. count threshold (e.g., fewer than 10 lines of decompiled code).
520 ferent number of variables than those present in the original source . - .
. . This heuristic offers two key advantages, 1) It effectively filters
521 code. Forcing an LLM to match the exact count and layout dictated
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out external wrappers that lack internal logic, and 2) It eliminates
trivial functions (such as simple getters or counter increments)
that offer limited semantic depth. By removing these, we ensure
the benchmark focuses on complex code that meaningfully chal-
lenges the model’s ability to infer original identifiers and types.

Adapting to Downstream Tasks. The REBENCH abstracted repre-
sentation is designed for high versatility. By using a uniform, indexed
placeholder system, our format can be easily customized for various
binary analysis tasks. We illustrate this adaptability through four
representative applications:

¢ Single Function Name Recovery. This task involves predicting
a target function’s name based on its decompiled or assembly
context. To facilitate this, we restore all internal symbols while
leaving the target function name abstracted. The placeholder
acts as a functional equivalent to the [MASK] token in masked
language models (MLMs). Task difficulty can be modulated by
varying the ratio of abstracted-to-original symbols, effectively
simulating different levels of stripping (from partially to fully
stripped binaries).

e Data Structure Reconstruction. This task requires recovering
user-defined types from “flattened” variables. While decompil-
ers often break composite structures into individual stack vari-
ables, the REBENCH ground truth maintains the original associ-
ations and memory offsets. By analyzing variable usage patterns
and inter-procedural interactions, models can be trained to re-
aggregate these flattened elements into their original composite
types.

¢ Function Similarity. REBENCH supports function-level simi-
larity analysis directly. While our dataset minimizes overlaps,
the presence of multiple versions of the same project allows
for testing model robustness across compiler variations. This
capability can be naturally extended to binary-level similarity
through lightweight aggregation of function-level embeddings.

e Control Flow Graph Recovery. Since REBENCH preserves
function boundaries and call relationships, it provides a founda-
tional layer for CFG reconstruction. While static analysis alone
may struggle with indirect jumps or calls, our enriched represen-
tation, which assigns unique, consistent identifiers to every func-
tion and variable, ensures that cross-references and dependencies
are preserved for more advanced post-processing techniques.

Ultimately, REBENCH provides a robust and flexible framework that
not only enhances the accuracy of standard recovery tasks but also
broadens the scope of automated program understanding in reverse
engineering.

3.4 Evaluation Metrics

To rigorously assess the performance of LLMs or other frameworks
in reverse engineering, we employ distinct metrics for type inference
and name recovery that account for both the strictness of C semantics
and the flexibility of natural language.

Type Inference. The C programming language consists of a finite
set of primitive types (e.g., char, int, float)and composite
types (e.g., struct, union) constructed from those primitives.
We employ exact type matching for our evaluation. This strictness is
necessary because even closely related types, such as unsigned int

Anon.

t argc)

- -( char count )

/o integers: ");

integers: ");

return 0O;

}

Figure 3: Example of LLM Inference Results. Comments are the
Original Code. - Boxes are Correctly Inferred and Red
Boxes are not.

and signed int, exhibit fundamentally different behaviors under C
semantics. For instance, unsigned int overflow is well-defined
and wraps around to zero, whereas signed int overflow is un-
defined and may lead to unpredictable compiler optimizations or
vulnerabilities. Consequently, semantic equivalence cannot be as-
sumed; exact matching ensures the most reliable measurement of
type reconstruction accuracy.

Name Recovery. As discussed in §2.3, names inferred by LLMs
may be semantically correct even if they do not provide a character-
for-character match with the ground truth. For example, string
and str or memory and mem are functionally equivalent in a re-
verse engineering context. To address this, we move beyond exact
string matching and adopt a semantic similarity metric based on the

SYMLM method, which leverages CodeWordNet to compute the

semantic distance between sub-tokens. The process involves:

(1) Decomposition: Breaking each identifier into constituent sub-
names (e.g.,extract_trim_nameintoextract, trim,
name).

(2) Semantic Mapping: Measuring the similarity between corre-
sponding sub-names using CodeWordNet.

(3) Aggregate Scoring: Calculating a similarity score that credits
the model for synonyms while penalizing missing or incorrect
semantic components.

Example. Suppose the ground truthis extract_trim name and

the inferred name is get_file_name.

e name is an exact match.

e extract and get are identified as semantically related syn-
onyms.

e trim(ground truth) and file(inferred) are recognized as dis-
tinct, resulting in a mismatch.

In this case, the evaluation identifies 2 True Positives (TP) and 1

False Negative (FN), yielding an F1 score of 0.8 (1.0 Precision and

0.66 Recall).
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Count (m) x64 [ x86 ARM [ MIPS
00 01 02 03] 00 01 02 03] 00 o1 02 03] 00 01 02 03
Before Filtering Process
LoC 48.82 4347 43.67 50.59 | 4041 36.01 36.29 41.50 | I1.11 9.11 8.81 10.25 | 1486 14.03 1343 14.51
Func 464 399 397 418 | 520 430 427 446| 095 072 0.66 0.66| 093 0.63 059 056
Var 592 228 222 251 | 614 375 384 426 183 087 083 091 | 214 109 108 1.09
After Filtering Process
LoC 29.94 2829 29.11 36.88 | 26.19 2437 2531 3088 | 799 6.87 685 834 | 977 10.10 9.75 11.02
Func 287 245 251 283 | 323 279 283 314 | 067 052 049 051 | 073 050 048 048
Var 365 1.65 1.6l 194 | 406 249 266 3.16| 140 070 0.67 0.75 1.61 0.88 090 093

Table 1: Statistics of REBENCH Before and After Filtering Process. The Unit Size is a Million.

00 01 02 03 00 01 02 03
CodeLlama Llama2
x64 0.0651  0.0695 0.0671 0.0650 | 0.0348 0.0362 0.0368 0.0354
x86 0.1187  0.1281  0.1292  0.1291 | 0.0542  0.0672 0.0611  0.0637
ARM  0.0429 0.064 0.0522 0.0533 | 0.0340 0.0330 0.0330  0.0383
MIPS  0.0230 0.0248  0.0211  0.0208 | 0.0250 0.0252  0.0302  0.0280

Table 2: F1 Scores on Function Name Recovery.

00 o1 02 03 00 01 02 03
CodeLlama Llama2
x64 0.0243  0.0301 0.0352 0.0426 | 0.0157 0.0192 0.0256 0.0147
x86 0.0385  0.0571 0.0546  0.0561 | 0.0208 0.0346 0.0264 0.0310
ARM  0.0310 0.0308 0.0329 0.0416 | 0.0163 0.0185 0.0252 0.0158
MIPS 0.0214 0.0287 0.0176 0.0305 | 0.0156 0.0196 0.0213  0.0098

Table 3: F1 Scores on Variable Name Recovery.

00 o1 02 03 00 01 02 03
CodeLlama Llama2
x64 0.0109 0.0121 0.0049 0.0081 | 0.0159 0.0145 0.0095 0.0082
x86 0.0141  0.0220 0.0149 0.0145 | 0.0202 0.0256  0.0253  0.0273
ARM  0.0091 0.0120 0.0094 0.0054 | 0.0301 0.0387 0.0470  0.0220
MIPS 0.0108 0.0079 0.0043 0.0063 | 0.0357 0.0102 0.0132 0.0103

Table 4: F1 Scores on Variable Type Inference.

Evaluation Metrics. We report Precision, Recall, and F1 score
as our primary metrics to provide a comprehensive view of LLM
performance. While our framework also supports Area Under the
Curve (AUC) and Mean Average Precision (mAP), we omit them
from the primary discussion as they reflect similar performance
trends. The REBENCH architecture remains modular, allowing for
the integration of additional metrics as needed.

Evaluation Example. Figure 3 illustrates the performance of a
CodeLlama model when tasked with recovering the addition function
previously described in Figure 2.

o Type Inference: The model correctly identifies four out of
five type tokens, incorrectly inferring char instead of int for
TYPEZ2. This results in a type F1 score of 0.8.

¢ Function Name Recovery: The model achieves a perfect F1
score of 1.0, correctly identifying the high-level intent.

e Variable Name Recovery: The model infers count, index,
numl, and num2. While none are exact string matches for the
original numberl and number2, REBENCH utilizes Code-
WordNet to validate numl and num2 as semantically correct.
With two semantic matches out of four predicted variables, the
model achieves a Variable Name F1 score of 0.5.

4 Empirical Evaluation

Table 1 shows the total number of function and variable before
and after filtering process. It illustrates the comprehensiveness of
REBENCH, since it has more than millions of functions and variables
in general. Moreover, to demonstrate the utility of REBENCH, we
conduct an empirical study using the CodeLlama 13B and Llama2
13B models on two core reverse engineering tasks: name recovery
and type inference.

Experimental Setup. Due to the vast number of functions in our
dataset, we performed our evaluation on a randomly selected subset.

For each combination of processor architecture and optimization
level, we selected 2, 500 functions for testing and 10, 000 functions
for fine-tuning the model.

Results and Analysis. The performance of the model, measured
by F1 score, is summarized in Table 2, Table 3, and Table 4. Our
findings reveal several key insights:

o Task Complexity: Across all architectures and optimization
levels, F1 scores for name recovery were consistently higher than
those for type inference. This disparity underscores the inherent
difficulty of reconstructing precise C-type semantics compared
to inferring semantic labels.

o Performance Gaps: Both models exhibit a noticeable perfor-
mance gap when compared to specialized frameworks like RESYM
and SYMGEN. We attribute this to two primary factors, 1) The
cognitive load on the LLM when handling multiple, complex
tasks simultaneously, and 2) The need for more sophisticated
pre-processing of decompiled code to better expose low-level
semantic relationships to the model.

e Architectural Trend: As shown in the tables, performance
varies significantly across architectures, with x86 generally yield-
ing higher recovery rates than MIPS or ARM.

5 Discussion & Future Work

In this section, we discuss the current REBENCH and outline poten-
tial directions for future development.

Expanding the Scope of Tasks. While our current evaluation fo-
cuses on name recovery and type inference, binary analysis en-
compasses a much broader array of challenges. Future iterations
of REBENCH will integrate benchmarks for memory corruption
detection, control-flow integrity (CFI) analysis, and binary similarity
detection. By expanding the task set, we aim to provide a more
holistic view of LLM capabilities in security-critical contexts.

Model Generalization and Data Leakage. A common concern
in LLM-based studies is data leakage from the pre-training or fine-
tuning phases. We argue that the REBENCH pipeline significantly
mitigates this risk. By transforming source code through both de-
compilation and normalization, the resulting input format differs
substantially from the original source found in public repositories.
This makes it highly unlikely that the model relies on memorized
code during evaluation. Moreover, we plan to extend our analysis to
a wider variety of models to determine if these performance trends
are universal across different architectures.

Decompiler Dependencies and Limitations. REBENCH relies on
decompiler outputs for generating its universal representations. How-
ever, decompilers are inherently imperfect. We have observed in-
stances where tools like Ghidra introduce artifacts not present in
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the source, such as stack canaries, or omit vital type annotations.
These errors can propagate through the preprocessing stage and
affect symbol replacement. To improve robustness, we are investi-
gating “decompiler-agnostic” input formats and plan to incorporate
additional tools like IDA Pro and angr to identify which decompilers
are most “LLM-friendly”.

Advanced Deduplication and Maintenance. Current deduplication
in REBENCH relies on direct comparison of assembly and decom-
piled code. However, functions that are semantically identical can
appear different due to compiler optimizations or varying memory
addresses. We intend to implement more sophisticated, semantics-
driven deduplication techniques to further reduce the risk of data
leakage. Finally, to ensure the long-term utility of the benchmark, we
will maintain REBENCH with regular updates, including real-world
firmware and binaries subjected to advanced obfuscation.

6 Conclusion

In recent years, numerous reverse engineering approaches have been
proposed, leveraging techniques ranging from traditional machine
learning to modern LLMs. In particular, LLM-based methods often
rely on fine-tuning existing models for specialized tasks. However,
the field currently lacks a standardized benchmark for evaluating
both pre-trained and fine-tuned LLMs on reverse engineering tasks,
largely due to the absence of comprehensive datasets. To address
this gap, we introduce REBENCH, a large-scale benchmark dataset
comprising 96 projects compiled across multiple architectures and
optimization levels. REBENCH enables systematic measurement
of LLM performance on a variety of reverse engineering tasks. A
key feature of the benchmark is its transformation of executable
binaries into a universal, human-readable format, supported by a
knowledge base that preserves byte-level stack layout information.
Importantly, REBENCH does not oversimplify reverse engineering
challenges, ensuring that evaluation remains realistic and reflective
of real-world conditions. We evaluate two LLMs with REBENCH,
and it demonstrates the difficulties of LLM for given tasks.

7 Data Availability

The data normalization process can be reproduced using the provided
scripts, which include implementations for both Ghidra and IDA Pro.
The generated REBENCH dataset and the corresponding conversion
scripts will be publicly released to facilitate reproducibility and
future research.
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