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Abstract

Given the ubiquitous nature of Large Lan-
guage Models (LLMs) and its impressive ca-
pabilities, malicious uses of this technology
to generate harmful content have been ob-
served. Thus, to mitigate this serious security
risk LLMs pose, many researchers have pro-
posed two techniques for detecting synthetic
texts generated from LLMs - watermark and
automatic detection. The idea with watermark-
ing LLMs involves infusing generated content
with algorithmically-identifiable patterns dur-
ing generation. This makes accurate synthetic
text detection achievable with watermark de-
tection. While, for automatic detection, the
focus is on using statistical and linguistic cues
to reveal authorship of texts as human or LLM.
Currently, both types of synthetic text detectors
achieve state-of-the-art performance, however,
the better detector is still unknown. To ascer-
tain the better detection method, we evaluate
each method on their performance on both un-
perturbed and perturbed (i.e., adversarially ma-
nipulated texts) data. We perform a comprehen-
sive study across six different sizes of Qwen2.5
models, six watermark techniques and detec-
tors, two automatic detectors, three authorship
obfuscation methods for different levels of syn-
tactic changes, and two datasets of different
text lengths. Our results suggest that there is
no detector that consistently outperforms on all
scenarios. However, we observe that the (1) au-
tomatic detectors are better for short synthetic
text detection; and (2) watermark detectors per-
form better defending against the word-level
attack implemented.

1 Introduction

Synthetic Text generation has become a ubiqui-
tous activity with the advent of Large Language
Models (LLMs) such as ChatGPT. These models
are now able to generate high quality long coher-
ent texts that look almost indistinguishable from
human-written texts (Uchendu et al., 2023a; Lu-

Figure 1: Watermark detection vs. Automatic detection

cas et al., 2023). While, this capability creates
avenues for promising applications such as provid-
ing virtual assistants (Guan et al., 2023), software
development (Jin et al., 2025), Education assis-
tance (Chu et al., 2025) etc., the potential mali-
cious uses make LLMs (i.e., popular generators
of synthetic texts) a security risk (Uchendu et al.,
2023a). This is because LLMs can be used to cre-
ate authentic-looking human-like synthetic texts
for malicious uses like terrorism recruitment, toxic
and hate speech, mal-information, etc (Lucas et al.,
2023). Thus, to combat these obvious security risks,
it is imperative to accurately attribute authorship of
human-written vs. synthetic texts.

Therefore, in this study we explore ways to
achieve accurate attribution through synthetic text
detection. This will inform the decision for which
type of synthetic text detectors needs to be de-
ployed for a specific use case. Given the almost
indistinguishable nature of recent synthetic texts,
we explore two popular distinct approaches - Pre-
hoc which involve watermarking LLMs (during
generation) (Kirchenbauer et al., 2023), such that
accurate detection is guaranteed due to using a
forced schema during generation; and Post-hoc
which involves automatic detection using tools that
use statistical and linguistic features to determine
authorship of texts (Hans et al., 2024). While both
techniques have achieved state-of-the-art perfor-
mances, the better technique is still unknown, thus
we perform the first comprehensive study to the
best of our knowledge to ascertain the better tech-
nique. See Figure 1 for an illustration of the prob-
lem - watermark vs. automatic detection. Con-



sequently, we evaluate the performance of these
techniques on (1) detection of synthetic texts - both
short and long texts, and (2) robustness of the de-
tectors to authorship obfuscation techniques. Thus,
we investigate four Research Questions (RQs):

RQ1: What is the quality of the generated texts?
RQ2: How well does Watermark detection per-

form at synthetic text detection?
RQ3: How well does Automatic detection per-

form at synthetic text detection?
RQ4: Which detection method (i.e., watermark

vs. automatic) is more robust to Author-
ship obfuscation?

To answer these RQs, we evaluate on six LLMs
of different sizes from the Qwen2.5 model family -
1.5B, 3B, 7B, 14B, 32B, and 72B. Next, for RQ1,
we use both reference-free and reference-based
metrics to evaluate the quality of the generated texts
and the semantic and lexical alignment between wa-
termarked and unwatermarked texts. For RQ2, we
use six different watermarking techniques and for
RQ3, we use two types of automatic detectors -
deep learning-based and statistical-based. Lastly,
for RQ4, we employ three semantic-preserving
obfuscation techniques that perform changes at dif-
ferent syntactic levels - character-level, word-level,
and sentence-level to the synthetic texts.

Finally, in this study, we aim to ascertain which
is the better synthetic text detector - watermark vs.
automatic detector and in which scenarios does it
perform well.

2 Problem Definition

2.1 RQ1: Quality of Generated Texts
Before assessing the robustness of detection meth-
ods for synthetic texts, we must first evaluate the
quality of these generated texts. We use the follow-
ing types of metrics below:

• Reference-based metrics: First, we use
reference-based metrics to evaluate the simi-
larity between unwatermarked texts and wa-
termarked texts (generated by different water-
marking techniques). This will increase the
trustworthiness of the watermarked texts qual-
ity, as well as detectablity.

• Reference-free metrics: We use reference-
free metrics to evaluate the text quality of all
generated texts, to ensure the we are using
high quality generated texts for our experi-
ments.

2.2 RQ2: Watermark Detection

We define watermark, in the context of synthetic
text detection as a pattern in text that is hidden
to human naked eyes but algorithmically identifi-
able as machine-generated (Kirchenbauer et al.,
2023). By watermarking LLM-generated texts, we
can confidently detect these texts, generated using
the watermark schema, provided the key is known.
Detection of synthetic text is becoming difficult
and onerous to both detectors (Wang et al., 2024)
and humans (Uchendu et al., 2023b), thus water-
marking LLMs provides an avenue to perform de-
tection confidently. Thus, we aim to answer the
research question - How well does Watermarking
LLM perform in synthetic text detection? See Ta-
ble 1 for description of the six different watermark
techniques we use for our evaluation. Finally, we
use the MarkLLM framework1 (Pan et al., 2024) to
evaluate all the watermarkers.

2.3 RQ3: Automatic Detection

We define automatic detection, in the context of
synthetic text detection as the process of distin-
guishing LLM-generated texts from human-written
texts using statistical and linguistic analysis. Since,
watermarking is not yet a widely adopted technique
by LLM creators, we must rely on distinguishing
text authors using statistical and linguistic features
that reveal an authors writing style. Furthermore,
unlike watermark detectors, state-of-the-art auto-
matic detectors, aim to generalize to other LLMs,
while watermark detectors can only confidently de-
tect texts generated using its watermark schema.
Thus, we aim to answer the research question -
How well does Automatic detection work for syn-
thetic text detection? Using two different styles
of detectors - deep learning-based and statistical-
based, we compare two state-of-the-art automatic
detector techniques. For a fair comparison with the
watermark detector, we evaluate these automatic
detectors zero-shot style.

• MAGE (Li et al., 2024) is a deep learning-
based technique which uses longformer (Belt-
agy et al., 2020) as its backbone to train on
synthetic texts in-the-wild.

• Binoculars (Hans et al., 2024) is a statistical-
based technique which uses FALCON (Al-
mazrouei et al., 2023) LLM as its back-bone
to calculate the perplexity of texts and uses a

1https://github.com/THU-BPM/MarkLLM

https://github.com/THU-BPM/MarkLLM


Technique Description

KGW (Kirchenbauer et al., 2023) proposes a technique to randomly create green and red list of words, such that watermarked texts contains
words mostly from the green list.

UPV (Liu et al., 2024a) proposes an Unforgeable Publicly Verifiable (UPV) watermark algorithm using two neural network to perform the
watermarking and detection.

SWEET (Lee et al., 2024) proposes a Selective WatErmarking via Entropy Thresholding (SWEET) algorithm for code generation but can be
generalized to text generation as well.

EWD (Lu et al., 2024) proposes an Entropy-based Text Watermarking Detection (EWD) to improve watermarking and detection of
watermarked texts.

TS (Huo et al., 2024) proposes a Token-Specific (TS) watermarking technique that leverages a multi-objective optimization approach for
watermarking.

Unbiased (Hu et al., 2024) proposes an unbiased watermarking technique to mitigate the trade-off between watermarking robustness and
generation quality.

Table 1: Description of the six Watermark techniques we select for our study

threshold to distinguish synthetic and human-
written texts.

2.4 RQ4: Authorship Obfuscation
We aim to answer the research question - how well
do both detection techniques perform on semantic-
preserving adversarial perturbations? For a more
comprehensive evaluation, we use three semantic-
preserving adversarial attacks which make syntac-
tic changes in the character-level, word-level, and
sentence-level of the texts. See attacks:

• Homoglyph attack is a character-level attack
which replaces characters in texts with a differ-
ent alphabet unicode (e.g., Cyrillic → Latin).

• Misspelling attack is a word-level attack that
randomly replaces words in texts with their
popular misspelling in the English language
(e.g., their → thier).

• Paraphrasing attack is a sentence-level at-
tack that re-writes the entire text, changing the
authors style, while preserving the semantics.
We use Mistral zero-shot prompt (Alperin
et al., 2025), a state-of-the-art technique for
paraphrasing texts.

Technique Text
Prompt Provide a motivational quote about embracing

change
Unwater To embrace change is to embrace life
KGW A journey of a thousand miles begins with a single

step.
UPV A journey of a thousand miles begins with a single

step, as does the embrace of change.
SWEET Embrace change, for it is the only constant in life.
EWD The future belongs to those who believe in the

beauty of their dreams.-Eleanor Roosevelt
TS A change is as good as a rest.
UNBIASED A journey of a thousand miles begins with a single

step.

Table 2: Example texts of Motivational quotes produced
by different watermark techniques using Qwen2.5-3B.

3 Methodology

In order to understand how these synthetic text
detectors - watermark and automatic detection per-
form on different model sizes, we evaluate on six

model sizes in the Qwen2.5 LLM family - 1.5B,
3B, 7B, 14B, 32B, and 72B. By evaluating on mod-
els from the same family, we can mitigate for other
variables such as different training data and align-
ment techniques that may make the models perform
better or worse.

3.1 Data Description

We use two datasets to comprehensively study how
these detectors perform on different text lengths -
short-text and long-texts. For short-texts (i.e., <
100 words), we use a motivational quotes2 dataset
that contains prompts. We sampled a smaller sub-
set of the dataset, yielding 1066 samples. Also,
since we generate unwatermarked texts, as well as
watermarked texts from six watermark techniques,
each LLM size has 7× 1066 generations. See Ta-
ble 2 for examples of the short texts, generated
with Qwen2.5-3B for all six watermark techniques.
Next, we performed analysis on longer texts (i.e.,
> 450 words) using a fiction dataset3. We also
sampled a subset of the dataset, yielding 1035 sam-
ples. Also, since we generate unwatermarked texts,
as well as watermarked texts from six watermark
techniques, each LLM size has 7 × 1035 genera-
tions. See Table 5 in Appendix, for examples of the
long texts, generated with Qwen2.5-3B for all six
watermark techniques. This fiction dataset contains
instructions for the LLM to use while generating
texts. Additionally, see both Tables 6 and 7 in Ap-
pendix for the average word count and sentence
count for the generated short and long texts, respec-
tively.

2https://huggingface.co/datasets/asuender/
motivational-quotes

3https://huggingface.co/
datasets/Dans-DiscountModels/
RUCAIBox-Story-Generation-Alpaca

https://huggingface.co/datasets/asuender/motivational-quotes
https://huggingface.co/datasets/asuender/motivational-quotes
https://huggingface.co/datasets/Dans-DiscountModels/RUCAIBox-Story-Generation-Alpaca
https://huggingface.co/datasets/Dans-DiscountModels/RUCAIBox-Story-Generation-Alpaca
https://huggingface.co/datasets/Dans-DiscountModels/RUCAIBox-Story-Generation-Alpaca


3.2 Evaluation Metrics
3.2.1 Linguistic and Statistical Metrics.
We employ linguistic and statistical metrics to quan-
tify the quality of generated texts so that our detec-
tion results can be meaningful. Thus, we employ
both reference-based (i.e., requiring text pairs) and
reference-free (i.e., requiring a piece of text) met-
rics. See metrics below:

Reference-based Metrics

• BERTScore: Measures the semantic and lex-
ical similarity of text pairs. The score range
is [0,1], and close to 1 is ideal (Zhang et al.,
2019).

• Cosine Similarity: Measures the lexical sim-
ilarity of text pairs. The score range is [0,1],
and close to 1 is ideal.

• Levenshtein distance: Measures the edit dis-
tance between two texts - T1 and T2. It cal-
culates the number of edits required to make
T2 = T1. We calculate the word-based edit
distance. There is no range for the score and
close to 0 is ideal.

Reference-free Metrics.

• Entropy: Measures the information contained
in text. Typically high entropy means infor-
mative, however since the metric calculates
high information by measuring surprisal. In
our case high entropy means lower quality
of texts because generated texts typically fol-
low a specific distribution, maintaining low
surprisal.

• SMOG: Estimates the years of education of a
writer (Mc Laughlin, 1969).

• Flesch Kincaid Grade: Measures how easy it
is to read a text. Scores are in range [0, 100],
where lower score below 30 indicates diffi-
culty in reading (which indicates college-level
writing) (Flesch, 1948).

3.2.2 Performance Metrics
To calculate the performance of the detectors both
on unperturbed and perturbed data, we only use
Accuracy. More specifically we use per-class accu-
racy, meaning that we calculate the performance of
the model at detecting a specific class only.

4 Results

4.1 RQ1: Quality of Generated Texts
See Figures 2 & 3 for the plots of these metrics,
for short and long synthetic texts. First, we mea-

sure the lexical and semantic similarity between
watermarked and unwatermarked texts to ascer-
tain the quality of watermarked texts. Thus, we
use the reference-based metrics - BERTScore, co-
sine similarity, and Levenshtein distance. We ob-
serve consistent high scores (i.e., > 0.7) for both
BERTScore and cosine similarity, suggesting high
semantic and lexical similarity on all six models
and six watermarkers for both short and long texts.
Next, we observe some inconsistencies between
the model sizes for Levenshtein distance - first, for
short texts, the larger models - 14B, 32B, and 72B
have lower Levenshtein distance, with 1.5B, ex-
ceeding all models by a large margin. For long
texts, the pattern is different, such that the edit dis-
tances are closer together, although 1.5B and 14B
has a slightly larger edit distance than the other
model sizes.

Second, we measure the writing quality for each
generated texts. We use the reference-free metrics
- Entropy, SMOG, and Flesch Kincaid grade. For
short texts, we observe disparities in all these met-
rics. Entropy is mostly similar, with a very large
difference in UPV for the 1.5B model. SMOG
experiences some differences that are harder to in-
terpret but one that stands out is that UPV for 1.5B
has a lower score than other watermarkers, but has
a highest score for 7B and 72B. Next, the Flesch
Kincaid grade is lower for the larger models - 14B,
32B, and 72B. Finally, for long texts, we observe
more consistency in Entropy and SMOG, with UPV,
achieving the highest score for all models. Lastly,
for the Flesch Kincaid grade, UPV has the highest
score for all but the 14B model, where it achieves
the second highest.

4.2 RQ2: Watermark Detection
To answer the question of is this text, water-
marked?, we perform a binary classification of wa-
termarked and unwatermarked texts. See Figure
4. We observe that the detector performs better on
detecting watermarked texts for longer generations
than short. For short texts, the detectors performs
best on detecting only unwatermarked texts accu-
rately, achieving 100% accuracy and underperform
by large margins, the greatest being 14B, 32B, and
72B on detecting watermarked texts. We observe a
less than 10% accuracy for all watermark detectors,
except UPV on 1.5B and much lower on 3B and
7B. UPV has the best performing watermark de-
tector, achieving about 60% accuracy on 1.5B and
lower for the other models, but much higher than



(a) BERTscore (b) Cosine Sim. (c) Lev. distance

(d) Entropy (e) Smog (f) Flesch K. Grade

Figure 2: Short-text Reference-based (above) Reference-free (below) metrics for Short texts

(a) BERTscore (b) Cosine Sim. (c) Lev. distance

(d) Entropy (e) Smog (f) Flesch K. Grade

Figure 3: Reference-based (BERTScore, Cosine Similarity, Levenshtein distance) and Reference-free (Entropy,
Smog, Flesch Kincaid Grade) metrics for Long texts

the other watermark detectors. For long texts, we
observe over a 90% accuracy in both the watermark
and unwatermark detection, except a slightly less
performance of UPV on 7B, 14B, and 32B.

4.3 RQ3: Automatic Detection

To answer the question - is this text, synthetic?,
we perform a binary classification using state-of-
the-art zeroshot automatic synthetic text detectors.
Thus, we use Binoculars, a statistical-based tech-

nique, and MAGE, a deep learning-based tech-
nique. See results in Figure 5. We observe that
Binoculars achieves between 55-80% accuracy for
short texts, and 86-98% accuracy for long texts.
In addition, MAGE achieves between 86-98% ac-
curacy for short texts, and about 100% accuracy
for long texts. The detection accuracy are highest
on the 72B model for both short and long texts.
Additionally, for both short and long texts, unwa-
termarked and watermarked perform similarly in



(a) Short-text

(b) Long-text

Figure 4: Watermark Detector results for short and long
texts

detectability.

Watermark detector Automatic detector
Homg. Miss. Para. Homg. Miss. Para.

Unwater
KGW
UPV
SWEET
EWD
TS
UNBIASED

Table 3: Detection performance across watermark and
automatic detectors on Obfuscated texts. The columns
are the three attack techniques - Homg.: Homoglyph,
Miss.: Misspellings, and Para. Paraphrasing. Green =
strong detection (i.e., > 50%), red = under performance
(i.e., < 50%), light green/red = partial performance.

4.4 RQ4: Authorship Obfuscation

We employ semantic-preserving authorship obfus-
cation techniques that adversarially make changes
to the texts on different levels - character-level,
word-level, and sentence-level. See examples of
perturbed texts in Table 8 in Appendix and Table 3
for a summary of the obfuscation results. For the
detailed results, see Figure 6 in Appendix.

For the character-level attack, we use Homo-
glyph attack and observe a significant dip in perfor-
mance for all detectors, with only MAGE achiev-
ing the highest accuracy (i.e., 10-40%), while the

watermark detector maintains high accuracy for
only unwatermarked texts and TS watermarked
texts. Next, for the word-level attack, we use Mis-
spellings attack and observe that the watermark
detectors - KGW, EWD, SWEET, and TS are the
most robust to this attack as they maintain high
accuracy for almost all model sizes, except 72B.
TS has the best watermark detector on this attack,
while for the automatic detectors, Binoculars and
MAGE underperform on this attack. Finally, for
the sentence-level attack, we prompt Mistral to
paraphrase the texts, and observe that MAGE is the
most robust to this attack, maintaining high accu-
racy on all generated text types and model sizes.
The watermark detector, performs similarly on this
attack, as it did on the homoglyph attack.

5 Discussion

Watermark detection works better for unper-
turbed long texts. We observe from Figure 4
that watermark detection underperforms on short
texts, barely achieving up to 10% accuracy in de-
tecting its on generated texts. But achieves about
100% accuracy on detecting long texts. We believe
that this may occur because with longer texts, the
watermarker has more content to infuse with its
signature, which increases the likelihood for being
algorithmically-identifiable. Therefore, the results
suggest that watermark techniques are currently
suitable for longer texts and so should only be ap-
plied in long text contexts, such as essay writing.

Automatic detection works well on both unper-
turbed short and long texts. We observe from
Figures 5 that automatic detectors, Binoculars and
MAGE perform much better than watermark detec-
tors in detecting short texts. Although, MAGE per-
forms the best, achieving over 90% accuracy. Next,
for the long texts context, Binoculars performed
decently, while MAGE maintained the same high
performance, suggesting that MAGE performs well
on both contexts. Thus, MAGE is the better auto-
matic detector, achieving over 90% accuracy for
all unwatermarked and watermarked texts. This
could suggest that MAGE, a deep learning model
that trains on synthetic text in the wild, forces the
model to generalize better than Binoculars, a statis-
tical technique.

The character-level - Homoglyph attack is the
most robust attack. According to Table 3 both
watermark and automatic detectors are highly sus-



(a) Binoculars - Short-text (b) MAGE - Short-text

(c) Binoculars - long-text (d) MAGE - long-text

Figure 5: Automatic detection results using Binoculars and MAGE for both short (above) and long (below) texts

ceptible to this attack. For watermark detection,
only the unwatermarked and TS watermarked texts
are robust to this attack. However, from Table 4, we
understand that TS is robust to this attack because
it typically detects both watermarked and unwater-
marked texts as watermarked. Also, for automatic
detection, this attack was able to successfully ob-
fuscate authorship, causing the detectors to mis-
classify the synthetic texts as human-written. Thus,
using this simple attack, we reveal how brittle both
detector types are to this type of character-level
attack.

Watermark and Automatic Detectors are robust
to different types of attacks. While, both detec-
tors are susceptible to the character-level attack, we
observe from Table 3 that these detectors are ro-
bust to different attacks. The watermark detectors
are robust to the word-level attack - Misspellings
attack, were KGW, SWEET, EWD, and TS main-
tained high accuracies, while automatic detectors
underperformed. However, only one automatic de-
tector - MAGE is robust to the sentence-level attack
- Paraphrasing, maintaining accuracy above 90%.
This suggest that each synthetic text detector has
utility as they are robust to different attacks.

No one size fits all for all model sizes and de-
tectors. Based on the performance of both types
of synthetic text detectors on unperturbed and per-

turbed synthetic texts, we conclude that there is
no best detector for all scenarios. In addition, we
found that no model size was more or less easily de-
tectable by all detectors. Therefore, detector users
must evaluate the constraints of their scenarios be-
fore choosing a suitable detector for their use case.
For instance, while the homoglyph attack was ro-
bust, it is also easy to defend against using a simple
text editing tool. Therefore, detectors vulnerable to
this attack can be deployed in scenarios where text
editing tools are automatically embedded.

6 Conclusion

We set out to answer the question of which is the
better synthetic text detector - watermark or auto-
matic detector? To comprehensively study this
problem, we evaluate across different variables.
The results suggest that since no detector consis-
tently outperformed on all constraints, the answer
as to which is the better detector is more nuanced.
Thus, since the detectors are sensitive to different
text lengths and obfuscation strategies, these need
to be considered before selecting and deploying a
synthetic text detector.

Limitations

• Data: Although, we used two different
datasets of different text lengths, we believe
that our study could have also benefited from



many text lengths as well as domains. Espe-
cially, since our results suggest that the water-
mark detector is sensitive to text lengths.

• LLM architecture: We use six different
model sizes in the same model family to mit-
igate for results being affected by different
training strategies and dataset. However, our
study could have benefited from comparing to
other LLM families to observe consistent or
inconsistent themes. For instance, comparing
to different models sizes in the LLaMA-3.3
family.

• Different types of Watermarkers: Although,
we compared six watermarkers, where most
techniques are introduced during logit gener-
ation. It could be beneficial to select several
watermark techniques across the three differ-
ent strategies - during logit generation, token
sampling, and during LLM training. By com-
paring these strategies, we can ascertain the
best types of watermarkers.

• More Obfuscators under each type: Our
study could have also benefited from selecting
multiple obfuscation techniques per type, such
that each of the three types of obfuscation will
have, perhaps three techniques. This will help
us draw stronger conclusion as to whether wa-
termark detectors are robust to all word-level
attacks or specifically, the misspellings attack.

• Dialects and Languages: We only focus on
standard English for our study, however, it
will be beneficial to observe the performance
of these detectors and obfuscators on other
English dialects. Furthermore, we can explore
different languages and their variants as well.

Ethical Statement

The proliferation of LLMs, has led to increased
deployment of cyber crimes augmented by LLMs.
For this study, we are specifically motivated by
malicious text generations using LLMs. To miti-
gate this problem, many researchers have proposed
techniques that largely fall under two methods - wa-
termark detection and automatic detection. While,
both perform well on synthetic text detection, it is
still uncertain which detection type is better. There-
fore, we perform a comprehensive study across
several variables to answer this question. While,
we understand that our results could be leveraged

by malicious actors to improve their attack designs
and vectors, we believe that benefits outweighs the
risks as we found novel results that could benefit
the deployment of these detectors. Finally, we do
not build new detectors but evaluate the robustness
of existing ones.
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A Related Work

A.1 Automatic detection for Synthetic Texts
Since the advent of current LLMs, we now have to
grapple with the authenticity of information found
online. To mitigate this issue, researchers have
proposed synthetic text detection (Uchendu et al.,
2023a; Wu et al., 2025) to ascertain authenticity by
performing authorship attribution of texts. There
are two ways to perform this task - binary classi-
fication (Macko et al., 2023; Wang et al., 2024),
where the labels are human & machine; and multi-
class classification (Uchendu et al., 2020; La Cava
et al., 2024), where the labels are human and all
LLM generators in the dataset. Binary classifi-
cation is the more popular approach (Uchendu
et al., 2023a). Furthermore, these techniques can
be divided into deep learning-based (Li et al.,
2024), statistical-based (Venkatraman et al., 2024),
stylometric-based (Opara, 2025), Ensemble-based
(Uchendu et al., 2024), and more recently API-
accessible techniques such as GPTZero (Adam
et al., 2026)4. Each technique has its pros and
cons, and none consistently outperforms all others
across every scenario (Macko et al., 2023).

A.2 Watermarking LLMs
Since, LLM-generated texts are becoming almost
indistinguishable from human-written texts, re-
searchers have proposed watermarking these gener-
ated texts during generation, such that if the water-
mark key is known, accurate synthetic text detec-
tion can be achieved. Thus, according to (Liu et al.,
2024b), there are different watermark techniques
based on when it is introduced during training - dur-
ing logit generation (Kirchenbauer et al., 2023; Lee
et al., 2024), during token sampling (Christ et al.,
2024), and during LLM training (Gu et al., 2024).
However, the more popular approach is the water-
marking during logit generation, thus we study this
approach in more detail.

A.3 Authorship Obfuscation of Synthetic
Texts

Building an accurate synthetic text detector is no
longer enough, we must also ascertain how ro-
bust they are to authorship obfuscation techniques.
These techniques aim to adversarially perturb the
texts, such that semantics are preserved but the
author’s writing style is stripped (Uchendu et al.,
2023a). As this is a young field, there are many

4https://gptzero.me/

categories (Crothers et al., 2022), however, for this
study, we aligned more with categorization for mak-
ing syntactic changes at different levels of texts -
character-level, word-level, and sentence-level at-
tacks. Thus, for character-level attacks, there are
homoglyph attack (Wolff and Wolff, 2020), sin-
gle space attack (Cai and Cui, 2023), etc.; for
word-level, there are misspellings (Wolff and Wolff,
2020), synonym swapping (Li et al., 2020), etc.;
and for sentence-level, there are paraphrasing (Kr-
ishna et al., 2023), and backtranslation (He et al.,
2024).

Additionally, many researchers have evaluated
how well these synthetic texts detectors - water-
mark (Guo et al., 2025; Liang et al., 2025) and au-
tomatic (Macko et al., 2024) perform on obfuscated
synthetic texts. Finally, since the better technique
is still unknown, we comprehensively compared
the two techniques to answer the question of which
technique is better.

B Methodology

B.1 Data Creation
Using the MarkLLM framework (Pan et al., 2024),
we prompt each of the six Qwen2.5 model sizes
to generate unwatermarked texts and watermarked
texts generated by six different techniques - KGW,
UPV, SWEET, EWD, TS, and UNBIASED. For
short-texts (i.e., < 100 words), we use a motiva-
tional quotes dataset5 that contains prompts. We
sampled a smaller subset of the dataset, yielding
1066 samples. Additionally, for longer texts (i.e.,
> 450 words), we use a fiction writing dataset6.
We also sampled a subset of the dataset, yielding
1035 samples.

PROMPT FOR GENERATING MOTIVATIONAL
QUOTES (I.E., SHORT TEXTS). Using this
prompt - {prompt_from_data} generate a {motiva-
tional_quote}. Do not include emojis .

PROMPT FOR GENERATING FICTIONAL STORY
(I.E., LONG TEXTS). Using this instruction - {in-
struction_from_data} generate a {fictional_story}
about {fictional_topic}. Do not include emojis .

Since the original datasets for both short and
long texts, contained prompts and instructions for

5https://huggingface.co/datasets/asuender/
motivational-quotes

6https://huggingface.co/
datasets/Dans-DiscountModels/
RUCAIBox-Story-Generation-Alpaca
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the LLMs to follow, we use the following prompt
structures above for generation. Additionally, we
use the default hyperparameters recommended by
the MarkLLM framework generation, but change
the min and max length of texts to fit with text
length. For short texts, we used the default, but for
long texts we set min and max lengths to 500 and
700, respectively.

Next. for short texts we generated 1066 sam-
ples for each method. Since each model size had
unwatermarked generations and six watermarked
generations, this yielded 7× 1066 = 7462 genera-
tions per LLM. Thus, for the six LLMs, we have
6× 7× 1066 = 44, 772 generations for our short-
text dataset. See Table 2 for examples of the short
texts, generated with Qwen2.5-3B for all six wa-
termark techniques. Additionally, for long texts,
we generated 1035 samples for each method. Sim-
ilarly, since each model size had unwatermarked
generations and six watermarked generations, this
yielded 7 × 1035 = 7245 generations per LLM.
Thus, for the six LLMs, we have 6 × 7 × 1035 =
43, 470 generations for our long-text dataset. See
Table 5 for examples of the long texts, generated
with Qwen2.5-3B for all six watermark techniques.

Finally, see Tables 6 and 7 (in Appendix) for
the average word count and sentence count for the
generated short and long texts, respectively.

3B 7B 14B AVG
KGW 0.9981 0.9961 0.9903 0.9948
UPV 1 0.9971 1 0.999
SWEET 1 1 1 1
EWD 1 1 1 1
TS 0 0 0 0
UNBIASED 1 1 1 1
AVG 0.833 0.8322 0.8317

Table 4: Results on the evaluation for assessing how
Watermark techniques perform in detecting Unwater-
marked texts for Qwen2.5 models - 3B, 7B and 14B.
Based on these results, we select UNBIASED water-
mark detector of all analysis.

B.2 Selection of Unwatermarked text detector

Each watermark detector is trained to be able to de-
tect its synthetic texts watermarked with its method.
Therefore, it should also be able to detect texts, that
do not use its own watermark schema. However,
we observe that watermark detectors do not per-
form similarly on the task of accurately classifying
an unwatermarked texts. Thus, we performed a
small analysis on each watermark detector’s perfor-
mance on detecting unwatermarked texts (for long

texts). See Table 4 for results. Finally, since there
are several accurate detectors - SWEET, EWD, and
UNBIASED, we select one of them - the UNBI-
ASED watermark detector for the detecting the
unwatermarked texts, through out this study.

C Authorship Obfuscation of Synthetic
Texts

We use three semantic-preserving obfuscation tech-
niques to make syntactic changes to our generated
texts to observe how robust they are to these real-
istic attacks. Thus, we employed attacks to makes
changes to the texts are the character-level (i.e.,
Homoglyph attack), word-level (i.e., Misspellings
attack), and sentence-level (i.e., Paraphrasing at-
tack). See examples of these syntactic changes in
Table 8. Additionally, see Figure 6 for the accuracy
of each detector performance on the obfuscated
generated texts for all the model sizes.



Technique Text
Prompt Produce a short story that evolves from the given idea text
Unwater Once upon a time, in a small town nestled between rolling hills and dense forests, there lived a young man

named Alex. Despite his fear of the unknown, Alex had always dreamed of embarking on a new adventure.
. . .

KGW In a small town nestled among rolling hills, Alex stood nervously outside the trucking school. His heart
pounded with fear as he contemplated his future. The prospect of starting anew in a different career loomed
large. . . .

UPV In a small town nestled between rolling hills, Alex had always felt like he was treading water, unsure of
what path to take in his life. The weight of his indecision was heavy, like carrying an invisible burden that
threatened to crush him. . . .

SWEET In the heart of Texas, there lived a man named Alex, who felt an inexplicable pull towards the open road
and its unpredictable adventures. He had been living a sedentary life in his hometown, surrounded by the
familiar faces of his family and friends. . . .

EWD At first, it seemed too risky. My fear made me hesitate, and when I tried to take the CDL test, I failed. It felt
like the world was closing in on me. . . .

TS Once upon a time, in a small town nestled between rolling hills and dense forests, I found myself at a
crossroads. The routine of daily life had become monotonous, and despite my initial reluctance, I was
compelled to venture out into the unknown. . . .

UNBIASED Once upon a time, in a small town nestled between rolling hills and dense forests, there lived a young man
named Alex. . . .

Table 5: Example texts of Fictional stories produced under different watermark techniques using Qwen2.5-3B.

LLMs Unwater KGW UPV SWEET EWD TS Unbiased
Qwen2.5-1.5B 33.05 (47.05) 44.42 (70) 76.36 (92.03) 37.86 (56.95) 38.12 (55.98) 25.3 (32.88) 32.64 (48.53)

Qwen2.5-3B 17.35 (6.402) 16.59 (6.515) 17.5 (5.44) 17.42 (6.324) 17.19 (6.758) 18.15 (6.15) 16.88 (6.294)

Qwen2.5-7B 25.03 (25.03) 29.13 (16.96) 17.04 (9.744) 26.07 (19.34) 24.28 (16.5) 26.31 (28.27) 20.58 (13.86)

Qwen2.5-14B 14.61 (4.471) 13.56 (4.344) 14.59 (4.373) 14.1 (4.124) 14.15 (4.11) 16.08 (5.381) 15.22 (5.155)

Qwen2.5-32B 15.02 (4.732) 16.28 (10.71) 16.27 (5.138) 15.46 (4.56) 15.34 (4.66) 15.14 (4.798) 16.2 (5.048)

Qwen2.5-72B 17.22 (4.994) 18.81 (7.343) 16.8 (4.704) 17.05 (4.682) 17.16 (4.728) 17.55 (4.665) 17.01 (5.119)

LLMs Unwater KGW UPV SWEET EWD TS Unbiased
Qwen2.5-1.5B 516.9 (85) 571.6 (46.09) 497 (87.8) 569.5 (43.95) 568.2 (51.86) 560.7 (62.36) 523.2 (80.84)

Qwen2.5-3B 467.5 (81.5) 528.3 (81.97) 451.6 (82.21) 519.7 (83.61) 527.2 (80.54) 494.3 (87.17) 474.8 (84.68)

Qwen2.5-7B 506.6 (91.26) 562.4 (51.3) 485.8 (86.38) 558.7 (65.82) 561.5 (64.15) 530 (77.35) 513.3 (86.17)

Qwen2.5-14B 537.6 (105.2) 573 (42.59) 507.4 (96.67) 571.4 (45.58) 575.9 (34.03) 564.7 (63.15) 542.7 (94.08)

Qwen2.5-32B 465.4 (89.56) 523.4 (74.39) 433.4 (73.75) 504.8 (83.27) 518 (78.95) 473.3 (83.27) 465.5 (82.32)

Qwen2.5-72B 470 (77.84) 494.4 (76.82) 462 (76.71) 465.4 (75.71) 472.1 (78.71) 473.74 (75.54) 471 (77.52)

Table 6: Summary Statistics – Avg. word count (std) for short-texts (above) long-texts (below)

LLMs Unwater KGW UPV SWEET EWD TS Unbiased
Qwen2.5-1.5B 2.29 (2.933) 2.87 (4.354) 4.576 (5.661) 2.526 (3.518) 2.542 (3.566) 1.82 (2.193) 2.2 (3.012)

Qwen2.5-3B 1.184 (0.4353) 1.180 (0.4103) 1.068 (0.2563) 1.324 (0.5558) 1.344 (0.5536) 1.171 (0.3981) 1.158 (0.3996)

Qwen2.5-7B 1.617 (1.317) 1.902 (1.092) 1.157 (0.4572) 1.773 (1.792) 1.602 (0.976) 1.722 (1.528) 1.452 (0.8856)

Qwen2.5-14B 1.046 (0.2387) 1.013 (0.1138) 1.019 (0.1667) 1.029 (0.1891) 1.032 (0.1757) 1.133 (0.4053) 3.036 (1.6552)

Qwen2.5-32B 1.068 (0.2725) 1.115 (0.5003) 1.071 (0.3041) 1.086 (0.2808) 1.08 (0.2844) 1.114 (0.3401) 1.19 (0.4581)

Qwen2.5-72B 1.17 (0.3829) 1.232 (0.4561) 1.146 (0.3665) 1.159 (0.3737) 1.2 (0.4045) 1.205 (0.4132) 1.151 (0.3659)

LLMs Unwater KGW UPV SWEET EWD TS Unbiased
Qwen2.5-1.5B 33.6 (8.917) 35.27 (6.616) 27.11 (8.733) 35.79 (6.466) 35.87 (7.025) 36.13 (8.255) 32.81 (8.398)

Qwen2.5-3B 30.34 (10.05) 30.84 (8.804) 24.76 (8.576) 33.52 (12.16) 33.46 (10.81) 31.15 (11.05) 29.89 (10.8)

Qwen2.5-7B 33.18 (20.41) 32.79 (9.837) 25.72 (9.223) 34.06 (14.63) 33.39 (15.21) 31.16 (9.161) 31.85 (14.86)

Qwen2.5-14B 33.07 (10.4) 34.94 (6.619) 25.59 (6.691) 35.88 (6.514) 33.83 (6.861) 33.83 (6.861) 32.16 (9.718)

Qwen2.5-32B 27.42 (11.53) 30.68 (7.981) 22.25 (6.028) 30.5 (10.24) 30.49 (8.517) 28 (7.462) 27.98 (10.1)

Qwen2.5-72B 31.88 (16.23) 33.4 (13.6) 29.39 (9.439) 33.86 (22.68) 32.35 (15.95) 31.78 (12) 32.16 (15.81)

Table 7: Summary Statistics – Avg. sentence count (std) for short-texts (above) long-texts (below)



Technique Text
KGW (clean text) In a small town nestled among rolling hills, Alex stood nervously outside the trucking school. His heart

pounded with fear as he contemplated his future. The prospect of starting anew in a different career
loomed large. . . .

Homoglyph attack In a small town nestled among rolling hills, Alex stood nervously oustide the trucking school. His heart
pounded with fear as he contemplated his future. The prospect of starting anew in a different career
loomed large.

Misspellings attack In a small twon nestled amoung rolling hills, Alex stood nervously outside ther trucking school. His
heart pounded with fear as he contemplated his future. Tihe prospect of starting anew in a different
carreer loomed larg.

Paraphrasing attack In a tranquil hamlet encircled by verdant hills, an individual named Alex, filled with apprehension, stood
before a truck driving school. His heart thundered with anxiety as he pondered his future.

Table 8: Examples of adversarial text perturbations applied to KGW-generated text.

(a) Homoglyph (b) Misspelling attack (c) Paraphrasing attack

(d) Homoglyph (e) Misspelling attack (f) Paraphrasing attack

(g) Homoglyph (h) Misspelling attack (i) Paraphrasing attack

Figure 6: Obfuscation results for Watermark detector (first-row), Binoculars (second-row), and MAGE (third-row)
detector
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