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ABSTRACT

In real scenarios, state observations that an agent observes may contain measure-
ment errors or adversarial noises, misleading the agent to take suboptimal actions
or even collapse while training. In this paper, we study the training robustness
of distributional Reinforcement Learning (RL), a class of state-of-the-art meth-
ods that estimate the whole distribution, as opposed to only the expectation, of
the total return. Firstly, we propose State-Noisy Markov Decision Process (SN-
MDP) in the tabular case to incorporate both random and adversarial state ob-
servation noises, in which the contraction of both expectation-based and distribu-
tional Bellman operators is derived. Beyond SN-MDP with the function approx-
imation, we firstly analyze the vulnerability of least squared loss in expectation-
based RL, and by contrast theoretically characterize the bounded gradient norm
of histogram-based distributional loss, accounting for the better training robust-
ness of distribution RL. Finally, extensive experiments on the suite of games show
that in SN-MDP-like setting both expectation-based and distributional RL can
converge albeit corresponding to different levels under various state observation
noises. However, distributional RL can enjoys better training robustness in the
more complicated noisy state observation settings compared with its expectation-
based counterpart.

1 INTRODUCTION

Learning robust and high-performance policies for continuous state-action reinforcement learn-
ing (RL) domains is crucial to enable the successful adoption of deep RL in robotics, autonomy,
and control problems. However, recent works have demonstrated that deep RL algorithms are vul-
nerable either to model uncertainties or external disturbances (Huang et al.l [2017} [Pattanaik et al.,
2017; [llahi et al., |2020; (Chen et al.| 2019; [Zhang et al., [2020; [Shen et al.l |2020; |Singh et al., 2020;
Guan et al.}[2020). Particularly, model uncertainties normally occur in a noisy reinforcement learn-
ing environment where the agent often encounters systematic or stochastic measurement errors on
state observations, such as the inexact locations and velocity obtained from the equipped sensors of a
robot. On the other hand, external disturbances are normally adversarial in nature. For instance, the
adversary can construct adversarial perturbations on state observations to degrade the performance
of deep RL algorithms. These two factors lead to noisy state observations that influence the perfor-
mance of algorithms, precluding the success of reinforcement learning in real-world applications.

Existing works mainly focus on improving the robustness of algorithms in the fest environment with
noisy state observations. Smooth Regularized Reinforcement Learning (Shen et al., [2020) intro-
duced a regularization to enforce smoothness in the learned policy, and thus improved its robustness
against measurement errors in the test environment. Similarly, the State-Adversarial Markov de-
cision process (SA-MDP) (Zhang et al. |2020) was proposed and the resulting principled policy
regularization enhances the adversarial robustness of various kinds of RL algorithms against adver-
sarial noisy state observations. However, both of these works assumed that the agent can access
clean state observations during training, which is normally not feasible when the environment is in-
herently noisy, such as unavoidable measurement errors. Thus, the maintenance and formal analysis
of policies robust to noisy state observations during training is a worthwhile area of research.
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On the other hand, recent distributional reinforcement learning algorithms, including C51 (Belle-
mare et al., 2017, Quantile-Regression DQN (QRDQN) (Dabney et al., [2018b), Implicit Quantile
Networks (Dabney et al., 2018a) and Moment-Matching DQN (MMD) (Nguyen et al., 2020), con-
stantly set new records in Atari games, gaining huge attention in the research community. However,
existing literature mainly focuses on the performance of algorithms, other benefits, including the
robustness in the noisy environment, of distributional RL algorithms are less studied. As distribu-
tional RL can leverage additional information about distribution that captures the uncertainty of the
environment more accurately, it is natural to expect that distributional RL with this better represen-
tation capability can be less vulnerable to the noisy environment while training, which motivates our
research.

In this paper, we investigate the robustness of distributional RL against various kinds of state ob-
servation noises encountered during training. Firstly, we propose a general State-Noisy MDP in the
tabular setting, in which we prove the convergence of distributional Bellman operator. We further
extend SN-MDP to the function approximation case by considering more complex noisy state ob-
servations. Notably, we analyze the vulnerability of classical RL and in contrast characterize the
Lipschitz continuity blessing resulting from the Histogram distributional loss in distributional RL,
which leads to a bounded gradient norm. This better behaved gradient mitigates the impact of noisy
states on the objective function, accounting for the less vulnerability of distributional RL while
training. Finally, extensive experiments demonstrate that both expectation-based and distributional
RL algorithms can converge in SN-MDP-like settings. More importantly, distributional RL algo-
rithms tend to achieve better robust performance in the presence of more complex state observation
noises compared with its expectation-based counterpart that may even diverge in some cases. These
empirical results in Section [5] echo our previous theoretical results in both Section [3|and ] Over-
all, the training robustness advantage of distributional RL algorithms we revealed facilitates their
deployment especially in the noisy environment.

2 BACKGROUND

2.1 DISTRIBUTIONAL REINFORCEMENT LEARNING

In the tabular setting without noisy states, the agent’s interaction with its environment can be nat-
urally modeled as a standard Markov Decision Process (MDP), a 5-tuple (S, A, R, P,~). S and A
are the state and action spaces, P : S x A x § — [0, 1] is the environment transition dynamics,
R:S8 x Ax S — Ris the reward function and -y € (0, 1) is the discount factor.

Value Function vs Value Distribution. Firstly, we denote the refurn where s; = s as Z7(s) =
>oreo ¥*ri4 k41, representing the cumulative rewards following a policy 7, and 7,4 441 is reward
scalar obtained in the step ¢t + k£ + 1. In the algorithm design, traditional expectation-based RL
normally focuses on value function V™ (s), the expectation of the random variable Z7(s):

Y A rernr s = 5] : (1)

k=0
In contrast, in the distributional RL setting, we focus on the value distribution, the full distribution of
Z™(s), and the state-action value distribution Z™ (s, a) in the control problem where s; = s, a; = a.
Both of these distributions can better capture the uncertainty of returns in the MDP beyond just its
expectation (Dabney et al., 2018aj;[Mavrin et al., 2019).

VT(s):=E[Z"(s)]=E

Distributional Bellman Operator. In expectation-based RL, we update the value function via
the Bellman operator 77, while in distributional RL, the updating is on the value distribution via
the distributional Bellman operator T". To derive ¥™, we firstly define the transition operator
P Z— Z:

P Z(s,a) 2 Z (S, A'),S ~ P(|s,a), A ~x(-|S), 2

. . D. ..
where we use capital letters S’ and A’ to emphasize the random nature of both, and := indicates
convergence in distribution. For simplicity, we denote Z™ (s, a) by Z(s, a). Thus, the distributional
Bellman operator €7 is defined as:

T"Z(s,a) 2 R(s,a,8") +vyP"Z(s,a). 3)
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More importantly, €7 is still a contraction for policy evaluation under the maximal form of the
Wasserstein metric d;, over the true and parametric value distributions (Bellemare et al., 2017; [Dab-
ney et al., 2018b)), where the p-Wasserstein metric d), is defined as

dy = ( /0 1 |F7 (w) — Fz‘el(cu)\pdw)l/p, &)

which minimizes the distance between the true value distribution Z* and the parametric distribution
Zy. F~1 is the inverse cumulative distribution function of a random variable with the cumulative
distribution function as F'. In the control setting, the distributional analogue of the Bellman opti-
mality operator converges to the set of optimal value distributions, although it is in a weak sense and
requires more involved arguments (Dabney et al.l 2018b).

2.2 Two KINDS OF NOISY STATE OBSERVATIONS

We investigate both random and adversarial training robustness, i.e., the performance of RL algo-
rithms under these two types of noisy state observations, between the expectation-based and distri-
butional RL algorithms. We consider continuous state observations with continuous noises. In the
random noisy state case, we apply Gaussian noises with mean 0 and different standard deviations to
state features to simulate the measurement error stemming from various sources.

In the adversarial state perturbation setting, we construct white-box adversarial perturbations on state
observations for the current policy during training, following the strategy proposed in (Huang et al.,
2017} [Pattanaik et al.,|2017) that leveraged the gradient information of an engineered loss function.
In particular, we denote a’, as the “worst” action, with the lowest probability from the current policy
m¢(a|s) in the training step ¢. Thus, the optimal adversarial perturbation 7, constrained in an e-ball,
can be derived by minimizing the objective function J:

n
minJ (s + 1, m) = = > _ pilogmi(ailse + ), s-t.|lnfl <, %)
i=1

where p§ = 1 if ¢ corresponds to the index of the least-chosen action, i.e. the w-th index in the
vector a, otherwise p! = 0. In other words, we construct a target one-hot action p* with 1 assigned
to the index of the least-chosen action. Through this minimization in the form of the cross entropy
loss, we can construct the state perturbations 7; that can force the policy to choose the least-chosen
action a‘, in each ¢ step.

3 TABULAR CASE: STATE-NOISY MARKOV DECISION PROCESS

In this section, we extend State-Adversarial MDP (Zhang et al., 2020) to a more general State-
Noisy Markov Decision Process (SN-MDP), and particularly provide a proof of the convergence
and contraction of distributional Bellman operator in this setting.

3.1 DEFINITIONS

As shown in Figure I SN-MDP is a 6-tuple (S, A, R, P,~, N), where the noise generating mecha-
nism N (-|s) maps the state from s to v(s) using either random or adversarial noise with the Marko-

v(s¢)

ag~1(- [v(se))

Environment

St+1

Figure 1: State-Noisy Markov Decision Process where v(s;) is perturbed by the noise mechanism
N.
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vian and stationary probability N (v(s)|s). It is worthwhile to note that the explicit definition of
the noise mechanism NN here is based on discrete state transitions, but the analysis can be naturally
extended to the continuous case if we let the state space go to infinity. Moreover, let B(s) be the set
that contains the allowed noise space for the noise generating mechanism N, i.e., v(s) € B(s).

Following the setting in (Zhang et al.l [2020), we only manipulate state observations but do not
change the underlying environment transition dynamics based on s or the agent’s actions directly. As
such, our SN-MDP is more suitable to model the random measurement error, e.g., sensor errors and
equipment inaccuracies, and adversarial state observation perturbations in safety-critical scenarios.

3.2 ANALYSIS OF SN-MDP FOR EXPECTATION-BASED RL

We define the value function Vyox given 7 in SN-MDP. The Bellman Equations are given by:

Vron(5) = 30 30 Nw(s)ls)n(alv(s) 3 p(s'1s,a) - [R(s,a,8) +1Veon(s)] - ()

a wv(s)

The random noise transits s into v(s) with a certain probability and the adversarial noise is the
special case of N (v(s)|s) where N (v*(s)|s) = 1if v*(s) is the optimal adversarial noisy state given
s, and N(v(s)|s) = O otherwise. We denote Bellman operators under random noise mechanism
N7 (-|s) and adversarial noise mechanism N*(-|s) as 7,™ and 7., respectively. This implies that
T Veon = Veonr and T Viony = Vion+. We extend Theorem 1 in (Zhang et al., 2020) to both
random and adversarial noise scenario, and immediately obtain that both 7, and 7" are contraction
operators in SN-MDP. We explain this in Theorem [3|of Appendix [A]

The pivotal conclusion from Theorem is 7] Vzon = miny Vyon. This implies that the adversary
attempts to minimize the value function, forcing the agent to select the worse-case action among the
allowed transition probability space N (-|s) for each state s. The main proof idea is that Bellman
updates in SN-MDP result in the convergence to the value function for another “merged” policy 7’
where 7'(als) = 3_, ;) N(v(s)|s)m(alv(s)). The value function for the merged policy might ba far
away from that for the original policy m, which tends to worsen the performance of RL algorithms.

3.3 ANALYSIS OF SN-MDP IN DISTRIBUTIONAL RL

In the SN-MDP setting for distributional RL, the new distributional Bellman equations use new
transition operators in place of P™ in Eq.[2} The new transition operators P and P7, for the
random and adversarial settings, are defined as:

PrZn(s,a) 2 Zne (S, A), A ~ x(-|V(S")),and PT Zy (s,a) 2 Zn (S, A'), A" ~ 7(-|V*(5")),

)
where V(S") ~ N7(-|S’) is the state random variable after the transition, and V*(S’) is attained
from N*(-]S’) under the optimal adversary. Besides, S’ ~ P(:|s,a). Thus, the corresponding new
distributional Bellman operators €7 and ‘T, are:

T Zn(s,a) 2 R(s,a,S") +vYPIZn(s,a),and T Zn(s,a) 2 R(s,a,5") +~vPIZn(s,a).

®)
In this sense, four sources of randomness define the new compound distribution in the SN-MDP: (1)
randomness of reward, (2) randomness in the new environment transition dynamics P or P7 that
additionally includes (3) the stochasticity of the noisy transition N, and (4) the random next-state
value distribution Z(S’, A"). Besides, the premise of the robustness of distributional RL against
noisy state observations lies in the convergence of the new derived distribution Bellman Operators
in SN-MDP setting. We proved this convergence and contraction for policy evaluation in Theorem[I]

Theorem 1. (Convergence and Contraction of Distributional Bellman operators in the SN-MDP)
Given a policy w, we define the distributional Bellman operators T and X7 in Eq.|[8} and consider
the Wasserstein metric dp, the following results hold.

(1) T is a contraction under the maximal form of d,,.

(2) X7 is also a contraction under the maximal form of dy, following the greedy adversarial rule,
ie, N*(+|s") = argminy ., E[Z(s',a")] where a’ ~ w(:|V(s")) and V (") ~ N(:|s').
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We provide the proof in Appendix[B] The convergence of distributional Bellman operators in the SN-
MDP is one of our main contributions. This result allows us to deploy distributional reinforcement
learning algorithms comfortably even in settings with noisy state observations.

4 FUNCTION APPROXIMATION CASE: NOISY SETTINGS BEYOND SN-MDP

In real scenarios, especially safety-critical cases, perturbations on state observations can be more
complicated. For instance, the adversary might perform attacks at certain intervals, yielding un-
balanced state observation pairs with a perturbed current state and a benign next state and vice
versa. This type of unbalanced perturbations is outside the scope of State-Noisy MDP we ana-
lyzed in the last section and can have different impacts on the convergence of expectation-based
and distributional RL algorithms. In this section, we firstly point out the vulnerability nature of
expectation-based RL although we consider the bounded rewards in Section Next, we char-
acterize the robustness blessing of distributional RL based on Histogram distributional loss (Imani
& Whitel, 2018)) with derived bounded gradient norms unlike the unrestricted one in expectation-
based RL. Finally, as an extension we analyze the impact of more complex state observations on TD
convergence and further conduct a sensitivity analysis by the influence function.

Notation. We derive theoretical results with the linear function approximator. For the expectation-
based RL, the value estimate © : S x R? — R is formed simply as the inner product between state

features x(s) and weights w € R<, given by ©(s, w) o w x(s). At each step, the state feature

. def o S .
can be rewritten as x; = x (5;) € R?. The distributional RL setting is given in Sectlon

4.1 VULNERABILITY FOR EXPECTATION-BASED RL

In the classical RL with function approximation, a natural objective function is Mean Squared Value
Error (Sutton & Barto, |2018) denoted VE, which is weighted by the state distribution

VE(w) = 4u(s) [vn(s) — 0(s, w)]?, )

seS

where pi(s) is the fraction of time spent in s. To solve this kind of weighted least squared minimiza-
tion, we leverage Stochastic Gradient Descent (SGD) and the weight updating rule can be formulated
as
Wil = Wi + vy (8t) — 0 (8, W) VO (8¢, We) (10)
iWt<|>Oé(Uf/ fthxt)xt
where « is the step size and the target U, can be either an unbiased estimate via Monte Carlo method
with Uy = Y ;2 ¥¥rer41, or a biased estimate via TD learning with Uy = 7441 + YW, X¢41.
Let g be the empirical version of VE(w). To investigate the vulnerability of expectation-based
RL over state features, we focus on the gradient norm of gy regarding x(s) (or x¢). For a fair
comparison with distributional RL in Section[4.2} we additionally bound the norm of w, i.e., [[w]|| <
[, which can also be easily satisfied by imposing ¢; or ¢5 regularization. Therefore, the upper bound
of gradient norm of g is

-2
ox(s)

gvrll = Ui — wi xi[|we|| < Uy — wi x|l (11)

However, this upper bound |U; — w, x;|l can be arbitrary large as there is no restriction on |U; —
w, x| in either Monte Carlo or TD bootstrap estimate of Uy, which we elaborate as follows.

Case 1: Estimate U; via Monte Carlo. If we consider the bounded rewards, i.e., 7 € [Rumin, Rmax)»

we can bound U; as Uy = > Yoripee1 € [fj‘ﬁ;, %‘Z‘WX] However, the bounded rewards can not

guarantee the bounded gradient norm of g as w,! x; can be sufficiently large.

Case 2: Estimate U, via bootstrap estimate, e.g., TD (0). Consider TD (0) where U; = r;11 +
yw, x;11. However, we can find that |U; — w, x;| = |rss1 + W/ (%41 — x¢)| can still be
sufficiently large due to the unrestricted term w, (yx; 11 — X¢).

Therefore, we conclude that the unbounded gradient norm of objective function regarding state
features for the expectation-based RL results in its vulnerability against state perturbations.
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4.2 ROBUSTNESS BLESSING FOR DISTRIBUTIONAL RL

We show that in the function approximation setting, the distributional loss in distributional RL can
additionally yield Lipschitz continuity regarding state features, thus leading to more stable gradients
relatively to expectation-based RL.

In particular, in distributional RL our goal is to minimize £ (Zy, TZy), where ¥ is the distribu-
tional Bellman operator. Here we leverage histogram to parameterize the distribution Zy based on
KL divergence as L, yielding the histogram distributional loss (Imani & White| 2018)). Specifi-
cally, we uniformly partition the support of x(s) into k bins, and let function f : X — [0,1]%
provide k-dimensional vector f(x(s)) of the coefficients indicating the probability the target is in
that bin given x(s). Next, we use softmax based on the linear approximation x(s) ' §; to express f,

ie., fi(x(s)) = exp (x(s) ;) /Zle exp (x(s) " 6;). Therefore, the histogram distributional loss
L(Zy,TZy) between Zy and TZy can be derived as

k
Lo=—> pilog f{(x(s)), 12)
i=1

where § = {01, ..., 0 } and the target probability p; is the cumulative probability increment of target
distribution TZy within the :-th bin. Detailed derivation of the histogram distributional loss is given
in Appendix [C|

Based on this histogram distributional loss in distribution RL, we obtain Theorem [2| (proof in Ap-
pendix [C), revealing that the distribution loss can result in additional Lipschitz continuity property
that bounds the norm of gradient over state features x(s):

Theorem 2. (Lipschitz Continuity of distributional RL) Consider the histogram distributional loss
Lo = — Elepi log ff(x(s)), where fi(x(s)) = exp (x(s)"6;) /Z?Zl exp (x(s)"6;) parame-
terized by 0 = {01, ...,0,}. Assume ||0;|| < ! for Vi = 1,..,k, then Ly is kl-Lipschitz continuous
w.r.t. X(8), yielding a bounded norm of its gradient, i.e.,

0

In conclusion, Theorem E] shows that distributional loss in distributional RL can additionally en-
joy kl-Lipschitz continuity compared with the expectation-based RL where the gradient norm of
objective function is unbounded. Thus, the bounded gradient norm regarding state features of distri-
butional RL mitigates the impact of state noises on the objective function while training, therefore
yielding better training robustness.

Extension of TD Convergence and Sensitivity Analysis. Beyond the aforementioned robustness
analysis on both expectation-based and distributional RL, we also conduct the analysis on the per-
turbation impacts of different state observations in the TD learning based on expectation-based RL,
including the current, next and both state observations. In particular, conditions for TD convergence
in these three different noisy state observation settings are derived in Theorem [] of Appendix [D]
which are strongly related to the positive definiteness property of relevant matrixs. More impor-
tantly, the convergence conditions for current and next noisy state observations are harder than the
condition in the noise-free setting and are normally divergent. Nevertheless, which situation is
milder heavily depends on the task. Interested readers can refer to Appendix [D]for more details. In
addition, we also conduct a sensitivity analysis by the influence function to characterize the effects
that the state noise in particular observation has on an estimator in Theorem [5] of Appendix [E] The
conclusions we made are similar to the TD convergence analysis part. Note that although the exten-
sion analysis is based on the expection-based RL with linear function approximation, our empirical
observations demonstrate our analysis results across both expectation-based and distributional RL.
We defer detailed empirical verification in the following experimental section.

Remark. In this section, we firstly present the vulnerability of expectation-based RL against noisy
state observations in Section while we further derived the Lipschitz continuity blessing of
distributional RL in Section [4.2] leading to more robustness against noisy state observations than
expectation-based RL. In Section [5] we show that our empirical observations coincide with our
theoretical results to further demonstrate the robustness advantage of distributional RL.
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5 EXPERIMENTS

We make a comparison between expectation-based and distributional RL algorithms against various
noisy state observations. We select DQN (Mnih et al.,2015) as the baseline, and QR-DQN (Dabney
et al., [2018b)) as its distributional counterpart. The previous analysis is either for policy evaluation
or linear function approximation, but there are natural—though in some cases heuristic—extensions
to the control setting and to non-linear function approximation.

Experimental Setup. We perform our algorithms on Cart Pole, Mountain Car, Breakout and Qbert
games. We followed the procedure in (Ghiassian et al.} [2020; |[Zhang & Yao,[2019). All the experi-
mental settings, including parameters, are identical to the distributional RL baselines implemented
by (Zhang| 2018} |Dabney et al., |2018b). We perform 200 runs on both Cart Pole and Mountain
Car and 3 runs on Breakout and Qbert. Reported Results are averaged with shading indicating the
standard error. The learning curve is smoothed over a window of size 10 before averaging across
runs. Please refer to Appendix [H] for more details.

Noisy State Observations. For the random noise, we use Gaussian noise with different standard
deviations. In particular, for a better presentation to compare the difference, we select the standard
deviations as 0.05, 0.1 in Cart Pole, 0.01, 0.0125 in Mountain Car, 0.01, 0.05 in Breakout and 0.05
in Qbert. For the adversarial noise, we followed (Zhang et al.,[2020), where the set of noises B(s) is
defined as an /., norm ball around s with a radius €, given by £ B(s) := {5 : ||s — §||l0o < €}. We
apply Projected Gradient Descent (PGD) version in (Pattanaik et al., [2017), with 3 fixed iterations
while adjusting € to control the perturbation strength. Concretely, for better presentation we select
the perturbation size € as 0.05, 0.1 in Cart Pole, 0.01, 0.1 in Mountain Car, 0.005, 0.01 in Breakout,
and 0.005 in Qbert.

Experiments Structure. In Section [5.1] we consider the function approximation setting with TD
learning where both current and next state observations are perturbed, leading to a SN-MDP-like
setting as the vanilla SN-MDP is a tabular case. In this case, we found both DQN and QRDQN con-
verge to different convergence points determined by the noise strength. Next, in Section[5.2]and[5.3]
we investigate the robustness advantage of distributional RL, i.e., QRDQN, relative to expectation-
based RL, i.e., DQN, under various random and adversarial state observations, respectively.

5.1 SN-MDP-LIKE SETTING

In the classical SN-MDP tabular case, each state will be perturbed via the noise mechanism N. We
keep this noise structure and transform it into the function approximation setting with TD learning,
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Figure 2: Average returns of DQN and QRDQN against adversarial state observation noises across
four games. advX in the legend indicates adversarial state observations with the perturbation size
€ as X. Both QRDQN (solid lines) and DQN (dashed lines) converge and the convergence level is
determined by the perturbation strength e.
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and thus both current and next state observations would be noisy. We further investigate the training
robustness of both DQN and QRDQN against either random or adversarial state perturbations across
these four games.

We focus on the adversarial setting as suggested in Figure 2] It turns out that all DQN and QRDQN
algorithms under various strength of adversarial state noises converge, although they eventually
obtained different average returns. This empirical observation is consistent with our theoretical
analysis in Section [3] where both classical and distributional Bellman operators are contractive and
thus convergent. In addition, Figure [5] also manifests that the final performance that algorithms
attained has a decreasing tendency as the perturbation strength, i.e., standard deviation, increases
especially for DQN. Remarkably, the final performance of QRDQN is more robust than DQN against
different perturbation strength, especially in Breakout and Qbert games, although both DQN and
QRDOQN are convergent in this SN-MDP-like setting. For the random state observation setting, we
provide the similar results in Figure 5] with detailed explanation in Appendix|[l]

5.2 SETTING BEYOND SN-MDP wiTH RANDOM STATE NOISES

Beyond SN-MDP, we further investigate the training robustness of DQN and QRDQN in the more
complicated unbalanced state observation setting as mentioned in Section ] where the agent ob-
serve perturbations on current state observations. Similar results in the setting with the perturbed
next state observations are given in Appendix [J] In this subsection, we firstly focus on the function
approximation case with random noises on current state observations, and the learning curves when
the agent encounters different strength of random state noises are provided in Figure [3| across four
games.
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Figure 3: Average returns of DQN and QRDQN against random state observation noises across
four games. randX in the legend indicates random state observations with the standard deviation X.
QRDOQN (solid lines) almost consistently outperform DQN (dashed lines) given the same perturba-
tion strength, yielding more training robustness against noisy state observations.

From Figure [3] it illustrates that the final performance of QRDQN (solid lines) is superior to
DQN (DQN) in the same color given the same random state perturbations (the same standard de-
viation) when both DQN and QRDQN achieved similar average returns eventually (red dashed and
solid lines). This implies that QRDQN enjoys better training robustness than DQN under the ran-
dom noisy state observation setting. It is worthy to note that in Mountain Car game although DQN
outperforms QRDQN almost across all training process, QRDQN under random state noises (blue
and green lines) can surpass DQN with the same noise setting, yielding more training robustness.
A more significant result is in Breakout where the training of QRDQN is less vulnerable to vari-
ous random state perturbations, while the performance of DQN degrades and even diverges as the
perturbation strength increases.
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5.3 SETTING BEYOND SN-MDP WITH ADVERSARIAL STATE NOISES

Next, we probe the training robust of DQN and QRDQN in the setting where the agent encounters
the adversarial state observations in the current state in the function approximation case. Figure ]
presents the learning curves of algorithms over four games against noisy states under different ad-
versarial perturbation sizes e.
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Figure 4: Average returns of DQN and QRDQN against adversarial state observation noises across
four games. advX in the legend indicates random state observations with the perturbation size € X.
QRDOQN (solid lines) almost consistently outperform DQN (dashed lines) given the same perturba-
tion strength, yielding more training robustness against noisy state observations.

The results under the adversarial state observations are similar to those in the random noises case.
Specifically, both DQN and QRDQN algorithms tend to degrade when getting exposed to adversarial
state observations, and even are more likely to diverge. For example, in Cart Pole both DQN (blue
and green dotted lines) and QRDQN (blue and green solid lines) degraded to similar poor results
when exposing to strong perturbation with e = 0.05 and 0.1. However, a key observation is that
ORDON is capable of obtaining desirable performance while DQN even diverges. For instance, in
both Breakout and Qbert game, DQN (dotted blue lines) under the adversarial perturbation with € =
0.005 led to divergence, QRDQN (solid blue lines) can still attain relatively satisfactory performance
eventually on the condition that the performance of both two algorithms are on part with each other
without any noisy state observations (red lines).

Sensitivity Analysis of Different Perturbed States. To demonstrate the theoretical results (Theo-
rem [4] and [5) in the Appendix based on TD convergence condition and influence function we ever
mentioned in Section %[ we provide the consistent results in Appendix [D]and[E] Interested readers
can refer to Appendix [D]and [E| for a more detailed discussion.

6 DISCUSSION AND CONCLUSION

The Lipschitz continuity blessing is based on the histogram distributional loss, but it is more ex-
pected that similar conclusions can be made under Wasserstein or Crammer distance as these dis-
tances are more approachable in real distributional RL algorithms. We leave it as future works.

In this paper, we explored the training robustness of distributional RL against noisy state observa-
tions. After the convergence analysis of distributional RL in the SN-MDP, we proved the Lipschitz
continuity property of distributional RL, accounting for its less vulnerability. We also provided the
TD convergence conditions and a sensitivity analysis on more complex noisy settings. Experimental
observations coincides with our theoretical results.
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Ethics Statement. Our works reveals that distributional RL can enjoy the training robustness
against noisy state observations. The advantage is useful to defend against the poisoning attacks,
thus contributing to the privacy of algorithms. Based on our experience, there is no other ethic
concerns of our work.

Reproducibility Statement. For the theoretical part, we clearly state the related assumption and
detailed proof process in the appendix. In terms of the algorithm, our implementation is directly
adapted from the public RL algorithms, including DQN and QR-DQN.
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A  THEOREM [3]WITH PROOF

Theorem 3. (Convergence and Contraction of Bellman operators in the SN-MDP) Given a policy , define the
Bellman operator T : RSl — RIS under random and adversarial states noises by T, and T.", respectively.
Denote a “merged” policy ' where 7' (als) = > uis) N(v(s)[s)m(alv(s)) and S() is a policy set given .
Then we have:

(1) T,T is a contraction operator and can converge to V,:, Le., T Veon = Veon = Vir, where multiple
policies m. € S(m) might exist with 3,y N(v(s)|s)mr(alv(s)) = 7' (a|s).

(2) T is a contraction with the convergence satisfying 7;”‘77”3 N* = miny f/ﬂo ~N = Vion*, where N* is the
optimal adversarial noise strategy. If the optimal policy T, exists, it satisfies wq(a|v™(s)) = w(a|s) for each s
and a, where v*(s) is the adversarial noisy state manipulated by N*(-|s).

Proof. Our proof is partly based on Theorem 1 and 2 in (Zhang et al., 2020), but adds more analysis on the
converged policy especially under the random noisy states setting. The most important insight in the following
proof is that the noise transition can be merged into the agent’s policy, resulting in a new “merged” policy 7’

Proof of (1) Firstly, as the Bellman Equation under the random noisy states is right the general form in Eq.[6]
it automatically satisfies that 7,™ VeonN = Vion when it converges. As for the proof of contraction, based on
our insight about the new “merged” policy 7’ where 7’(als) = 2wy N(v(s)]s)m(alv(s)), we can rewrite
our Bellman Operator as:

77TV7TON (3)

=2l 3 pls'lsa) [(s0,) A Vron () (14)
=R(s)+7>_ Pl Vron(s')

s

where R(s) = >, 7'(als) >, p(s'|s,a)R(s,a,s"), and P, , = % ' (als)p(s'|s,a) determined by the
“merged” policy 7. Then for two different value function f/,,lo ~ and Vfo ~ we have:

||7;7r‘~/7rloN - 7Tr7r‘77r20N||oo
=max |y Y Pl Vin(s) —v>_ PiyVin(s)|

< ymax 3 Pl Vin(s) = Van(s)

S
N N (15)
< ymax Y Plymax|Veon(s') = Vion(s')]

=ymax Y | Pl |[Vion — Vionlloo
Sl

- 7‘|V71'10N - V7r20NHoo
Then according to the Banach fixed-point theorem, since v € (0, 1), Vzon converges to a unique fixed-point
Vi However, even though the obtained policy 7 satisfies that 7'(als) = 3=, ) N(v(s)|s)m(alv(s)) for
each s, a, these equations can not necessarily guarantee a unique 7 especially when these equations behind
this condition are underdetermined. In such scenario, multiple policies 7, will exist as long as they satisfy the
equations above.

Proof of (2) Firstly, based on Theorem 1 (Zhang et al.,|2020) that shows an optimal policy does not always
exist, we assume that an optimal policy exists in the adversarial noisy state setting for the convenience of
following analysis. Based on this assumption, we need to derive the explicit value function under the adversary.
Inspired by (Zhang et al.,|2020), the proof insight is that the behavior of optimal adversary can be also viewed as
finding another optimal policy, yielding a zero-sum two player game. Specifically, in the SN-MDP setting, the
adversary selects an action @ € S satisfying @ = v(s), attempting to maximize its state-action value function

12



Under review as a conference paper at ICLR 2022

Q- (s,d). Then the adversary’s value function V., (s) can be formulated as:

VM (s) = max Qwa (s,a)

—mapr "I, a)(R(s,a,s") + Vi, (s))

_riugzz m(alv(s))p(s’|s,a)(—R(s,a,s")

+ Ve, (57)
where p(s'|s, @) is the transition dynamics of the adversary, satisfying p(s’[s,a) = >, w(alv(s))p(s'|s, a)

from the perspective of the agent. ]%(s, a, s') is the adversary’s reward function while taking action a, which is
the opposite number of R(s, a, s’) given the action a. In addition, since both the adversary and agent can serve

as a zero-sum two-player game, it indicates that Vy, (s) = — Vi, (s) for the agent’s value function Vj, in the
adversary setting. Then we rearrange the equation above as follows:

Veu(5) = =Vira (5)
_z\rrI(lllIsl)ZZﬂ (a|s)p(s'|s,a)(=R(s,a,s")

(16)

=V, (s)
!
= min 7' (als s,a s,a,s
i 32 Sl o ) (s, .
+7Vwa(5 )
N( ‘ )ZZ’/T (a|s)p(s'|s,a)(rer1 + fym}\intEmN |:Z Teikio|Sta1 = 3/])
k=0

m]\lfl’l 7roN(s)

Note that we optimize over N, which means we consider N (:|s) for each state s. Further, we derive the
contraction of the Bellman operator 7. We rewrite our Bellman Operator 7" as:

ﬂvﬂoN(s) = mj\ifn VNN(S)

18
7H]1\17HR Jr,VZPSS/VWON( ) ( )
We firstly assume 7" V% (s) > T V2 (s), then we have:
T Vaon (8) = T Vaon (s)
Smﬁii){’szss/VwoN ’szss’vwoN( )}
< ’YJIVI%a‘X) Ps s/lvwoN(s/) - VEON(SI)‘
” . 19)
<7 max 2 P max [Veon (s) = Vion (s')]
=7 max Psl S/||‘77\'10N7‘77\'20NH00
AR

< Vron = Vionlloo

where the first inequality holds as ming, f(z1) — ming, g(z2) < max,(f(z) — g(x)) and we extends this
inequality into the Wasserstein distance in the proof of convergence of distributional RL setting in Appendix[B]
The last inequality holds since only PS/’S, depends on N(:|s) while the infinity norm is a constant, which is
independent with the current N (-|s). Similarly, the other scenario can be still proved. Thus, we have:

||7—H.WVTFION - 7:17r‘~/71-20N||oo S 'YHf/ﬂ—loN - ‘777201\]“00 (20)

Thus, we proved that 7. is still a contraction and converge to miny Vixon. We denote it as Vo« In addition,
based on the insight of the “merged” policy 7, we have 7, = 2uis) N (v(s)]s)m(alv(s)) = m(alv”(s))
where the deterministic state v™(s) is the adversarial noisy state from the state s.

O

13
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B PROOF OF THEOREMI]

Proof. Firstly, we will provide the properties of Wassertein distance d, in Lemmam that we leverage in our
following convergence proof.

Lemma 1. (Properties of Wasserstein Metric) We consider the distribution distance between the random vari-
able U and V. Denote d,, as the Wasserstein distance between two distribution defined in Eq.W{} For any scalar
a and random variable A independent of U and V, the following relationships hold:

dp(aU,aV) < |aldy,(U, V)
dp(A+ U, A+ V) < dy(U,V) 1)

Further, let A1, Aa, ... be a set of random variables describing the a partition of w, when the partition lemma
holds:

dp(U, V) < Z dp (AU, A;V). 22)

Then, the following contraction proof is in the maximal form of d,, and we denote it as d,,.

Proof of (1) This contraction proof is similar to the original one (Bellemare et al.,[2017) in the distributional
RL without state observation noises. The only difference lies in the new transition operator P;7, but it dose not
change the main proof process. For two different random variables Z} and Z% about returns, we have:

dp(Tr Zn, T Z3)
= sup dp(‘IfZ}V (s,a), A (s,a))

s,a

=supd,(R(s,a,S") + yP} Zx(s,a), R(s,a, ") + YP; Zx (s, a))
< vsup dp(PfZ}V (s,a), PfZJQV(& a))

23)
< ysupsup dy(Z4(5, @), Z(ssa')) (

s,a s’ a’

=7y sup dP(Zl (8,7 al)a Z2(3,7 a/))

s’ a’

= ysupd,(Zn (s, a), Zx (s, a))

s,a

= ’7CZP(Z11\1’ Z12V)

Thus, we conclude that T7 : Z — Z is a y-contraction in d;,.

Proof of (2) Firstly, we define the distributional Bellman optimality operator € in MDP as
TZ(s,a) 2 R (s,a,8") +~vZ(S",7z(s")) (24)

where S ~ P(:|s,a) and 7z (S’) = arg max,, E[Z(S’,a’)]. By contrast, in SN-MDP, Our greedy adversar-
ial rule N*(-|s") is based on the greedy policy rule in distributional Bellman optimality operator, which attempts
to find adversarial N*(-|s") in order to minimize E [Zn (s, a’)], where @’ ~ 7 (-|V (s)) and V' (s") ~ N(:|5).
We assume N*(-|s) yields a deterministic state s*, and thus the agent always takes action based on s*, which
we denote as A* ~ 7(-|s"). Therefore, we can obtain the state-action function Q7%+ (s, a) under the adversary
as

QWN* (Sa a) = m]\i,nE [217{7(87 a)]

=E [Z"* (s, a)} )

where 7% (+|s) = 7(+|s™) for Vs that follows the adversarial policy A*.

14
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Next, to derive the contractive property of T7, we denote two state-action valued distributions as Z} (s, @) and
Z3%(s,a). Then we have:

d(TaZn, Ta Z3)
= sup dP(TgZIIV(S? CL), ‘3:2212\7(87 a))
=supd,(R(s,a,S") +vPi Zx(s,a), R(s,a,S") + vPi Zx (s, a))

s,a

< vsupz P(s'|s,a)dy(Zn (', A"), ZR (s, A¥))
=Y P(s'|s,a)dp(Zxn(s', A"), ZX (s', A"))

S’ySl,l/pdp(Z]l\](S,,A*)7Z]2\](8/7A*)) (26)

= ysupdy(S- w(alls ) Zh (s, al), S w(alls ) 2 (s al)

’ ’
a a’,

< 'ysulpz n(al|s*)dp(ZN (s, al), Zx (s, al))

S Y sup dP(ZJI\T(SI7a;)7Z12\T(5/aa;))

s’,al,

= ysupd,(Zn (s, a), Zx (s, a))

s,a

= JP(ZJ{I’ Z12\7)

Thus, we conclude that T7 is still a y-contraction in d,. O

C PROOF OF THEOREM

Proof. Firstly, we show the derivation details of the Histogram distribution loss starting from KL divergence
between p and gg. p; is the cumulative probability increment of target distribution T Zy within the 4-th bin, and

6
qo corresponds to a (normalized) histogram, and has density values w per bin. Thus, we have:

b
a%ﬂ%b—/mwm%@@

k

litwi 9(x(s
= —Z/I ) 10g ) (w( Day

i=1 7t v

£ (x(s)) @7)

b x(s)
=— Zlog T (Fzzy (Ii +wi) — Fxz, (13))

Pi

= — Zpi log f7 (x(s))

where the last equality holds because the width parameter w; can be ignored for this minimization problem.
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Next, we compute the gradient of the Histogram distributional loss.

k
%) ;pj log £ (x(s))

k
N e U (x(s

& S~ epx(9)70) 0,
= “);2’; o) 7))
k k 28)
S EOWCORY
L
S22 I
k
=> (i = f(x(s))
Then, as we have ||6;|| < [ for Vi, we bound the norm of its gradient
k
pslog f3 (x(s))|
< Z ll(p x(5)))0:| (29)

—lez 1 (x(s))ll16:]

Sk:l

The last equality satisfies because |p; — f?(x(s))| is less than 1 and even smaller. In summary, compared
with the least squared loss in expectation-based RL, the histogram distributional loss in distributional RL can
additionally enjoy kl-Lipschitz continuity with bounded gradient norm regarding the state features x(s). This
upper bound of gradient norm can mitigate the impact of the noises on state observations on the loss function,
therefore yielding training robustness for distributional RL.

O

D TD CONVERGENCE UNDER NOISY STATE OBSERVATIONS

Let p(s) be the stationary distribution under the policy 7 and p(s’|s) be the transition probability from s to
s satisfying p(s'|s) = >, w(a|s)p(s'|s,a). We analyze conditions of TD convergence when exposing state
observation noises. Firstly, we recall the classical TD update at step ¢:

Wit1 < Wi + e (Rey1 + WWtTXt+1 - W:xt)xt (30)

where a; is the step size at time ¢. Once the system has reached the steady state for any wy, then the expected
next weight vector can be written as E[w,y1|w¢] = w; + a¢(b — Awy), where b = E(Ri41x:) € R?
and A = E [xtd;r } € R¥*4, The TD fixed point wrp to the system satisfies Awrp = b. From (Sutton &
Barto| [2018)), we know that the matrix A determines the convergence in the linear TD setting. In particular, w
converges with probability one to the TD fixed point if A is positive definite. However, if we add state noises 7
on either x; or X¢1 in Eq. @ the convergence condition will be different. Theorem E| (proof in Appendix |E)
provides conditions for TD convergence in three different noisy state observation settings.

Theorem 4. (Conditions for TD Convergence under Noisy State Observations) Define P as the |S| x |S|
matrix forming from p(s'|s), D as the |S| x |S| diagonal matrix with p(s) on its diagonal, and X as the
|S| % d matrix with x(s) as its rows, and E is the |S| x d perturbation matrix Wllh each perturbation vector
e(s) as its rows. The stepsizes o € (0,1] satisfy Y_,° s = oo and Y72 ai = 0. For nozsy states, we
consider the following three cases: (i) e(s) on current state features, i.e., X; < X + €, (ii) e(s’) on next state
features, i.e., X¢t41 < Xt+1 + €41, (i) the same e on both state features. We can attain that w converges to
TD fixed point if the following conditions are satisfied, respectively.
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Case (i): both A and (X + E)TDPE are positive definite. Case (ii): both A and —X"DPE are positive
definite. Case (iii): A is positive definite.

From the convergence conditions for the three cases in Theorem [] it is clear that (iii) is the mildest. This is
the same condition as that in the normal TD learning without noisy state observations. Note that the case (iii)
can be viewed as the SN-MDP setting, whose convergence has been already rigorously analyzed in Section
In Section [5] our experiments demonstrate that both expectation-based and distribution RL are more likely to
converge in case (iii) compared with case (i) and (ii).

In cases (i) and (ii), the positive definiteness of XTDPE + E"DPE and —X " DPE is crucial. We partition
(X + E)'DPE into X DPE + E"DPE, where the first term has the opposite positive definiteness to
—X "DPE, and the second term is positive definite (Sutton & Bartol 2018). Based on these observations, we
discuss the subtle convergence relationship in cases (i) and (ii):

1) If —X"DPE is positive definite, which indicates that TD is convergent in case (ii), TD can still converge
in case (i) unless the positive definiteness of E"DPE dominates in X' DPE + E" DPE.

(2) If -X "DPE is negative definite, TD is likely to diverge in case (ii). By contrast, TD will converge in case
®-

In summary, there exists a subtle trade-off of TD convergence in case (i) and (ii) if we approximately ignore the
term E T DPE in case (i). The key of it lies in the positive definiteness of the matrix X ' DPE, which heavily

depends on the task. In Section[5] we empirically verify that the convergence situations for current and next
state observations are normally different. Which situation is superior is heavily dependent on the task.

E SENSITIVITY ANALYSIS BY INFLUENCE FUNCTION

Next, we conduct an outlier analysis by the influence function, a key facet in the robust statistics (Huber, |2004).
The influence function characterizes the effect that the noise in particular observation has on an estimator, and
can be utilized to investigate the impact of one particular state observation noise on the training of reinforcement
learning algorithms. Specifically, suppose that F, is the contaminated distribution function that combines the
clear data distribution F' and an outlier z. The distribution F can be defined as

F.=(1—¢eF + ¢, (3D

where J, is a probability measure assigning probability 1 to . Let fbea regression estimator. The influence
function of 6 at F', ¢ : X — I is defined as

_ é(Fs(x)) _é(F) (32)

Vg p(x) = !1_13% T

Mathematically, the influence function is the Gateaux derivative of 6 at F' in the direction J,. Owing to the
fact that traditional value-based RL algorithms, e.g., DQN (Mnih et al. 2015)), can be viewed as a regression
problem (Fan et al.,|2020), the linear TD approximator also has a strong connection with regression problems.
Based on this correlation, in the following Theorem[5] we quantitatively evaluate the influence function of TD
learning in the case of linear function approximation.

Theorem 5. (Influence Function Analysis in TD Learning with linear function approximation) Denote d; =
Xt —YXt+1 € Rd, and A = E [xtdtT ] € RYX?, Let Fx be the data distribution generated from the environment
dynamics given a policy w. Consider an outlier pair (X¢, X¢+1) with the reward Ryy1, the influence function v
of this pair on the estimator w is derived as

Vw.r, (e, %011) = E(ATA) ' dix x¢(Ris1 — d w). (33)

Please refer to Appendix for the proof. Theoremshows the quantitative impact of an outlier pair (x¢, X¢+1)
on the learned parameter w. Moreover, a corollary can be immediately obtained to make a precise comparison
of the impacts of perturbations on current and next state features.

Corollary 1. Given the same perturbation 1 on either current or next state features, i.e., X¢, and X¢+1, at the
step t, if we approximate 1 x; and nm' w as 0 as 1 is small enough, the following relationship between the
resulting variations of influence function, Ax, v and Ax, 1, holds:

’YAxt,w + AXHH/J = 27dt77x;r (Rt-‘rl - d;rw) (34)

We provide the proof of Corollary [T]in Appendix [G} Under this equation, the sensitivity of noises on x¢ and
X¢+1, measured by Ax, ¢ and Ax, 1), present a trade-off relationship as their weighted sum is definite.
However, there is not an ordered relationship between Ax, v and A, ;. In summary, we conclude that
the sensitivity of current and next state features against perturbations is normally divergent, and the degree
of sensitivity is heavily determined by the task. These conclusions are similar to those we derived in the TD
convergence part.
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F PROOF OF THEOREM [4]

Proof. To prove the convergence of TD under the noisy states, we use the results from (Borkar & Meyn, 2000)
that require the condition about stepsizes v holds: > o0 ¢ = oo and > ;2 a? = 0. Based on (Sutton
& Barto| [2018)), the positive definiteness of A will determine the TD convergence. For linear TD(0), in the
continuing case with v < 1, A can be re-written as:

A=Y uls) S mlals) 3 plr,o'ls, a)xe (xe —7xes1)

= uls) Y p(s|s)xe (x6 = yxer1) "

s s (35)
= pls)xi(xe = Y _p(s|s)xes1) "
=X'DX - X"DyPX
=X"D(I-~P)X

Then we use A to present the convergence matrix in the case (i) where the perturbation vector e, is added onto
the current state features, i.e., x¢ < x: + e, while we use A4 and A, ;yto present the counterparts in the
case (ii) and (iii), respectively. Based on Eq.[33] in the case (iii), we have:
Aiiy1=(X+E) DX +E)— (X+E) DyP(X +E) 6)
— (X +E) ' D(I-1P)(X +E)

From (Sutton & Barto, 2018), we know that the inner matrix D(I — vP) is the key to determine the positive
definiteness of A. If we assume that A is positive definite, which also indicates that D(I — «P) is positive
definite equivalently. As such, A; ;1 is positive definite automatically, and thus the liner TD would converge
to the TD fixed point. Next, in the case (i) we have:

A, = (X+E) ' D(X+E) - (X+E) DyPX
=A+X'DE+E'DX +E'DE — E'DyPX
= (X+E)'DI-+P)(X +E)+ (X +E) DyPE (37)
=Ai11 +7(X+E) ' DPE
=A::11 +7(X"DyPE + E'DHPE)
Similarly, in the case (ii), we can also attain:
A1 =X'DX - X 'DyP(X 4+ E)
= A - 7X'DPE %)

We know that the positive definiteness of A and A; ;41 is only determined by the positive definiteness of the
inner matrix D(I — vP). If we assume the positive definiteness of A, i.e., the positive definiteness of A ¢ y1
and D(I—~P), as v > 0, what we only need to focus on are the positive definiteness of X' DPE+E " DPE
and —X " DPE. If they are positive definite, TD learning will converge under their cases, respectively. O

G PROOF OF THEOREM [3] AND COROLLARY [1]

Proof. We combine the proof of Theorem 3] and Corollary [T together. The TD fixed point wrp to the system
satisfies Awrp = b. Thus, the TD convergence point, i.e., TD fixed point, can be attained by solving the
following regression problem:

m“i’ng— Aw|? (39)

To derive the influence function, consider the contaminated distribution which puts a little more weight on the
outlier pair (X¢, X¢+1):
w = argmin(1 — €)E[(b — Aw) ' (b — Aw)]+
w

(40)
ey —zaw) " (yp — AW),
where y, = Riy1x¢ and xp = dtxtT . We take the first condition:
(1—e)EQR2ATAw —2ATb) — 2exa(yp — zsw) = 0. (41)
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Then we arrange this equality and obtain:
(1—eEA"A+zaz))we = (1 —€)E(A b) + exays. (42)
Then we take the gradient on € and let € = 0, then we have:

(—E(ATA) + zaz))we + E(ATA)py r, = —E(A D)
+TAYp.

(43)

We know that under the least square estimation, the closed-form solution of w. is E(A T A)"'E(A " b). Thus,
after the simplicity, we finally attain:

Y, py (Xt %e11) = E(ATA) '2a(yy — ziw)

(44)
= E(ATA)ilth:Xt(Rt+1 — d:W)

Next, we prove the Corollary. We only need to focus on the item dtx: x¢(Re41 — dtT w), which we denote
as . Then we use Ay, 9 and A, |9 to represent the change of ¢ after adding perturbations 7 on x; and

X:41, respectively. In particular, since we approximate 11" x; and nn ' w as 0, then we have that the change
of influence function for the perturbation 7 on the current state feature x;:

Auyth & (de + 1) (¢ xe + 27" %) (Resr — df w =" w) — 1o
~ —dtx,jxm—rw + Qdm—rxt(RtH — d;rw) +n- xIXt(RtH — d;rw) (45)

1
=2din " x¢(Rey1 — df w) — ;(’YthtTXtUTW —ymx/ X¢(Reyr — df w)).

Then the influence function for the perturbation n on the next state feature x;1 is:

Appyth = (de — ym)%; x¢(Reyr — dif w+n" w) — 1o

(46)
~ ’ydtx;rxtn-rw — 'ynx;rxt (Re41 — d;rw).
Finally, it is easy to observe that the following relationship holds:
Ve = 2ydinae (Repr = df W) = Doy (47)
O

H EXPERIMENTAL SETUP

After a linear search, in the QR-DQN, We set k = 1 for the Huber quantile loss across all tasks due to its
smoothness.

Cart Pole After a linear search, in the QR-DQN, we set the number of quantiles IV to be 20, and evaluate
both DQN and QR-DQN on 200,000 training iterations.

Mountain Car After a linear search, in the QR-DQN, we set the number of quantiles N to be 2, and
evaluate both DQN and QR-DQN on 100,000 training iterations.

Breakout and Qbert After a linear search, in the QR-DQN, we set the number of quantiles N to be 200,
and evaluate both DQN and QR-DQN on 12,000,000 training iterations.

I SN-MDP SETTING WITH RANDOM NOISES

From Figure[5] we can easily observe that all DQN and QRDQN algorithms under various strength of random
state noises converge, although they eventually obtained different average returns. This empirical observation is
consistent with our theoretical analysis in Section [3] where both classical and distributional Bellman operators
are contractive and thus convergent. In addition, Figure 5] also manifests that the eventual performance that
algorithms attained has a decreasing tendency as the perturbation strength, i.e., standard deviation, increases
especially for DQN. Remarkably, the final performance of QRDQN is more robust than DQN against different
perturbation strength, especially in Mount Car and Breakout games, although both DQN and QRDQN are
convergent in this SN-MDP-like setting.
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Figure 5: Average returns of DQN and QRDQN against random state observation noises across four
games. randX in the legend indicates random state observations with the standard deviation X. Both
QRDQN (solid lines) and DQN (dashed lines) converge and the convergence level is determined by
the perturbation strength.
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Figure 6: Average returns of DQN and QRDQN against random state observation noises on Breakout
environment over 200 runs.
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J EXTENSION ANALYSIS OF PERTURBATIONS ON CURRENT, NEXT AND
BOTH STATE OBSERVATION

We provide the results of robust performance with different perturbation states in Breakout under random and
adversarial noisy state observations in Figure [f]and[7} respectively.

In the random state observation setting as shown in Figure |§L it turns out that perturbations on current state
observations is more robust than next state by comparing the first and second subfigures given the same pertur-
bation strength. This empirical finding demonstrates the conclusion in Appendix |§| and@that the sensitivity
of current and next states are normally divergent. The result where noises are added on both states seems to be
most robust, consistent with the mildest TD convergence condition as shown in Theorem ]
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Figure 7. Average returns of DQN and QRDQN against adversarial state observation noises on
Breakout environment over 200 runs.

In the adversarial state observation setting as shown in Figure [7] it also turns out that perturbations on cur-
rent state observations is more robust than next state by comparing the first and second subfigures given the
same perturbation strength, and algorithms converge easiest. These empirical results also demonstrates the
conclusion we made in Appendix [D]and[E]

21



	Introduction
	Background
	Distributional Reinforcement Learning
	Two Kinds of Noisy State Observations

	Tabular Case: State-Noisy Markov Decision Process
	Definitions
	Analysis of SN-MDP for Expectation-based RL
	Analysis of SN-MDP in distributional RL

	Function Approximation Case: Noisy Settings Beyond SN-MDP
	Vulnerability for expectation-based RL
	Robustness Blessing for distributional RL

	Experiments
	SN-MDP-Like Setting
	Setting Beyond SN-MDP with Random State Noises
	Setting Beyond SN-MDP with Adversarial State Noises

	Discussion and Conclusion
	Theorem 3 with proof
	Proof of Theorem 1
	Proof of Theorem 2
	TD Convergence Under Noisy State Observations
	Sensitivity Analysis by Influence Function
	Proof of Theorem 4
	Proof of Theorem 5 and Corollary 1
	Experimental Setup
	SN-MDP setting with Random Noises
	Extension Analysis of Perturbations on Current, Next and Both State Observation

