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Figure 1. Text prompt–controlled object-level watermarking: (Left Image): Our method embeds a watermarking token W∗ into text-
to-image generation, allowing users to watermark a full image or selected objects in an image. By leveraging cross-attention maps, any
subset of prompt tokens {Pi,Pj , ...} can be targeted while preserving non-watermarked regions. (Right Image): We also demonstrate
personalized object watermarking using Styled UNet and Textual Inversion.

Abstract
Invisible watermarking of AI-generated images can help
with copyright protection, enabling detection and identifi-
cation of AI-generated media. In this work, we present a
novel approach to watermark images of T2I Latent Diffu-
sion Models (LDMs). By only fine-tuning text token em-
beddings W∗, we enable watermarking in selected objects
or parts of the image, offering greater flexibility compared
to traditional full-image watermarking. Our method lever-
ages the text encoder’s compatibility across various LDMs,
allowing plug-and-play integration for different LDMs.
Moreover, introducing the watermark early in the encoding
stage improves robustness to adversarial perturbations in
later stages of the pipeline. Our approach achieves 99% bit
accuracy (48 bits) with a 105× reduction in model param-
eters, enabling efficient watermarking. Code can be found
at github.com/naresh-ub/object_watermark.

1. Introduction
As debates around copyright and intellectual property inten-
sify, the need for effective watermarking solutions increases

†Corresponding authors: N. K. Devulapally and V. S. Lokhande.

[33]. With generative AI models producing indistinguish-
able images from human-made art, maintaining authorship
provenance in digital media is crucial. Efforts are under-
way, from legislative measures like the Executive Order on
Safe, Secure, and Trustworthy Artificial Intelligence [1], to
industry initiatives that aim to watermark all AI-generated
content [24] [30]. These developments highlight the grow-
ing importance of watermarking as a key area of study.

As a result, multiple Generative AI (GenAI) watermark-
ing methods have been proposed [7, 9, 33] to invisibly wa-
termark the entire image while generating the image. How-
ever, lots of current watermark methods [3, 6] can only en-
code a watermark to an open-box generative model as they
need to access the latent space. Moreover, similar to other
invisible watermarking techniques [2, 6, 7], these meth-
ods also suffer with the inherent trade-off between qual-
ity and robustness of the embedded signal. Owing to the
high imperceptibility requirements for the high-quality im-
age generation, these watermarks more often lacks robust-
ness [9, 35]. To improve the watermark imperceptibility,
partial watermarking has been proposed to limit the water-
mark related changes only to selected “non-salient” objects
or regions in the image [22]. In our paper, we bring such
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partial watermarking to text-to-image generation pipeline.
Our partial watermarking is not only for improving the qual-
ity of the watermarked image, but also to give the user
the flexibility to watermark only selected object of interest
in the generated image without accessing the latent space.
This is crucial for scenarios where the user would like to
protect the unique object in the image, see Fig. 1.

Specifically, we propose a token-based watermarking ap-
proach that can embed watermarks into selected objects or
partial regions of an image. Unlike previous works that have
explored architectural modifications, such as the addition
of secret encoders [3], distortion layers [6], and adapters
[5], our watermarking method focuses solely on learning
a watermark embedding. This allows for a prêt-à-porter
style of training [28], leveraging pre-trained models with
minimal adjustments. Additionally, compared with prior
works [3, 5, 6], our model is blind, meaning that the en-
tire generative model is neither modified nor requires ad-
ditional training. A simple watermark token is learned by
our model and can be plugged into any diffusion model for
watermark generation. Previous works [7, 33] have investi-
gated image watermarking without altering the architecture.
Although effective, they lack the convenience of prêt-à-
porter training, which offers the key advantage of personal-
izing large models with minimal retraining while using the
model’s core components as-is. In contrast, our approach
enables users to apply watermarking directly at the prompt
stage without modifying core model components such as
the UNet or image decoder. We introduce new pseudo-
tokens W∗ into the model’s vocabulary, where the W∗
can be used as an input text prompt to be applied on any
T2I diffusion models for generation watermarked images.
This also enables users to selectively watermark specific
image regions by leveraging the cross-attention between
the special token and visual region in the image where the
watermark needs to be embedded. By integrating water-
marking functionality early in the text-to-image pipeline,
our approach performs in-generation watermarking, offer-
ing greater robustness against image manipulation attacks
compared to post-processing techniques while improving
the overall quality of the watermarked images.
We make the following key contributions:
1. We introduce a novel pseudo-token with watermarking

capabilities, learning a new embedding vector for it.
We investigate the impact of applying this pseudo-token
conditioning at different timesteps of the diffusion pro-
cess, finding that timesteps closer to the VAE encoder
in LDMs during forward process offer enhanced image
generation quality.

2. We introduce object-level watermarking, allowing for
selective watermarking with greater precision than tra-
ditional whole-image approaches.

3. We offer plug-and-play integration with various Stable

Diffusion (SD) variants by embedding the watermark di-
rectly via the text encoder. Our approach achieves 99%
bit accuracy with a 105× reduction in model parameters,
enabling efficient watermarking with a throughput of 48
bits.

2. Related Works
Text-Guided Image Generation Diffusion Models: Dif-
fusion models have revolutionized text-to-image (T2I) gen-
eration, surpassing GANs in fidelity and diversity. By iter-
atively denoising random noise into images conditioned on
text prompts, these models enable fine-grained control over
generation. Frameworks like DALL-E 2, Imagen [13], and
Stable Diffusion [31] democratize high-quality image syn-
thesis, while diffusion-based editing methods [12] enable
localized modifications. However, their widespread adop-
tion raises challenges, including copyright infringement and
harmful content generation, necessitating controllable syn-
thesis mechanisms such as watermarking.
Textual Inversion for Personalized Image Generation:
Textual Inversion [8] embeds visual or stylistic concepts
into T2I models through learnable tokens, enabling per-
sonalization without altering model parameters. This
lightweight approach has been extended to style trans-
fer [34]. In this work, we find that training the special token
not only allows for flexible concept learning but also could
acts as a watermark controller.
Constraint-Based Control in Text-to-Image Generation:
Text-to-image generation has gained significant popularity,
especially to incorporate constraints that enhance control
over generated content. Common constraints include spa-
tial or layout constraints, which dictate object placement
and dimensions within the generated image to meet prede-
fined spatial requirements [17]. Another type, multi-view
consistency constraints, ensures scene consistency across
perspectives, preserving layout, lighting, and depth even in
complex views like outdoor or stylized scenes [36]. At-
tribute preservation constraints maintain prompt-specified
attributes (e.g., color, texture, size) in the generated im-
age, ensuring semantic alignment. Finally, watermarking
constraints embed an invisible watermark to verify owner-
ship while preserving image quality. Watermarks can be
embedded through polytope constraints defined by orthogo-
nal Gaussian vectors or high-frequency components, allow-
ing watermarking without image degradation. Constraint-
based generation methods, which offer explicit control over
outputs, draw inspiration from classifier training techniques
that optimize using soft penalties [4]. Recent approaches
such as [11] have achieved notable success with conver-
gence guarantees and adaptability across data regimes .
In-generation Image watermarking in T2I generation:
With the increasing popularity of diffusion models, recent
research has explored embedding watermarks within the
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diffusion process, either by manipulating the noise sched-
ule to encode watermark information or by conditioning the
model to output watermarked images. Tree-ring [33] pro-
posed to encode a watermark into the noise space, it can be
simply detected by applying a DDIM [31] inversion to ob-
tain the noise. However, current in-generation watermark
methods [6, 7, 26] cannot inject a watermark in a local re-
gion, e.g. an object. As many diffusion-based image edit-
ing method have been emerging for a long time, the object-
level watermarking is long overdue. Recently, WAM [29]
discusses localized watermarking and proposes a training
mechanism for watermarked region detection from water-
marked image. However, WAM still requires segmentation
masks to localize watermark during watermark embedding
in both training and inference.
Blind v/s Non-Blind Watermarking: Mentioned in [16],
blind detection methods verify ownership using only the
watermarked image, eliminating reliance on auxiliary meta-
data. Our work adopts this practical approach, ensuring
compatibility with standard detection workflows.
Motivated by these insights, we explore similar methods in
text-to-image generation, where constraints are often en-
forced as soft penalties via gradient-based optimization.
Current diffusion-based watermarking methods lack spa-
tial control, limiting object-centric applications. Recent
advances in localized diffusion editing [12] remain unex-
plored for watermark integration. By unifying textual in-
version with constraint-based control, we propose the first
framework for object-level in-generation watermarking in
T2I generation, addressing traceability and granularity.

3. Problem Statement
Our problem setting uses Latent Diffusion Models
(LDMs) [27] for image generation. We consider an in-
generation watermarking scenario, as defined in Sec. 2,
where the aim is to utilize existing modules within the LDM
pipeline to watermark images while generation.
Watermark Embedder: Given an input text prompt (P =
{p0, p1, ...pn}) and/or an image I, the aim of an in-
generation watermark embedder (We) is to generate a wa-
termarked image Iw = LDM(I | We,P). Each embedder
We is associated with a watermark key (m) (a bit string
containing 0, 1 similar with prior works [6, 7]) of length k,
i.e., m ∈ {0, 1}k. From here we shall use We,m to denote
a watermark embedder and Iw,m to denote a watermarked
image.
Watermark Detector: Given a watermarked image Iw,m,
watermark detector Dw(·) is a neural network that predicts
the key m from Iw,m. Our method utilizes Blind Water-
marking scenario mentioned in Sec. 2 where Dw(·) only
requires the watermarked image Iw,m as input without the
need for any additional metadata.
Attack Module: Attack module A(·) represents unin-

tentional (or) intentional transforms applied to the water-
marked image Iw,m that could result in the loss of wa-
termark key during watermark detection. A successful at-
tack module results in imperfect watermark detection, i.e.,
Dw(A(Iw,m)) ̸= m. This module can usually be seen in
the form of image compression by public platforms or an in-
tentional malicious attacker that aims to remove watermark
from Iw,m. Resistance to an attack module is a fundamental
requirement of a robust watermark embedder We.
Full-Image and Object-Level Watermarking: Given a
text prompt for generation, full-image watermarking refers
watermarking entire image and object-level watermark-
ing refers to the scenario that watermarks specific objects
Oi, ...Oj in the image selected by a user. Information
about Oi can be provided in various ways. For exam-
ple [7] uses post-processing techniques to localize water-
mark on various regions using masks. However, using
such post-processing methods introduces additional com-
putational overhead and may be susceptible to removal or
modification. Instead, integrating object-level watermark-
ing into the generative process enables seamless and robust
embedding within the chosen object Oi, ...Oj regions.
Our problem setting considers both image and object-level
watermarking scenarios with a constraint that the informa-
tion for watermarking a specific object Oi shall not be pro-
vided in the form of any additional information such as seg-
mentation masks. This information can only be obtained
right from the text prompt. Specifically, for our setting,
a text prompt “[A photo of a catW∗]” denotes full-image
watermarking and a text prompt “A photo of a [catW∗]”
denotes that the object cat is to be watermarked.

4. Method

Given an image, I, our training pipeline aims to generate
Iw,m where m is the watermark key, m ∈ {0, 1}k. We uti-
lize a differentiable watermark detector from [6] Dw(Iw,m)
that permits gradient flow.

It is known that training larger modules of an LDM
pipeline, such as VAE Encoder/Decoder or the UNet,
is computationally expensive and do not provide a
lightweight, seamless way to integrate watermarking into
various other LDM pipelines. There is a need for a uni-
fied watermark embedder that can be integrated with vari-
ous LDM variants.

4.1. Token Embeddings for Watermarking

Our method utilizes the relatively under-explored Text En-
coder of the LDM pipeline [19]. We introduce a new to-
ken in the Text Encoder, denoted by W∗, and fine-tune the
text embeddings of W∗ to watermark I. In addition to sig-
nificant lower parameter requirement compared with prior
works [6, 7], this token W∗ act as the watermark trigger
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Figure 2. W∗ training pipeline. (Left) To find W∗ token embeddings, we use an Img2Img generation pipeline. D and Dw represent VAE
decoder in the LDM, and Watermark Detector respectively. While training, we send the input image through LDM encoder to retrieve the
latent z0, we then add a forward diffusion noise of τ∗ timesteps, followed by iteratively denoising zτ∗ using Classifier-Free Guidance [11]
from [τ∗ → 0] to retrieve z′0,w. During the denoising process, we train for W∗ token embeddings. (Middle) We use latent matching loss
to control the trajectory of watermarked latents and bit loss to find W∗ token embeddings. (Right) We then use trained W∗ embeddings to
generate watermarked images.

that can be seamlessly integrated into the text encoder of
any LDM pipeline.

Our method initially aims to train W∗ token embed-
dings, similar with Textual Inversion [8], to generate wa-
termarked latents zt,w = ϵθ(zt, t, {P,W∗}). However,
we identify the need to carefully select the optimal noise
timesteps during W∗ training as different choices impact
image quality, watermark robustness and image generation
time.

4.2. Optimal Timestep and Latent Loss
We perform empirical studies to observe the effect of differ-
ent noise timesteps during forward diffusion process while
W∗ training. As depicted in Fig. 2 (middle) (and in the sec-
tion H. of the supplement), we observe a trade-off between
image quality and watermarking performance when choos-
ing different noise timesteps. A relatively large timestep
(t ∼ T ) would degrade the image quality while a relatively
small timestep (t ∼ 0) would lead a lower bit accuracy
but enhanced image generation quality. This observation
is consistent with prior findings, as mentioned in [15, 28],
which highlight the impact of noise strength on condition-
ing fidelity. We identify an optimal timestep τ∗ = 8 that
balances this trade-off between image quality and water-
mark bit accuracy. During W∗ training, we add a forward
noise of τ∗ to the image followed by iterative de-noising to
generate watermarked latent z′0,w. z′0,w is then passed into
the VAE decoder Dec(·) to generate a watermarked image
Iw,m. Dw takes Iw,m as input, Dw(Iw,m) = m′, to train
W∗ token embeddings on watermark loss Lw. We utilize
BCE loss to embed a specific bit key m using W∗.

Lw = BCE(Dw(Dec(z
′
0,w)),m). (1)

While the optimal timestep τ∗ preserves overall infor-
mation in I and significantly reduces the time taken for
Iw,m generation, we still observe visible corruption in Iw,m

that hurts imperceptibility watermarking constraint. As a
remedy, we employ latent matching loss Lz that aids our
method to perform invisible watermarking.

Lz = min
W∗

Et

[
∥z∗t − z′t(W∗)∥22

]
. (2)

Our method uses L = αLw + βLz to train W∗ token
embeddings for watermarking where α and β are tunable
hyperparameters.

4.3. Object-level watermarking
In the original LDM [27], the query feature Q and key fea-
ture K from cross attention operation defines a token-wise
attention mask M where M = softmax(Q · KT )/

√
d).

As the architecture of the LDM remains unchanged in our
model, we inherit this capability to generate corresponding
attention mask from text tokens. Such feature is the key in
our model unlocking new possibilities for object-level wa-
termarking utilizing these cross-attention maps.

Once the watermarking token embeddings are fine-
tuned, we proceed to generate images using a standard text-
to-image LDM model, but with an ability to perform object-
level watermarking. We utilize cross-attention maps at each
timestep t to localize watermark on any chosen object Oi

right from the text prompt P as a token Pi(∈ P). Specif-
ically, we utilize [10] to obtain cross-attention map Mt of
Oi given by:

z′t−1,Mt,Oi
← LDM(z′t,Pi, t) (3)
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Algorithm 1 Object-level Watermarking during Text-to-
Image Generation in Latent Diffusion Models

Input: LDM Decoder D; Watermark TokenWi
∗ for

object i; Text Prompt P; overlay strength π(t).
1: Select objects to watermark, defining the subset
{P∗

0 ,P∗
1 , . . . ,P∗

k} with corresponding watermarking
tokens {W∗

0 ,W∗
1 , . . . ,W∗

k} from the text prompt P =
{P0,P1, . . . ,Pn}.

2: zT ∈ N (0, I)
3: for t = T, . . . , 0 do
4: for each token P∗

i ∈ {P∗
0 ,P∗

1 , . . . ,P∗
k} do

5: M(t)
P∗

i
/M(t)

W∗
i
← Attention map of P∗

i /W∗
i

6: M(t)
W∗

← π(t) · M(t)
W∗

(Adjust watermark-
strength per timestep)

7: M(t)
Pi
← (1 − α) · M(t)

Pi
+ α · M(t)

W∗
(Overlay

attention map ofWi
∗ on that of Pi

∗)
8: end for
9: ϵ̂ = ϵθ(zt, t, ψ(P),M(t)

P∗
0:k
,M(t)

W∗
0:k

)

10: zt−1 =
√

αt−1

αt
zt +

(√
1

αt−1
− 1−

√
1
αt
− 1

)
ϵ̂

11: end for
12: Output: Decoder output ofz0, that is D(z0)

Given a text prompt with multiple tokens P =
{P0,P1, . . . ,Pn}, the user has the flexibility to choose spe-
cific object tokens {Pi,Pj , . . . } to watermark. During the
image generation process, we extract the cross-attention
maps for the objects intended for watermarking from the
UNet. These are then combined with the attention maps
of the corresponding watermarking tokens Wi

∗,Wj
∗ , . . . to

precisely localize the watermark on each object allowing us
to seamlessly perform multi-object watermarking.

To bring in the effect of optimal timestep τ∗ (seen dur-
ing training Sec. 4.2), we introduce a watermark overlay
strength controller π(t). π(t) could be set to a step function
with values 0 ( if t > τ∗) and 1 ( if t ≤ τ∗) which ex-
actly mimics the generation scenario seen during training.
In addition to the step function, we also test with a smooth-
ing function that brings the effect of τ∗ by giving more
weight to timesteps closer to the VAE decoder. At these
timesteps we observe increased reliability of the attention
maps enhancing the precision of the watermark placement.
The complete procedure is outlined in Algorithm 1.

5. Experiments
Datasets: We evaluate our method on two datasets, namely,
MS-COCO [18] and WikiArt [32]. We use a subset of 2,000
images from MS-COCO dataset, similar to [7], for training
W∗ token embeddings. Our method is evaluated on 1000
validation captions from MS-COCO and WikiArt each via
image-to-image generation and on 100 prompts from [6] for
text-to-image generation.

Evaluation Metrics: In line with prior work [6, 7], we as-
sess our watermarking method using the following metrics:

(a) Robustness, measured by Bit Accuracy under various
attacks (mentioned in Tab. 1). Bit accuracy represents the
percentage of correctly detected bits in the watermark key
m output from the Detector Dw(·). In addition to Bit Accu-
racy, we also compare our method with techniques [33] that
use True Positive Rate as the metrics in supplement (section
D). These methods do not embed a bit string m.

(b) Imperceptibility, measured by Peak Signal-to-Noise
Ratio (PSNR), Structural Similarity Index (SSIM) [19, 23],
and Fréchet inception distance (FID) [14], comparing wa-
termarked and non-watermarked images.

(c) Parameter Efficiency, where our method trains only
the textual embeddings, with parameter usage significantly
reduced (105×) compared to baselines [6, 7], as the T2I
pipeline and watermark decoder remain frozen.
Watermark Detector: For our experiments we utilize two
watermark detectors from [6] and [7].

5.1. Full-Image Watermarking results
We evaluate full-image watermarking by integrating W∗
into the Stable-Diffusion v1.5 [31], using the AquaLora wa-
termark detector [6]. Our method’s performance is com-
pared to existing watermarking baselines in LDMs, focus-
ing on robustness and imperceptibility. Tab. 1 presents the
results, showing that our approach requires significantly
fewer parameters while maintaining high bit accuracy un-
der attacks. We categorize attacks encountered after water-
marking into two categories, namely, basic image process-
ing attacks such as Rotation, Resize, Crop, JPEG compres-
sion etc as listed in Tab. 1, and adversarial attacks such as
DiffPure [21], WMAttacker [35] etc. We provide imple-
mentation details of attack module in supplement (section
I).

We consider that robustness to adversarial attacks in-
cluding Diff-Pure [21] and SDEdit [20], while beneficial,
is not essential for watermarking techniques. These at-
tack methods are complex and go beyond common attacks
like crop, resize, and rotations. However, our watermark-
ing method integrated into the denoising process demon-
strates enhanced robustness to both basic and adversarial
attacks outperforming several in-generation watermarking
techniques thereby pushing the benchmark for robust wa-
termarking. When compared to AquaLORA [6], while us-
ing the same watermark detector, we see an increase in bit
accuracy on both common attacks by over 20%, and over
7dB in PSNR. Additionally, our method retains high robust-
ness and personalization when used alongside a personal-
ized textual inversion token and/or a personalized UNet.

Summary. Our Full-image watermarking achieves im-
proved robustness, lower parameter requirements, and en-
hanced imperceptibility compared to baselines.
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Method I.W. O.W. L.P. # Params ↓ Imperceptibility Robustness to basic attacks (BA): Adversarial attacks (BA):

PSNR ↑ SSIM ↑ FID ↓ None ↑ Brightness ↑ Contrast ↑ Blur ↑ Crop ↑ Rot. ↑ JPEG ↑ SDEdit ↑ WMAttacker ↑ DiffPure ↑
WikiArt (48 bits) - In-Generation Watermarking

Stable Sig. [7] ✓ ✗ ✗ 105+ 31.57 0.88 24.71 0.99 0.93 0.87 0.78 0.79 0.70 0.55 0.58 0.53 0.52
LaWa [26] ✓ ✗ ✗ 105+ 32.52 0.93 18.23 0.99 0.99 0.98 0.94 0.93 0.83 0.89 0.68 0.76 0.78
TrustMark [2] ✗ ✗ ✗ 105+ 39.90 0.97 15.83 0.99 0.98 0.99 0.93 0.89 0.87 0.86 0.68 0.77 0.73
RoSteALS [3] ✓ ✗ ✗ 105+ 32.68 0.88 16.63 0.98 0.96 0.94 0.88 0.88 0.75 0.80 0.75 0.72 0.72
AquaLoRA [6] ✓ ✗ ✗ 105+ 31.46 0.92 17.27 0.94 0.91 0.91 0.81 0.90 0.58 0.76 0.68 0.67 0.66
WAM [29] ✓ ✓ ✗ 105+ 36.46 0.97 16.27 0.97 0.93 0.92 0.84 0.92 0.76 0.84 0.72 0.71 0.72
Ours + SDstyle ✓ ✓ ✓ 768 35.88 0.93 16.72 0.99 0.97 0.99 0.94 0.97 0.94 0.93 0.81 0.83 0.84
Ours + TI ✓ ✓ ✓ 768 36.89 0.94 15.98 0.99 0.96 0.99 0.95 0.98 0.95 0.92 0.82 0.84 0.86
Ours + SD ✓ ✓ ✓ 768 39.92 0.97 14.89 0.99 0.98 0.99 0.97 0.98 0.95 0.95 0.85 0.87 0.88

MS-COCO (48 bits) - In-Generation Watermarking

Stable Sig. [7] ✓ ✗ ✗ 105+ 31.93 0.88 24.74 0.99 0.94 0.89 0.81 0.82 0.72 0.59 0.62 0.63 0.57
LaWa [26] ✓ ✗ ✗ 105+ 33.53 0.95 17.45 0.99 0.99 0.98 0.94 0.93 0.86 0.90 0.71 0.79 0.79
TrustMark [2] ✗ ✗ ✗ 105+ 40.98 0.98 14.89 0.99 0.98 0.99 0.95 0.91 0.89 0.88 0.69 0.78 0.74
RoSteALS [3] ✓ ✗ ✗ 105+ 32.68 0.88 16.63 0.99 0.98 0.93 0.89 0.87 0.78 0.81 0.76 0.72 0.75
AquaLoRA [6] ✓ ✗ ✗ 105+ 31.46 0.92 17.27 0.95 0.91 0.90 0.80 0.92 0.68 0.78 0.67 0.70 0.68
WAM [29] ✓ ✓ ✗ 105+ 36.98 0.97 16.85 0.98 0.94 0.92 0.86 0.94 0.77 0.86 0.73 0.73 0.72
Ours + SDstyle ✓ ✓ ✓ 768 36.99 0.93 16.72 0.99 0.98 0.99 0.94 0.97 0.94 0.93 0.81 0.83 0.84
Ours + TI ✓ ✓ ✓ 768 36.89 0.94 15.23 0.99 0.96 0.99 0.95 0.98 0.96 0.94 0.83 0.84 0.86
Ours + SD ✓ ✓ ✓ 768 40.92 0.97 14.83 0.99 0.98 0.99 0.97 0.98 0.97 0.96 0.86 0.88 0.89

Table 1. Comparison to watermark baselines. (I.W.: In-generation Watermarking, O.W.: Object-level Watermarking, L.P.: Less than
105 parameters, BA: Bit Accuracy) We compare our method several baselines. In addition to watermark invisibility and robustness of
watermarking, we present the number of parameters used for training. We see that our method uses 105× lower parameters. We see that
early integration for watermarking improves robustness to attacks, we see a consistent trend of this improvements in basic image processing
attacks and adversarial attacks. We also present the performance of our method in the presence of personalization using fine-tuned UNet
and Textual Inversion. From the above table we see that our method can be plugged into various LDM pipelines. More details on specific
implementation of attacks can be found in the supplement.

5.2. Key results on Object Watermarking
Object Watermarking and Identification: We present the
effectiveness of object-level watermarking, as illustrated in
Fig. 3, where we apply watermarks to up to three distinct
objects within a single image, mentioned in Algorithm 1.
Using the watermark detector Dw, and without the need
for any additional information such as segmentation masks,
heatmaps are generated by evaluating the bit accuracy of
small patches, each covering approximately 10% of the im-
age area. Each patch’s bit accuracy score is determined by
Dw , and these scores are aggregated across all patches to
produce a comprehensive heatmap. In this map, a score
of 1 represents a bit accuracy of 100%, indicating high fi-
delity in watermark retrieval, while a score of 0.5 indicates
retrieved watermark key does not match m indicating no
watermark. When watermarking a single object, the result-
ing heatmap shows precise retrieval of the watermark. For
images with two or three watermarked objects, the detector
reliably identifies each watermark, and accurate retrieval is
observed. In cases involving four or more objects (bottom-
right of Fig. 3), the heatmap confirms that the watermark is
detected across most of the image, likely due to the accu-
racy of attention maps during inference. For images with
multiple objects, separate heatmaps can be generated for
each object to enhance clarity in visualization. The over-
all heatmap presented in Fig. 3 is an aggregate of individual
heatmaps detailed in Fig. 6. Further technical details on the
heatmap generation process are available in the supp. (§B).

Bit Accuracy
None Bright. Cont. Blur Rot. JPEG

Single object
Segment + white bg 0.99 0.97 0.96 0.97 0.96 0.97
Segment + style bg 0.95 0.92 0.90 0.96 0.94 0.93
Crop object (0.8 × size) 0.96 0.94 0.92 0.95 0.92 0.93
Crop object (0.5 × size) 0.92 0.91 0.90 0.91 0.92 0.90
Crop object (0.4 × size) 0.90 0.89 0.88 0.89 0.89 0.90

Multiple objects
1 object 0.99 0.97 0.96 0.97 0.95 0.98
2 objects (no overlap) 0.94 0.93 0.95 0.95 0.94 0.96
3 objects (no overlap) 0.90 0.89 0.90 0.90 0.90 0.99
2 objects (overlap ≥ 40%) 0.79 0.76 0.70 0.80 0.74 0.74

Table 2. Object-level watermarking robustness performance
with attacks. We evaluate the performance of our method to per-
form object-level watermarking in the presence of attacks. We
clearly see robust performance under rotation and various crops
within watermarked objects, for single and up to three objects.

Stress Tests: Object Size and Multiple Object Water-
marking: We evaluate the sensitivity of the watermark de-
tection to small object sizes and multiple objects. As shown
in Tab. 2, even with a 40% crop of the object, the detec-
tor achieves 89% bit accuracy. This accuracy remains ro-
bust to transformations. We also test watermark detection
across multiple objects, with and without overlap. For non-
overlapping objects, detection remains above 90% without
attacks and above 89% under attacks. However, perfor-
mance decreases when the overlap exceeds 40%, particu-
larly in the case of multiple overlapping objects. Our quali-
tative results indicate that single-object watermarking is not
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Figure 3. Qualitative results and watermark heatmaps. We show qualitative results of our watermarking approach for up to three objects
in a single image, all embedded within the T2I generation pipeline. As described in Sec. 4.3, object-level watermarking is controlled directly
via the text prompt P . (Top row) shows single-object watermarking with corresponding heatmaps, achieving high bit accuracy within the
selected object and 0 outside. (Second row, third row) show results for two and more than three objects, respectively, with accurate retrieval
and high bit accuracy. (Bottom row, last column) illustrates a case where imperfect attention maps cause watermarking to leak outside
objects, yet high bit accuracy is still achieved.

affected by object overlap, but bit accuracy decreases with
significant overlap due to multiple layers of interference.

5.3. Applications: Integration with LDM Pipelines
and Textual Inversion Compatibility

We demonstrate the versatility of our method by integrat-
ing the plug-in watermark tokenW∗ across diverse text-to-
image (T2I) generation pipelines, assessing both watermark
robustness and imperceptibility. The schematic in Fig. 2 il-
lustrates this integration process, where W∗ is loaded into
the text encoder of different LDMs, including pipelines that
employ personalized or fine-tuned diffusion models. Ad-
ditionally, W∗ can be combined with Textual Inversion to-
kens, as shown in qualitative results in Fig. 3. Our method
achieves a high PSNR of 35 dB and bit accuracy above 92%,
outperforming the Stable Signature [7] in robustness while
maintaining watermark invisibility and resistance to attacks.

5.4. Ablation Studies

Training with SAM Segmentation Masks: Our water-
marking pipeline relies on attention maps generated by
prompts, though these maps can sometimes lack precision

(e.g., spillover beyond the intended object, seen in bottom-
right scenario of Fig. 3). This can pose challenges for ap-
plications like medical imaging, where precise watermark
localization is crucial. In case of a need for such high preci-
sion localization of watermark target, our method is flexible
to utilize segmentations masks within watermark generation
and need not rely on post-generation localization. In this
ablation study, we incorporate SAM (Segment-Anything)
segmentation masks directly into our generation process as
an alternative to attention maps, particularly in Step 4 of
Algorithm 1. Our results (Fig. 5) show that SAM masks
significantly improve watermark localization accuracy.

Additional analysis on more complex scenes with mul-
tiple overlapping objects: We clarify that our setting is
indeed very challenging: We retrieve multiple watermarks
from overlapping regions using the same detector that is na-
tively pretrained to retrieve single watermark. This setting
is known to cause a major drop in robustness (Fig. 4 of [25])
and remains an open research challenge on how to extract
more than one watermark from an image region. To further
support this, we provide a quantitative analysis.

No drop is expected if we are permitted to use more than
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Figure 4. Plug-and-Play ability. We present our method’s ability
to be plugged into any combination of personalized T2I model.
Above image shows four such combinations where we use Textual
Inversion style tokens and styled T2I pipelines can be seen. It can
be observed that the object-level control and watermarking ability
of our method is preserved across all these pipelines.

one watermark detector. Even with the same detector 36
bits can be retrieved with 0.85 Acc. with ≥ 40% overlap.

S.K.: Same Key, D.K.: Different Keys, S.D.: Same Detector, D.D.:
Different Detector, O: ≥ 40% Overlap.

Retrieval Accuracy

S.K. + O + S.D. 0.99
D.K. + O + D.D. 0.99
D.K. + O + S.D. 0.79

48 32 24 16
0.8

0.9

0.79

0.85

0.92
0.95

Number of Bits

B
it

A
cc

.

Bit Accuracy with ≥ 40% Overlap

None

Left: Retrieval accuracy under different configurations. Right: Per-

formance on the (D.K. + O + S.D.) setting under varying bit counts.

Ablation on Number of bits for Watermarking. We per-
form an ablation on number of bits that can be embedded
into image by our method and present our results as a plot
in the supplement (section C.). We observe that our method
can watermark with > 91% bit accuracy for 128 bits under
various attacks.

6. Limitations

As our method performs in-generation watermarking. For
localizing the watermark on an object, the method relies on
Cross Attention maps for each token in the input prompt
P . Hence, the method relies strongly on the accuracy of
these cross attention maps. Our ablation studies conducted
on using the segmentation masks from SAM enhance the
localization of watermark on top of the object. However,
relying on an external segmentation model such as SAM

Figure 5. Watermark heatmap enhancement using SAM. Our
watermarking is embedded into the generation pipeline using At-
tention maps. We test the performance of our watermark detection
by plugging our method into P2P and SAM.

Figure 6. Multiple Object watermarking heatmap breakdown.
Our goal is to embed watermark in specific regions of the image
while not corrupting the entire image. In the above example, a
user can choose to watermark either the dog or the car or both.
Our method provides the versatility to choose to watermark any
object(s) in an image while preserving other regions.

could be undesirable and overly relying on Cross Attention
maps could be a limitation when the attention maps are not
properly defined.

7. Conclusions
In this paper, we propose a novel in-generation water-
marking technique to integrate watermarking into the latent
within the denoising process of T2I generation. Our water-
marking technique provides watermarking control directly
from text and fine-tunes token embeddings of a single token.
Our method contributes to a novel application of object-
level watermarking within T2I generation. We show that
our early watermarking technique shows improvements in
watermarking robustness across several post generation at-
tacks. Our method aims to motivate future research towards
training-free watermarking, controllable watermarking with
any T2I generation pipeline.
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