REACT: Residual-Adaptive Contextual Tuning for
Fast Model Adaptation in Cybersecurity

Jiayun Zhang* Junshen Xu Yi Fan
University of California, San Diego Amazon Web Services Amazon Web Services
jiz069Qucsd. edu jsxu@amazon.com fnyi@amazon.com
Abstract

Cybersecurity applications are challenged by constant distribution shifts due to
the evolvement of services, users, and threats, degrading pretrained model per-
formance. Fast adaptation is crucial for maintaining reliable security measures.
Existing works primarily focus on pretraining models that can quickly adapt to
new distributions, yet their fine-tuning relies on a rudimentary strategy that treats
each shift independently. In this paper, we introduce REACT, a novel adaptation
framework via Residual-Adaptive Contextual Tuning, working for sparsely-labeled
and imbalanced cybersecurity data. REACT decomposes the weights of a neural
network into two complementary components: meta weights, a shared foundation
of general knowledge, and adaptive weights, tailored to specific shifts. A hyper-
network is employed to learn distribution patterns from few-shot data and relevant
contexts and prime adaptive weights close to the optimal configuration, reducing
fine-tuning effort. The meta weights and the hypernetwork are updated alternately
to maximize generalization and adaptability. Extensive experiments across multiple
datasets and neural networks demonstrate that REACT improves AUC by 14.85%
compared to models without adaptation, outperforming the state-of-the-art.

1 Introduction

Cybersecurity applications undergo continual distribution shifts for various factors, including users
joining and leaving the network, changes in user behavior, and software updates. For instance, during
special events on the Web, such as major sales promotions, there is often a surge in users visiting
the site and subscribing to services, and many of them may cancel the subscription and reduce their
activity after the event, causing abrupt shifts in network traffic. Models trained on typical traffic
patterns are less effective in these scenarios, resulting in increased false positives and false negatives.
Fast adaptation is essential for timely and effectively identifying threats in dynamic environments.

A critical challenge in managing distribution shifts in cybersecurity is the lack of ground truth,
which limits the ability to align models with shifted distributions. Existing unsupervised adaptation
methods (Stojanov et al.|[2021]], [Tanwisuth et al.|[2021]],|Shen et al.|[2022]), which rely on labeled
source domains to guide adaptation, fails to address this scenario.

Besides, cybersecurity data often exhibit extreme imbalance, with a few suspicious activities (e.g.,
unauthorized access attempts, anomalous traffic, malware) hidden among a vast majority of benign
patterns. This imbalance, however, presents an opportunity to address distribution shift—rather than
learning what the exact patterns of every benign and suspicious behaviors are, the model could learn
to distinguish between the majority and minority for better generalization. Building on this insight,
we approach the problem from both pretraining and fine-tuning perspectives. From pretraining
perspective, the pretrained model should establish a broad, generalizable baseline to distinguish
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diverse sets of majority and minority. From the fine-tuning perspective, the model should then be
fine-tuned based on a summary of the shifted patterns, quickly adapting to specific distribution.

Recent advances in adaptation for cybersecurity (Li et al.|[2023a],[Wang et al.|[2022], |Li et al.|[2023b])
have emphasized the pretraining, typically via meta-training a model initialization that can adapt with
a few data. However, their fine-tuning is conducted independently for each testing scenario, which
could be inefficient especially when numerous new tasks share similar distributions. We propose that
by recognizing task similarities for fine-tuning, the adaptation can be further enhanced.

In this work, we introduce REACT, a model adaptation method via Residual-Adaptive Contextual
Tuning, working effectively with unlabeled and highly imbalanced data. Given a neural network,
REACT decomposes its weights into the sum of two complementary components: meta weights,
which are shared globally and capture general knowledge, and adaptive weights, which are the residual
component tailored to specific distributions. The framework meta-learns the model on a diverse set
of tasks with different distributions. To capture task similarities, we integrates a hypernetwork (Ha
et al.[[2016]) that generates adaptive weights based on a small set of data and relevant contextual
information. The hypernetwork positions the adaptive weights close to the optimal configuration,
reducing fine-tuning effort. During training, REACT alternates between updating the meta weights
and the hypernetwork via meta learning, iteratively refining them to maximize generalizability and
adaptability. The framework is model-agnostic, applicable to various neural networks and objective
functions within cybersecurity contexts. We evaluate REACT on three datasets for key applications
in cybersecurity, network intrusion detection and malware detection, using different neural network
models in both unsupervised and semi-supervised settings. Compared to models without adaptation,
REACT improves the AUROC by 14.85% with few-shot fine-tuning (e.g., update 1 - 10 iterations on
10 - 100 samples). Ablation studies and sensitivity analyses demonstrate that REACT is robust to
variations in the number of available samples and contamination in training data. We also showcase
the capability of REACT for parameter-efficient fine-tuning, achieving 5.75% higher AUROC with
94.3% fewer parameters updated compared to conventional fine-tuning, highlighting its efficiency.

Contributions: (1) We address distribution shift in cybersecurity. We approach the problem from
both pretraining and fine-tuning perspectives to maximize generalizability and adaptability. (2)
We introduce REACT, a novel adaptation framework that decomposes a model into the sum of
a meta component for generalization and an adaptive component for personalization. REACT
alternately meta-learns the meta component and a hypernetwork for adaptive weight generation,
enabling fast adaptation via fine-tuning on limited new data with few gradient steps. (3) Extensive
evaluations on key cybersecurity applications demonstrate that REACT consistently outperforms
various state-of-the-art methods across diverse models and datasets.

2 Related Work

Distribution Shifts in General Machine Learning. Distribution shift occurs when the training and
testing data distributions differ, leading to poor generalization (Gretton et al. [2008]]). To address the
challenge, adaptation methods have been proposed (Wilson and Cook! [2020], [Farahani et al.| [2021]],
Liu et al.|[2022]]). We focus on works designed for unsupervised or semi-supervised cases due to
the data specificity in cybersecurity. Unsupervised domain adaptation (Ben-David et al.|[2010]) is
a closely-related topic, which adapts models to target domains that have no labeled data. Methods
include invariant representation learning (Stojanov et al.| [2021]]), prototype-oriented conditional
transport|Tanwisuth et al.|[2021]], contrastive pre-training (Shen et al.[[2022]]). These methods rely on
labels from source domains, which are often not available in cybersecurity scenarios.

Distribution Shifts in Cybersecurity. In cybersecurity, distribution shifts have been observed in
various applications, such as malware detection (Jordaney et al.| [2017]], Pendlebury et al.| [2019]],
Barbero et al.|[2022])), network intrusion detection (Channappayya et al.| [2024])), and log anomaly
detection (Jia et al.|[2023]]). Traditional supervised approaches (Jordaney et al.| [2017], Pendlebury:
et al.[[2019], Barbero et al.|[2022]]) require extensive labeling, limiting their practicality in real-world
deployment. Recent efforts have recognized this limitation and have been exploring adaptation
approaches for scenarios with scarce labels. Unsupervised domain adaptation methods, like learning
domain-invariant representations (Carvalho et al.| [2023]]) have been extended to cybersecurity.
However, they typically requires simultaneous training on source and target domains, making it
less suitable for emerging domains. Test-time adaptation methods, including batch normalization



updates (Li et al|[2023a]]) energy-based models (Wang et al.| [2022]]), and trend estimation (Kim
et al.|[2024]), update models during inference without gradient descent. Though efficient, they are
limited to minor shifts|Gui et al.|[2024]] or sequential shifts that display continuous patterns (Kim et al.
[2024]). To address more severe and random shift, meta-learning (Finn et al.| [2017]) is a promising
approach. Methods train a meta model on a variety of learning tasks, enabling quick adaptation with
minimal data, as seen in few-shot anomaly detection (Ding et al.|[2021]]) and prototype-oriented
transport for time-series anomaly detection (Li et al.|[2023b]). However, these existing methods
overlook the potential of learning to adapt during the meta-learning process. Our work focuses on
both pretraining and fine-tuning aspects to enhance adaptability and scalability of the systems.

3 Problem Definition

Distribution shift in cybersecurity involves changes in the probability distribution of data over time
or across domains (e.g., users), affecting feature distribution P(x), posterior distribution P(y|x),
or both. Consider a model f(-; #) trained on a dataset D from distribution P. Its parameters 6 are
optimized by the objective: 0* = argmingE,.pL(f(x;0), where L is the loss function. Dataset
D = {x;}, is either unlabeled or contains limited labels and is dominated by benign samples. Our
goal is to develop an adaptation method that updates model parameters to 6’ using a small unlabeled
or sparsely-labeled set D’ (|D’| = k < |D|) from the new distribution P’.

4 Residual-Adaptive Contextual Tuning for Fast Model Adaptation

We propose a meta-learning framework for adaptation that alternates between optimizing a meta
model and a hypernetwork. The pseudo-code is provided in Algorithm|T]

Algorithm 1: Training Procedure of REACT

Input: Task distribution p(7), target network f, hypernetwork h, training iterations 7'
Output: Meta weights O, hypernetwork weights ¢

1 Initialize model weights Ope, and ¢;
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while not converged do
// Update meta weights.

Sample a set of tasks {T; }, ~ p(T);

for each rask T; do A
Form support set Dy, query
Generate adaptive weights: 0,4, = h(Dgyppor; Ci5 @)
Fine-tune Gf;dapt on Dzuppm following Eq.

Update 6y, following Eq.

// Update hypernetwork.
Sample a set of tasks {7;}17, ~ p(T);
for each task T; do _ _
L Form support set Dgupport and query set D{ycry, and extract contextual information ¢;;

Update ¢ following Eq.

. and query set D? . and extract contextual information c;;

Task Sampling for Meta Learning. To let the model learn how to adapt to new distributions, we
create a diverse set of tasks that reflect the expected variations in the target application. We sample
tasks from training set D by simulating relevant data shifts. For instance, if the goal of adaptation
is to address temporal shifts, the data can be grouped by periods such as days or months, with each
period forming a separate task. The dataset D; for each task 7; is further divided into a support set
Dg‘uppon and a query set Df]uery. The support set is used to fine-tune the model to obtain task-specific
parameters, while the query set evaluates the generalization of the fine-tuned model.

Weight Decomposition Given a neural network, we decompose its weights into the sum of two
complementary components: meta weights 6y,e.,, Which capture global patterns, and adaptive weights
Badapt> Which fine-tune the model for specific data distributions. The meta weights provide a broad
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Figure 1: Alternating optimization. REACT alternates between updating the meta weights and the
hypernetwork to iteratively maximize generalization and adaptability. In each iteration, we first
sample a set of tasks to update the meta weights, then sample another set to train the hypernetwork.

understanding of the global distribution, while the adaptive weights act as a residual component that
tailors the model to new distributions. The two components are added to form the full model weights,
ie., 0 = Opea + 9adapt~

Adaptive Weight Generation with Hypernetwork. We integrate a hypernetwork to predict adaptive
weights based on the aggregated specificity of data from new distributions. A hypernetwork (Ha
et al.|[2016]]) is a neural network that predicts the weights for another neural network. It has shown
effective in improving learning efficiency through parameter sharing (Mahabadi et al.|[2021]], Zhang
et al.| [2024a], Bonet et al.| [2024], [Zhang et al|[2024b]). Our hypernetwork includes an encoder
that processes data from the support set to produce feature representations. These representations
are averaged and passed through a series of linear layers, with each layer generating the weights for
a corresponding layer in the target network. This weight generation reduces fine-tuning efforts by
preparing the adaptive weights close to its optimal values. Let h represent the hypernetwork with
parameters ¢. Given the support set Dsupporl for task 7, the hypernetwork generates model weights

adapt = h(D’uppom ), which are then loaded into the target network f. Given multiple tasks {7; },
with datasets {DD;}}£,, the objective is to minimize the loss over the query sets of these tasks.

To enhance the hypernetwork’s ability to handle varying distributions, we integrate the contextual
information c; about distribution P; as an additional input. This context offers semantic insights into
the shifts and helps capture similarities across distributions. We incorporate a context encoder in the
hypernetwork to transform contexts into embeddings, which are then added to the data representations
for weight generation. The choice of context depends on the type of shift. For example, we use time
information for temporal shifts, with positional encoding (Vaswani| [2017]]) generating embeddings.
Details about context modeling for different tasks can be found in Section

Alternating Optimization. We design an alternating optimization scheme for these two components
to maximize generalization and adaptability. Flgureﬂ]lllustrates the process. Each iteration begins
with updating the meta weights. We sample a set of tasks {T}l 1, fix the hypernetwork h and use it

to generate the initialization of adaptive weights 6, = = h(D! ¢i; ¢). The generated weights are

adapt — support?

then fine-tuned to derive the optimal weights 6% for distribution P using the support set D¢

adapt support*
O = argmin > L(f(; Ometa, Oadapt))- (1)
eadup( T eD,‘,

support
We fix these fine-tuned adaptive weights and update the meta model by minimizing the loss on the

query set unery Let Nmeta be the learning rate for updating meta weights. The update of meta weight
after one gradient step is as follows:

emem <~ emeta nmetav0mm Z ZIED E(f(x emetaa adapt)) (2)

query

Next, we sample another set of tasks {7;}},, fix the meta weights learned in the previous step,
and update the hypernetwork using the query sets. Let 7, be the learning rate for updating the
hypernetwork. The weight update of hypernetwork after one gradient step is as follows:

¢ — ¢ Uthb Z Z €D’ 37 emela, h<Dgupport7 Cj3 ¢))) (3)

query

Regularization. We apply L2 regularization to the hypernetwork-generated adaptive weights,
encouraging them to act as residuals to the globally shared meta weights. The query loss for optimizing



Table 1: Experiment configurations and dataset statistics after preprocessing.

Dataset Application # Train # Test # Train Tasks  # Test Tasks k£ Shift by Model
AnoShift  Network Intrusion Detection 1,388,884 1,833,329 50 110 100 Time AutoEncoder
NSL-KDD  Network Intrusion Detection 28,920 6,033 8 6 10 Service GOAD
Malware Malware Detection 15,301 5,320 36 12 10 Time DeepSVDD

the hypernetwork, denoted as Ly, is combined with regularization as £ = L{,e, + Al0fg,/3,

where A controls the regularization strength.

Inference During inference, the meta weights and the hypernetwork are fixed. A small set of support
data Dﬁuppon from the new distribution P; along with its contextual information c; are fed into the
J

hypernetwork for adaptive weight generation 0,4, = h(Dgupporl, ¢;; ¢). The adaptive weights are

then fine-tuned on Dzupport. Finally, the two parts of the weights are summed and used for inference.

5 Experiments

5.1 Experiment Setups

Datasets and Backbone Models. We consider two key applications in cybersecurity: network
intrusion detection and malware detection. For network intrusion detection, we use AnoShift (Dragoi
et al.| [2022]) and NSL-KDD (Tavallaece et al.| [2009]]), and for malware detection, we use the
Malware dataset (Huynh et al.|[2017]). We sample the datasets to form a 10% anomaly rate for both
training and testing. REACT is model-agnostic and applicable with various neural networks. We
employ three representative model architectures: AutoEncoder (Aggarwal and Aggarwal [2017]]) for
AnoShift, DeepSVDD (Ruff et al.|[2018]]) for Malware, and GOAD (Bergman and Hoshen|[2020])
for NSL-KDD. Both AutoEncoder and DeepSVDD are unsupervised methods. Since GOAD is a
semi-supervised methods which assumes training on benign data only, we filter out intrusion attacks
in the training data for the NSL-KDD dataset. Table|l|summarize the configuration.

Compared Methods. We compare our approach with the following baselines: (1) w/o adaptation
(A): The model is trained on the training data and directly tested on each test task. This serves as the
pretrained model, denoted as A. (2) Training from scratch: For each task, a model is trained from
scratch using k& samples and is used to perform evaluation on the task. (3) Fine-tuning: For each task,
the pretrained model A is fine-tuned on &k samples from the task. (4) Continual learning: Starting
from the pretrained model .4, we sequentially fine-tune the latest updated model using & samples from
each task. (5) CL w/ experience replay (Chaudhry et al.|[2019]]): To mitigate catastrophic forgetting,
we include a variant of continual learning with experience replay. We maintain a memory buffer that
stores previously used data. During each fine-tuning iteration, we sample a batch from the buffer
and combine it with the loss from the new batch, applying a weighted sum.(6) OC-MAML (Frikha
et al.|[2021])): It extends MAML to one-class classification by forming one-class support sets during
episodic data sampling to optimize the meta model specifically for one-class classification tasks.

Choices of Contexts For AnoShift and Malware dataset where shifts occur along time, we use
time information as the context, which is modeled with positional encoding (Vaswani|[2017]]). For
NSL-KDD dataset where shifts occur across services, we first feed these services names to a Large
Language Model with the prompt “please briefly describe each of these web services, including
the normal and anomalous patterns”. Then, we use a pretrained Sentence Transformelﬁ to generate
embeddings for the descriptions.

Adaptation Configurations and Evaluation Metrics For AnoShift and Malware, we adapt the
model to each test month. For NSL-KDD, we adapt the model to each service (e.g., HTTP, Telnet,
etc.) by randomly sampling half of the services for training and the other half for testing. After
dividing the training and testing tasks, we exclude services with fewer than 20 benign data points to
ensure enough data for testing after allowing the model to be updated on k test samples for adaptation.
For fine-tuning, we set the number of support samples & and the steps of gradient update according to
the dataset size and the convergence rate of the learning task. Specifically, we use k£ = 100 samples
for AnoShift and k£ = 10 for Malware and NSL-KDD. Fine-tuning is conducted for 10 epochs for
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Table 2: Experiment results on three datasets, each sampled with a 10% positive (i.e., intrusion attack,
malware) rate. REACT consistently achieves the highest performance across all datasets.

Method | AnoShift | Malware | NSL-KDD
etho

| AUROC AUPR | AUROC AUPR | AUROC AUPR
training from scratch (on all data) | 0.7681 0.3689 | 0.6010 0.1822 | 0.9308 0.7107
w/o adaptation (.A) 0.7110  0.3204 | 0.5165 0.1644 | 0.7420 0.5110
training from scratch 0.7398  0.3398 | 0.3659 0.1337 | 0.7382  0.4219
fine-tuning 0.7039  0.3333 | 0.5678 0.1797 | 0.8175  0.5098
continual learning 0.6087 0.3063 | 0.5879 0.1873 | 0.8285  0.5188
CL w/ experience replay (Chaudhry et al.|[2019]) | 0.6144  0.2996 | 0.6022 0.1932 | 0.8356 0.5114
OC-MAML (Frikha et al.[[2021]) 0.7770  0.3811 | 0.6779 0.2334 | 0.8547  0.5504
REACT | 0.8226 0.4376 | 0.7252  0.2750 | 0.8673  0.5559

AnoShift and Malware and 1 epoch for NSL-KDD since its tasks converge faster. In Section[5.4] we
conduct a sensitivity analysis on k to assess the robustness of our model to varying degrees of data
scarcity. We report both the AUROC and AUPR scores. All experiments are repeated for five times
with the same set of random seeds for all methods. Results are averaged across all test tasks and runs.

5.2 Main Results and Analysis

The results are presented in Table 2] To show the upper bound of training from scratch, we also evalu-
ate the performance of training a model from scratch using all data from each test task (highlighted in
grey). When sufficient data is available from the new tasks, training a model from scratch yields better
performance than using a pretrained model without adaptation. When comparing the models trained
from scratch, fine-tuning, and continual learning, it is shown that the pretrained model .A could be a
poor initialization for shifted distributions (e.g., on AnoShift). We also observe that incorporating
experience replay slightly improves performance compared to continual learning without any strategy
to prevent catastrophic forgetting. However, this improvement is limited. REACT consistently
outperforms the baselines and even surpasses models trained from scratch using all data on two
datasets. This is because REACT adapts from a model meta-trained on a larger and more diverse
training set than each independent test task, which provides a stronger foundation. We note that on
NSL-KDD, GOAD achieves high scores when trained from scratch using all data since it is trained on
benign data only, but such training is impractical in real world. When compared to other fine-tuning
methods, REACT achieves the best performance. Furthermore, by incorporating residual-adaptive
contextual tuning with meta learning, REACT outperforms the state-of-the-art OC-MAML, which
focuses solely on meta-learning.

5.3 Ablation Studies

We crafted three ablated versions of REACT by removing each key component and evaluating
the impact on performance. (1) REACT w/o fine-tuning: We disable the fine-tuning during
inference and use the merged weights from meta weights and the hypernetwork’s prediction to do
the inference directly. (2) REACT w/ random context: We replace the context with randomly-
generated embeddings. (3) REACT w/o regularization: We remove the regularization on the
hypernetwork’s prediction. Table [3] presents the experiment results. The first two rows serve as
baselines for comparison with our ablated methods. The results demonstrate that every component in
our framework contribute to the overall performance improvement. Among all, enabling fine-tuning
and applying regularization have the most significant impact. The contribution of context encoding
can be attributed to its selection of contexts, which uses time and service descriptions represented
by pretrained text embeddings for the datasets respectively. This effectively helps the hypernetwork
recognize new tasks through modeling task similarity.

5.4 Sensitivity Analyses

(1) Number of Support Samples: We vary the number of support samples for each new task (i.e., k)
from 5 to 100 and compare the performance of REACT with the fine-tuning baseline. As shown
in Figure 2, REACT consistently outperforms the fine-tuning baseline across all datasets. This



Table 3: Ablation study. We crafted three ablated version by removing each key designs from our
framework. The results demonstrate that every component in our framework contribute to the overall
performance improvement.

Mothod \ AnoShift \ Malware \ NSL-KDD

t

etho ‘ AUROC AUPR ‘ AUROC AUPR ‘ AUROC AUPR
w/o adaptation (A) 0.7110  0.3204 | 0.5165 0.1644 | 0.7420 0.5110
fine-tuning 0.7039  0.3333 0.5678  0.1797 0.8175 0.5098

0.7873 03977 | 0.7159  0.2696 | 0.7282  0.4838
0.8597  0.5522

0.8045  0.4705
0.8673  0.5559

REACT w/o fine-tuning
REACT w/ random context | 0.7922  0.3888 | 0.6892  0.2426
REACT w/o regularization 0.6541 0.3379 | 0.6326 0.2001

REACT | 0.8226 0.4376 | 0.7252  0.2750
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Figure 2: Sensitivity analysis: number of support samples (k). REACT consistently outperforms the
fine-tuning baseline across different k, showing its robustness in data-scarce scenario.

demonstrates its robustness in data-scarce scenarios and highlights its ability to efficiently leverage
available data for fast adaptation. (2) Contamination on Training Data: We evaluate our system
against contamination in the training data when applying to AutoEncoder and DeepSVDD models on
AnoShift and Malware respectively, which are both unsupervised methods. We note that GOAD is a
semi-supervised method trained solely on benign data (as applied to the NSL-KDD dataset) so this
evaluation is trivial to it. We fix the number of benign samples while varying the ratio of positive
samples (e.g., intrusion attacks, malware). Table ] shows the AUROC scores with contamination
levels ranging from 1% to 20%. REACT consistently achieves better performance across different
contamination rate than all compared methods, showing that it is robust to noise in training data.

5.5 Parameter-Efficient Fine-Tuning

Our framework supports parameter-efficient
fine-tuning, which is especially useful when

w/o Adaptation (100%) N REACT-Inner (5.70%) REACT-Full (100%)
working with large models. By incorporat- Fine-Tuning (100%) REACT-Outer (94.30%)
ing adaptive weights into only a subset of the
model’s parameters and having the hypernet-  os 04
work predict this subset of weights (i.e., partial
fine-tuning [Xu et al.| [2023]), we can reduce the 207 %03
number of parameters to be fine-tuned. We con-
duct experiments using an AutoEncoder on the 06 02
AnoShift dataset to showcase REACT’s ability

in parameter-efficient fine-tuning. Specifically,
we predict adaptive weights for either the two
symmetric linear layers closest to the input (de-
noted as REACT-Inner) or those closest to the latent representations (denoted as REACT-Outer).
Full fine-tuning of REACT is denoted as REACT-Full. The results are shown in Figure 3] Both
methods achieve better performance compared to the baselines, although they slightly underperform
compared to REACT-Full which fine-tunes all layers. Notably, REACT-Inner achieves a 5.75%
higher AUROC while updating 94.3% fewer parameters compared to conventional full fine-tuning,
highlighting its efficiency.

Figure 3: Parameter-Efficient Fine-Tuning.



Table 4: Sensitivity analysis: contamination on training data. REACT is robust against noise in
training data, achieving the highest AUROC scores across different contamination levels.

| Malware | AnoShift
Method

‘ 1% 5% 10% 20% ‘ 1% 5% 10% 20%
w/o adaptation (A) 0.5055 0.5126 0.5165 0.5671 | 0.7635 0.7525 0.7110 0.6335
training from scratch 0.3659 0.3679 0.3659 0.3766 | 0.8177 0.7907 0.7398 0.7397
fine-tuning 0.5500 0.5448 0.5678 0.5799 | 0.8122 0.7651 0.7039 0.6050
continual learning 0.5618 0.5590 0.5879 0.5903 | 0.6832 0.5724 0.6087 0.4527
CL w/ experience replay | 0.5816 0.5849 0.6022 0.6021 | 0.7340 0.6693 0.6144 0.5770
OC-MAML 0.6834 0.6879 0.6779 0.6868 | 0.8273 0.8034 0.7770 0.7550
REACT ‘ 0.7249 0.7384 0.7252 0.7186 ‘ 0.8319 0.8126 0.8226 0.7753

5.6 Case Study

To understand how well the hypernetwork leverages the
contextual information, we do a case study by calcu- .
lating the cosine similarity of the weights generated by 0 &
the trained hypernetwork in our framework. We use the = = &

2009-02 -

AnoShift dataset as an example, where shifts in the data =

distribution occur over time. We specifically visualize o o
the adaptive biases of the last layer in the AutoEncoder. o fef.
Figure 4] shows how these adaptive weights vary across
different months from 2006 to 2015, with warmer colors
indicating higher similarity. The diagonal line of high
cosine similarity values, shown in red, indicates that the
generated weights for each month are similar to those of
neighboring months. This suggests that the hypernetwork
effectively captures the temporal dynamics of the data,
smoothly adapting the model weights as the data distribu-
tion shifts over time.

200802

Figure 4: Cosine similarity of generated
weights by the hypernetwork.

6 Conclusions

Our work sheds lights on how to approach the distribution shift problem—from both pretraining and
fine-tuning perspective. We propose a novel framework, REACT, that decomposes the weights of
a neural network model into the sum of a meta component and an adaptive component, following
a meta-learning paradigm to train these two components. By integrating a hypernetwork, REACT
primes adaptive weights close to its optimal values, enabling adaptation to new distributions with a
small number of data and few gradient steps. The framework is model-agnostic, generally applicable
to arbitrary neural networks. It works effectively with unlabeled and imbalanced data, making it
broadly applicable to various neural network models and objectives in cybersecurity.

Broader Impact. While focused on cybersecurity, the methods developed in our research can be
adapted to other fields facing similar challenges, such as finance (Gibbs and Candes| [2021]], |Guo
et al.|[2023]], Wang et al.|[2024]) and healthcare (Schrouff et al.[[2022], J1 et al.|[2023]], Klarner et al.
[2023])). Our study provides insights for studies in the general machine learning community, fostering
a more comprehensive understanding of adaptation by showcasing the investigation in cybersecurity
domain.

Limitations and Future Work. While our framework shows promising results, it has limitations in
scenarios with significant distribution shifts over long period of time. These limitations may stem
from the model’s reliance on an outdated meta model, which may not effectively generalize well to
new distributions that are vastly different from the data for pretraining. As a future direction, we plan
to explore incorporating a lightweight mechanism for updating the meta model within our framework.
A potential solution could involve applying aggregation of the predicted adaptive weights into the
meta model. In this way, we could enhance the framework’s ability to continuously adapt to evolving
distributions.
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