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ABSTRACT

Backdoor attacks are among the most prominent security threats to deep learn-
ing models. Traditional backdoors leverage static trigger patterns, such as a red
square patch. They can be removed by existing defense techniques. However,
recent backdoor attacks use semantic features as the trigger. Existing techniques
largely fall short when facing such backdoors. In this paper, we propose a novel
backdoor mitigation technique, MARTINTI, that effectively mitigates various back-
doors. It features a specially designed trigger reverse-engineering method for
constructing backdoor samples that have a similar attack effect as the injected
backdoor across a spectrum of attacks. Using the samples derived from MARTINT,
paired with the correct labels, in training can remove injected backdoor effects
in deep learning models. Our evaluation on 14 types of backdoor attacks in im-
age classification shows that MARTINI can reduce the attack success rate (ASR)
from 96.56% to 5.17% on average, outperforming 12 state-of-the-art backdoor re-
moval approaches, which at best reduce the ASR to 26.56%. It can also mitigate
backdoors in self-supervised learning and object detection.

1 INTRODUCTION

Deep learning is widely used in various critical applications, such as autonomous driving (Cao et al.,
2021)), face recognition (Parkhi et al.), and disease diagnosis (Li et al., [2014). Despite their near-
perfect performance on these tasks, it is not difficult for attackers to manipulate the behavior of deep
learning systems and induce attack-intended output. For example, backdoor vulnerabilities in deep
neural networks can be triggered by adding backdoor triggers to inputs, causing misclassification to
a target label (Gu et al., [2019; |L1u et al.,|2018b).

A common backdoor employs static trigger patterns, such as a small square patch with a solid
color (Gu et al., 2019). These trigger patterns are easy to construct and can be easily learned by
deep learning models during training, as they are simple features. However, their distinctive features
make them easily distinguishable from benign features of the original learning task. many defense
techniques are able to successfully remove backdoor effects from attacked models (Wu & Wang,
20215 |L1 et al., 2023;12021a; [Zhu et al., [2023a).

However, a clear separation between backdoor features and clean-task features is not a necessary
condition for a successful backdoor attack. There is a body of semantic backdoor attacks that mod-
ify the entire input, making changes either closely relevant to the main content or visually invisi-
ble (Chen et al.l 2017; Barni et al., [2019). Different perturbations are applied to different inputs
based on the input content. For example, the Deep Feature Space Trojan (DFST) (Cheng et al.|
2021)) leverages a generative adversarial network (GAN) to inject a certain style (e.g., sunrise color
style) into the input. WaNet (Nguyen & Tran, 2021)) leverages elastic image warping to deform an
image through distortion transformation (e.g., distorting straight lines). The unique nature of these
attacks renders most existing solutions less effective.

In this paper, we propose a novel backdoor mitigation technique through trigger reverse-engineering
and model hardening. Specifically, we introduce MARTINI, which (re)constructs backdoor samples
from backdoored models that closely resemble the injected backdoor effects. The constructed
samples, paired with correct labels, are subsequently utilized for training the potentially backdoored
model. MARTINI can model the trigger function for a wide range of backdoors. It manipulates
abstract features instead of raw pixels to transform the input and achieve the backdoor effect,
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inducing targeted misclassi cation. Speci cally, given the feature representation of a clean input
(from a pre-trained encoderMARTINIleverages a unique transformation layer to mutate the
feature representation. Its novel design allows us to express a wide range of attacks through
feature mutation (as formally explained[in_Section| 4.2). We use gradient descent to update the
transformation layer so that the feature perturbation, as de ned by the layer, can change the model's
classi cation to a target label. As a result, the trained transformation layer captures the backdoor
vulnerability in the model, if any.

Our contributions are summarized as follows.

* We propose a novel and effective technigARTINJ for mitigating hidden backdoors
intentionally injected by adversaries.

» We develop a general formulation of backdoor trigger functions using a novel transfor-
mation layer. This design allows us to model a wide range of existing attacks, and con-
sequently, training with our generated backdoor samples can improve model robustness
against those attacks.

* We evaluatdMARTINIon 14 types of backdoor attacks in image classi cation tasks. Our
method can reduce the attack success rate (ASR) from 96.56% to 5.17% on average, sur-
passing 12 state-of-the-art backdoor removal techniques, which at best reduce the ASR
to 26.56%. We also conduct experiments on two additional computer vision tasks: self-
supervised learning and object detection. For self-supervised leaM&igTINlsuccess-
fully reduces the ASR from 97.17% to 8.99%, whereas the best baseline only reduces it to
29.44%. For object detectioMARTINIeduces the ASR from 97.06% to 5.79%, signi -
cantly lower than the baselines, which achieve 34.56% at best. We furtherMpBtirINI
to natural language processing models and demonstrate its generalizability in mitigating
backdoors in other domains. Additionally, our adaptive attacks agsiARTINNalidate
its robustness against knowledgeable adversaries.

2 THREAT MODEL

Attack Goal and Capabilities. The attacker aims to inject backdoors into deep learning models so
that any input with the attacker-chosen trigger will be misclassi ed to a target output. The attacker
can utilize a variety of backdoors that either use a patch-like pattern, such as BadNets (Gu et al.,
2019) and Dynamic attack (Salem et al.), or apply semantically relevant perturbations that cover
almost the entire input area, such as DFST (Cheng et al.| 2021), WaNet (Nguyen|& Tran, 2021),
and Filter attack| (Liu et al[, 2019). The backdoor can ip any sample from any class to a target
class, known as aniversal backdoofGu et al.] 2019; Chen et al., 2017; Liu et al., 2020), or ip
samples from a particular victim class to a target class, knownlasedspeci ¢ backdooiWang

et al|,2019; Salem et &l.; Liu etlel., 2019). The attacker can inject backdoors into models either by
poisoning the training data or by directly constructing a trojaned model to be published on online
platforms (e.g., Huggingface).

Defense Goal and Capabilities Given a pre-trained model, the goal of the defense is to mitigate
potential backdoors in the model without knowing the backdoor types. The defense process should
not affect the model's normal functionality, e.g., without sacri cing much accuracy. The defender
has access to a subset of the clean training dataset (5%) (Li [et al.| 2021a; Tao et al., 2022a). The
defender has full control over modifying the model, such as updating model weight parameters,
removing neurons, etc. The updated model by the defender is not accessible to attackers.

3 MOTIVATION

Recent backdoor attacks adopt triggers that are more interconnected with the main task of learning
models. Figure 1 shows a few example attacks. The rst row presents clean inputs, and the second
row shows these inputs modi ed by backdoor triggers. The differences between the images in the
rst two rows are given in the third row, illustrating how these backdoor attacks perturb inputs.
Observe that all the pixels in the input are altered. Speci cally, the DFST attack (Cheng et al., 2021)
(1st column) applies a sunrise color style to the mountain image, disguising it as a natural scene.

2
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The Blend attack (Chen et al., 2017) (2nd column) adds
salt-and-pepper-like noise to the image, making it appear
as a dog with colorful fur. The third case (SIG (Barni
et al., 2019)) looks like a picture taken behind a fence. The
changes introduced by WaNet (Nguyen & Tran, 2021) (4th
column) are almost invisible as it only deforms an image
through distortion transformations, such as twisting the out-
lines of objects. The last case by the Filter attack (Liu et al.,
2019) (5th column) resembles an antique picture taken in
the last century.

All these backdoor attacks perturb inputs in a way that

makes the trigger-inserted samples very similar to natural

inputs. The additive features introduced by the triggers FRure 1: Examples of backdoor at-
relevant to the main content, making them not easily sepazq (in the top block) and inverted
rable from the original learning task. The unique nature g ger forms (in the bottom block)
these attacks makes mitigating backdoors extremely chag

lenging and renders most existing solutions less effective.

3.1 LIMITATIONS OF EXISTING TECHNIQUES

Relying on Neuron Isolation. As backdoor attacks have a different goal from the original learning
task, certain parts of backdoored models might be used speci cally for achieving the attack goal, i.e.,
causing the target misclassi cation when the trigger is presented. Based on this assumption, sev-
eral existing defense techniques aim to identify and remove the neurons compromised by backdoor
attacks (Liu et al., 2018a; Li et al., 2023). For example, ANP (Wu & Wang, 2021) rst identi-

es compromised neurons whose weight values are exceptionally sensitive and then prunes these
neurons. RNP (Li et al., 2023) removes neurons that cause a large loss increase when reversing the
original training objective, i.e., enlarging (instead of decreasing) the classi cation loss on clean data.

However, backdoor attacks may not activate a particular set of neurons. For instance, the DFST at-
tack was designed speci cally to reduce the identi cation of possible compromised neurons. During
the attack, it applies a technique (Liu et al., 2019) to locate compromised neurons and then mitigates
their presence, a process calldetoxi cation This process can signi cantly degrade the defense
performance of existing techniques relying on neuron isolation. For example, after three rounds of
detoxi cation, ANP can only reduce the attack success rate of DFST to 90.11%, with more than a
7% clean accuracy drop, which nearly fails to mitigate backdoors. This type of backdoor defense,
which relies on neuron isolation, is less effective when backdoor-related neurons are interleaved
with those for the original tasks, especially against attacks like those in Figure 1.

Assuming Feature SeparationBackdoor behavior may not be distinctive from clean-task behavior

at the neuron level, as discussed earlier. It could be distributed across all layers and neurons in deep
learning models. However, backdoor features could still be quite different from those of clean data.
Another line of defenses assumes that by focusing on the original clean task, the model can “forget”
the backdoor behavior (Zhu et al., 2023b; Min et al., 2024; Zeng et al., 2021). For example, FT-
SAM (Zhu et al., 2023a) utilizes an optimization method cabbdrpness-aware minimizatidar
ne-tuning the backdoored model on clean data, aiming to instruct the model to focus on the clean
task. NAD (Li et al., 2021a) applies knowledge distillation techniques to extract a clean student
model from the backdoored teacher model. The distillation process is also guided by the clean data
to ensure the main task performance.

The assumption of feature separation however is not a necessary condition for backdoor attacks.
A very recent attack, COMBAT (Huynh et al., 2024), only uses low-frequency components as the
trigger, which are the channels where normal clean features lie. Defense methods that assume feature
separation of backdoor attacks are less effective against such an attack. For instance, FT-SAM and
NAD can only reduce the attack success rate of COMBAT to 67.33% and 42.65%, respectively.

Less Powerful Trigger Modeling. Trigger inversion is an approach that reverse-engineers the in-

jected trigger from backdoor attacks (Tao et al., 2022b; Wang et al., 2022). This approach requires
modeling the trigger function to nd a set of parameters resembling the injected backdoor. For exam-
ple, NC (Wang et al., 2019) uses two input-size matrices to denote which pixel and how much of the
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pixel value should be changed. The inverted trigger can then be used to unlearn the backdoor effect
by adding it to clean inputs and training them with the correct labels. ABS (Liu et al., 2019) lever-
ages a simple convolutional kernel to model possible changes by attacks, such as those in Figure 1.

These existing inversion techniques cover only a very limited number of possible attacks. NC-like
methods are mainly designed for patch-type backdoors and are not capable of modeling style-based
attacks such as DFST (Cheng et al., 2021). The formulation of ABS is also not general enough
for modeling various attacks. For example, when using ABS to reverse-engineer the trigger from
the SIG attack (Barni et al., 2019), the inverted trigger achieves only a 39% attack success rate,
compared to the injected trigger's 93%, indicating the inverted trigger does not resemble the injected
one. Therefore, using this trigger in unlearning cannot mitigate the backdoor. In fact, the attack
success rate remains 85.29% after applying ABS to purify the backdoored model.

4 METHODOLOGY

4.1 DeErFeNSEOVERVIEW

The work ow of our backdoor mitigation methodJARTINJis presented in Figure 2. It consists of
three steps: (1) decoder construction, (2) trigger reverse-engineering, and (3) backdoor mitigation.
In the rst step, the features extracted from a pre-

trained encoder are fed to a decoder. The de-

coded image is compared to its original counter-

part. The difference between these two is utilized

as loss (for minimization) to update the decoder's

weights. Only clean images (from the encoder's

dataset, i.e., ImageNet) are used during decoder

training. Once the training converges, the de-

coder is able to faithfully project abstract features Figure 2: Overview oMARTINI

to the input space. '

In the second stegMARTINIaims to transform a set of benign inputs into backdoor samples that
can induce targeted misclassi cation. Speci cally, given a set of clean inputs (from the victim
model's dataset), it rst normalizes the input values using a normalization layer such that different
input samples have the same value distribution (i.e., mean and standard deviation). The feature
representations from these normalized inputs are modi ed by our proposed transformation layer
(blue rectangle in the middle), serving as the backdoor function. Thigieidransformation layer

can inject backdoor features into the original feature representations Once decoded by the
decoder, they can induce misclassi cations on the victim model to the target label, having the same
attack effect as the injected backdoor.

In the last step, the generated backdoor samplelBIARTINtogether with clean inputs are then

used for training the victim model. It is an iterative procedure for steps 2 and 3. That is, for each
training iteration, a few clean samples are chosen to generate backdoor samples with respect to the
current state of the model as discussed in sté&gZRRTINkearches for different parameters of the
transformation layer maximizing the attack ability that denotes various injected backdoors.

The generated samples paired with the correct labels are then used to update the victim model's
weights to remove those backdoors. The training terminates when the model converges.

4.2 TRIGGERREVERSEENGINEERING AND BACKDOOR GENERATION

The goal of having a generic trigger function is to create a universal way of modeling various back-
door attacks. Our intuition is that in backdoor attacks, especially for semantic backdoors shown in
Figure 1, the perturbation for a particular pixe} , denoted ag;; , is dependent on the original

pixel values in its neighboring area. Thatfs, = g(x; ; ;:::;Xi+ j + ). However, the func-

tion g and the bound vary signi cantly from attack to attack, and even by different locatibasd

j 1. These perturbations induce feature space variations that can be approximated by a transformation
layer (e.g., a convolutional layepifferent attacks are essentially different sets of parameters of the
transformation layerOur case study later in this section and empirical results in Section 5.1 support

Patch-type backdoors are typically dependent primarily on locations, not on neighboring pixel values.
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this argument. In the following, we rst elaborate on the overall design of backdoor generation and
then discuss each component in detail.

Figure 3 illustrates the procedure of our backdoor

generation. It is carried out on a set of inputs. Here,

we use one single input for discussion simplicity.

Given an inputx 2 R¢ W H (C:W;H denote

channel, width, and height, respectively), we rst

apply a normalization layer to obtain a normal-

ized inputx® Inputx’is then fed to a pre-trainedrigure 3: Procedure of generating backdoor
encoderf (not the victim model) for obtaining thesamples from clean inputs

feature representatiaf. Our backdoor transforma-

tion layer adversarially modi es the representatiaband produces an altered representasith
The decodef ! takes ina®®and generates a backdoor sampleWe use the SSIM score (Wang
et al.) as the loss function to constrain the difference between the backdoor faamulehe orig-
inal inputx. The backdoor sampleis also fed to the encodérto obtain its feature representation
4, which is used to compare with the original representatidrom the inputx. We use the mean
squared error as the content loss to bound the difference betwasd. To achieve the backdoor
effect that can induce misclassi cation, the decoded backdoor sahipleassed to the victim model
M to obtain the predictiogt. The cross entropy loss is utilized to make sure the predigtisrthe
same as the target labgl The normalization layer and the transformation layer are opti-
mized during the backdoor generation. They serve as the trigger function to transform benign inputs
to backdoor samples. We elaborate the detailsafd as well as the loss terms in the following.

Normalization Layer. Different input samples may have distinct value distributions on each channel
(i.e., R, G, B channels). For instance, an ingytmay have all small values (e.g., 10) on the R
channel, but another input; has all large values (e.g., 200). A slightly larger transformation on

Xo is reasonable but can cause the changr;oout of the valid range (i.e., 255). It is hard for the
optimization to nd a valid solution fox, as it can be quickly out of the range. To facility an easier
optimization process, a normalization layeis introduced in our backdoor generation. It is applied

on the inputs to reduce the covariate shift on each channel. In other words, different inputs will have
the same mean and standard deviation of pixel values for a particular channel (e.g., the R channel).
Each channel has its own statistics. The normalization laysde ned as follows.

= (X)=(x  x)=x bt b 1)

where x and  are the mean and standard deviation of inpatong the width and height dimen-

sions. That is, we have one mean value and one standard deviation value for each channel (e.g.,
« 2 R®). Parametersy, and , are the normalization scaling variables in the same shapg of

and . Note that variables, and , are the same for all the samples and will be optimized during

our backdoor generation.

Transformation Layer. A backdoor sample derived from a clean input has a different internal
feature representation as that of its clean counterpart. Since the exact injected backdoor a model has
is unknown beforehand, we propose a transformation lay&r mutate the feature representation

of the clean input, aiming to produce a feature representation that could cause misclassi cation like
some backdoor sample. The transformation layer shall be general, allowing us to model a large
spectrum of possible backdoors. As backdoors can alter all the pixels in the input, the changes can
be diverse for different input regions.

Figure 4 presents an example. The rst column shows two

clean input images. The second column shows the injected

backdoor samples that are transformed from clean inputs us-

ing a Toaster lter. Observe that the injected backdoor samples

have dark orange color in the middle and lighter color for the

surrounding areas. A straightforward design of the transfor-

mation layer is to use a traditional convolutional layer to trans-

form the clean feature representation. The convolution opera-

tion denotes a uniform transformation, where all the values pyyre 4: Example of regional

a feature map is computed by a same kernel. However, thigisformation

undesirable for expressing the backdoor discussed above. The

third column in Figure 4 denotes the generated samples by using a traditional convolutional layer.
Observe that the color changes are uniform for different regions, failing to produce the orange color
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region in the middle. We hence propose to divide a feature map into a set of regions and apply
different convolutional kernels on different regions. We calkgional transformation While the

details are discussed later in this section, the last column in Figure 4 presents the results of using
regional transformation for generating backdoor samples. Observe that comparing to the images in
the third column, the regional transformation is able to produce the orange color in the middle and
lighter color in the surrounding areas. Note that the Toaster Iter is only one of the cases where
backdoors manipulate different regions of the input using different transformakitkiRTINIs not
restricted to the particular style of Toaster IteAs shown in the bottom of Figure 1, our method

can faithfully model a wide range of backdoor attacks with high ASR (shown in the last row).

We formally de ne the regional transformation in the following. Assume the input feature repre-
. 0 0 0 . . .
sentatiora®2 R¢ W~ H' (features before transformation), and a set of convolutional kernels (i.e.,

weight parameterd) 2 R* 2 c® c? m m \wherez zisthe number of convolutional kernels
(one for each region in our design), amdis the kernel size (i.e., the number of weight parameters

in a kernel). We hence can divid€into a set of regions evenly with the size%e HTO denoted as

w  h. The feature representatiafican hence be reshapedft?2 R Z €° W h_ The transformed
feature representatiaf®is obtained as follows.

o0 lo;1 111 foz 1
rq: r: o r:

a¥= (&)= § :1:':0 :1:1:1 e lz : ¥3)
fz 1.0 rz 1;10 0 Iz 1z 1

rij = ULj] a%ij
wherer;; denotes the transformed regi(inj ) and denotes the convolutional operation. Observe
that each regioadi; j ] is transformed by a convolutional kerié[i; j ]. These regions will be placed
in their original positions after the transformation. Note that the transformed feature representation
a%has the same number of channelssuch that it can be properly decoded by the decoder to the
input space. The variablefor the number of regions is determined based on the size of the feature
representation. In our current implementatiors dmax(W % H9=32e+ 2. For example, assume
an input whose feature representation siz84s 32, variablez = d32=32e+2 = 3. We hence
divide the feature representation ir#o 3 regions. We also conduct a formal analysis in Appendix A
to demonstrate that our regional transformation can express various backdoor behaviors.

Loss Terms. Figure 3 shows three loss terms. The SSIM score and the content loss are introduced
to constrain the transformations on the inputs. In other words, it is desired to have generated back-
door samples retaining most main features and similar to the original inputs as backdoors typically
preserve main contents (see Figure 1).
1 X! 2
Lssim = SSIM (X; k); Lcontent = MSE (a; a) = W (ai ai) (3)
i=0
The cross entropy lodsce (Yt; §) is to induce the desired misclassi cation to the target label

Other than the above three loss functions, we also use another two loss terms to improve the quality
of generated backdoor samples as follows.

1% R .
Lnorm = c J b x|+ c ] b x ji Lsmooth = MSE 2%;AvgP ool (%) 4)

Loss termL orm IS to reduce the difference between the backdoor statistics (i.e., mean and stan-
dard deviation) and the average statistics across all the saXpl@s the generation set) on each
channel. This avoids the generated backdoor samples become too far away from the distribution of
input samples. Loss terinsmeoth  SMOOths the local area of pixel changes, preventing abrupt pixel
changes on the backdoor samples. FunctiegP ool is an average pooling operation, where each
pixel value is replaced by the average of its neighboring pixels (e.g.3in & region).

Our nal loss function for generating backdoors is the following.
L= LCE + ( OLcontent + 1LSSIM + 2|-smooth + I—norm ) (5)
We dynamically adjust the weight parameteto balance the misclassi cation goal and the backdoor

quality. We empirically setg = 0:001, ; = 100, and , = 0:05such that all the loss terms are at
the same scale. The impact of these hyperparameters is studied in Appendix G.
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5 [EVALUATION

We evaluat?MARTINDN three different computer vision tasks: image classi cation, self-supervised
learning, and object detection. The defense performanddARTINlis compared with 12 state-
of-the-art backdoor mitigation techniques. We also carry out an adaptive attack to further test our
approach and conduct an ablation study to understand the effects of different design choices. The
extension oMARTINLo other domains is discussed in Appendix F.

5.1 MITIGATING BACKDOORS INIMAGE CLASSIFIERS

Experiment Setup. We leverage a set of standard datasets and well-known model architectures.
Five image classi cation datasets are employed in the experiments: CIFAR-10, STL-10, SVHN,
GTSRB, and CelebA. Various model architectures such as ResNet, Network in Network (NiN), and
VGG are used. We evaluate @4 types of backdoor attacksncluding BadNets (Gu et al., 2019),
Dynamic attack (Salem et al.), Input-aware attack (IA) (Nguyen & Tran, 2020), DFST (Cheng et al.,
2021), Blend attack (Chen et al., 2017), adaptive Blend attack (A-Blend) (Qi et al., 2023), Sinusoidal
Signal attck (SIG) (Barni et al., 2019), LIRA (Doan et al., 2021), WaNet (Nguyen & Tran, 2021), In-
visible attack (Li et al., 2021b), Clean Label attack (CL) (Turner et al., 2018), Narcissus (Zeng et al.,
2023), COMBAT (Huynh et al., 2024), and lIter attack (Liu et al., 2019). For Iter attack, we make
use of pre-trained models downloaded from the TrojAl competition (NIST). We conkiteack-

door removal techniques including well-known defenses: Fine-tuning (FT) (Lietal., 2021a), Fine-
pruning (FP) (Liu et al., 2018a), Mode Connectivity Repair (MCR) (Zhao et al., 2020), Neural Atten-
tion Distillation (NAD) (Li et al., 2021a), Adversarial Neuron Pruning (ANP) (Wu & Wang, 2021),
Arti cial Brain Stimulation (ABS) (Liu et al., 2019), Model Orthogonalization @4H) (Tao et al.,
2022a); and recently proposed defenses: I-BAU (Zeng et al., 2021), SEAM (Zhu et al., 2023b), FT-
SAM (Zhu et al., 2023a), FST (Min et al., 2024), RNP (Li et al., 2023). See details in Appendix B.

For evaluating the defense performance, the normal functionalities are measured using the predica-
tion accuracy on the test set (Acc.). We use the attack success rate (ASR) of backdoor attacks as the
metric, which is the percentage of backdoor samples classi ed to the attack target label. We follow
the same setup as in existing works (Li et al., 2021a; Tao et al., 2022a) by using only 5% of the
original training set for mitigating backdoors.

Comparison with Well-known Defenses.Seven well-known backdoor mitigation approaches are
used as baselines to compare WMIARTINI The defense results on the 14 backdoor attacks are
presented in Table 1 and Appendix C. DFST (Cheng et al., 2021) introduces a detoxi cation proce-
dure by iteratively training on reverse-engineered backdoors to reduce the number of compromised
neurons that can be leveraged by existing defenses. We follow the original paper and evaluate two
settings with one round (D1) and three rounds (D3) of detoxi cation

The top three rows of Table 1 report the results on patch-type backdoors, where the trigger is a few
pixel changes on the input, such as a square patch pattern. Almost all the defense techniques can
reduce the ASR to less than 5%IARTINIs able to reduce the ASR to less than 2% for all three
attacks. These results are expected. As discussed in the motivation section, these static triggers can
be easily learned by deep learning models, causing their learned features to be quite different from
those of the main task. All the defenses can leverage this characteristic to easily isolate the backdoor
behavior and eventually remove it.

DFST leverages a GAN to generate backdoor samples that are semantically similar to benign in-
puts. On CIFAR-10, FT, FP, MCR, NAD, ABS, andd#H can only reduce the ASR of DFST on
ResNet32-D1 from 97.60% to more than 60%. ANP is able to reduce the ASR to 20.67%, but at
the cost of a signi cant accuracy degradation from 89.95% to 83.M#&RTINJon the other hand,

can reduce the ASR to 14.22% with only a 1.73% accuracy degradation. NAD, ABS, amd M
perform better on VGG13-D1, reducing the ASR from 95.89% to 24.56%, 33.78%, and 5.33%, re-
spectively. However, with an increase in detoxi cation rounds, they can only reduce the ASR to
more than 50%MARTINkan consistently mitigate DFST backdoors, achieving less than 15% ASR
on ResNet32 and less than 6% on VGG13.

The Blend attack uses random small perturbation patterns as the backdoor, which can be easily
eliminated by all the evaluated techniques, except for FT on CIFARMARTINIcan reduce the

2The original paper (Cheng et al., 2021) used at most three rounds of detoxi cation.
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Table 1: Mitigating backdoors in image classi ers. The best results highlighted with blue color.

Original FT FP MCR NAD ANP ABS MOTH MARTINI

Attack  Dataset Model

Acc. ASR Acc. ASR Acc. ASR Acc. ASR Acc. ASR Acc. ASR  Acc. ASR  Acc. ASR  Acc. ASR

BadNets CIFAR ResNet18 93.5(100.0% 90.88% 1.26% 91.58% 1.16% 91.519 1.10% 92.579 0.87% 90.729 4.07% 92.28% 0.40% 89.479 1.11% 88.499 1.97%

Dynamic CIFAR ResNetl8 93.5299.97% 91.83% 1.51% 92.28% 0.43% 92.12% 0.96% 92.779 1.63% 88.53% 16.80% 92.599 1.42% 89.059 1.51% 91.479 1.42%

1A CIFAR ResNetl8 90.45¢99.16% 87.719 2.26% 88.689 2.50% 89.09% 1.17% 86.22% 3.21% 89.029 2.46% 89.63% 0.84% 85.80% 16.77% 90.359 0.84%

RNet32-D1 89.959 97.60% 87.309 70.00% 88.20° 62.89% 87.95% 62.67% 88.009 60.44% 83.349 20.67% 86.979 84.11% 88.90° 65.44% 88.22914.22%
CIFAR RNet32-D3 90.939 95.33% 89.209 63.89% 88.099 47.44% 82.849 60.78% 85.78% 17.33% 83.689 90.11% 90.749 37.78% 89.53°% 54.44% 88.11912.22%
VGG13-D1 90.34% 95.89% 86.079 93.56% 87.379 51.11% 86.589 90.33% 87.249 24.56% 86.929 89.56% 88.719 33.78% 87.26% 5.33% 88.03% 2.00%

VGG13-D3 91.299 97.44% 89.559 66.11% 88.849 85.67% 88.819 86.78% 87.09% 55.33% 88.469 96.11% 88.679 66.67% 89.91¢ 51.22% 89.08% 5.67%

DFST
RNet32-D1 75.749 97.67% 70.649 70.64% 68.899 96.11% 68.05% 84.67% 70.929 44.00% 65.719 90.11% 72.269 68.56% 71.979 60.89% 72.109 2.67%
STL RNet32-D3 76.459 99.00% 71.309 93.22% 69.259 88.22% 69.989 81.89% 72.219 89.11% 71.899 69.56% 71.959 97.78% 72.09% 71.56% 72.86% 4.78%
VGG13-D1 72.18% 98.67% 70.119 84.78% 67.129 67.00% 66.069 66.22% 68.91° 86.67% 68.889 98.11% 68.469 48.44% 69.860° 62.67% 68.61% 5.89%
VGG13-D3 72.099 98.89% 70.429 97.33% 68.149 49.44% 66.669 79.67% 68.91% 81.00% 65.709 97.33% 67.299 37.56% 67.549 86.56% 69.89912.33%
Blend CIFAR ResNet20 90.96'99.96% 90.33% 84.92% 87.759 3.63% 85.53% 63.58% 86.81% 3.94% 85.209 6.22% 89.419 5.66% 85.449 12.26% 89.08% 0.00%

SVHN NiN 94.10%92.37% 92.70% 0.54% 88.269 23.75% 93.509 0.59% 94.409 0.33% 92.67%9 0.41% 91.769 10.66% 94.41% 0.20% 94.56% 0.85%

A-Blend CIFAR ResNetl8 94.56 85.62% 93.019 58.06% 88.659 42.84% 93.629 72.50% 90.429% 49.50% 90.809 69.51% 88.949 30.96% 91.979% 24.96% 90.20912.64%

CIFAR ResNet20 83.38'93.30% 88.65% 59.40% 81.01° 76.29% 83.319 16.63% 85.84% 9.44% 80.029 37.44% 86.829 85.29% 80.39% 17.72% 86.91% 3.97%

sie SVHN NiN 95.48% 92.46% 95.119 41.60% 93.359 23.49% 93.199 45.16% 94.21% 0.68% 90.109 20.91% 93.479 55.02% 94.90% 0.69% 93.969 0.46%

LIRA CIFAR ResNetl8 93.25¢99.92% 91.199 23.60% 90.609 77.53% 92.249 27.22% 90.619 11.55% 88.589 48.17% 91.129 7.01% 90.06% 37.90% 91.78% 6.59%

CIFAR ResNet18 94.15'99.55% 93.589 80.71% 89.149 2.09% 93.299 1.74% 91.379 0.87% 91.389 0.11% 89.619 1.88% 92.65% 0.62% 91.129 0.64%
WaNet GTSRB ResNetl8 99.0198.94% 96.809 48.75% 96.069 63.40% 98.549 10.47% 94.969 0.02% 97.38% 0.00% 98.51% 0.00% 97.729 0.01% 97.70% 0.30%
CelebA ResNet18 78.99 99.08% 78.899 21.35% 76.579 18.07% 78.329 16.21% 76.579 15.34% 76.799 14.22% 75.569 21.69% 77.80% 8.91% 77.579 8.12%

Invisible CIFAR ResNet18 94.43199.99% 91.639 1.72% 91.749 1.68% 92.339 1.36% 90.66% 2.44% 93.27% 1.83% 91.64% 3.81% 89.689 3.02% 90.259 1.14%
VGG11 91.05% 99.76% 88.15% 2.00% 90.409 0.38% 88.68% 1.58% 88.269 3.47% 88.76% 1.54% 88.819 2.52% 89.349 3.68% 89.169 2.33%

CL CIFAR ResNetl8 87.60'98.36% 85.749 97.34% 83.669 26.77% 85.239 13.91% 84.44% 7.47% 86.18% 4.46% 85.339 7.18% 83.70%9 8.34% 85.679 4.22%

Narcissus CIFAR ResNetl8 92.3{94.76% 90.749 52.83% 90.189 69.99% 92.099 76.25% 88.299 52.05% 89.799 92.06% 88.529 34.20% 90.49% 50.31% 90.519 1.45%

COMBAT CIFAR ResNet18 94.00'80.19% 85.26° 46.41% 88.82°% 58.31% 87.879 69.70% 85.919 42.65% 88.169 65.41% 86.279 46.13% 89.68% 58.21% 89.83922.59%

Average 88.79%96.56% 86.67%50.55% 85.39%41.61% 85.90%41.33% 85.73%26.56% 84.88%41.49% 86.21%31.57% 85.98%28.17% 86.62% 5.17%

ASRs to less than 1% for the two studied cases. However, when Blend is enhanced with an advanced
attack strategy, A-Blend, which reduces the separation of clean and backdoored data distributions,
existing defenses become less effective. Speci cally, most of the baselines can only reduce the ASR
to 40%. MoTH performs slightly better with a 25% ASR, as it does not rely on the separability of
backdoor featuresVARTINkan signi cantly reduce the ASR to 12.64%, surpassing all baselines.

The defense results on SIG, LIRA, WaNet, Invisible, and CL attacks are better for baselines, as ex-
isting techniques can reduce the ASRs to a reasonable range (less than 20% in moSVedR eI
further reduces the ASRs to less than 5% for 7 out of 9 cases and less than 9% for the remaining
cases (LIRA on CIFAR-10 and WaNet on CelebA), outperforming the well-known defenses.

Narcissus and COMBAT are recent backdoor attacks speci cally designed to use features that
closely resemble benign features. This design breaks the assumptions on which existing defenses
are based, as discussed in the motivation section. As we can observe from the results in Table 1,
almost all the baseline techniques cannot reduce the ASR to lower than 40%, except for ABS on
Narcissus. In comparisoMARTINkan reduce the ASR of Narcissus to 1.45%, substantially lower
than that achieved by the baselines. The ASR of COMBAT is also reduced to 22.59%, which is half
that of existing techniques.

The results on lter attack are presented in AppendixMARTINIcan eliminate all the backdoors
with an average ASR down to 0.55%, outperforming the others. All the approaches incur a very
small accuracy degradation on average3%).

Comparison with Recent DefensesFive recent state-of-the-art backdoor mitigation methods are
also utilized as baselines to compare WMARTINI Table 2 reports the results. As these defense
techniques have reported to be effective against several existing backdoor attacks, we hence focus on
more recent advanced attacks: A-Blend, Narcissus, and COMBAT. These attacks proactively reduce
the difference between backdoor features and benign features. According to Table 2, most of these
defenses are effective against A-Blend, except for RNP. This is because RNP relies on backdoor-
related neurons being more sensitive than benign neurons, similar to the assumption that ANP is
based on. A-Blend is optimized to avoid such a characteristic, causing RNP to fail. For Narcissus
and COMBAT, all the baseline defenses fall short, with ASRs remaining above 60% in almost all
cases. FT-SAM and FST have slightly better results on Narcissus but are still less effective against
COMBAT. Unlike A-Blend, which still uses an existing trigger pattern, Narcissus and COMBAT
optimize the trigger such that not only are the model internals indistinguishable between backdoor
and clean behavior, but the trigger pattern itself closely resembles benign features. Nevertheless,
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Table 2: Comparison with recent defenses. The best results highlighted with blue color.

Original I-BAU SEAM FT-SAM FST RNP MARTINI
Attack

Acc. ASR Acc.  ASR Acc.  ASR Acc.  ASR Acc.  ASR Acc.  ASR Acc.  ASR

A-Blend  94.56% 85.62% 90.89% 25.01% 90.70% 14.60% 88.93% 20.76% 90.74% 10.60% 88.01% 52.69% 90.20% 12.67%
Narcissus 92.389 94.76% 90.37% 61.21% 88.80% 69.07% 87.82% 30.02% 86.86% 41.49% 88.62% 72.01% 90.51% 1.54%
COMBAT 94.00% 80.19% 90.22% 63.28% 89.79% 72.00% 89.75% 67.33% 91.66% 73.79% 89.20% 75.94% 89.83% 22.59%

Average 93.65% 86.86% 90.49% 49.83% 89.76% 51.89% 88.83% 39.37% 89.75% 41.96% 88.61% 66.88% 90.18% 12.27%

Table 3: Mitigating backdoors in self-supervised learning. The best results highlighted with blue.

Original FT NAD ANP MoTH MARTINI

Pre-training  Downstream

Attack v
Dataset Tas| Acc.  ASR  Acc. ASR  Acc. ASR  Acc. ASR  Acc. ASR  Acc. ASR
GTSRB  82.43% 99.37% 77.13% 92.35% 77.75% 91.52% 83.31% 28.30% 75.97% 52.28% 82.58% 5.10%

CIFAR-10 STL-10 76.26% 99.79% 74.85% 97.59% 74.67% 92.88% 73.20% 32.90% 72.60% 88.99% 72.53% 13.84%
SVHN 68.90% 99.23% 56.72% 95.99% 56.88% 96.73% 68.79% 43.48% 67.63% 93.04% 71.01% 17.92%

BadEncoder

GTSRB  74.25% 98.46% 61.05% 45.45% 64.38% 3.88% 70.48% 4.51% 68.88% 46.39% 73.52% 3.90%
STL-10 CIFAR-10 83.72% 98.15% 81.97% 39.81% 82.44% 83.48% 80.50% 14.38% 75.48% 12.01% 81.17% 8.88%
SVHN 74.36% 96.28% 66.06% 21.15% 65.81% 25.58% 66.38% 23.25% 69.16% 27.28% 71.72% 14.95%

GTSRB  78.35% 94.75% 56.29% 73.82% 70.82% 25.88% 76.08% 4.29% 68.35% 23.86% 79.55% 2.29%
CIFAR-10 STL-10 73.92% 95.85% 70.90% 68.40% 70.92% 61.40% 69.16% 57.67% 66.80% 35.17% 70.00% 17.69%
SVHN 79.40% 95.59% 67.60% 3.97% 67.64% 79.54% 79.25% 89.03% 74.01% 4.49% 74.20% 0.68%

DRUPE

GTSRB  76.71% 95.76% 69.71% 12.15% 68.91% 32.76% 76.67% 6.02% 70.40% 6.80% 77.85% 4.85%
STL-10 CIFAR-10 84.14% 95.31% 84.51% 14.19% 84.87% 22.24% 81.63% 19.00% 82.19% 16.89% 83.71% 6.98%
SVHN 75.06% 97.52% 68.39% 80.70% 68.09% 80.11% 71.78% 30.43% 69.25% 15.11% 72.86% 10.84%

Average 77.29% 97.17% 69.60% 53.80% 71.10% 58.00% 74.77% 29.44% 71.73% 35.19% 75.89% 8.99%

MARTINIs still very effective against these attacks, achieving better defense performance compared
to the most recent state-of-the-art defense techniques.

5.2 MITIGATING BACKDOORS IN SELF-SUPERVISEDLEARNING

Experiment Setup. Self-supervised learning generates an encoder, used for downstream tasks.
Backdoor attacks in this process involve adding a trigger to certain images in the training data.
These altered samples are made to resemble speci ¢ target-class samples in the feature space. As
a result, any input containing the trigger will be misclassi ed by a downstream classi er built on

the compromised encoder. We leverage two backdoor attacks in self-supervised learning: BadEn-
coder (Jia et al., 2022) andlPE(Tao et al., 2023). The backdoor trigger is a 10x10 white square
pattern. We use two datasets, CIFAR-10 and STL-10, as the pre-training datasets for constructing
the encoder, and four datasets as the downstream tasks: GTSRB, SVHN, as well as CIFAR-10 and
STL-10. We use ResNetl8 and the contrastive learning algorithm SimCLR (Chen et al., 2020) for
evaluation. Four baselines are adapted from image classi cation tasks: FT, NAD, ANP,@nel M

Evaluation Results. Table 3 reports the results. For BadEncoder, when CIFAR-10 is used as the
pre-training dataset, most baseline techniques fail to remove the backdoor effects on the downstream
tasks, with ASRs still over 80% in most cases. ANP performs better than other baselines, reducing
the ASRs to around 309%VIARTINIachieves the best performance, reducing the ASR to as low as
5%. The observations on STL-10 are similar. Fa®UPE, baseline defenses perform particularly
poorly in certain cases. For example, when the pre-training dataset is STL-10 and the downstream
is SVHN, both FT and NAD have ASRs over 80%. ANP has nearly 90% ASR on the CIFAR-
10 encoder with SVHN as the downstream. OvetdiARTINIuccessfully mitigates backdoors in
self-supervised learning, reducing the ASR from 97.17% to 8.99% with only a 1.4% accuracy drop.

5.3 MITIGATING BACKDOORS INOBJECTDETECTION

Experiment Setup. We leverage the TrojAl (NIST)

dataset for object detection. This dataset consists of

images synthesized with real street backgrounds and

multiple traf c signs as foreground objects. We consider

three types of backdoor attacks (Chan et al., 2022; Chen

et al., 2022; Lin et al.): misclassi cation, injection, and Figure 5: Object detection backdoors
localization. Figure 5(a) shows the clean input and its cor-

rect prediction. Figure 5(b) demonstrates the object misclassi cation attack, where a yellow triangle,
serving as the backdoor trigger, is stamped on the stop sign, causing the model to mis-recognize
the sign as the speed limit. Figure 5(c) illustrates the injection attack, where the model falsely
recognizes the trigger as a stop sign. Figure 5(d) visualizes the object localization attack, where the
trigger causes the predicted object bounding box to shift away from its correct location. We conduct
experiments using two well-known model architectures, SSD (Liu et al., 2016) and Faster-RCNN
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(F-RCNN) (Ren et al., 2015). The clean object detection performance is measured by mean average
precision (mAP). We adapte two baselines from image classi cation, i.e., FT and NAD.

Evaluation Results. The experimental re-
sults are presented in Table 4. On averaggypje 4: Mitigating backdoors in object detection.
MARTINIreduces the ASR from 97% 10 be-he pest results highlighted with blue color.
low 6%, whereas the baselines still maintair
ASR at high levels, over 34%, with greater peratack model
formance sacri ces thaMARTINl Thls under- Miscls. SSD 87.743/100.002/0 81.852 92.38:/0 80.602/ 75.24:/0 82.822 9.05%
scores the ef cacy oMARTINIin mitigating F-RCNN 96.509/100.00% 92.13% 7143% 91.239 15.24% 92.95% 5.71%
backdoors in object detection, as it effectivelynject_ SSD  85.209100.00% 79.79%100.00% 79.299 99.38% 81.23911.90%

. t d | . t th b kd Af F-RCNN 97.03%100.00% 90.629 43.33% 89.82% 17.50% 91.169 7.62%
apprOXIma es. .an . N Imlna €S N ac ol c‘ocal, S?D 85.32;’/ 82.38‘;41 82.61‘;/ 0.00ZA) 82,022/ 0.00Z/o 85.212/ 0,482&
fects. Our mitigation is not perfect. In SOME-"" F-reNN 96.91%100.00% 91.84% 0.00% 91.74% 0.00% 92.50% 0.00%
cases,MARTINIstill has a non-trivial ASR,  Awerage  91.45% 97.06% 86.47% 51.19% 85.78%34.56% 87.65% 5.79%
such as misclassi cation and injection attacks
on SSD models. This might be due to the inherent robustness of backdoor attacks in object detection
models, as these models involve complex predictions of bounding boxes and labels. Nevertheless,
the results still demonstrate the generalizabilitytARTINLo object detection.

Original FT NAD Ours

mAP  ASR mAP ASR mAP ASR mAP ASR

5.4 COrHER EVALUATIONS

Adaptive Attacks. We conduct an adaptive attack by optimizing a trigger pattern during poisoning
while applying our mitigation method (the adaptive knowledge). The repaired mod&I\BRT INI
all have less than 15% ASR, demonstrating the robustness of our technique (see Appendix D).

Defense Ef ciency. We use an off-the-shelf encoder and only train the decoder, which takes 32.76
minutes. This is a one-time effort, and the trained decoder can be used for generating backdoors on
different datasets. Our runtime ef ciency is comparable to existing techniques (see Appendix E).

Extension to Other Domains. We extendVIARTINEo NLP sentiment analysis. The results show
thatMARTINkan successfully elimiate backdoors, surpassing the baseline (see Appendix F).

Ablation Study. We study design choices MARTINIndividually to better understand their con-
tributions. The four losses are all important. We also study the impact of four hyperparameters used
in Equation 2 and Equation 5, and the impacts are small. See details in Appendix G.

6 RELATED WORK

In early works, backdoor attacks use a static trigger pattern, such as patch attacks (Gu et al., 2019;
Chen et al., 2017). Recently, semantic backdoors have been explored by researchers. We have
studied and evaluated several representative backdoor attacks in this paper, including DFST (Cheng
et al., 2021), Blend attack (Chen et al., 2017), adaptive Blend attack (Qi et al., 2023), SIG (Barni
et al., 2019), LIRA (Doan et al., 2021), WaNet (Nguyen & Tran, 2021), Invisible attack (Li et al.,
2021b), Clean Label attack (Turner et al., 2018), Narcissus (Zeng et al., 2023), COMBAT (Huynh
et al., 2024), and Filter attack (Liu et al., 2019).

Defense techniques against backdoor attacks can be categorized into backdoor input detection, certi-
ed robustness, backdoor scanning, and backdoor remBaadkdoor input detectioaims to detect

inputs stamped with backdoor triggers (Gao et al., 2019; Tran et al., 2@We}i ed robustness
provides certi cation to the classi cation results of individual samples, asserting the results can be
trusted even in the presence of backdoors (McCoyd et al., 2020; Xiang et al., 20 Backiloor
scanningfocuses on identify whether a given model has been injected with backdoor (Kolouri et al.,
2020; Tang et al., 2021Backdoor removahims to eliminate injected backdoors in poisoned mod-

els (Liu et al., 2018a; Zeng et al.). Our evaluation in Section 5.1 demonstrates the effectiveness of
our method in mitigating backdoors, surpassing the 12 state-of-the-art techniques.

7 CONCLUSION

We propose a novel backdoor mitigation techniqd&RTIN| that can eliminate a variety of back-

door attacks, including the most recent advanced attacks. It features a general backdoor generation
method that models a spectrum of backdoors. The evaluation on various datasets and model archi-
tectures demonstrates tHARTINkan reduce the attack success rate of 14 backdoor attacks from
96.56% to 5.17%, outperforming 12 existing state-of-the-art defense techniques.

10



Under review as a conference paper at ICLR 2025

REFERENCES

Mauro Barni, Kassem Kallas, and Benedetta Tondi. A new backdoor attack in cnns by training set
corruption without label poisoning. IfCIP, 2019.

Yulong Cao, Ningfei Wang, Chaowei Xiao, Dawei Yang, Jin Fang, Ruigang Yang, Qi Alfred Chen,
Mingyan Liu, and Bo Li. Invisible for both camera and lidar: Security of multi-sensor fusion
based perception in autonomous driving under physical-world attacl&&m2021.

Shih-Han Chan, Yinpeng Dong, Jun Zhu, Xiaolu Zhang, and Jun Zhou. Baddet: Backdoor attacks
on object detection. IEuropean Conference on Computer Visipp. 396-412. Springer, 2022.

Kangjie Chen, Xiaoxuan Lou, Guowen Xu, Jiwei Li, and Tianwei Zhang. Clean-image backdoor:
Attacking multi-label models with poisoned labels onlyTine Eleventh International Conference
on Learning Representation2022.

Ting Chen, Simon Kornblith, Mohammad Norouzi, and Geoffrey Hinton. A simple framework for
contrastive learning of visual representations.nternational conference on machine learnjng
pp. 1597-1607. PMLR, 2020.

Xinyun Chen, Chang Liu, Bo Li, Kimberly Lu, and Dawn Song. Targeted backdoor attacks on deep
learning systems using data poisoniagXiv preprint arXiv:1712.055262017.

Siyuan Cheng, Yinggi Liu, Shiging Ma, and Xiangyu Zhang. Deep feature space trojan attack of
neural networks by controlled detoxi cation. WAAI, 2021.

Adam Coates, Andrew Ng, and Honglak Lee. An analysis of single-layer networks in unsupervised
feature learning. IAISTATSpp. 215-223, 2011.

Marius Cordts, Mohamed Omran, Sebastian Ramos, Timo Rehfeld, Markus Enzweiler, Rodrigo
Benenson, Uwe Franke, Stefan Roth, and Bernt Schiele. The cityscapes dataset for semantic
urban scene understanding.GVPR 2016.

Terrance DeVries and Graham W Taylor. Improved regularization of convolutional neural networks
with cutout. arXiv preprint arXiv:1708.04552

Khoa Doan, Yingjie Lao, Weijie Zhao, and Ping Li. Lira: Learnable, imperceptible and robust
backdoor attacks. IRroceedings of the IEEE/CVF international conference on computer yision
pp. 11966-11976, 2021.

Yansong Gao, Change Xu, Derui Wang, Shiping Chen, Damith C Ranasinghe, and Surya Nepal.
Strip: A defence against trojan attacks on deep neural networl&SC8AC pp. 113-125, 2019.

Andreas Geiger, Philip Lenz, Christoph Stiller, and Raquel Urtasun. Vision meets robotics: The
kitti dataset.lJRR 2013.

Tianyu Gu, Kang Liu, Brendan Dolan-Gavitt, and Siddharth Garg. Badnets: Evaluating backdooring
attacks on deep neural networkEEE Access2019.

Gao Huang, Zhuang Liu, Laurens Van Der Maaten, and Kilian Q Weinberger. Densely connected
convolutional networks. I€VPR 2017.

Tran Huynh, Dang Nguyen, Tung Pham, and Anh Tran. Combat: Alternated training for effective
clean-label backdoor attacks. Rroceedings of the AAAI Conference on Arti cial Intelligence
volume 38, pp. 2436—-2444, 2024.

Forrest N landola, Song Han, Matthew W Moskewicz, Khalid Ashraf, William J Dally, and Kurt
Keutzer. Squeezenet: Alexnet-level accuracy with 50x fewer parameters andj 0.5 mb model size.
arXiv preprint arXiv:1602.07360

Jinyuan Jia, Yupei Liu, and Neil Zhengiang Gong. Badencoder: Backdoor attacks to pre-trained
encoders in self-supervised learning2B22 IEEE Symposium on Security and Privacy ($P)
2043-2059. IEEE, 2022.

11



Under review as a conference paper at ICLR 2025

Soheil Kolouri, Aniruddha Saha, Hamed Pirsiavash, and Heiko Hoffmann. Universal litmus patterns:
Revealing backdoor attacks in cnns.GWPR 2020.

Alex Krizhevsky, Geoffrey Hinton, et al. Learning multiple layers of features from tiny images.
2009.

Fredrik Larsson, Michael Felsberg, and P-E Forssen. Correlating fourier descriptors of local patches
for road sign recognitionlET Computer Vision5(4):244-254, 2011.

Rongjian Li, Wenlu Zhang, Heung-Il Suk, Li Wang, Jiang Li, Dinggang Shen, and Shuiwang Ji.
Deep learning based imaging data completion for improved brain disease diagnddi€ Al
2014 pp. 305-312. Springer, 2014.

Yige Li, Nodens Koren, Lingjuan Lyu, Xixiang Lyu, Bo Li, and Xingjun Ma. Neural attention
distillation: Erasing backdoor triggers from deep neural network$CLiR, 2021a.

Yige Li, Xixiang Lyu, Xingjun Ma, Nodens Koren, Lingjuan Lyu, Bo Li, and Yu-Gang Jiang. Recon-
structive neuron pruning for backdoor defensdnbernational Conference on Machine Learnjng
pp. 19837-19854. PMLR, 2023.

Yuezun Li, Yiming Li, Baoyuan Wu, Longkang Li, Ran He, and Siwei Lyu. Invisible Backdoor
Attack with Sample-Speci ¢ Triggershttps://github.com/yuezunli/ISSBA

Yuezun Li, Yiming Li, Baoyuan Wu, Longkang Li, Ran He, and Siwei Lyu. Invisible backdoor
attack with sample-speci c triggers. ICCV, pp. 16463-16472, 2021b.

Junyu Lin, Lei Xu, Yinggi Liu, and Xiangyu Zhang. Composite backdoor attack for deep neural
network by mixing existing benign features. @CS

Kang Liu, Brendan Dolan-Gavitt, and Siddharth Garg. Fine-pruning: Defending against backdoor-
ing attacks on deep neural networks.RAID, 2018a.

Wei Liu, Dragomir Anguelov, Dumitru Erhan, Christian Szegedy, Scott Reed, Cheng-Yang Fu, and
Alexander C Berg. Ssd: Single shot multibox detectorCbmputer Vision—-ECCV 2016: 14th
European Conference, Amsterdam, The Netherlands, October 11-14, 2016, Proceedings, Part |
14, pp. 21-37. Springer, 2016.

Yingqi Liu, Shiging Ma, Yousra Aafer, Wen-Chuan Lee, Juan Zhai, Weihang Wang, and Xiangyu
Zhang. Trojaning attack on neural networks NBSS 2018b.

Yingqi Liu, Wen-Chuan Lee, Guanhong Tao, Shiging Ma, Yousra Aafer, and Xiangyu Zhang. Abs:
Scanning neural networks for back-doors by arti cial brain stimulationCGS pp. 1265-1282,
2019.

Yunfei Liu, Xingjun Ma, James Bailey, and Feng Lu. Re ection backdoor: A natural backdoor
attack on deep neural networks. BCCV, 2020.

Ziwei Liu, Ping Luo, Xiaogang Wang, and Xiaoou Tang. Deep learning face attributes in the wild.
In ICCV, pp. 3730-3738, 2015.

Aleksander Madry, Aleksandar Makelov, Ludwig Schmidt, Dimitris Tsipras, and Adrian Vladu.
Towards deep learning models resistant to adversarial attackSLR) 2018.

Michael McCoyd, Won Park, Steven Chen, Neil Shah, Ryan Roggenkemper, Minjune Hwang, Ja-
son Xinyu Liu, and David Wagner. Minority reports defense: Defending against adversarial
patches. IPACNS pp. 564-582, 2020.

Rui Min, Zeyu Qin, Li Shen, and Minhao Cheng. Towards stable backdoor puri cation through
feature shift tuningAdvances in Neural Information Processing Syste86s2024.

Yuval Netzer, Tao Wang, Adam Coates, Alessandro Bissacco, Bo Wu, and Andrew Y Ng. Reading
digits in natural images with unsupervised feature learning.

Anh Nguyen and Anh Tran. Wanet-imperceptible warping-based backdoor attd€{.Rn2021.

12



Under review as a conference paper at ICLR 2025

Tuan Anh Nguyen and Anh Tran. Input-aware dynamic backdoor attdekrIPS 33, 2020.
NIST. TrojAl Leaderboardhttps://pages.nist.gov/trojai/
Omkar M Parkhi, Andrea Vedaldi, and Andrew Zisserman. Deep face recognition.

Xiangyu Qi, Tinghao Xie, Yiming Li, Saeed Mabhlouijifar, and Prateek Mittal. Revisiting the as-
sumption of latent separability for backdoor defensesTHa eleventh international conference
on learning representation2023.

Shaoging Ren, Kaiming He, Ross Girshick, and Jian Sun. Faster r-cnn: Towards real-time object
detection with region proposal networlé&dvances in neural information processing syste2Bs
2015.

Ahmed Salem, Rui Wen, Michael Backes, Shiging Ma, and Yang Zhang. Dynamic backdoor attacks
against machine learning models.BEnroS&P.

Johannes Stallkamp, Marc Schlipsing, Jan Salmen, and Christian Igel. Man vs. computer: Bench-
marking machine learning algorithms for traf ¢ sign recognitidteural networks32:323—-332,
2012.

Christian Szegedy, Vincent Vanhoucke, Sergey loffe, Jon Shlens, and Zbigniew Wojna. Rethinking
the inception architecture for computer vision.GPR

Di Tang, XiaoFeng Wang, Haixu Tang, and Kehuan Zhang. Demon in the variant: Statistical analysis
of dnns for robust backdoor contamination detectionU8ENIX Security2021.

Guanhong Tao, Yingqi Liu, Guangyu Shen, Qiuling Xu, Shengwei An, Zhuo Zhang, and Xiangyu
Zhang. Model orthogonalization: Class distance hardening in neural networks for better security.
In S&P, 2022a.

Guanhong Tao, Guangyu Shen, Yinggi Liu, Shengwei An, Qiuling Xu, Shiging Ma, Pan Li, and
Xiangyu Zhang. Better trigger inversion optimization in backdoor scanningVIAR pp. 13368—
13378, 2022b.

Guanhong Tao, Zhenting Wang, Shiwei Feng, Guangyu Shen, Shiging Ma, and Xiangyu Zhang.
Distribution preserving backdoor attack in self-supervised learning024 IEEE Symposium on
Security and Privacy (SPpp. 29—-29. IEEE Computer Society, 2023.

Brandon Tran, Jerry Li, and Aleksander Madry. Spectral signatures in backdoor attadksirIRS
pp. 8000-8010, 2018.

Alexander Turner, Dimitris Tsipras, and Aleksander Madry. Label-Consistent Backdoor Attacks
code. https://github.com/MadryLab/label-consistent-backdoor-code

Alexander Turner, Dimitris Tsipras, and Aleksander Madry. Clean-label backdoor attacks. 2018.

Bolun Wang, Yuanshun Yao, Shawn Shan, Huiying Li, Bimal Viswanath, Haitao Zheng, and Ben Y
Zhao. Neural cleanse: Identifying and mitigating backdoor attacks in neural networg&HRn
pp. 707-723, 2019.

Zhenting Wang, Kai Mei, Hailun Ding, Juan Zhai, and Shiging Ma. Rethinking the reverse-
engineering of trojan triggersAdvances in Neural Information Processing SysteB&s9738—
9753, 2022.

Zhou Wang, Alan C Bovik, Hamid R Sheikh, and Eero P Simoncelli. Image quality assessment:
from error visibility to structural similarityTIP.

Eric Wong, Leslie Rice, and J Zico Kolter. Fast is better than free: Revisiting adversarial training.
In ICLR, 2020.

Dongxian Wu and Yisen Wang. Adversarial neuron pruning puri es backdoored deep models.
NeurlPS 34, 2021.

13



Under review as a conference paper at ICLR 2025

Chong Xiang, Arjun Nitin Bhagoji, Vikash Sehwag, and Prateek Mittal. Patchguard: A provably
robust defense against adversarial patches via small receptive elds and maskib@GENIX
Security 2021a.

Chong Xiang, Saeed Mabhloujifar, and Prateek Mittal. Patchcleanser: Certi ably robust defense
against adversarial patches for any image classaeXiv preprint arXiv:2108.0913532021b.

Yi Zeng, Han Qiu, Shangwei Guo, Tianwei Zhang, Meikang Qiu, and Bhavani Thuraisingham.
Deepsweep: An evaluation framework for mitigating dnn backdoor attacks using data augmenta-
tion. arXiv preprint arXiv:2012.07006

Yi Zeng, Si Chen, Won Park, Z Morley Mao, Ming Jin, and Ruoxi Jia. Adversarial unlearning of
backdoors via implicit hypergradierarXiv preprint arXiv:2110.037352021.

Yi Zeng, Minzhou Pan, Hoang Anh Just, Lingjuan Lyu, Meikang Qiu, and Ruoxi Jia. Narcissus: A
practical clean-label backdoor attack with limited informationPhoceedings of the 2023 ACM
SIGSAC Conference on Computer and Communications Seqpity71-785, 2023.

Pu Zhao, Pin-Yu Chen, Payel Das, Karthikeyan Natesan Ramamurthy, and Xue Lin. Bridging mode
connectivity in loss landscapes and adversarial robustne$SLR 2020.

Mingli Zhu, Shaokui Wei, Li Shen, Yanbo Fan, and Baoyuan Wu. Enhancing ne-tuning based
backdoor defense with sharpness-aware minimizatioPrdeeedings of the IEEE/CVF Interna-
tional Conference on Computer Visiqup. 44664477, 2023a.

Rui Zhu, Di Tang, Siyuan Tang, XiaoFeng Wang, and Haixu Tang. Selective amnesia: On ef cient,
high- delity and blind suppression of backdoor effects in trojaned machine learning models. In
2023 IEEE Symposium on Security and Privacy ($B) 1-19. IEEE, 2023b.

14



Under review as a conference paper at ICLR 2025

A FORMAL ANALYSIS ON THE TRANSFORMATION LAYER

As aregion of the feature representation is transformed by
a convolutional kernel , we study the property of such
an operation for expressing backdoor behaviors. Assume
a2 2inputregionX on the left of Figure 6 and a ker- _ _ o
nel parameterized bW 2 R2 2. Zero-padding is usedFigure 6: Example for transforming in-
(demonstrated by the dotted cells). Output values cantggnal values
derived from the values in the region and the parameter
values through the following equations.
dog = Wg Xpo+ Wy X1+ Wy Xo+ W3 X3
a; = Wg X1+ Wy X3
ay = Wg Xo+ Wp; X3
a3 = Wo X3 (6)

Here, we leave the activation functions out for discussion simplicity. Suppose a backdoor applies
adversarial perturbation on the regionX . Thatis,x? = x; + ;i 2 f0;1;2;3g. The feature
representation for the backdoor sample regidtis hence the following.

ag=wo (Xo+ o)+ Wi (Xi+ 1)+ Wy (X2+ 2)

+ Wz (Xg+ 3)
al=wo (X1+ 1)+ Wy (Xz+ 3)
a =Wy (X2+ 2)*+ Wi (Xz+ 3)
ag=Wo (Xz+ 3) (7)

Our goal is to derive backdoor samples from benign inputs. That is, we apply the convolutional
operation on the benign feature representation to produce the backdoor representation. Here, we
use a convolutional kerné) 2 R? ? for analysis simplicity. Applying the kernel on the normal
representatiol (see the middle part of Figure 6) produces the following.

8 =Up ag+Ur ar+ U a+ Uz a3
Uo (WoXo + WiX1+ WoXz + WaXg) + Uz (WoXa + W2X3)
+ Uz (WoX2 + WiXg)+ Uz WoXs

Q= Up a;+ Uy az= Up (WoXy+ WaX3)+ Uz WoX3
4 = Ug a+ U; az= Up (Won + W1X3) + U; WgpX3
Q3= Up az = Up WoX3 ®)

LetA%= A and we have

0=(Up 1) Xo+Up Xp+ Uz Xz+ U3z X3

1=(Up 1) Xp+ Uz X3

2=(Up 1) X2+ U1 Xs

3=(Up 1) x3 9)

As observed in Figure 4, semantic backdoors transform inputs based on each original pixel value
and do not introduce abrupt value changes in the neighborhood of each pixel (within the%egion)
That is, each pixel perturbation introduced by the backdoor transformation correlates to the original
value of its corresponding pixel and the neighboring pixels. This can be expressed by our method
as show in Equation 9. For instance, the perturbation on the rst pixisla portion (ip 1) of the
corresponding pixety and also the linear combination of neighboring pix@lsdi + uzX2 + UzX3).

The scale of the perturbation is parameterized by our convolutional transforntatidh can be

3Static backdoors, such as BadNets, introduce strong features distinct from benign features. Our formulation
can capture the introduced features, such as the color scheme. These features can be easily mitigated by
MARTINJ]as shown by our experiments in Section 5.1.
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properly modeled during our backdoor generation using the gradient information from the victim
model. Note that although,- 3 may not involve some neighboring pixels, that is because we have
only one layer. In practice, a model has many layers »anxs; are feature values from the previous

layer, which are functions involving neighboring pixels. In addition, the above analysis only consid-
ers one convolutional kernel in our transformation layer within the region for discussion simplicity.

In practice, for example, the feature representation has 64 channels and each channel is associated
with one kernel, which gives us 64 different combinations of neighboring pixels for each region.

B DETAILS OF EXPERIMENT SETUP

Datasets and Models.

» CIFAR-10 (Krizhevsky et al., 2009) is an object recognition dataset with 10 classi cation
classes. It consists of 60,000 images and is divided into a training set (48,000 images), a
validation set (2,000 images), and a test set (10,000 images).

» STL-10 (Coates et al., 2011) is an image recognition dataset with 10 classi cation classes.
It consists of 5,000 training images and 8,000 test images.

* SVHN (Netzer et al.) is a dataset contains house digital numbers extracted from Google
Street View images. It has 73,257 training images and 26,032 test images. We divide the
original training set into 67,257 images for training and 6,000 images for validation.

* GTSRB (Stallkamp et al., 2012) is a German traf ¢ sign recognition dataset with 43
classes. We split the dataset into a training set (35,289 images), a validation set (3,920
images), and a test set (12,630 images).

e CelebA (Liu et al., 2015) is a face attributes dataset. It contains 10,177 identities with
202,599 face images. Each image has an annotation of 40 binary attributes. We fol-
low (Nguyen & Tran, 2021) to select 3 out of 40 attributes, i.e., Heavy Makeup, Mouth
Slightly Open, and Smiling, and create an 8-class classi cation task.

e TrojAl (NIST) round 4 includes 16 types of model structures such as Incep-
tionV3 (Szegedy et al.), DenseNetl21l (Huang et al., 2017), SqueezeNet (landola
et al.), etc. The task of these models is to recognize synthetic street traf ¢ signs with be-
tween 15 and 45 classes. Input images are constructed by compositing a foreground object,
e.g., a synthetic traf ¢ sign, with a random background images from ve different dataset
such as Cityscapes (Cordts et al., 2016), KITTI (Geiger et al., 2013), Swedish Roads (Lars-
son et al., 2011), etc. A set of random transformations are applied during model training,
such as blurring, lighting, shifting, titling, etc. Adversarial training such as PGD (Madry
et al., 2018) and FBF (Wong et al., 2020) is also utilized to improve model quality. We
randomly select 34 poisoned models by Iter attack from TrojAl round 4 (NIST).

Baselines

* Fine-tuning (FT) (Li et al., 2021a) is a standard method originally proposed for transfer
learning. It updates a pre-trained model's weights with a small learning rate on the training
set. We leverage the netuning baseline setting in NAD (Li et al., 2021a), which adopts data
augmentation techniques including random crop, horizontal ipping, and cutout (DeVries
& Taylor) during training.

* Fine-pruning (FP) (Liu et al., 2018a) prunes neurons that have low activation values for a
set of clean samples. It then netune the pruned model on a small set of clean samples.

* MCR (Zhao et al., 2020) linearly interpolates the weight parameters of two models. It also
includes a set of trainable parameters during the interpolation. Speci cally, the following
equation is used to build a new model(t).

(=@ v +2t@1 t) +t31,; 0 t 1 (10)

wheret is the interpolation hyper-parameter ranging frono 1. ! ; and! , are the weight
parameters of two pre-trained models, which are xeds a set of trainable parameters
that have the same shape!of and! ,. For eliminating backdoors in poisoned models,
MCR uses the poisoned model and its netuned version as the two endplojras! »)
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and trains on a small set of clean samples. The kiastchosen for the interpolation based
on the clean accuracy.

* NAD (Li et al., 2021a) leverages the teacher-student structure to eliminate backdoors. It
rst netunes the poisoned model on 5% of the training set. It uses this netuned model as
the teacher network, and the poisoned model as the student network. It then aims to reduce
the internal feature differences between the teacher network and the student network by up-
dating the student network. Finally, NAD outputs the student network as the cleaned model.

* ANP (Wu & Wang, 2021) is based on the observation that backdoor related neurons
are more sensitive to adversarial perturbations on their weights. It hence applies a mask
on all the neurons in the model, adversarially perturbs neuron weights to increase the
classi cation loss for a set of clean samples, and minimizes the size of mask. ANP then
prunes neurons with small mask values, meaning that they have been compromised by
backdoor attacks.

* ABS (Liu et al., 2019) introduces a neuron stimulation analysis to expose abnormal
behaviors of neurons in a deep neural network by increasing their activation values. Those
neurons are regarded as compromised neurons and leveraged to reverse engineer backdoor
triggers. ABS proposes a one-layer transformation to approximate/invert Iter triggers.
The inverted trigger is hence utilized to remove the injected backdoor in poisoned models
following the unlearning procedure in NC (Wang et al., 2019).

* MOTH (Tao et al., 2022a) enhances model robustness by increasing the distance between
classes. It employs trigger inversion techniques to generate adversarial samples that bridge
class separations and utilizes asymmetric training to harden the model. MOTH mitigates
backdoor effects by disrupting the shortcut connection between victim classes and the
target class.

* I-BAU (Zeng et al., 2021) introduces a minimax formulation to mitigate the backdoor
effect. Speci cally, this method leverages the implicit hypergradient to address the
interdependence between trigger synthesis and adversarial training processes.

* SEAM (Zhu et al., 2023b) leverages the phenomenon of catastrophic forgetting to unlearn
the backdoor effect through label shufing. It then seeks to restore clean knowledge
by ne-tuning with the correct labels. This method effectively disrupts the connection
between the backdoor trigger and its target label.

* FT-SAM (Zhu et al., 2023a) represents a novel backdoor defense paradigm that integrates
sharpness-aware minimization with ne-tuning. This approach speci cally targets neurons
associated with the backdoor, aiming to reduce their in uence by shrinking their norms,
thereby mitigating the backdoor effect.

» FST (Min et al., 2024) proposes a simple yet effective technique for purifying backdoors
through netuning. It speci cally promotes shifts in feature representation by actively
diverging the classi er weights from their initially compromised states.

* RNP (Li et al., 2023) exposes and eliminates backdoor neurons through a process of
unlearning followed by recovery. Speci cally, RNP begins by maximizing the model's
error using a small subset of clean data. Afterward, it recovers the affected neurons by
minimizing the model's error on the same dataset. Neurons that remain problematic after
this process are considered backdoored and are subsequently pruned.

Backdoor Attacks

» BadNets(Gu et al., 2019) is the pioneering study that rst highlighted backdoor threats in
deep learning models. It employs a static patch, e.g., a ower placed in the corner of an
image, as the backdoor trigger. Any input containing this patch is then misclassi ed to the
attack target label.

» Dynamic attack (Salem et al.) utilizes a generative model to create dynamic patch triggers
that vary in pattern and location across images. This diversity enhances its stealthiness
against backdoor detection methods.

* Input-aware attack (IA) (Nguyen & Tran, 2020) improves upon dynamic backdoors by
generating more diverse and sample-speci c triggers to evade backdoor detection. The IA
triggers are more invisible in the input space.
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* Deep Feature Space Trojan (DFST) (Cheng et al., 2021) leverages a generative adver-
sarial network (GAN) to inject a certain style (e.g., sunrise color style) to given training
samples. It also introduces a detoxification procedure by iteratively training on ABS (Liu
et al., 2019) reverse-engineered backdoors to reduce the number of compromised neurons
that can be leveraged by existing scanners for successful detection. We follow the origi-
nal paper and poison models with two settings: one-round detoxification and three-rounds
detoxification.

* Blend attack (Chen et al., 2017) injects a random perturbation pattern on the training
samples of non-target classes and changes the ground truth labels of these samples to the
target class (label 0). We use the random pattern reported in the original paper and use a
blend ratio of = 0:2.

* Adaptive Blend (A-Blend) (Qi et al., 2023) refines the typical blend attack by including
correctly labeled trigger-planted samples to enhance backdoor learning regularization. It
also introduces asymmetric trigger strategies that improve the ASR and diversify the rep-
resentations of poisoned samples.

* Sinusoidal Signal attck (SIG) (Barni et al., 2019) injects a strip-like pattern on the training
samples of the target class and retains the original ground truth labels. We follow the setting
in the original paper and generate the backdoor pattern using the horizontal sinusoidal
function with = 20 and ¥ = 6. We use label 0 as the target class and poison 8% of the
training data in the target class.

* LIRA (Doan et al.| 2021) designs a learnable trigger injection function to be used during
model poisoning. Specifically, it trains a generative model to inject triggers concurrently
with backdoor model training. LIRA utilizes the dataset itself to enhance the specificity of
the backdoor triggers.

* WaNet (Nguyen & Tran, [2021)) uses elastic image warping that deforms an image by ap-
plying the distortion transformation (e.g., distorting straight lines) as the backdoor. We
download three backdoored models from the official repository (Nguyen & Tran, [2021),
which are trained on CIFAR-10, GTSRB, and CelebA, respectively.

* Invisible attack (Li et al., [2021b) leverages a generator to encode a string (e.g., the index
of a target label) onto an input image. We download the pre-trained generator from the
official repository (Li et al.)) and use it to inject invisible backdoors following the setting in
the original paper.

* Clean Label attack (CL) (Turner et al., 2018)) generates adversarial perturbations on the
training samples in the target class using an adversarailly trained model. It then injects
a2 2 grid at the top left corner of the target-class inputs and retain their ground truth
labels. We use L™ bound of 8=255 for crafting adversarial perturbations, use label 3 as the
target class, and poison 50% of the training data in the target class following the official
repository (Turner et al.)).

* Narcissus (Zeng et al.,|2023) introduces a clean-label backdoor attack that is both stealthy
and robust. Specifically, it trains a surrogate model to capture the important features from
the target label, which are then used as the backdoor trigger. It selectively poisons only the
images of the target class with this trigger, compelling the model to associate the trigger
with the target label without altering the labels.

* COMBAT (Huynh et al.,[2024) improves the clean-label backdoor technique beyond Nar-
cissus by leveraging a generative model to produce the triggers. It also incorporates fre-
quency features and introduces an alternative training method to enhace the learning of the
backdoor trigger function and the poisoned model.

* Filter attack (Liu et al.l 2019) applies Instagram filters on training samples and changes
the ground truth labels of these samples to the target class. There are various filters can
be used to poison data, such as Gotham filter, Nashville filter, Kelvin filter, Lomo filter,
Toaster filter, etc.
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