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Abstract

This paper presents RADAR—Robust Adversarial Detection via Adversarial Retraining—an
approach designed to enhance the robustness of adversarial detectors against adaptive at-
tacks, while maintaining classifier performance. An adaptive attack is one where the attacker
is aware of the defenses and adapts their strategy accordingly. Our proposed method lever-
ages adversarial training to reinforce the ability to detect attacks, without compromising
clean accuracy. During the training phase, we integrate into the dataset adversarial exam-
ples, which were optimized to fool both the classifier and the adversarial detector, enabling
the adversarial detector to learn and adapt to potential attack scenarios. Experimental
evaluations on the CIFAR-10 and SVHN datasets demonstrate that our proposed algo-
rithm significantly improves a detector’s ability to accurately identify adaptive adversarial
attacks—without sacrificing clean accuracy.

1 Introduction

Rapid advances in deep learning systems and their applications in various fields such as finance, healthcare,
and transportation, have greatly enhanced human capabilities (Huang et al., 2020; Miotto et al., 2018; Chen
et al., 2024a; Shamshirband et al., 2021; Lv et al., 2020). However, these systems continue to be vulnerable to
adversarial attacks, where unintentional or intentionally designed inputs—known as adversarial examples—
can mislead the decision-making process (Goodfellow et al., 2014; Szegedy et al., 2013; Tamam et al., 2023;
Chen et al., 2024b; Lapid et al., 2023; Carlini & Wagner, 2017b; Lapid & Sipper, 2023b; Andriushchenko
et al., 2020; Lapid et al., 2022; Lapid & Sipper, 2023a). Such adversarial attacks pose severe threats both to
the usage and trustworthiness of deep learning technologies in critical applications (Finlayson et al., 2019;
Liu et al., 2023).

Extensive research efforts have been dedicated to developing robust machine learning classifiers that are
resilient to adversarial attacks. One popular and effective way relies on adversarial training, which involves
integrating adversarial examples within the training process, to improve the classifier’s resistance to attack
(Madry et al., 2017; Zhao et al., 2022). However, the emergence of adversarial detectors designed to identify
malicious inputs (Lu et al., 2017; Grosse et al., 2017a; Gong & Wang, 2023; Lust & Condurache, 2020;
Metzen et al., 2016) has opened new avenues for enhancing or thwarting the security of Al systems.

This paper presents a novel approach to adversarially train detectors, combining the strengths both of
classifier robustness and detector sensitivity to adversarial examples.

Adversarial detectors (Figure 1), which aim to distinguish adversarial examples from benign ones, have gained
momentum recently, but their robustness is unclear. The purpose of adversarial detection is to enhance the
robustness of machine learning systems by identifying and mitigating adversarial attacks—thereby preserving
the reliability and integrity of the classifiers in critical applications.

Several studies have found that these detectors—even when combined with robust classifiers that have
undergone adversarial training—can be fooled by designing tailored attacks; this engenders a cat-and-mouse
cycle of attacking and defending (Carlini & Wagner, 2017a; Grosse et al., 2017b). It is therefore critical to
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adaptive adversarial attack, targeting both fy (classifier) and g, (detector). The attacker’s goal is to fool
the classifier into misclassifying the image and at the same time fool the detector into reporting the attack
as benign (i.e., fail to recognize an attack).

: standard adversarial attack. z”

Figure 1: General scheme of adversarial attacks. z: original image. x it

thoroughly assess the robustness of adversarial detectors and ensure that they are able to withstand adaptive
adversarial attacks.

The attacker’s goal is to fool the classifier into misclassifying the image and at the same time
fool the the detector into reporting the attack as benign (i.e., fail to recognize an attack).
The attacker, in essence, carries out a two-pronged attack, targeting both the “treasure” and the treasure’s
“guardian”.

An adaptive adversarial attack is aware of the defenses—and attempts to bypass them. To our knowledge,
research addressing such attacks is lacking.

We thus face a crucial problem: How can adversarial detectors be made robust? This question underscores
the need for a comprehensive understanding of the interplay between adversarial-training strategies and the
unique characteristics of adversarial detectors.

We hypothesize that adversarially training adversarial detectors will lead to their improvement both in
terms of robustness and accuracy, thus creating a more-resilient defense mechanism against sophisticated
adversarial attacks. This supposition forms the basis of our investigation and serves as a guiding principle
for the experiments and analyses presented in this paper.

There are two major motivations to our work herein:

1. Contemporary adversarial detectors are predominantly evaluated within constrained threat models,
assuming attackers lack information about the adversarial detector itself. However, this approach
likely does not align with real-world scenarios, where sophisticated adversaries possess partial knowl-
edge of the defense mechanisms.
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We believe it is necessary to introduce a more-realistic evaluation paradigm that considers the poten-
tial information available to an attacker. Such a paradigm will improve—perhaps significantly—the
reliability of adversarial-detection mechanisms.

2. Our fundamental assumption is that adversarial training of the adversarial detector—in isolation—
has the potential to render the resultant system significantly more challenging for adversaries to
thwart. Unlike conventional approaches, where increasing the robustness of the classifier often leads
to decreased accuracy, our approach focuses solely on enhancing the capabilities of the detector,
thereby avoiding such trade-offs. By bolstering the detector through adversarial training, we intro-
duce a distinct tier of defense that adversaries must contend with, amplifying the overall adversarial
resilience of the system.

This paper focuses on the adversarial training of a defensive adversarial detector to improve its resilience
against robust and sophisticated adversarial attacks. We suggest a paradigm shift: instead of defend-
ing the classifier—strengthen the adversarial detector. Thus, we ask:

(Q) How can adversarial detectors be made robust?

To our knowledge, problem (Q) remains open in the literature. Our contributions are:

o Paradigm shift: Instead of robustifying the classifier, we robustify the adversarial detector.

e We propose RADAR, a novel adversarial training approach to improve the resilience of adversarial
detectors.

e Our study conducts extensive evaluations on two datasets and six detection architectures, providing
insights into the generalizability and efficacy of adversarial training across varied data distributions
and model architectures.

The next section describes previous work on adversarial training. Section 3 delineates our methodology,
followed by the experimental framework in Section 4. We describe our results in Section 5, ending with
conclusions in Section 6.

2 Previous Work

The foundation of adversarial training was laid by Madry et al. (2017), who demonstrated its effectiveness on
the MNIST (LeCun et al., 1998) and CIFAR-10 (Krizhevsky, 2009) datasets. Their approach used Projected
Gradient Descent (PGD) attacks to generate adversarial examples and incorporate them into the training
process alongside clean (unattacked) data.

Subsequent work by Kurakin et al. (2016) explored diverse adversarial training methods, highlighting the
trade-off between robustness and accuracy. These early pioneering works laid the groundwork for the field
of adversarial training and showcased its potential for improving classifier robustness.

Adversarial training has evolved significantly since its inception. Zhang et al. (2017) introduced MixUp train-
ing, probabilistically blending clean and adversarial samples during training, achieving robustness without
significant accuracy loss.

Tramer & Boneh (2019) investigated multi-attack adversarial training, aiming for broader robustness against
diverse attack types.

A number of works explored formal-verification frameworks to mathematically certify classifier robustness
against specific attacks, demonstrating provably robust defense mechanisms (Cohen et al., 2019; Lecuyer
et al., 2019; Li et al., 2023; Singh et al., 2018).

Zhang et al. (2019) provided theoretical insights into the robustness of adversarially trained models, offering
a deeper understanding of the underlying mechanisms and limitations. Their work elucidated the trade-offs
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between robustness, expressiveness, and generalization in adversarial training paradigms, contributing to a
more comprehensive theoretical framework for analyzing and designing robust classifiers.

In the pursuit of improving robustness against adversarial examples, Xie et al. (2019) proposed a novel ap-
proach using feature denoising. Their work identified noise within the extracted features as a vulnerability
during adversarial training. To address this, they incorporated denoising blocks within the network archi-
tecture of a convolutional neural network (CNN). These blocks leverage techniques such as non-local means
filters to remove the adversarial noise, leading to cleaner and more-robust features. Their approach achieved
significant improvements in adversarial robustness on benchmark datasets, when compared to baseline ad-
versarially trained models. This work highlights feature denoising as a promising defense mechanism that
complements existing adversarial training techniques.

Building on the limitations of standard adversarial training, requiring a large amount of labeled data, Car-
mon et al. (2019) explored leveraging unlabeled data for improved robustness. Their work demonstrates
that incorporating unlabeled data through semi-supervised learning techniques, such as self-training, can
significantly enhance adversarial robustness. This approach bridges the gap in sample complexity, achieving
high robust accuracy with the same amount of labeled data needed for standard accuracy. Their findings
were validated empirically on datasets such as CIFAR-10, achieving state-of-the-art robustness against vari-
ous adversarial attacks. This research highlights the potential of semi-supervised learning as a cost-effective
strategy to improve adversarial training and achieve robust models.

Despite its successes, adversarial training faces several challenges. Transferability of adversarial examples
remains a concern (Cheng et al., 2019; Dong et al., 2021), because attacks often lack effectiveness across
different classifiers and architectures. The computational cost of generating and training on adversarial
examples can be significant, especially for large models and datasets. Moreover, adversarial training can
lead to a reduction in clean-data accuracy, requiring effective optimization strategies to mitigate this trade-
off (Yang et al., 2020). Additionally, carefully crafted evasive attacks can sometimes bypass adversarially
trained classifiers, highlighting the need for further research and diversification of defense mechanisms.

There are but a few examples of works that compare adversarial attacks that take into account full knowledge
of the defense, i.e., adaptive attacks. He et al. (2022) showed promising results, at the cost of multiple model
inferences coupled with multiple augmented neighborhood images. Yang et al. (2022) presented a novel
encoder-generator architecture that compared the generated image label with the original image label. We
believe this was a step in the right direction, yet with a computationally expensive generator that had
difficulties differentiating semantically close classes. Klingner et al. (2022) demonstrated a detection method
based on edge extraction of features such as depth estimation and semantic segmentation, and comparison
to natural image edges based on the SSIM metric. We believe the underlying assumption of adversarial
examples containing abnormal edges might not hold in unnatural settings.

3 Methodology

Before delineating the methodology we note that the overall framework comprises three distinct components:

1. Classifier: Which is not modified (i.e., no learning).
2. Detector: With a “standard” loss function (to be discussed).

3. Attacker: With an adaptive loss function (to be discussed).

3.1 Threat Model

We assume a strong adversary, with full access both to the classifier f and the adversarial detector g. The
attacker possesses comprehensive knowledge of the internal workings, parameters, and architecture of both
models.

The attacker has two goals: 1) To manipulate the classifier’s (f) class prediction y such that it outputs a
class different from the correct class, i.e., f(z) # y. Additionally, the adversarial noise ¢ should be sufficiently
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small, constrained through an upper bound € on the [, norm. This problem can be formulated as:

argmax fr(r +0) #y, (v,y) €D, st [0l <e (1)
k=0,1,..K—1

We can solve this problem using the following optimization objective:

argmax Lcg(fo(x + 9), ), (2)
5:[|0]|p<e

where Lcg is the cross-entropy loss.

The attacker’s second goal is: 2) To cause the detector g to predict that the image is benign, i.e., g(x) # adv,
while also maintaining the [/, norm constraint:

argmax gi(xz + 0) # adv, € D, s.t. ||d]|, <e. (3)

k=ben,adv

We can solve this problem using the following optimization objective:

arg max Lpcg (g4 (x + 9),adv), (4)
d:llollp<e

where Lpcg is the binary cross-entropy loss and € is the allowed perturbation norm.

Combining the two goals, the attacker’s overall goal is defined as:

arﬁ:’; inax Lou(fo(z+6),y) + Lcr(ge(z + 6), adv). (5)
0:1|0]]p<e

3.2 Problem Definition

We now formalize the problem of enhancing the robustness of an adversarial detector (g) through adversarial
training. The setup involves a classifier (f) and an adversarial detector (g), both initially trained on a clean
dataset D containing pairs (z,y), where x is an input data point and y is the ground-truth label. We denote
by 6 and ¢ the weight parameters of the classifier and the detector, respectively. Note that D is the clean
dataset—adversarial examples are represented by = + 4.

Adversarial training is formulated as a minimax game:

i B [ s Lontiate +9).0)] | )

S:[16]lp<e

This minimax game pits the classifier against an adversary: the adversary maximizes the classifier’s loss on
perturbed inputs, while the classifier minimizes that loss, across all such perturbations, ultimately becoming
robust to attacks.

Our main objective is to improve the robustness of detector g using adversarial training, by iteratively
updating ¢ based on adversarial examples. Formally:

m(;n {E(z’y)ND [5:%1?;%5 Lpcr(ge(x +9), adv)] } ) (7)

As with the classifier, we have a minimax game for the detector.

However, the above equation does not take into account the classifier, f. So we added the classifier outputs
to our (almost) final objective:

min { e |, (Lou(fo(e +9),0) + Lnc(a(o +9).20)| }. 5)
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But a potential conflict manifests with this objective. While gradient descent allows for simultaneous max-
imization of the cross-entropy loss (Lcg) and the binary cross-entropy loss (Lpcg), they might contradict
each other, adopting different optimization strategies. To address this challenge we employ the selective and
orthogonal approaches proposed Bryniarski et al. (2021).

Selective Projected Gradient Descent (SPGD) (Bryniarski et al., 2021) optimizes only with respect to a
constraint that has not been satisfied yet—while not optimizing against a constraint that has been optimized.
The loss function used by SPGD is:

Lce(fo(x +0),y) - 1[fo(x) = y] + LcE(9s (2 + 9),adv) - L[gg(x + §) = adv]. 9)

Rather than minimize a convex combination of the two loss functions, the idea is to optimize either the left-
hand side of the equation, if the classifier’s prediction is still y, meaning the optimization hasn’t completed;
or optimize the right-hand side of the equation, if the detector’s prediction is still adv.

This approach ensures that updates consistently enhance the loss on either the classifier or the adversarial
detector, with the attacker attempting to “push” the classifier away from the correct class y, and also “push”
the detector away from raising the adversarial “flag”.

Orthogonal Projected Gradient Descent (OPGD) (Bryniarski et al., 2021) focuses on modifying the update
direction to ensure it remains orthogonal to the constraints imposed by previously satisfied objectives. This
orthogonal projection ensures that the update steers the input towards the adversarial objective without
violating the constraints imposed by the classifier’s decision boundary, allowing for the creation of adversarial
examples that bypass the detector. Thus, the update rule is slightly different:

VLcE(fo(x +6),Y) = Projv Lo (fs(a+8).y) VLBCE(9s (2 + §), adv) it fo(z) =y
a

10
VLecE(9p(x +6),2dV) — Projy 2y cp (g, (+6),aav) VECE(fo(z +0),y) i gg(z) = adv. 10)

£updatc(x7y) = {

In essence we have set up a minimax game: the attacker wants to maximize loss with respect to the image,
while the defender wants to minimize loss with respect to the detector’s parameters.

Since optimization is customarily viewed as minimizing a loss function we will consider that the attacker
uses minimization instead of maximization. A failed attack would thus be observed though a large loss value
(which we will indeed observe in Section 5).

All aforementioned objectives are intractable and thus approximated using iterative gradient-based attacks,
such as PGD. Algorithm 1 shows the pseudocode of our method for adversarially training an adversarial
detector.

4 Experimental Framework

Datasets and models. We used the VGG-{11,13,16} and ResNet-{18, 34, 50} architectures both for
classification and for adversarial detection. We modified the classification head of the detector, C' € R¥*¢,
where K is the number of classes and e is the embedding-space size, to C € R?*¢, for binary classification
(benign/adversarial), and added a sigmoid transformation at the end.

We used the definition of attack success rate presented by Bryniarski et al. (2021) as part of their evaluation
methodology. Attack efficacy is measured through Attack Success Rate at N, SRQN: proportion of deliberate
attacks achieving their objectives subject to the condition that the defense’s false-positive rate is configured
to N%. The underlying motivation is that in real-life scenarios we must strike a delicate balance between
security and precision. A 5% false positive is acceptable, while extreme cases might even use 50%. Our
results proved excellent so we set N to a low 5%, i.e., SRQ5.

Throughout the experiments, the allowed perturbation was constrained by an L-infinity norm, denoted as
||| o, With a maximum magnitude set to e = 16/255. We employed an adversarial attack strategy, specifically
utilizing 100 iterations of PGD with a step size parameter « set to 0.03. This approach was employed to
generate adversarial instances and assess the resilience of the classifier under scrutiny. We then evaluated
the classifiers on the attacked test set—the results are delineated in Table 1.
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Algorithm 1: RADAR

Input: dataset D, classifier fg, detector, g4, detector’s loss function Lpcg, classifier’s loss function Lcg, batch size B,
step size «, epsilon ¢, number of steps I, number of epochs E, learning rate n

Output: adversarially trained gy

Set f to eval mode

fore=1,...,FE do

for Xven C D, s.t. | Xpen| = B do

Set g to eval mode

Compute adversarial examples Xagy:

Xaav < OPGD/SPGD(fg, g4, Xven, €, @, I, LBcE, LOE)

Form a new batch:

Xmixcd < Xben @ Xadv
B B
Yinixea ¢ {ben}; 7} @ {aav} %}

Set g to train mode
Compute average loss gradient for X ixed:

2| B|

1
Vmixed <~ ﬁ Z V(ZS[/BCE (mmixedv Ymixed; ¢)
j=1

Update parameters:

¢ <~ Cb + nvmixcd

end
end

Table 1: Performance (accuracy percentage) of original classifiers both on clean and adversarial, PGD-
perturbed test sets.

Dataset Classifier Accuracy (ben) Accuracy (adv)

VGG-11 92.40 0.35

VGG-13 94.21 0.19

VGG-16 94.00 5.95

CIFAR-10 ResNet-18 92.60 0.14
ResNet-34 93.03 0.21

ResNet-50 93.43 0.26

VGG-11 93.96 0.00

VGG-13 94.85 0.01

VGG-16 94.95 0.48

SVHN ResNet-18 94.88 0.02
ResNet-34 94.84 0.11

ResNet-50 94.33 0.10

Afterwards, we split the training data into training (70%) and validation sets (30%). We trained 3 VGG-
based and 3 ResNet-based adversarial detectors for 20 epochs, using the Adam optimizer (with default 5;
and B2 values), with a learning rate of le — 4, CosineAnnealing learning-rate scheduler with Ti.x = 10,
and a batch size of 256. We tested the adversarial detectors on the test set that was comprised of one half
clean images and one half attacked images: They all performed almost perfectly.

After the initial clean training phase we performed adversarial finetuning on the adversarial detectors. This
involved attacking them with an adaptive adversarial attack, e.g., OPGD. We ran the adversarial finetuning
for 20 epochs, using the same optimizer, ReduceLROnPlateau learning rate scheduler with patience parameter
set to 3, and batch size of 256. Then, we tested on a test set—with equal distribution of clean images and
OPGD-attacked images.
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5 Results

Initially, we conducted an assessment of classifier performance following the generation of adversarial pertur-
bations employing the PGD method. The outcomes of this evaluation are delineated in Table 1, encompassing
classifier performance metrics both on clean and perturbed test sets. It is evident that the classifiers ex-
hibit considerable susceptibility to adversarial manipulations, with the crafted attacks achieving near-perfect
efficacy in deceiving the classifiers.

After training involving the use of PGD-generated adversarial images, Table 2 shows the performance out-
comes of the adversarial detectors, as assessed through the ROC-AUC metric, before the deployment of
RADAR.

Table 2: Without RADAR: Performance of detectors on several classifiers and datasets. In this and subsequent
tables, boldface marks best performance. Note: for ROC AUC, higher is better.

CIFAR-10 SVHN

Detector AUCAVgA AUCpagp AUCopap AUCspgp AUCpgp AUCopgp  AUCspap
VGG-11 0.33 1.00 0.00 0.00 1.00 0.00 0.00
VGG-13 0.33 1.00 0.00 0.00 1.00 0.00 0.00
VGG-16 0.53 1.00 0.61 0.59 1.00 0.00 0.00
ResNet-18 0.33 1.00 0.00 0.00 1.00 0.00 0.00
ResNet-34 0.33 1.00 0.00 0.00 1.00 0.00 0.00
ResNet-50 0.39 1.00 0.15 0.14 1.00 0.03 0.05
Avg. 0.37 1.00 0.13 0.12 1.00 0.00 0.00

Table 3 presents results regarding the adversarial detectors’ performance, based on the SR@Q5 metric, prior
to using RADAR.

Table 3: Without RADAR: Performance of detectors on several classifiers and datasets. VGG-16 is the most
robust detector in terms of SR@5. Note: for SRQ5, lower is better.

CIFAR-10 SVHN

Detector SR@5,4,s. SR@5opgp SR@5spgp  SR@5opgp  SR@5gpap
VGG-11 0.97 0.97 0.97 0.98 0.99
VGG-13 0.98 0.97 0.99 0.99 0.99
VGG-16 0.68 0.37 0.40 0.99 0.99
ResNet-18 0.97 0.96 0.97 0.99 0.99
ResNet-34 0.97 0.96 0.97 0.99 0.99
ResNet-50 0.88 0.81 0.83 0.96 0.94
Avg. 0.90 0.84 0.85 0.98 0.98

We then deployed RADAR. The resultant outcomes pertaining to the efficacy of the adversarial detectors, as
measured by the ROC-AUC metric, after the integration of the RADAR framework, are delineated in Table 4.

Table 4: With RADAR: Performance of employing RADAR with OPGD, on several classifiers and datasets.

CIFAR-10 SVHN

Detector AUCA‘,g, AUCPGD AUCOPGD AUCSPGD AUCPGD AUCOPGD AUCSPGD
VGG-11 0.98 0.99 0.95 0.94 1.00 1.00 1.00
VGG-13 0.99 0.99 0.99 0.99 1.00 1.00 1.00
VGG-16 0.99 1.00 0.99 0.99 1.00 1.00 1.00
ResNet-18 0.98 0.99 0.96 0.96 1.00 0.99 1.00
ResNet-34 0.99 0.99 0.99 1.00 1.00 1.00 1.00
ResNet-50 0.99 0.99 0.99 0.99 1.00 1.00 0.99
Avg. 0.99 0.99 0.98 0.98 1.00 0.99 0.99




Under review as submission to TMLR

Table 5 presents results regarding the adversarial detectors’ performance, based on the SRQ5 metric, upon
deploying RADAR.

Table 5: With RADAR: Performance of detectors on several classifiers and datasets.

CIFAR-10 SVHN

Detector SR@5,4,s. SR@5opgp SR@5spgp  SR@5popgp  SR@5gpap
VGG-11 0.02 0.04 0.06 0.00 0.00
VGG-13 0.00 0.00 0.00 0.00 0.00
VGG-16 0.00 0.00 0.00 0.00 0.00
ResNet-18 0.02 0.05 0.05 0.00 0.00
ResNet-34 0.00 0.00 0.00 0.00 0.00
ResNet-50 0.00 0.00 0.00 0.00 0.00
Avg. 0.00 0.01 0.02 0.00 0.00

Table 6 and Table 7 show the generalization performance of RADAR-trained detectors on classifiers they were
not trained on.

Table 6: Generalization performance of adversarially trained detectors, trained on CIFAR-10, on different
classifiers. A value represents the ROC AUC of the respective detector/classifier pair, for OPGD and SPGD,
respectively. For example, the two top-right values represent the ROC AUC for OPGD and SPGD, of a
ResNet50 detector model, trained on a ResNet50 classifier model, with its performance then evaluated on
attacks involving a VGG-11 classifier model. CIf: Classifier model. Det: Adversarial detector model.

CIf Det VGG-11 VGG-13 VGG-16  ResNet-18 ResNet-34  ResNet-50
VGG-11 0.95,0.94 0.99,0.99 0.99,0.99 0.96,0.99 0.99,0.99 0.99, 0.99
VGG-13  0.95,1.00 0.99,0.99 0.99,0.99 0.96, 0.99 0.99, 0.99 0.99, 0.99
VGG-16  0.95,0.95 0.99,0.99 0.99,0.99 0.96,0.99 0.99,0.99 0.99, 0.99

ResNet-18  0.95,0.94 0.99,0.99 0.99,0.99 0.96,0.96 0.99,0.99 0.99, 0.99
ResNet-34 0.95,0.94 0.99,0.99 0.99,0.99 0.96,0.99 0.99,1.00 0.99, 0.99
ResNet-50 0.95,0.94 0.99,0.99 0.99,0.99 0.96,0.99 0.99,0.99 1.00, 0.99

Table 7: Generalization performance of adversarially trained detectors, trained on SVHN, on different classi-
fiers. A cell value represents the ROC AUC of the respective detector/classifier pair. CIf: Classifier model.
Det: Adversarial detector model.

o Det  yGG11  VGG13  VGG16  ResNet-18 ResNet-34  ResNet-50
VGG-11  1.00, .00 1.00, 1.00 1.00,1.00 0.9, 0.99 1.00, 1.00  1.00, 0.99
VGG-13 100, 1.00  1.00,1.00 1.00,1.00 0.99,0.99 1.00, 1.00  1.00, 0.99
VGG-16 100, 1.00  1.00,1.00 1.00,1.00 0.99,0.99 1.00,1.00  1.00, 0.99
ResNet-18  1.00,1.00 1.00, 1.00 1.00, .00  0.99, 1.00  1.00,1.00  1.00, 0.99
ResNet-34  1.00, .00 1.00, .00 1.00,1.00 0.99,0.99  1.00,1.00  1.00, 0.99
ResNet-50  1.00, .00 1.00, 1.00  1.00,1.00 0.99,0.99  1.00,1.00  1.00, 0.99

A notable enhancement is observed across all detectors with respect to ROC-AUC and SR@5. Moreover,
our findings suggest that adversarial training did not optimize solely for adaptability to specific adversarial
techniques, but also demonstrated efficacy against conventional PGD attacks.
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Before the incorporation of adversarial training, the optimization process exhibited a trend of rapid conver-
gence towards zero loss within a few iterations, as can be seen in the top rows of Figure 2, Figure 3, Figure 4,
and Figure 5. Once we integrated adversarial training into the detector, we observed a distinct shift in the
optimization behavior.

4 VGG-11 3 VGG-13 VGG-16
1.00-X10 1.00-X10 3
<
g 0.751 0.75 5
= 0.50 0.50
2 \
.4;: 0.251 0.25
0.00 0.00
o 10
<
a
=
< 5
z
9% 50 00 90 50 100
Iterations Iterations Iterations

Figure 2: CIFAR-10. Binary cross-entropy loss metrics, from the point of view of an attacker, are herein
presented in the context of crafting an adversarial instance from the test set, using VGG-11 (left), VGG-
13 (middle), and VGG-16 (right). These plots illustrate the progression of loss over 20 different images of
orthogonal projected gradient descent (OPGD), with the main goal being to minimize the loss. Top: Prior to
adversarial training, the loss converges to zero after a small number of iterations. Bottom: After adversarial
training, the incurred losses are significantly higher by orders of magnitude (note the difference in scales),
compared to those observed in their standard counterparts. This shows that the detector is now resilient,
i.e., far harder to fool.

Upon deploying RADAR the optimization process displayed a tendency to plateau after a small number of
iterations, with loss values typically higher by orders of magnitude, as compared to those observed prior to
deployment. This plateau phase persisted across diverse experimental settings and datasets, indicating a
fundamental change in the optimization landscape, induced by RADAR.

This behavior can be seen as a robustness-enhancing effect, because the detector appears to resist rapid
convergence towards trivial solutions, thereby enhancing its generalization capabilities. This showcases the
efficacy of our method in bolstering the defenses of detection systems against adversarial threats—without
sacrificing clean accuracy.

6 Conclusions

We presented a paradigmatic shift in the approach to adversarial training of deep neural networks, tran-
sitioning from fortifying classifiers to fortifying networks dedicated to adversarial detection. Our findings
illuminate the prospective capacity to endow deep neural networks with resilience against adversarial attacks.
Rigorous empirical inquiries substantiate the efficacy of our developed adversarial training methodology.

There is no trade-off between clean and adversarial classification because the classifier is not
modified.

10



Under review as submission to TMLR

Without RADAR

With RADAR

1.00

0.751
0.501
0.251

0.00

ResNet-18
x1073
0 50 100
4
. ‘ ‘
0 50 100
Iterations

4 ResNet-34 5 ResNet-50
x10 1.00 x10
0.751
0.501
0.25/
= )
: : : i ~— ‘ —
0 50 100 0.00 0 50 100
8
6,
41
2,
‘ : : oL : :
0 50 100 0 50 100
Iterations Iterations

Figure 3: CIFARI10. Binary cross-entropy loss metrics, from the point of view of an attacker, are herein
presented in the context of crafting an adversarial instance from the test set using ResNet-18 (left), ResNet-
34 (middle), and ResNet-50 (right).
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Figure 4: SVHN. Binary cross-entropy loss metrics, from the point of view of an attacker, are herein presented
in the context of crafting an adversarial instance from the test set using VGG-11 (left), VGG-13 (middle),
and VGG-16 (right).

Our results bring forth, perhaps, a sense of optimism regarding the attainability of adversarially robust
deep learning detectors. Of note is the significant robustness exhibited by our networks across the datasets
examined, manifested in increased accuracy against a diverse array of potent oo-bound adversaries.
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Figure 5: SVHN. Binary cross-entropy loss metrics, from the point of view of an attacker, are herein presented
in the context of crafting an adversarial instance from the test set using ResNet-18 (left), ResNet-34 (middle),
and ResNet-50 (right).

Our study not only contributes valuable insights into enhancing the resilience of deep neural networks against
adversarial attacks but also underscores the importance of continued exploration in this domain. Therefore,
we encourage researchers to persist in their endeavors to advance the frontier of adversarially robust deep
learning detectors.
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