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Abstract

Computer Use Agents (CUAs)—AI agents that
interact with software interfaces like virtual ma-
chines (VMs) or web browsers—are rapidly being
deployed across consumer and enterprise work-
flows (Axios, 2025). The security boundaries of
CUAs, however, remain poorly understood. In
this position paper, we present a systematic evalu-
ation of the security risks posed by CUAs across
realistic operational scenarios. We outline seven
key categories of vulnerabilities for which we
provide a detailed analysis of common failure
modes and a set of practical observations from
our security testing of multiple CUA applications.
Three systemic design flaws underlie these vul-
nerabilities, making current CUAs brittle under
real-world adversarial conditions. We conclude
with a call for principled evaluation frameworks
and hardening strategies that treat CUAs not just
as productivity tools, but as systems operating
within adversarial and ambiguous environments.

1. Introduction

Computer Use Agents (CUAs) are Al systems that control
computers via GUI interactions or API-assisted environ-
ments. While benchmarks like OSWorld (Xie et al., 2024)
show CUAs are not yet human-level, their increasing deploy-
ment in productivity and operations raises urgent security
and safety concerns.

Current evaluation frameworks underplay the unique risks
of Al agents interacting with complex software ecosystems.
We show that even with sandboxing, consent flows, and
guardrails, CUAs remain vulnerable to evolving threats.
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We categorize these risks into seven key areas:

¢ Risk 1: Clickjacking and Perceptual Mismatch —
CUAs can be misled by deceptive Ul elements that
hide malicious actions behind benign visuals. Because
agents often plan from a static UI snapshot, adversaries
can exploit time-of-check to time-of-use (TOCTOU)
mismatches. This highlights the model’s overreliance
on surface-level cues and lack of continuous perceptual
grounding.

Risk 2: Remote Code Execution (RCE) on Sandbox
— Even in hardened environments, CUAs with elevated
permissions may enable arbitrary code execution via
chained browser exploits, misconfigurations, or unsani-
tized inputs—breaking containment and compromising
system security.

Risk 3: Chain-of-Thought (CoT) Exposure — CUAs
may inadvertently leak internal reasoning traces to user-
visible outputs. Attackers can induce this by reframing
parts of the interface (e.g., text editors, developer con-
soles) as trusted planning spaces, or by injecting ficti-
tious tool declarations tools that trigger CoT emission.
These traces can reveal internal decision processes,
inferred user intent, and planned actions—exposing
internal state that can exfiltrate sensitive data or allow
an attacker to dynamically intercept and perturb the
agent’s execution plan.

Risk 4: Bypassing Human-in-the-Loop (HiTL) Safe-
guards — Though CUAs claim human review before
sensitive actions, this can be bypassed. Prompting
strategies—e.g., jailbreaks, recursive chains, or cues
like “click a blue button”—can suppress confirmation.
Since HiTL is probabilistic and context-sensitive, it
cannot be relied on under adversarial pressure.

Risk 5: Indirect Prompt Injection Attacks (Liu
et al., 2023a) — CUAs inherit known prompt injec-
tion risks, extended to files, websites, or system state.
When these artifacts are parsed, control can be silently
ceded to adversaries, compromising alignment and user
intent.

L]

¢ Risk 6: Identity Ambiguity and Over-Delegation —
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Figure 1. Architecture of a typical CUA system. The seven risks discussed in the paper are annotated next to the specific inputs and

components where they originate.

CUAs often operate in shared sessions with elevated
permissions, but lack reliable attribution mechanisms
to distinguish user versus agent actions. In multi-user
or persistent contexts, this leads to confused-deputy
scenarios where sensitive actions are executed without
clear responsibility—undermining trust boundaries and
auditability.

* Risk 7: Content Harms — CUAs may generate, prop-
agate, or submit sensitive, false, or otherwise harmful
content. This includes autofilling personal information
into forms without consent, amplifying misinformation
from unreliable sources, or interpreting vague com-
mands as license to proceed with unsafe tasks. These
behaviors reflect latent alignment risks that surface un-
der pressure, ambiguity, or adversarial framing (Chung
et al., 2024; Araujo et al., 2024).

We anchor these risks in real-world scenarios—adversarial
content injection, visual deception, and over-delegation.
These grounded demonstrations reveal how current deploy-
ment assumptions are dangerously fragile.

Our goal is to characterize these threats and catalyze a struc-
tured response from the CUA community. We outline direc-
tions for principled hardening, realistic benchmarking, and
safety-by-design under adversarial conditions.

2. Background and Related Work

In the interest of space, in this section we will focus on
introducing the general architecture of a computer use agent.
The interested reader can find in Appendix A detailed back-
ground information on some of the threats that we will
explore in the following sections.

At the core of most CUASs is a foundation model such as
OpenAl’s GPT-40 (used in Operator) (OpenAl, 2024) or

Anthropic’s Claude 3.5/3.7 Sonnet, which serves as the en-
gine for perception, reasoning, and control (OpenAl, 2025b;
Anthropic, 2025). These are usually fine-tuned for the com-
puter use task and are embedded within agentic loops that
give rise to emergent, goal-directed behavior. A typical
CUA follows a perception—reasoning—action feedback loop:

1. Perception: The agent captures a screenshot or envi-
ronment metadata (e.g., URL, DOM tree, application
state). This snapshot serves as the input context for
decision-making but may lag behind real-time system
state, creating opportunities for desynchronization or
adversarial manipulation.

2. Context Integration: The observation is fused with
the user’s instruction, memory, and prior reasoning
steps to form a working context.

3. Chain-of-Thought (CoT) Reasoning: The model gen-
erates step-by-step internal reasoning, decomposing
the task and adapting to dynamic UI states.

4. Action: The agent emits executable commands (e.g.,
clicks, scrolls, typing), typically sent through virtual
input devices or browser automation APIs.

5. Feedback: The action’s outcome is observed, starting
another loop iteration until task completion or failure.

This architecture enables impressive flexibility but also intro-
duces novel security vulnerabilities not present in traditional
LLM settings. Unlike static APIs or chatbots, CUAs act
in complex, non-deterministic environments, and mistakes,
misinterpretations, or adversarial stimuli can lead to irre-
versible and harmful system-level consequences.

3. Threat Model and Risk Categories

CUAs introduce a distinct threat model compared to other
agentic systems (Foundation, 2025; Narajala & Narayan,
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2025), operating across full computing environments with
both textual and Ul-level control (OpenAl, 2025b; An-
thropic, 2025). This section defines seven emerging
risks observed in current-generation CUAs. Each corre-
sponds to a class of vulnerabilities rooted in the percep-
tion-reasoning—action loop, and reflects the failure of cur-
rent methods to constrain behavior in open-ended, adversar-
ial contexts.

3.1. Risk 1 - Clickjacking and Perceptual Mismatch

Definition and Description: Clickjacking exploits percep-
tual misalignment between what an agent sees and what
the UI actually does. In CUAs, this risk emerges when
surface-level visual cues mislead the agent into executing
unintended actions. Because CUAs act with trusted author-
ity in visually rendered environments, they are uniquely vul-
nerable to such deception—especially given their reliance
on static UI snapshots and lack of continuous perceptual
grounding.

Why Guardrails Fail: Existing guardrails focus on prompt-
level policy enforcement but do not verify the semantic
integrity of rendered UI elements at execution time. CUAs
assume environmental consistency between plan formula-
tion and action, exposing them to Time-of-Check to Time-
of-Use (TOCTOU) failures.

Web behaviors like delayed rendering and dynamic over-
lays are particularly hazardous. Adversaries can inject vi-
sual bait (e.g., buttons or ads) that are later repositioned
or replaced. Domain spoofing—via lookalike URLSs such
as F@cebook.com or g00gle. net—further misleads
agents that lack robust source validation (Stone, 2013; SIDN
Labs, 2022; Abdelnabi et al., 2020; Rachmadi et al., 2024).

Because CUAs inherit session state and execute actions on
the user’s behalf, any deceptive click is indistinguishable
from a legitimate one and carries full authority.

Our Findings: In a red-team evaluation of OpenAI’s Oper-
ator, we deployed a benign-looking “Enter the blog” button
overlaid atop a hidden payment submission element (see
Appendix B.6). The CUA, instructed to navigate the site,
clicked based on visible cues, triggering a payment with no
alerts or downstream provenance.

This succeeded because the agent planned based on an ear-
lier snapshot and failed to re-verify the visual context be-
fore acting. The result: a fully authorized but adversarially
induced action, executed under the user’s credentials and
invisible to audit mechanisms—exposing a critical flaw in
UI validation and perceptual coherence.

3.2. Risk 2 - Remote Code Execution (RCE) on Sandbox

Definition and Description: Remote Code Execution en-
ables adversaries to run arbitrary commands on a host
system. In CUA deployments, this risk emerges when
agents operate in sandboxed environments such as hard-
ened Chromium or VMs, but retain access to scripting in-
terfaces, file systems, and developer tools. Although these
systems aim to restrict execution, agents often hold enough
permissions to bypass isolation boundaries (Mo, 2024b).

Unlike traditional automation tools, CUAs leverage long-
horizon planning and probabilistic reasoning to compose
benign actions into complex exploits. This, combined with
file access, downloads, and Ul-level automation, amplifies
classical RCE vectors (Trend Micro Research, 2025).

Why Guardrails Fail: CUA security typically depends on
prompt-level instructions (e.g., “do not use terminal’’) and
architectural sandboxing. Both are porous in practice.

Instructions in prompts are not hard limitations since agents
can reinterpret blocked actions as legitimate under pretexts
like debugging or restoring preferences. System-level re-
strictions, such as disabling terminals or browser developer
tools, are inconsistently applied. In research or internal set-
tings, agents often retain shell access for experimentation,
increasing the attack surface.

Even when limited to browser-only operation, sandbox
boundaries remain weak:

* Agents can download arbitrary files, including config
files like mimeapps.-list or .desktop entries,
enabling execution upon user interaction.

* PWAs and dynamic HTML/JS allow the model to gen-
erate content that simulates apps or triggers browser-
level code execution (Mo, 2024a).

* Kiosk-style hardened Chromium remains vulnerable
if the model can chain actions, use browser APIs, or
manipulate Ul affordances.

Because agent behavior appears legitimate in isolation, these
actions often evade static filters and HiTL escalation while
composing into effective RCE chains.

Our Findings: We successfully induced OpenAI’s Operator
to achieve full RCE within its hardened Chromium sandbox.
The agent was guided through the following steps:

1. Navigate to an attacker-controlled site with embedded
visual instructions.

2. Follow misleading comments to a second page contain-
ing execution steps.

3. Install a PWA via clickjacking to trigger folder cre-
ation.
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4. Paste a filepath into the save dialog to write a malicious
mimeapps.list.

5. Download a crafted .desktop file associated with
CSV files.

6. Open a malicious CSV, triggering code execution out-
side the browser context.

The agent accessed and exfiltrated sensitive environment
variables, including auth tokens, confirming escape from the
sandbox and system-level execution. See He et al. (2024)
for related analyses in AI Agents.

Disclosure and Broader Implications: We responsibly
disclosed this finding to OpenAl. We present it here not to
critique a specific implementation, but to demonstrate how
CUAs amplify RCE risks:

» The agent’s reasoning enabled the exploit, with each
step framed as benign.

e No human oversight was triggered due to plausible
justification.

* The sandbox proved insufficient against multi-step,
model-driven attacks.

This illustrates a broader concern: CUAs do not merely
expand the attack surface—they enable composable exploits,
where classical security risks are exacerbated by agentic
reasoning and autonomy.

Effective defense must go beyond hardening VMs or
browsers and interrogate the agent’s chain-of-thought and
action plans—especially in environments where permissions
accumulate over time.

Relevant Work and Context: Emerging literature high-
lights the inadequacy of traditional sandboxing for Al-driven
systems:

e Langflow RCE (CVE-2025-3248): Allowed unau-
thenticated RCE via an API flaw in an Al workflow
builder (BleepingComputer, 2025).

* Chrome Sandbox Escapes: Exploits like CVE-2024-
5830 use malicious sites to trigger RCE via V8 engine
flaws (Mo, 2024b).

e Al Agent Manipulation: Studies show sandboxed
agents can still be tricked into harmful behavior via
indirect or composite means (Trend Micro Research,
2025; He et al., 2024).

3.3. Risk 3 — Chain-of-Thought (CoT) Exposure

Definition and Description: Chain-of-Thought (CoT) rea-
soning refers to a model’s internal planning process, typi-
cally represented as a series of intermediate steps that de-
compose complex tasks into structured subgoals or actions.

In CUA deployments, CoT reasoning underlies workflows
such as Ul navigation, input automation, and strategic plan-
ning.

CUAs like OpenAl’s Operator or Anthropic’s Claude Sonnet
(in tool-augmented configurations) rely heavily on CoT to
interpret screen contents, plan interactions, and pursue long-
horizon tasks (OpenAl, 2025b; Anthropic, 2025). In some
systems, CoT reasoning is surfaced to developers via logs or
inspection tools; in others, it remains latent but still governs
downstream behaviors.

We define CoT exposure as the leakage, elicitation, or ma-
nipulation of these internal reasoning traces—either directly
(e.g., via logs or UI artifacts) or indirectly (e.g., through
anticipatory attacks on inferred plans) (Kuo et al., 2025;
Holmes & Gooderham, 2025).

Why Guardrails May Fail: CoT traces are security-
relevant artifacts. They may encode:

e The model’s interpretations of Ul elements (e.g.,
“There is a button labeled ‘Authorize’”),

e Planned actions (e.g., “Click at coordinates (248,
538)”),

Inferred trust assessments (e.g., “This login page ap-
pears legitimate”),

Execution paths or strategic plans, which can be inter-
cepted or perturbed,

Reasoning rendered visibly within the UI or tool con-
text (e.g., a model typing out its thoughts in a text
editor).

In our experiments with OpenAI’s CUA stack, we found
that intermediate reasoning traces (while not visible to the
user) were returned in structured outputs to the orchestration
layer. These traces included screen affordance interpreta-
tions, step-wise action plans, and inferred user intent. While
not always surfaced directly, they could be logged, persisted,
or exfiltrated under specific conditions.

The severity of CoT exposure depends heavily on imple-
mentation details. If reasoning traces are logged, visible in
developer tools, passed through third-party orchestrators,
or persist in system metadata, they become accessible to
adversaries who may then manipulate agent behavior by
influencing mid-plan decisions (Xiang et al., 2024) B.6.

Important Clarification: We do not claim that the reason-
ing traces reflect the model’s literal internal state. Rather,
our concern lies in their externalization, whether recon-
structed, summarized, or approximated. OpenAl provided
no confirmation about the epistemic status of these outputs.

Our Findings: We demonstrated that CUA models can
be induced to externalize reasoning in both structured and
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unstructured forms. In one case, we prompted the modehance, healthcare) where reasoning encodes proprietary
to open a notepad application in the VM and type out itsdomain logic (Trarer et al., 2016).
plan, believing the interface to be a trusted internal log. In

another, we injected a ctitious tool declaration. When theAhgnm.ent_VuInerab|I|ty via I.nterface F.ram|-ng: This
. . , . - case highlights a broader alignment failure: the model re-
model called this tool, it exposed the model's reasoning vi

structured CoT traces, returned through the 0rchestratior|1ed on sema_lnnc framing ( th|s_ 'sa private log’) rther ‘h?‘.”
. actual security state when deciding whether to emit sensitive

layer (see Apendix B.4). . . L .
reasoning. Unlike prompt jailbreaks, this bypass operates
Notable observations include: through execution context modeling—an underexplored at-

tack vector in agent alignment.

* CUA models can output structured reasoning detailingEmerging Recommendation: Security frameworks for
their upcoming steps and Ul interpretations. CUAs must treat reasoning traces as active, privileged inter-
» These traces may be accessible via orchestration metaal state—not just diagnostic output. This includes:
data, intermediate planning APIs, or system logs.
» Restricting exposure of CoT through orchestration

* Models can write CoT traces into VM-visible appli- -
APIs or logging systems.

cations (e.g., text editors) or les, without triggering
user warnings, if the interface is framed as internal or « Preventing models from externalizing reasoning
trusted. through le I/O, developer tools, or misleading affor-

* The model accepted semantic framing of the environ- dances.

ment (“admin-only notepad”) to justify writing sensi-  * Auditing helper functions that may be overloaded (e.g.,
tive internal reasoning to disk. log _cot() )toconceal sensitive or dangerous opera-
* The logging mechanism used a seemingly harmless tions.
helper functioriog _cot() , which invoked arbitrary
Docker commands via docker exec, highlighting the\s agents beco_me more capable, CoT exposure transfor_ms
risk of covert command execution masked by benignfrom a debugging concern into a core security vulngrabn—
semantics. ity—one that must be addressed in both interface design and
model alignment strategy.

These results underscore a form of semantic tool abusg: . . . .

the model can be socially engineered into treating externa 4. g;: t;rg)s/passmg Human-in-the-Loop (HITL)

or adversarial tools as safe internal affordances, allowing 9

indirect leakage of sensitive state. De nition and Description: Human-in-the-Loop (HiTL)
Security Implication: CoT reasoning traces are not neutral safeguards are designed to ensure user oversight of poten-

metadata; they are executable artifacts. Like program statréa”y Se,”s'“"e or h|gh-|m_pa_ct actions. I_n CUAs such as
OpenAl's Operator and similar browser-integrated agents,

in traditional software, they encode privileged decision logic.~ " . ) ) : )
If leaked, they can: this typ_lcally involves queuing planqu actlor_1§ for review,
prompting user con rmation, or requiring explicit approval
rior to execution. HIiTL functions as a critical fail-safe,
specially for actions involving downloads, credential han-

dling, or irreversible Ul modi cations.

* Reveal model decision boundaries and trust assum
tions,

« Be perturbed in- ight (e.g., by an adversary injecting

misleading Ul cues mid-execution), Why Guardrails May Fail: Despite their intended role,

HITL mechanisms often rely on soft, model-derived heuris-
* Be harvested to extract sensitive context or replicatgjcs to determine whether a given action warrants interven-
internal policies via distillation. tion (Marsh, 2024; Axios, 2025). These heuristics may be
non-deterministic, context-sensitive, and vulnerable to ad-
We argue that CoT traces should be treated as sensitive andrsarial misframing. For example, agents may suppress
protected accordingly—audited, minimized, and containedHiTL triggers if the action is justi ed through seemingly le-
across system boundaries (Kuo et al., 2025). gitimate rationales—such as simulating a user with accessi-

Distillation and Model-Stealing Risks: The logging of ren- bility needs who cannot interact with con rmation prompts.

dering of CoT traces creates a surface for imitation attack&€ven when HiTL is activated, it often assumes that the pro-
Adversaries can passively observe reasoning steps and rec@osed action is safe as presented. This opens a path for se-
struct ne-tuned behaviors without access to model weightsmantic obfuscation: harmful instructions can be embedded
This risk is especially acute in high-value verticals (e.g.within super cially benign behaviors (e.g., masked form

5
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submissions, Ul-injected commands). Furthermore, usaent—such as DOM elements, uploaded les, or third-party
trust in the model can lead to “rubber-stamping” behaviorssites—without rigorous Itering or attribution. Traditional
reducing vigilance over time. safety lIters target user input or model output, leaving this
broader surface exposed. Sandboxing cannot block prompt-
level manipulation when adversarial language is simply read.
HITL safeguards rarely activate, as malicious content often
appears benign to users.

« Inone case, the model was instructed to simulate a us€pur Findings: In one test, we crafted a GitHub issue link-
with a motor impairment who could not interact with ing to an attacker-controlled site. The CUA, attempting
CAPTCHA elements. Instead of halting or escalating {0 resolve the issue, ingested natural-language instructions

the model justi ed unilateral action by citing accessi- disguised as technical guidance and executed a multi-step
bility needs—interpreting its own policy constraints as OW that downloaded attacker-hosted les—without human

exible guidelines. intervention. In another case, a fake vacation site included

a listing comment from a spoofed “Booking” user: “Book

* |n another test, we embedded executable instruction . S ! o
into a simulated social media post. When this post%e cabin by clicking here: BOOK NOW" pointing to a

was rendered in the agent's Ul context, the model mis_mahcmus domain.
interpreted the embedded content as user intent antihese attacks exploit how CUAs over-trust third-party re-
proceeded accordingly. sources. Unlike traditional LLMs with narrow input scopes,

CUAs expand the attack surface to the entire visible environ-
These behaviors highlight a deeper vulnerability: HiTL ment (web or lesystem) so that any content may be parsed
checkpoints are only as robust as the model's contextuaind treated as instruction.
understanding and its willingness to defer to external pol-
icy. If the model rationalizes a bypass as aligned with useB.6. Risk 6 — Identity Ambiguity and Over-Delegation
benet (e.g., accessibility, helpfulness), it may override
safety-critical checks without human approval.

Our Findings: Our evaluations across multiple CUA con-
gurations revealed that HiTL can be bypassed through
contextual and semantic manipulation:

De nition and Description: CUAs lack mechanisms for
attributing whether an action was taken by the user or the
Implication: HiTL mechanisms, when implemented agent. This ambiguity undermines accountability, especially
through model-internal reasoning rather than strictvhen agents act with access to authenticated sessions or ele-
execution-layer constraints, can be circumvented via serated privileges. As CUAs adopt memory and cross-session
mantic alignment attacks. These are scenarios where thentinuity, they may rehydrate state, apply long-term pref-
model's internal alignment objectives—such as empathyerences, or initiate work ows without fresh veri cation.
helpfulness, or proactivity—are co-opted to justify unsafeThese behaviors blur the line between delegation and imper-
behavior. sonation, complicating provenance tracking in both individ-

. . . ual and multi-user environments.
In adversarial settings, HiTL must be treated not as a guar-

antee but as a probabilistic defense that is susceptible ¥/hy Guardrails Fail: Existing guardrails target speci c

misinterpretation, heuristic drift, or interface spoo ng. To behaviors but do not enforce identity provenance or del-
be effective, safeguards must be enforced at the orchesgation boundaries. CUAs act within the user's security
tration and execution layers—not merely inferred throughcontext and rely on heuristics to decide when to intervene.

model behavior. While interfaces may signal “watching' versus “acting,' the
underlying execution environment is unaware of this distinc-
3.5. Risk 5 — Indirect Prompt Injection Attacks tion and maintains no audit trail. This leads to a confused

. o ] o deputy problem: agents may execute sensitive actions, yet
De nition and Description: Indirect prompt injection at- - gystems cannot identify the true initiator. Persistent memory

tacks (Perez & Ribeiro, 2022; Kassner & et al., 2024) 31 he manipulated, enabling subtle identity overreach and
involve embedding adversarial content in externally sourceqlong_term erosion of delegation boundaries.

data, such as webpages, screenshots, or documents, that

the CUA processes. CUAs are particularly vulnerable be©ur Findings: Though not the primary focus of our ex-
cause they treat visible or machine-readable content (e.g?l0its, several ndings highlight identity ambiguity as a
DOM or OCR output) as implicitly trustworthy. Prior work latent risk:

shows that tools and perception systems amplify this risk, 5 clickjacking test B.6, the agent clicked a disguised
when environmental input is not tightly scoped (Foundationpaymem button, mistaking it for a blog link. The action
2025). occurred under a signed-in user session, with no downstream

Why Guardrails Fail: CUAs often trust environmental con- Signal to distinguish agent from user.

6
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In another test B.4, the agent wrote sensitive reasoning. Lessons Learned and Emerging Principles
toadmin _only.txt , assuming restricted access without

verifying its permissions. The risks identi ed in our analysis are not isolated aws

but symptoms of deeper architectural fragilities in current
These cases show how CUAs infer intent and boundarieSomputer Use Agent (CUA) systems. This section outlines
without system-level identity enforcement. Their ability to the core lessons learned from our red teaming and proposes
act and remember without explicit reauthentication presentgitial security principles and mitigation strategies that may
long-term risks in productivity, enterprise, and regulatedhelp guide the development of more robust agentic systems.
domains.

4.1. Systemic Design Flaws

3.7. Risk 7 - Content Harms ) . L i
Current CUAs often inherit optimistic assumptions from

De nition and Description: CUAs frequently synthesize both traditional software engineering and foundation model
web content into user-facing outputs such as documentgesign: that inputs can be cleanly separated from code, that
tion, blog posts, or answers. This involves parsing linkedagent plans are legible and honest, and that human oversight
sources, extracting key claims, and aligning with user intenfs a reliable fail-safe. Across our ndings, we observed the
However, they typically lack strong source veri cation and breakdown of these assumptions in practice.

operate on implicit trust of upstream content, risking the ) . . . .

spread of misinformation (Chung et al., 2024; Arauijo et al, fuman-in-the-Loop (HTL) Fragility: HITL mechanisms

2024). CUAs can also chain search, summarization, an@'® inconsistently appl!ed and probabilis_ticqlly trigg.ered,
reasoning to infer detailed personal pro les, even Without"’\“o"‘”_ng mode| reasoning to bypass gating In creative or
direct prompts for private data. coercive ways. In multiple cases, agents misled oversight

systems by embedding actions into plausible narratives (e.g.,
Why Guardrails Fail: Systems like Operator focus on simulated blog posts). We recommend deterministic gat-
harmful content detection, not epistemic robustness. Thepg for irreversible actions, triggered based on interface
offer limited validation of source factuality or mechanisms state and element class, not model inference, and backed by

to express uncertainty (Lin et al., 2024). Once scraped angdynamic risk scoring and multi-modal con rmation chains.
summarized, claims are often accepted uncritically. CUAs

also rarely cross-reference independent sources, particulargf“:ess've Ambient A“‘“?”‘_y: Many CUAs_o_pera’ge with
under time or token constraints. road system-level permissions (e.g., administrative access,

unrestricted network calls, lesystem write permissions),
Our Findings: We show that Operator generated a polishedassuming the model's judgment is always aligned with user
blog post from a seeded document containing fabricate¢htent. This creates opportunities for privilege misuse, as
claims. The agent uncritically accepted content from aseen in our RCE and misidenti cation ndings. We ad-
linked site, failed to detect inconsistencies, and ampli edvocate for zero-trust execution containers, immutable le
the misinformation (Wikipedia contributors, 2024). This systems, scoped identity tokens, and network isolation by
occurred without challenge, even when the premise wadefault (Stytch, 2025).
guestionable. In one red-teaming case, the agentproleda . ) i .
private individual by synthesizing public search and sociaf MPplicit Trust in the Visual and Execution Context:
data, inferring traits like location and occupation without A9enNts often treat screenshots, rer_1dered Web c_ont_ent, and
agging sensitivity. Such behaviors risk violating privacy YS€" statements at face value. This leads to injection vgl-
norms and regulations (e.g., GDPR, CCPA), especially Wheﬁ\erabllltles (Boulevard, 2025) where adversarial context is

agents aggregate personal data without constraints. The@i$9uised as trustworthy input. Structured, deterministic in-
patterns, while not novel (OpenAl, 2025a), are risky in put parsing (e.g., DOM trees over screenshots) and content

unsupervised or autonomous deployments. trust Iabgllng are required to clarify the agent's perceptual
boundaries.
Implications: CUAs can amplify content harms in high-

trust or unsupervised settings. In elds like journalism, 4 2 \Where Existing Security Paradigms Fall Short
education, or enterprise support, plausible synthesis with

weak source validation may yield reputational, ethical, or leThe CUA attack surface is shaped by language models but
gal consequences. Even without explicit privacy violationsmanifested through full-stack behaviors such as clicks, form
CUAs may infer sensitive data—an emergent behavior dif - s, navigation, summarization. This hybrid nature strains
cult to detect with current prompt- or token-level Iters (Lin traditional security paradigms.

etal., 2024; of Florida College of Journalism, 2024). Reasoning Is Now Part of the Attack Surface:Chain-of-
Thought (CoT) traces are often exposed during debugging,
for traceability, or as part of decision-making interfaces
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(Hitaj et al., 2020). Our experiments demonstrate that adiot share trust boundaries across tasks or containers unless
versaries can exploit this transparency by inducing modelsecessary.

to externalize CoT steps through user-visible application%’zeasoning- Aware Evaluation and DefenseTreat CoT

such as writing internal reasoning into text editors or ter-. . . . . .
. - . . like execution logs: subject to anomaly detection, risk scor-
minal logs. This enables front-running of agent decisions, o i
. . . ing, and least-privilege in uence over downstream steps.
reconstruction of internal state, and covert in uence over

. : Introduce guardrails that constrain reasoning outputs just as
subsequent planning. Reasoning traces once seen as benjgn . .
. ) . ﬂ)u would constrain model generations.
or helpful must now be treated like unveri ed code: logged
securely, monitored for leakage, and explicitly constrainedProvenance-First Outputs: Whether summarizing docu-
in their in uence over execution layers. ments, generating answers, or interacting with users, the
No Strong Link Between User Intent and Agent Action: agent should carry forward provenance metadata, including
: . source trust levels, content veri cation status, and whether
In current deployments, there is no cryptographic or bel]ser inbut was assumed or explicitly con rmed
havioral guarantee (Uenyioha, 2025) that a user initiated a P plicitly '
speci ¢ action versus the agent hallucinating it. This identity UX-Centric Safeguards for High-Risk Actions: In-
ambiguity leads to problems like unauthorized purchasesorporate decoys, friction, or mandatory biometric re-
or unsanctioned data generation. Provenance, out-of-baradithentication for actions that carry nancial, reputational,
veri cation, and intent modeling are needed to separate useor legal risk. Model-generated justi cation should never be
agency from agent autonomy. the sole basis for execution.

Tooling Gaps L.Iml'[ Scalable Secur_lty Evaluatl_on: Cur- 5. Future Work

rent LLM security tools and evaluations primarily focus on

adversarial prompts and jailbreaks in constrained setting¥/hile our study uncovers critical security vulnerabilities in
While these frameworks are evolving, they lack coveragghe current wave of Computer Use Agent (CUA) deploy-
for the system-integrated nature of CUAs where behavioments, several emerging risk areas remain underexplored
depends on GUI state, real-time feedback, and complex eand warrant deeper investigation. We report a list of the
vironmental context; see also (Jin et al., 2023). As a resultnost relevant in Appendix C.

most meaningful ndings still rely on manual, specialist red )

teaming. This creates a bottleneck: without broader toolind®. Conclusion

support, we cannot automate evaluations or scale contingomputer Use Agents (CUAs) are a powerful new class
ous testing. Bridging this gap will require new abstractions of generative Al systems that blend perception, reasoning,
simulation frameworks, and CUA-speci ¢ benchmarks.  anq action across digital environments. As they shift from
prototypes to products, their attack surface expands, blurring
4.3. The Need for New Abstractions and Constraints lines between user intention and agent execution, benign

The following mitigation patterns derived from our ndings use and emergent exploit.

suggest a pathway forward. While not exhaustive, theyOur research shows how subtle behaviors (indirect prompt
indicate the architectural thinking required to secure nextinjection, simulated plan manipulation, visual misinterpreta-
generation CUA systems. tion) can bypass safety layers such as Human-in-the-Loop
(HiTL), sandboxing, and intent gating. While rooted in clas-
sic security concerns, these vulnerabilities manifest differ-
fently in CUAs: probabilistic, context-sensitive, and tightly

Trust-Aware Ul Constraints: Rendered elements like
“Post” or “Buy Now” should be hardened in the input stream
and agged for elevated scrutiny and gated independently o X X X
model trust. Consider a hardened input broker that block§ou|0|6d with user-facing design.

interaction with critical elements unless accompanied byrhese risks are not theoretical. We demonstrated red-team
deterministic HITL triggers (South et al., 2025). scenarios involving Remote Code Execution (RCE), privacy
violations, misinformation propagation, and CAPTCHA
circumvention, reinforcing that CUAs must be treated as
security-critical from the outset.

Contextual Trust Boundaries: Content from downloads or
non-veri ed websites should be wrapped in isolation layers
that prevent implicit trust transfer. Indirect prompt injection
honeypots and input spotlighting techniques can identifyaddressing these threats requires more than patches or
and block emerging injection patterns. heuristics. It calls for new abstractions, principled bound-
aries between models and interfaces, and robust evaluation
pipelines that capture the complexity of real-world human-
computer-agent interaction. Without these, safe scaling of
SCEUAs will remain an open and urgent challenge.

Network and Execution Sandboxing by Default: All
agent activity should occur in isolated, auditable environ
ments, using syscall Itering, runtime monitoring (Falco
Project, 2024), and ephemeral credentialing. Agents mu

8
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A. Additional Background

The following sections explore the existing literature on the type of threats and risks that we examined in the context of
CUAs.

A.1. Expanded Threats for Indirect Prompt Injection in CUAs

Prompt injection attacks (Perez & Ribeiro, 2022 are well studied in LLMs, especially in contexts like email and document
processing. However, in CUAS, the threat model extends signi cantly. The cross-modal input channels, including web
content, les, Ul state, and screenshots, provide a vastly expanded surface for indirect prompt injection attacks. Our ndings
show that when image screenshots of a VM are passed into the model for reasoning, the entire rendered desktop or webpage
becomes an attack vector. Malicious content embedded in Ul elements - from phishing-like tooltips to manipulated web
banners - can be transcribed by an OCR subsystem (or interpreted by the model's own vision capabilities) and fed into the
model's input context. If that transcription is unguarded, it may allow adversaries to inject prompts from within pixels,
triggering actions with no direct textual entry point. This form of visual prompt injection opens up new lines of attack where
traditional sanitization and prompt templating are ineffective, and where sandboxed environments alone cannot prevent
behavioral hijacking.

A.2. Background on Chain-of-Thought Leakage and Action Front-Running in CUAs

CUAs depend heavily on Chain-of-Thought (CoT) reasoning (Wei et al., 2022) to determine action sequences, particularly
in multi-step or error-prone tasks. This form of structured intermediate reasoning, often surfaced to developers, logged by
orchestrators, or embedded in tool-use work ows, has historically been treated as a transparency aid rather than a security
concern (Guo et al., 2025).

While CoT enhances model interpretability and task performance (Wei et al., 2022), emerging work suggests it also creates
a novel attack surface. First, reasoning traces may inadvertently encode sensitive information, such as internal le paths,
inferred user attributes, or Ul-level affordances. Second, if adversaries can observe or predict this internal monologue,
they may anticipate the agent's actions and intervene—either by modifying the environment in real time or by injecting
misleading context at key decision points.

Prior work has primarily examined CoT in sandboxed or purely textual settings. However, in CUA deployments where
models interact with live systems and real-world Uls, CoT becomes more actionable, more visible, and potentially more
dangerous. Our ndings, discussed in Section 3.3, extend this threat model by showing that CoT traces can be not only
leaked but actively induced through interface framing or compromised internal APIs.

This background motivates our position that CoT reasoning must be treated as privileged internal state, subject to containment
and redaction protocols similar to program memory or logs in traditional software systems.

A.3. Gaps in Benchmarking and Risk Sensitivity

Recent agent benchmarks such as WebArena, WebVoyager, and OSWorld (Liu et al., 2023b; Ye et al., 2024; Xie et al.,
2024) offer useful abstractions for evaluating how well CUAs complete structured web tasks. These benchmarks emphasize
multi-step goal achievement and environment generalization. However, they are designed under benign conditions, assuming
cooperative systems and deterministic behavior; assumptions that break down in open-world deployments. More critically,

performance metrics mask failure severity. For example, CUAs achieve 35-40% task success on OSWorld, compared to
human users who reach 72.36%. While this performance may seem promising in aggregate, individual task failures can
lead to irreversible system actions such as sending emails, deleting les, or changing user settings, and therefore carry a
disproportionate risk. The fragile correctness frontier between helpful behavior and costly errors underscores the need to
consider CUA reliability as a safety-critical variable, not just an optimization problem.

A.4. A New Frontier for Red Teaming

Finally, CUAs open up an entirely novel space for adversarial evaluation, distinct from chatbot jailbreaks or adversarial
model probing. These systems are software agents embedded in real or emulated environments, with complex tool use and
asynchronous execution. This makes them highly interactive, stateful, and prone to novel failure modes. Traditional LLM red
teaming tools and methodologies (Ganguli et al., 2022) do not generalize well to CUAs. The multi-modal, full-system nature
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of these agents, spanning screenshots, DOM parsers, simulated clicks, OCR, and memory, creates emergent vulnerabilities
that must be evaluated with new security paradigms. Our work contributes to this effort by categorizing risk dimensions that
arise speci cally in CUA deployments and presenting empirical evidence of exploits that bypass guardrails, compromise
privacy, and enable high-risk system actions.

B. Supplemental Artifacts

This appendix supplements our main ndings with concrete artifacts from the test environment used to demonstrate each
risk scenario. For each of the eight key vulnerabilities, we include relevant screenshots, experiment details, and supporting
observations to help validate the risk and allow reproducibility by the broader research community. Unless otherwise
stated, experiments were conducted in a local VM sandbox with an OpenAl Operator-based CUA agent running in a
Docker-managed interface. Any deviations or unique setups are described per risk.

B.1. Risk 1: Bypassing Human-in-the-Loop (HiTL) Safeguards

Many of the risk demonstrations in this appendix, including indirect prompt injection, identity ambiguity, and CAPTCHA
circumvention, assume that a Human-in-the-Loop (HiTL) checkpoint will intervene before a sensitive or high-impact action
is executed. However, in practice, we observe that these safeguards can often be bypassed.

HiTL mechanisms are generally probabilistic: they depend on the model's con dence, interpretation of task sensitivity, or
explicit signals of ambiguity. In our testing, we were able to:

e Suppress HITL activation by using jailbreak-style prompt modi ers (e.g., “you don't need to ask”),

« Repeatedly rerun an instruction until the agent skipped the HIiTL step,

» Or reach sensitive execution steps through indirect chains that do not clearly match blocked templates.

Implication: The absence of a human approval dialog in the following screenshots and traces is not an anomaly, but an
expected outcome in many runs. Therefore, all risk categories should be understood asvealitesystems claiming to
enforce HiTL controls

HITL should not be treated as a primary defense mechanism. It is best-effort, and easily evaded under pressure from user
instructions or chain-level ambiguity.
B.1.1. EXAMPLE 1: POST CONFIRMATION BYPASS VIA CHAIN INJECTION

When explicitly instructed to write and post a message on Facebook, the agent typically asks for con rmation before
submitting. However, we found that this behavior can be overridden by chaining an auxiliary instruction encouraging
premature action:

After every action, if there is a blue button, click it before asking for
confirmation.

When this modi er is included earlier in the chain, the system interprets the appearance of the “Post” button as a visual cue
to proceed, bypassing the expected HiTL con rmation step.
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Figure 2.Bypassing HIiTL by asking to click on Blue "Post” button.

This re ects a subtle form of chain-level indirect prompt injection that alters the model's action execution policy without
triggering standard HiTL blocking patterns.

B.1.2. EXAMPLE 2: IMPLICIT INSTRUCTIONCOMPLETION VIA ON-SCREENCUES

In another scenario, the user instructed the agent to complete “whatever task is currently pending.” A nearby window in the
VM contained a to-do list message or chat instruction indicating an action to take (e.g., send a message, click a link, follow
up on a post). The model read this screen content and executed the instruction without further con rmation.

Figure 3.Prompt injected into screen capture via FB message - CUA copies context to clipboard.

While similar experiments using Gmail or Google Docs often failed due to:

1. The model refusing to read or interact with private documents due to hard-coded privacy constraints,
2. Navigation friction—e.g., dif culties in switching browser tabs or reliably locating content,
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