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Abstract

We study personalization of supervised learning with user-level differential privacy.
Consider a setting with many users, each of whom has a training data set drawn from
their own distribution P;. Assuming some shared structure among the problems P;,
can users collectively learn the shared structure—and solve their tasks better than
they could individually—while preserving the privacy of their data? We formulate
this question using joint, user-level differential privacy—that is, we control what is
leaked about each user’s entire data set.

We provide algorithms that exploit popular non-private approaches in this domain
like the Almost-No-Inner-Loop (ANIL) method, and give strong user-level privacy
guarantees for our general approach. When the problems P; are linear regression
problems with each user’s regression vector lying in a common, unknown low-
dimensional subspace, we show that our efficient algorithms satisfy nearly optimal
estimation error guarantees. We also establish a general, information-theoretic
upper bound via an exponential mechanism-based algorithm.

1 Introduction

Modern machine learning techniques are amazingly successful but come with a range of risks to the
privacy of the personal data on which they are trained. Complex models often encode exact personal
information in surprising ways—allowing, in extreme cases, the exact recovery of training data from
black box use of the model [6, 7]. The emerging architecture of modern learning systems, in which
models are trained collaboratively by networks of mobile devices using extremely rich, personal
information exacerbates these risks.

The paradigm of model personalization, a special case of multitask learning, has emerged as one
way to address both privacy and scalability issues. The idea is to let users train models on their own
data—for example, to recognize friends’ and family members’ faces in photos, or to suggest text
completions that match the user’s style—based on information that is common to the many other
similar learning problems being solved by other users in the system. Even a fairly limited amount of
shared information—a useful feature representation or starting set of parameters for optimization, for
example—can dramatically reduce the amount of data each user requires. But that shared information
can nevertheless be highly disclosive.

In this paper, we formulate a model for reasoning rigorously about the loss to privacy incurred by
sharing information for model personalization. In our model, there are n users, each holding a dataset
of m labeled examples. We assume user j’s data set D; is drawn i.i.d. from a distribution P;; the
user’s goal is to learn a prediction rule that generalizes well to unseen examples from P;. Ideally, the
user should succeed much better than they could have on their own. We give new algorithms for this
setting, analyze their accuracy on specific data distributions, and test our results empirically.

We ask that our algorithms satisfy user-level, joint differential privacy (DP) [27] (called task-level
privacy, in the context of multi-task learning [31]). In this setting, each user provides their data set
D; as input to the algorithm and receives output A; = A;(Dx, ..., D,,). We require that for every
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choice of the other data sets D_; = (D, ..., Dj_1,Dj;1, ..., D;) and for every two data sets D;
and D;-, the collective view of the other users A_; be distributed essentially identically regardless of
whether user j inputs D; or D’;. The standard model of differential privacy doesn’t directly fit our
setting, since the model ultimately trained by user 5 will definitely reveal information about user j’s
data set. That said, the algorithms we design can ultimately be viewed as an appropriate composition
of modules that satisfy the usual notion of DP (an approach known as the billboard model). For
simplicity, we describe our algorithms in a centralized model in which the data are stored in a single
location, and the algorithm A is run as a single operation. In most cases, we expect A to be run
as a distributed protocol, using either general tools such as multiparty computation or lightweight,
specialized ones such as differentially private aggregation to simulate the shared platform.

Intuitively, strong privacy requirement at user level, while still demanding that users share some
common information is significantly challenging. For one, as each user individually has a small
amount of data, it has to share information about it’s model/data to learn a meaningful representation.
Furthermore, in practical personalization settings, there is feedback loop between the common or
pooled knowledge of all users and the personalized models for each user. That is, starting with
reasonable personalized models for each user, leads to a better pooled information, while good pooled
information then helps each user learn better personal model. Now, requirement of strong privacy
guarantees forces the pooled information quality to degrade up to some extent, which can then lead
to poorer personalized model and form a negative feedback loop.

1.1 Contributions

We consider two types of algorithms for DP model personalization: inefficient algorithms (based on
the exponential mechanism [34]) that establish information-theoretic upper bounds on achievable error,
and efficient ones based on popular iterative approaches to non-private personalization [39, 25, 50, 51].
These latter approaches are popular for their convergence speed and low communication overhead.
As is often the case, those same features make them attractive starting points for DP algorithms.

Problem Setting: Consider a set of n users, and suppose each user j € [n] holds a data set of m
records D; = {(xi;, i)}, cfm] where x;; € RY, yi; € R. The goal is to learn a personalized model

fi(-) = f(:;0;) : RY — R for each user j, where 6; is a vector of parameters describing the model.

We aim to learn a shared, low-dimensional representation for the features that allows users to train
good predictors individually. For concreteness, we consider a linear embedding specified by a d x k
matrix U, where k < d. We may think of U either as providing a k-dimensional representation of
the feature x;; (as U'x; ;) or, alternatively, as a compact way to specify a d-dimensional regression
vector §; = Uwv; where v is vector of length k. In both cases, user j’s final predictor has the form

Filxig) = f'((xi, Uwy)) = [/ (U %35, 0;))
One may view this as a model as a two-layer neural network, where the first layer is shared across
all users and the second layer is trained individually. A useful setting to have in mind is one where
k < m < d—so users do not have enough data to find a good solution on their own, but they do
have enough data to find the best vector v; once an embedding U has been specified. Without loss of
generality, we assume U € R%** to be an orthonormal basis and refer to it as embedding matrix. For
brevity, we will define the matrix V' = [v1]- - - |v,,] € C C R**™ with v;s as columns.

Measure of Accuracy: Let Lo, (U; V) = E (i, 5y~ m]x [n], (i 515 )~ P; [5 <<UTXijavj>§yij)},
where the loss function takes the form £ : R x R — R. We will focus on excess population
risk defined in (1). The privately learned models are denoted by (Upm, Vpr”). The error measures
are defined with respect to any fixed choice of parameters (U*, V'*).

Riskeop (UP™Y, VPEY) S (U*, V) = Loop (UPY, VPEYY — £ (U*, V7). (1)

Alternating Minimization Framework: We develop an efficient framework based on alternating

minimization [45, 28, 22]: starting from an initial embedding map U, the algorithm proceeds in
()
J

the predictor f'({(-, U(t)vﬁt)>), and then running a DP algorithm, for which user j provides inputs

rounds that alternate between users individually selecting the model v~ that minimizes the error of



86

87
88

89
90
91
92
93

94

95

96
97
98

99
100
101
102

103

104
105
106
107

108
109
110
111

112
113
114

115

116
17
118
119

120
121
122
123
124
125

126

127
128

129
130
131
132
133
134

D; v( ), to privately select a new embedding U“*Y that minimizes the error of the predictor

(-, Uty ; )>) In both steps, the optimization to be performed is convex when the loss being
optimized is convex. This helps us handle the inherent non-convexity in the problem formulation.

Instantiation and Analysis for Linear Regression with Gaussian Data: For the specific case of
linear regression with the squared error loss, we show that our framework can be fully instantiated with
an efficient algorithm which converges quickly to an optimal solution. For simplicity, we consider the
case where the feature vectors and field noise are normally distributed and independent of each user’s

“true” model 67, and furthermore that the ¢ vectors admit a common low-dimensional representation

U* € R™**, so that 0 = U*v;. We show that careful initialization of U followed by alternating
minimization converges to a near-optimal embedding as long as m = w(k?) and n = w (%)

Notice that non-privately, one would require n = w(dk) users to get any reasonable test error. For
standard private linear regression in dk dimensions, current state-of-the-art results (Theorem 3.2, [3])
have a sample complexity similar to what we achieve.

Theorem 1.1 (Informal version of Theorem 4.2). Suppose the output for point x;; ~ N (0, 1)d
of user-j is given by: y;; ~ ((U")"xi;,v}) + N(0,02) where U™ parameterizes the shared
representation. For simplicity, suppose v} ~ N(0,1)%. Then, assuming the number of users

n > (kd)'® /e, Algorithm 1 learns an embedding matrix UP™*" s.t. the average test error of a linear
. ~ 2 2
regressor learned over points embedded by UP™" is at most O (M + oz (dk + ﬁ))

E n m

Our instantiation of the framework in this case has two major components: The initial embedding
Uy is derived from users’ data by a single noisy averaging step which roughly approximates the
d x d projector onto the k-dimensional column space of U*. The idea is that given two data pomts
(%45, ¥ij) and (X(i41)7, Y(i+1);)> the expected value of the rank-one matrix yljy(Hl)Jx”xz;H)]
(when rescaled) a projector onto the space spanned by the regression vector 6;. Adding these rank-one
matrices across many data points and users produces a matrix with high overlap with the desired
projector U*(U*) . This is similar to the approach taken by [12] to design a non-private algorithm
for a related, less general setting.

The DP minimization step, which fixes the v;’s and seeks a near-minimal U, can be performed using
any DP algorithm for convex minimization [&, 4]. In this particular case, one can view this step as
solving a linear regression problem in which U represents a list of dk real parameters: once x and v
are fixed, (U ' x,v) = x' Uw is a linear function of U.

For the analysis to be tractable, we restrict our attention to linear regression with independent,
normally-distributed features. However, the framework we provide is more general, and can be
applied to a wider class of models. Developing mathematical tools to analyse the behavior of noisy
alternating minimization algorithms in more general settings remains an important open question.

Information-theoretic Upper Bounds: In addition to developing efficient algorithms for particular
settings, we give upper bounds on the achievable error of user-level DP model personalization
via inefficient algorithms. Specifically, we consider the natural approach of using the exponential
mechanism [34] to select a common structure that provides low prediction error on average across
users. For the specific case of a shared linear embedding (a generalization of the linear regression
setting above), when the feature vectors are drawn i.i.d. from A/(0,1)%, and when the v}’s are drawn

ii.d. from A(0, 1)*, we provide an upper bound showing that n = w (%) users suffice to learn

a good model, assuming m is sufficiently large for users to train the remaining parameters locally. In
comparison to alternating minimization, the sample complexity is better by a factor of k.

In summary, we initiate a systematic study of differentially private model personalization in the
practically important few-shot (or per-user sparse data) learning regime. We propose using users’
data to learn a strong common representation/embedding using differential privacy, that can in turn be
used to learn sample efficient models for each user. Using a simple but foundational problem setting,
we demonstrate rigorously that this technique can indeed learn accurate common representation as
well as personalized models, despite users housing only a small number of data points.
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1.2 Related Work

Personalization Frameworks: Model personalization is a special case of multitask or few-shot
learning [9, 24] where the goal is to leverage shared structure amongst multiple tasks to better learn
the individual tasks. There are many different frameworks for multi-task learning, each capturing a
different kind of shared structure. In the context of model personalization, where tasks correspond to
users, two broad approaches stand out.

“Neighboring models”. This approach assumes that while each user learns their own model, all or a
fraction of the models are close to each other thus can be learned together [17, 24].

“Common representation”. This approach, which we adopt in this paper, assumes a low-dimensional

shared subspace where all points can be represented and now each user/task can learn a sample
efficient model to solve the individual task [46, 37]. A common instantiation is a DNN architecture in
which the weights in the last layer are user-specific but other weights are shared. Algorithmically, this
second approach is more complex since it entails simultaneously finding an accurate representation
of data and models building upon those representations. But several studies [37, 46] have shown it to
be significantly more effective than other approaches like neighboring models.

Recent works on this approach (e.g. [43, 46, 21, 39]) follow a similar training strategy to ours—
that is, they alternatively update the shared representation using gradient descent and then finetune
individual classifiers [37, 29, 46]. In particular, the Almost-No-Inner-Loop (ANIL) method by [37]
is most similar to the alternating optimization method that we adopt (see Algorithm 1). Theoretical
understanding of these methods generally lag significantly behind their empirical success. However,
several interesting recent results explain the effectiveness of these methods on simple tasks [12,

]. Most of the papers in this domain focus on the linear regression problem with a shared low-
dimensional representation that we study [45, 10, 47]. They show that one can provide much better
estimates for the shared representation, and overall prediction error, by pooling information than
would be possible for individual users acting alone. These existing analyses do not allow for noise
in the iterations. In fact, for the general problem, the noise can lead to suboptimal solutions. Thus,
a key contribution of our work is to show that in a widely studied setting, alternating minimization
converges even when the minimization of U is noisy.

Privacy: In our setting, the data set is made up of users’ individual data sets D, ..., D,,, where
each D; potentially contains many records (labeled training examples). Users interact via a central
algorithm, which we assume for simplicity to be implemented correctly and securely (either by a
trusted party or using cryptographic techniques like multiparty computation). This algorithm provides
output to each of the users. We aim to control what those outputs leak about the users’ input data.

That is, presence/absence of user and its entire data should not affect the outputs significantly. This
notion is known as user-level or task-level privacy and has been widely studied in the literature
[33, 30], albeit mostly without personalization component. The only works we are aware of that look
at personalization (or multitask learning more generally) with user-level guarantees are [ 18] and [23].
Geyer et al. [ 18] consider the “neighboring models” approach, which cannot work in the setting we
study. Jain et al. [23] consider matrix completion, which can be viewed as a version of our setting in
which training examples are limited to indicator vectors (items from a known discrete set).

A few studies attempt to provide only record-level privacy — a significantly weaker notion of privacy
where presence/absence of only single record should be undetected by the output of the model.
While the notion has been studied extensively for the standard non-personalized models [26, 8], for
personalized models the literature is somewhat limited [20, 3 1]. The work of [3 1] discusses both task-
and record-level privacy, but ultimately provides only algorithms that satisfy the weaker guarantee.
As mentioned above, our goal is to provide strong user-level privacy guarantees so such methods do
not apply in our case.

1.3 Notation

We denote all matrices with bold upper case letters (e.g., A), and all vectors with bold lower case
letters (a). Unless specified explicitly, all vectors are column vectors. We denote the clipping

operation on a vector a as clip (a; () = a - min {1, ﬁ}
2

4
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2 Background on Privacy

Billboard model: In this paper, we operate in the billboard model [19] of differential privacy [14,
, 35]. Consider n users, and a computing server. The server runs a differentially private algorithm
on sensitive information from the users, and broadcasts the output to all the users. Each user j € [n]
can then use the broadcasted output in a computation that solely relies on her data. The output of
this computation is not made available to other users. A block schematic is shown in Figure 1. One
important attribute of the billboard model is that it trivially satisfies joint differential privacy [27].

User-level privacy protection: In this work, we provide user-level privacy protection [15]. Le.,
from the output of the algorithm available to an adversary, they will not be able to detect the
presence/absence of all the data samples belonging to a single user. Correspondingly, in the definition
of differential privacy below (Definition 2.1), a “record” consists of all the data samples belonging to
a single user. Furthermore, we adhere to the replacement model of privacy, where the protection is
with respect to the replacement of a user with another, instead of the presence/absence of a user.

Definition 2.1 (Differential Privacy [14, 13, 35]). A randomized algorithm A is (&, 0)-differentially
private if for any pair of data sets D and D’ that differ in one record (i.e., |DAD'| = 1), and for all
S in the output range of A, we have

Pr[A(D) € S] <e® - Pr[A(D') € S] + 4,

where probability is over the randomness of A. Similarly, an algorithm A is («, p)- Rényi differ-
entially private (RDP) if D, (A(D)||A(D")) < p, where D, is the Rényi divergence of order c.

3 Model Personlization via Private Alternating Minimization

In this section, we first provide a generic/meta al- . sesive
gorithm for private model personalization (Algo- — gt | T
rithm 1 (Algorithm Apy, aitmin))- The main idea is

to alternate between two states for 1’ iterations, i.e.,

for t € [T], (i) Estimate the best embedding ma- J

= > Broadcast Differentially Private Global Computation

¢
|

T rounds

trix U®) based on the current personalized models

vt v | while i -level - - Tl
s, Un preserving user-level («, p) ® ® ®
RDP, and (ii) update the personalized modes based g '@y PN
on the updated embedding matrix u®. Finally, out- Mg T T Usern

put UP** « UT+Y | which will be used by each

user j € [n] to train her final personalized model Figure 1: User-compute interaction in the
v, While Algorithm Apyiy-aqemin is a fairly nat- billboard model.  Shaded boxes represent
ural method for model personalization, to the best ~Privileged computation. U refer to the com-
of our knowledge, this is the first work that formally mon embedding function, and v; refers to the
studies the privacy/utility trade-offs under user-level model for user j € [n].

privacy. Prior works [39, 36] have used similar ideas

in the non-private meta-learning setting. The estima-

tion of the embedding matrix can be implemented by

any differentially private convex optimization algorithm (e.g., DP-SGD [41, 4, 1]). As discussed
in Section 4, for specific case of linear regression, we can perturb the sufficient statistics to obtain
differential privacy guarantee, and then optimize over it. A similar idea was used in [40, 38].

We provide a formal description in Algorithm 1. In Section 4, we instantiate it in the context of
personalized linear regression. There, we also provide formal excess population risk guarantees under
some data generating assumption. Since Line 6 guarantees («a, p)-RDP, and disjoint sets of users are
used in each iteration, we can conclude that the whole algorithm guarantees («, p)-RDP.

4 Instantiating Algorithm Ap,,_aimin With Linear Regression

In this section, we instantiate Algorithm Ap;y-aimin (Algorithm 1) in the context of linear regression.
While our privacy guarantees hold for any instantiation of the training data, the utility guarantees
hold under the following data generating assumption.
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Algorithm 1 Ap;,_axmin: Differentially Private Alternating Minimization Meta-algorithm

Require: Data sets from each user j € [n]: D; = {(x;; € R%,y;; € R) : i € [m]} for m
mod 4 = 0, rank of the projector: k, privacy parameters: («, p), number of iterations: 7T, initial
rank-k subspace matrix: U™t oss function: .

Initialize U + U™,

Randomly permute the users j € [n] via permutation 7 ~yn¢ [12]. Set j < 7(4),VJ € [n].

for ¢t € [T] do

Sp |14 [U5Rn )

B

5 Eachuser j € [S;] independently solves vg.t) +argmin = Y ¢ (((U(t))Txij, v); yij).

loll,<RF " ig[m/4]
m|Se| .
i€[lm/4+1,m/2],j€S8;
RDP, where K is the set of all rank-k matrices with orthonormal columns in R4*%,
7: end for
g U™ « U,

6:  Estimate U « argmin —i— > 14 (<UTXij7v§t)>;yij> under (o, p)-
Uek

Data generation: We instantiate the problem description in Section 1.1 as follows. There is a
fixed model v} € R* for each user j € [n], and a fixed rank-k matrix with orthonormal columns

U* € R across all users. Let V* := [v}] - - - [v};]. For each feature vector x;; € RY, the response
Yi; 18 given by: - )

Yij = <(U*) Xijs ’U;(> + Zij, i ™~ N(O, O'F). (2)
In Theorem 4.2, we provide the privacy and utility guarantee for an instantiation of Algorithm
(Algorithm Apyi,_amin) Where the loss function is £ (U ' x;;,v); yu) = (y” — (U xyy, ’U>>
We will adhere to Assumptions 4.1 for the utility analysis.

Assumption 4.1 (Assumptions for Utility Analysis). Let \; > 0 be the i-th eigenvalue

of L (V* (V*)T), and let p = ma[uiHv}‘HQ/\/k)\k be the incoherence parameter. Let
JE[n

Noise-to-signal ratio be NSR = 2. We assume: (i) Vi € ml,j € [n],xij ~id
k

N(0,1)4, and corresponding vy;; be generated using (2), (ii) m = Q ((1+ NSR) - k + k?),
~ : 2 -

(iii) n = Q <§‘\i cpPdk +d (%ﬁ + /LQ)\k) + A(e0) - (NSR? + 1i?k) d3/2>. Here, Q)(-) hides

polylog (n,m, k).

Theorem 4.2 (Main Result. Bound on Excess Risk). Let VF=*" = [v8™1V . wPi7] with

. 2 .
v arg H}cin — E (yij — (UP) Txy5, U>)2
veR n<a<m
7 <i<

Let Assumption 4.1 hold. Then, Algorithm Apyiv-amin With parameters in Lemma 4.4 and A(Eﬁ) =

M outputs UP™*V such that i) it is (¢, 0)-differentially private, and ii) it has the following

excess population risk:
E [Riskpop (U7, VEHY) 5 (U*, V)] <
0 Ae sy (07 + pPk2dNg) (k> d?) N o2t k2d
N n2 nm

) - polylog (d,n) + (:L + 1) o2

See supplementary material for the proof.

Remark 1. Let us understand the bound above for a simple setting where the personal model for

each user v} ~ N(0, 1)*. Assuming large enough n, this implies that A\ ~ 1 and u ~ 6(1)
Now even when V'™ is known a priori, to obtain a reasonable estimate of U™, we need to solve the
following linear regression problem while ensuring DP: UP**" = mUin > i (Wi — (x5 (v";)—r, U))>.
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Algorithm 2 Instantiating Line 6 of Algorithm 1 ( Algorithm Apiy_ajtMin)

Require: Set of users at time step ¢ € [T]: S;. Current models: {v( ) VNS St}, data samples:

{(xij,4i5) : 5 € St,1 € [m]}, privacy parameter: A(. 5, clipping threshold for model: 7, clip-
ping threshold for response: (.
1: WZJ = clip (xij'va; T]) and g” = clip (le7 C) for all ¢ € [m/4 + 177’)’7,/2],] € ;.

dk xdk

2: Woriy > Wi W 5 4 Nom (0,m°n* A7, 5 /4) ,and
jESt,ic[m/4+1,m/2]
boriv > GiiWii + N (0,m*¢CnA2 5 /4)™

JESt, 16[m/4+1 m/2]
3 Z0HD argmln |s ‘ ( TWo.ou — Quprriv)

4: return U(H'1 + @ part of the QQR-decomposition of Z (t+1)

Note that x;;(v%) " is isotropic. Now, without differential privacy, the information theoretical

J
optimal estimation error is © (ag . %), where dk is the size of the linear regression problem

and mn is the number of samples. Now, if we were to solve the above regression problem with
DP, the best known algorithm [40] will have an additional error of O (( . @)2>, where Kk =

ne

or + maxy; [[xi;(v) |7 - U ||p = O(ov + V/dk?). Note that the first two terms in Theorem 4.2

indeed match O (( . %’;) +o2- —m) up to an additional factor of k and up to polylog (d,n)

n
factors. Finally, the last error term in the above theorem is due to excess risk in estimating v* for a
given user with m samples, and is information theoretically optimal.

Remark 2. Under the assumption in Remark 1 and for or = 0, the sample complexity for Theo-
rem 4.2 is n = @(k?5d'5 /e + d) and m = @(k?). Note that, for e — oo, the complexity is O(k)
worse than the information theoretic optimal. Furthermore, the sample complexity suffers from an
additional /d for constant € compared to non-private case. Even for standard linear regression,
a similar additional v/d factor is present in the sample complexity bound [40]; we leave further

investigation into the optimal sample complexity for future work.
In Section 4.1, we show an instantiation of Algorithm Apiy-aimin (Algorithm 1) s.t. if the embedding
matrix (U*"°) is initialized well, then U**"(U***") " converges in || - |z to U*(U*)". In

Section 4.2, we provide an algorithm to obtain a good initialization of the embedding matrix (U *"**).
Combining these two results imply Theorem 4.2.

4.1 Local Subspace Convergence

In Algorithm 2, we instantiate Line 6 of Algorithm Apy aimin- For any matrix A € R xdz

let A € R%4 be the vectorized representation with columns of A placed consecutively. Let
Naym(0,0%)4%? denote a Wigner matrix with entries drawn i.i.d. from A(0,0%). The privacy
guarantee of Algorithm 2 is presented in Lemma 4.3 and the local subspace guarantee in Lemma 4.4.

Lemma 4.3 (Privacy guarantee). If we set A(. sy = /8log(1/6) /e, then instantiation of Algorithm
Apriv-aiemin with Algorithm 2 is (e, §)-differentially private in the billboard model.

Lemma 4.4 (Local Subspace Convergence). Recall Assumptions 4.1. In Algorithm 2, let model
clipping threshold n = O(uv/Axdk), and response clipping threshold { = O (O’F + u\/k)\k). Let the

number of iterations of Algorithm 1 (Algorithm Apyy. AItMin) beT =) (log (M)) Finally,

NSRJrA( 5)
- .
assume U™ be s.t. |I-U™ (U*) Wy < 32)\

(Algorithm Apyiy.aiemin), instantiated with Algorlthm 2, wp. atleast1 — 1/ n'0 (over the randomness
of data generation and the algorithm):

H (]I _U* (U*)T) UPriv B

- (Aw) (NSR + pvdk2) k242 NSR- m/kd)
-0 + .
n v/ nm
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Here, the noise-to-signal-ratio NSR = j—/\ik and privacy parameter A, 5y = 7”8105(1/6). In 6()
we hide polylog (d, n).

See supplementary material for the proofs. The analysis of Lemma 4.4 roughly follows the analysis
of alternating minimization [45], while accounting for the noise introduced due to privacy. At each
iteration, we show that the embedding subspace gets closer in the Frobenius norm, and each of the
personalized models gets closer in the ¢5-norm.

4.2 Initialization Algorithm

In Algorithm 3, we describe a private estimator for the estimation of U ™. This estimator eventually
gets used in initializing the linear regression instantiation of Algorithm 1. We provide the privacy and
subspace closeness guarantees in Lemma 4.5 and 4.6, with proofs in supplementary material.

Algorithm 3 Ap;,.inii: Private Initialization Algorithm for Algorithm Apyiy-aitMin

Require: Data sets from each user j € [n]: D; = {(x;; € R%,y;; € R) : i € [m]}, clipping bound
for response: ¢, noise standard dev. for privacy: A(. s), and rank of the orthonormal basis: .
1: Wi + sym ( (G037 (Qit1)j ~clip (Y2015 €) - clip (y(2i+1)j;§)) forall i € [m/2] and j €
[Ixc2s 5 [Ixc2i+nsll,

[n]. Here, sym(W) makes a matrix €R%*? symmetric by replicating the upper triangle.

. dxd
2 MY % ( Z Wij +/\/;ym (O> A%& 6)<4m2)
| i€lm/21.jeln] |

3: UP*V < Top-k eigenvectors of M °*°Y as columns.

Lemma 4.5 (Privacy guarantee). If we set A, 5y = +/8log(1/0)/e, Algorithm 3 (Algorithm
Apriv-init) is (€, 0)-differentially private.
Lemma 4.6 (Subspace closeness). Recall Assumptions 4.1. Let the clipping bound for response be

= 5(UF + puVkA). We have the following for Algorithm 3 (Algorithm Apyy.init) w.p. at least
1—1/nt0:

H (]1 U (U*)T) Uy

2

_5(Ben (NSR® + p*k) d*/? L (wsr? + (2k)Vd
- n vnm '
Here, privacy parameter A, sy = 7W. In 5(), we hide polylog (d,n).

The proof goes via direct analysis of the distance between the estimated subspace from the training
examples, and the true subspace. While the convergence guarantee in Lemma 4.6 is unconditional, it
is weaker than Lemma 4.4, especially in its dependence on k and NSR.

Lemma 4.6 implies that under Assumption 4.1,

(11 U (U*)T) veev|l =0 (%) which
a k
is sufficient to satisfy the initialization condition in Lemma 4.4. Hence, if we initialize U using

Algorithm 3 (Algorithm Apy.init) With a disjoint set of samples for each user, it immediately follows
that the the local convergence guarantee in Lemma 4.4 is indeed a global convergence guarantee.

5 Exponential Mechanism based Model Personalization

In this section, we take a more general approach towards outputting a projector UP**" that approxi-
mately minimizes the excess population risk without worrying about actually estimating the projector
onto U™. Here, as we only care about low-excess risk, as opposed to subspace closeness, we can guar-
antee better convergence under milder assumptions. Recall the loss function Ly, (U, V') from (1).

We want to optimize min Loop(U, V)) while ensuring e-DP in the billboard

min

UeK (VeRdX",IlvjzéC
model. (Here K € R** is the set of matrices with orthonormal columns, and v 4 corresponds to
the j-th column of V'.) To that end, we will use the exponential mechanism [34], over an ¢p-net of
radius ¢ over K. The algorithm is presented in Algorithm 4 (Algorithm Agyp,).



Algorithm 4 Ag,,: Joint Differentially Private ERM via Exponential Mechanism

Require: Data sets from each user j € [n]: D; = {(x;; € R%y;; € R) : i € [m]} where m
mod 2 = 0, model ¢>-norm constraint: C, clipping bound on the projected features: Ly (see
Theorem 5.2 below), privacy parameter: €, and rank of the orthonormal basis: k, net width: ¢,
loss function: £ : R x R — R with £ being the Lipschitz constant of the first parameter.

1: Define a score function for any rank-% matrix with orthonormal columns U € R¥** as
score (U) = < min 2 Y £ ((clip (U xij; Ly) ,v]’>;y¢j)>.
jeln] \J|vj]|,<C 7 icim/2)
2: Define a net N'¢ of || - || p-radius ¢ over matrices with orthonormal columns in R4**.
3: Sample U™V € N'¢ with Pr[U***" = U] x exp (785107"05 - score (U))

. m .
4: Each user j € [n] independently estimates v « arg rr<ucr} 2 Z/z l (((UP“V)T Xij, V); yij).
v < i=m/2+1

315 The privacy analysis of Algorithm Ag,, follows from the standard analysis of exponential mechanism,
s16 and the utility analysis goes via first proving an excess empirical risk bound, and then appealing to
317 uniform convergence to get to excess population risk bound.

318 Theorem 5.1 (Privacy guarantee). Algorithm 4 is e-differentially private in the billboard model.

Theorem 5.2 (Utility guarantee). Suppose the loss function ¢ is £-Lipschitz in the first parameter,
and C' is the bound on the constraint set. Set the net size ¢ = 1/(en) in Algorithm 4. Assuming that

the feature vectors are drawn i.i.d. from N'(0,1)?, and setting L; = 40v/d - log(nm), we have

\/W \/E + \/E> > -polylog (da n) .

en Jr\/nm vm

st9  Here, U* and V'™ are any fixed parameters from the corresponding domains.

E [Riskpop (U™, VEY) 1 (U*, V)] = O (ga (

320 See supplementary material for the proofs of Theorems 5.1 and 5.2.

321 Comparison of the utility guarantee to Theorem 4.2: The utility guarantee for Algorithm Ag,,
322 (Theorem 5.2) is much more general than that in Theorem 4.2. Unlike Theorem 4.2, it allows
323 arbitrary Lipschitz loss function £, and any distribution over the feature vectors. However, for linear
324 regression with i.i.d. spherical normal feature vectors and setting the diameter of the constraint set

s2s C' = \/k, one can make Theorems 4.2 and 5.2 comparable. Theorem 4.2 shows an excess population

s26 risk O (k5d3 + ﬁ) whereas Theorem 5.2 gives 0] ( kA A/ ’fj) . Theorem 4.2 is tighter in the

e2n? m en

327 regime where n = Q(k3°d' /). This difference is comparable to the so-called fast rates [42].
328 However, the sample complexity of Theorem 5.2 is better in terms of m by a factor of k!>,

20 6 Conclusion

330 In this paper we studied the problem of personalized supervised learning with user-level differential
331 privacy. Through our framework and Algorithm 1, we demonstrated that we can indeed learn accurate
332 shared linear representation of the data, despite a limited number of samples-per-user and while
333 preserving each user’s privacy. Our error bounds and sample complexity bounds are nearly optimal
334 in key parameters and are in fact, comparable to the best known bounds available for a much simpler
335 linear regression problem.

336 Limitations and Future Directions: This work leads to several interesting questions: (i) In our
337 model, can we provide similar privacy/utility trade-offs for deep networks based embedding functions
ass instead of a linear embedding function, (ii)) Can we make a variant of the exponential mechanism
339 algorithm computationally feasible?, and (iii) Empirically validate the privacy/utility trade-offs on
a40 real world data sets.

341 Broader Impact: As more and more ML models are personalized for user tastes, ensuring privacy
a42 of individuals’ data is paramount to a fair, responsible system. We provide a rigorous framework to
343 design such solutions, which hopefully will motivate practitioners and researchers to make privacy as
344 a first class citizen while designing their personalization based ML system.
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A Missing Proofs from Section 4

A.1 Proof of Lemma 4.3

Proof. We will show that W, and b,;, in Algorithm 2 guarantee differential privacy. As the
arg min can be computed given the two quantities, it will guarantee differential privacy by sequential
composition.

For any j, denote A;j = >, /441,m/2] W ;W and b; = > ic(m/a+1,m/2) YijWij. For any
iteration ¢, let A = > .5, Ajand b= 3", b;. Considering neighboring datasets D and D’ such
that user j’s data in D is replaced by user j*’s. If j ¢ S; in iteration ¢, A and b will be the same.
Otherwise, A would change by AA = A« — A; and bby Ab = b;- — b;. We will bound the two
quantities.

e For AA: According to the definitions, we have ||[W;[|, < 7. Consider the Frobenius

norm of matrix WijWiTj. For any vector =, we have HXXTHF = /2, ThTs =

\ 2y TR T = HxH% Therefore, we have HW”W:] b ||W”||§ < 7?2, and thus
1Al p < mn?/4, and [AA| p < [|Aj]lp + [ Aje | p < mn? /2.

e For Ab: Again according to definition, we have |y;;| < ¢ for any j. Thus ||b; ||, < mn(/4
for any j, and ||Ab||, < mn¢/2.

Applying Gaussian mechanism, adding noise A'(0,m*’C?A7 ;) /4)™ to b guarantees
(o, a/(2A7, 5)))-RDP. As for A, adding N (0,m*n* A7, ;5 /4)™*% to the vectorized version of
A guarantees (o, o/ (2A%€ 5)))-RDP. We can reshape the vectorized A to get the matrix version,
which is a postprocessing step and does not affect the privacy guarantee. Notice that A is a symmetric
matrix. We can thus copy its upper triangle to the lower, which is equivalent to adding a symmetric
Gaussian matrix to A as stated in the algorithm.

By sequential composition, one run of Algorithm 2 guarantees (c, o/ A%E 5))—RDP. Notice that Algo-
rithm 1 calls Algorithm 2 for 7" times on disjoint sets of users. So by parallel composition, Algorithm 1
guarantees (o, o/ A?E 5))-RDP, which translates to (Af‘ + loel/9) 5) -DP for any ¢, § by stan-

(8 a—1

dard conversion from RDP to approximate DP. Optimizing over o, we get ( A21 12 ic:g(;)/ % , 5) -
(=.9) s

DP. Solving A(m;) from A21 + 2 VAkzg(;)/é) < g, we have A(E’(;) > \/log(1/5)+(;/log(1/6)+e' There-
(,5) <

fore, if ¢ < log(1/9), it suffices to guarantee (¢, §)-DP by setting A 5) = 7”8105(1/6). O

A.2  Proof of Lemma 4.5

Proof. We will show that publishing M"°**¥ guarantees differential privacy. As W;;’s and M"Y

are all symmetric, for privacy analysis, it suffices to consider the upper triangles of them. Let up (X)

denote the upper triangle of matrix X flatten into a vector. Let w;; = up (W), w = 3, ; wyj,
d? .

and W =Y, ;wij + up </\/;ym (0, A%Eﬁ)g‘lmQ) ) It is easy to see that M"°*5Y can be formed

by postprocessing w. We will thus prove the privacy property of w, which directly translate to the

privacy guarantee of M"Y,

Consider neighboring datasets D and D’ such that user j’s data in D is replaced by user j*’s data in
D'. Then the corresponding w would differ by > . w;;- — >, w;;. We will analyze its ¢, norm. For
any ¢ and j, we have

-
X(20)§X(2i+1);

Ixcaigsl, - lecai sl

~clip (y21)7: €) - clip (y2i11)53 €)

F

-
) “X(2i)jx(2i+l)j

e e o

<¢ -
%25l - (%413l
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where ||-|| » denotes the Frobenius norm. The inequality follows from the definition of the clipping
operation, and the equality follows because for two vectors a, b, we have ||abT ||2F = Zp q(apbq)z =
al - PO b2 = ||a\|§ ||bH§ Therefore, we have ||w;;||, < ¢? for any i,j, which implies

122 wige = > wijll, <

of w is m¢2.

o T 2 llwigll, < m(? for any j, i.e., the /5 sensitivity

Using Gaussian mechanism, adding noise N(O,m2C4A2 )I) to w guarantees (o, a/ (2A7, 5)))-

RDP for any order o > 1, which translates to < + log 1/ J) 5) -DP for any &, > 0. Optimiz-

ZA?E 5
. . \/2log(1/6§ \/21og(1/5
ing over «, it translates to <2A% + Aog( /9) 5) -DP. Solving 2A2 + Aog( /9 < e, we get
(£,5) (£,9) (£,5) (£,9)

A5y > \/log(l/a)%log(l/é)ﬁ. Therefore, if e < log(1/0), it suffices to guarantee (£, §)-DP by

810g(1/6) 0

&€

setting A(e,d) =

A.3 Proof of Lemma 4.6

Proof. Let M = —=- > W ,; and U™ P*'V be the matrix with the top-k eigenvec-

i€[m/2],5€[n]
tors of M as columns. Let II°**V = UP™ (UpriV)T and II* = U*(U*)". Notice that

||H* Hp“"H HH* H“O“’pri"H + HH“O“’priV — Hpri"Hz. We bound the first term via
Lemma A.1 b %ow In order to bound t%le second term, first notice that the k-th eigenvalue of M

(in Algorithm 3) (denoted by )\k) is lower bounded as follows. This follows with high probability
from (18) by choosing appropriate 3 in Lemma A.1, polynomial in n .

m

A k2N log(dn) AL
h) > ——-0 —_— = | =Q = 4
F=T < dnm d @)
Now, we can use [l6, Theorem 7] to directly bound HH“"“’pri" Hp“"H

A d+/dk log(dn . S ;
O ( BendViklosdn) ) g correspondingly ||TI7on PV — JIpriv

n)\k

n)\k

_ C A(s 5)d leg d’ﬂ
|2 =0 <
€S

Setting ¢ as in the lemma statement, and observing rotation invariant property of the norms, Complet
the proof.

- : pri oriy T
Lemma A.1 (Non-private subspace closeness). Let 1707 P¥iv = [nonPHv (Unoneeiy) - gnd

m=u (U*)T. Following the assumption in Lemma 4.6, we have the following for Algorithm 3
(Algorithm Apyiy-init) W.p. at least 1 — 3 (over the randomness of data generation and the algorithm):

T, ( W) |

)\%nm

Proof. By Gaussian concentration we have w.p. atleast 1 —3/2, Vi € [m], j € [n], |(x;;, U™ -v})| <

pVEN - /2In(4dnm/ ) and |z,;| < or+/21In(4nm/[3). Hence, if we set the clipping threshold for
the response y;; to be ¢ = (uv/EX, + or) /21In(4nm/3), then w.p. at least 1 — 3/2, clipping will

not have any impact on the analysis. Call this event .A. We will perform the linear-algebra analysis
below without conditioning on this event, but our application of matrix Bernstein [49, Theorem 1.4]
will rely on this bound.

‘We first note that for a Gaussian random vector x, we have

u

T I d+1
(x|~ B[S el - § Bl = Skt ®

1%l
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This can be seen by first noting that the magnitude of a random Gaussian vector is independent of
its direction (i.e., the Gaussian measure with identity covariance is a product measure in spherical
coordinates, trivial from the fact that it is spherically symmetric), then explicitly evaluating the
. T . . . ]
expected normalized outer product Z*-. Term-by-term, this evaluation reduces to |E [’2[7]7’1][1]2} .
Symmetry implies this expectation is O for ¢ # j and % for ¢ = j. Finally we apply a well-known
formula for the expected Euclidean norm of a Gaussian random vector [44]. We now have (6) and (7)
(as a measure of bias and variance) for any i € [m/2],j € [n]. Here, || W ||, is the operator norm

i=1

of Wij.
EW;]=E Mx&i)j (U*U; (”;)T (U*)T) : X(%H)jx(giﬂ)j] = EU* (1’; (U;)T) (U*)T
205 <c2i+illy d
(6)
IWill, < ¢ ™
Therefore, by (6) we have the following. Here, V* = [v}] - - - |[v}].
B- L Y EW,~U S Zn:v*f @) | )T = 2o (V* (V*)T> w)"
nm ) * dn 4 J AT dn
i€[m/4],5€[n] j=1
®)
We will now bound % > W,; — B|| using Matrix Bernstein’s inequality [48, Theorem
i€[m/4],j€[n] 9
14]. Let A;; = Wy;—L.U* (v;f (v;f)T) (U*)". Clearly, E [A;;] = 0,and || A;; - 14|, < (2+S7.
Now, in the following we bound > E [A?j] - Let 117 be the projector onto the eigenspace
i€[m/4],5€[n] 2
of U v} (v;f)T (U*)". We have the following in (9).
2 2 m * % %\ 1 K\ 1 k% %\ T N
Y. E[Ah]l= Y E[Wi]- 5 ) Uw(v) U) Uvj(v) (U)
i€[m/4],5€[n] i€[m/4],5€[n] j€ln]
2 m x x4 *
= > EWil- 1z Uyl 1 ©)
i€[m/4],5€[n] Jj€ln]

We now bound E [W?,] the first term in (9). We have the following.

E[W}]=E X0 g (v (v5)") @) X)Xty XX i e (v (o) ") @ X(2i)jx:2i)j}

L [easlly Ipeceirnilly  llxcirnslly [eceis I,
[ 1 * * * * * * * *

= E | -——xanixGo; - U” (5 (0) ") U) xisnixGin; U (v (05) ") 07 X(?i)jX(Tzz‘n}
LIl

1 * * * * * * * *

=E |t 5%X@)iX@; U (”j (”a‘)T) w9'u (”9‘ (UJ)T) u )Tx@i)jX(Tm)j}

L%l

(10)

In the last equality, we have used independence to evaluate the outer product in the middle of
the expression. This operation can be viewed as evaluating a chain of conditional expectations:
E[ABA] =E[E[ABA|A]|=E[A-E[B|A]- A] =E[A-E[B]- A]. Separating the norm of
U*v;f (U*'v;'-‘)T from projection onto its range, we see
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573

574
575

576

577

579

580

582

583
584

Ul
e(wy) -z |12l

%2005

T * T
Wmﬁanjdy'xgﬂﬁ%%ﬁ]

*

|U"v; \
- l”x JHSX(%”X?%)J' (I T I0 - X (200X 1)
2i)5 (5

. X (20)5% (21);
E | [T xo5]l; - 5——4 (11
1% 25|5

To estimate the expectation on the right, we let a = II7x(2;); and b=(1- H;)X(gi) ;- and note that
a and b are independent. So we are interested in evaluating

2
E [Ilallg (etb)att) =E llmHQQ(aaT +bb")

lal T T
2 2 2 (ab )
lally + 11l lally + [B]l5

+E 5 5 + ba
lally + [16ll

12)

The second expectation is 0, as can be noted by symmetry. That is, conditioning on b and ||a||, yields
the integral of a spherically symmetric random variable. We can then bound:

2 T
bb
E ['algaaT +E [||a||§] E lQ]
6l15 ll6ll5

1
E [“’”2] E [||a||‘21 I +n (1 - 1IT%) (13)
2

E ”aHQ (a+b)(a+b)T
2 all + [bll3

for some n > 0. E {Hsz} =0 (3) andE {||a||§} = O(1), so the first term is on the order of % - II%.
We evaluate 7 by cyclically permuting the trace:

nd=1) = tr (n (1- 115)) = t@WTQDElt<fz>]ﬁlt<ig>]:14)

sothatn = A5 = O (4).
Putting together (13) and (14) with (11), we see

U*v*
E [ij} (H H ) (15)

From (9) and (15) we have the following.

m v w4 mn,u4k2)\2
> om0 By o) o (™) ae
i€[m/2),j€[n] 9 J€[n]

Therefore we may apply Matrix Bernstein’s inequality [49, Theorem 1.4] by restricting nonzero
values to the previously defined event .A where clipping plays no role, ensuring the pointwise bound

|Aij - 1all, < ¢ 24 ’ﬁfT’\’“. Notice that this restriction can only strengthen the bound (16). So we
have the following.
4 3 At t2/2
Pr Azg . ]~.A Z R S d-exp _ pESY / = ; S
m nm nm, °
i€lm/4]se ) O (MmN 4 (24 )
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se5  Setting t = /log(d/fB) - Q (max{ %fa/\’%, (CQ + "E—“) log(d/ﬁ)}> in (17) suffices, by

sss  setting up and solving the associated quadratic. Therefore, since P [A°] < g, w.p. atleast 1 — 5 we
587 have:

Lo

m
i€[m/4],j€[n]

vdnm ’ nm dnm

< Viog(@A) 0 (max{“% <<2+M2“k/d>w}>:o< <1g<d/ﬁ>)

2
(18)
588
ss9 The last equality in  (18) follows from the assumption mn =
2
590 Q(d (CQJr%d)"‘) 'log(d/ﬂ)/(;ﬂk)\k)Q). With (18) in hand, we now use the Davis-

591 Kahn Sin ©-theorem [ ! 1] from matrix perturbation theory to bound HH“O“’p“V —II* H2 We use the
s92 following variant in Lemma A.2.

Lemma A.2 (Sin ©-Theorem [11]). Let G and H be two PSD matrices. Let H(é) be the projector

onto the top-i eigenvectors of G, and let eig(i) (G) be the i-th largest eigenvalue of G. Define these
quantities correspondingly for H. Then, the following is true.

(eig(i)(G) - eig(j+1)(G)) : ((11 - n&?}) ng)) <|G - H]|,

593

se LetG = U” (V* (V*)T> (U*)T for « chosen via constants suppressed for clarity in (8) and
s H = -+ > W ;. Note that both G' and H are PSD matrices. Furthermore, from (18) we

" ieim/4],i€ln)

s6 have |G — H||, = O (\/ W) w.p. > 1 — (3. Recall that [1"°*"P**V s the projector onto
s97  the rank-k approximation of H . Following the notation of Lemma A.2, and by assumption /nm =
58 2 ( s log(d/ﬁ)), we have eig®) (G) = 2k, eig) (ITon-peiv) ¢ [% 2. eigh) (G)},
see  and eigF 1) (ITrenpriv) < %. Here, )y is the k-th eigenvalue of U™ (%V* (V*)T) (U*)T,

600 which equals the k-th eigenvalue of %V* (V*)T. Also, notice that the projector onto G equals IT*
601 as long as A; > 0, which is true by assumption.

602 Therefore, from Lemma A.2 we have the following w.p. at least 1 — .

[ Slos(d/B)
|| (]I o H*) Hnonfpriv||2 =0 dnm (19)

eig™ (G)

/ ¢*-log(d/B)

T— Hnonfpriv 1I*

s0s  Furthermore, notice that HH* — [Inon-priv

‘2 < H(H _ H*) Hnon—privH2 + H (H _ Hnon—priv) I 5
604 Plugging in the value of eig(k) (G) in (19) and (20) completes the proof. O

605 A.4 Proof of Theorem 4.2

s06 Proof. Letb = (a,U"v*) + w, where a ~ N'(0,1)¢, w ~ N(0,02), U* € R4 is a matrix with
s07  orthonormal columns, and v* € R¥. Consider the loss function L(U,v) = Eq . [(b — (@, Uv))?],

18
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612

613

614

615

616

617

618

619

620
621

where U € R4%* is a matrix with orthonormal columns and v € R¥. We have,
LU,v)=E [(aT U™v* —Uvw) + w)ﬂ
= (U*v* —Uv) E l[aa"] (U*v* — Uv) + o7
= ||U*v" = U] + o2. @1
T =T T T AT -
We consider ¥ = arg min Hy - X U'vH = (U XX U) U Xy, where U € RY*F is some
v 2

matrix with orthonormal columns, X ~ A (0,1)"*™ andy = X " U*v* 4w (withw ~ N'(0, 02)™.
Notice that the inverse exists w.p. at least 1 — ﬁ as long as m = Q(k).

—~ —~ 2
In the following, we will bound £(U, ). To do so, we will first bound HU . U’UH in 21).
2

~ ~~T ~
Assume, 1 =UU ,II* =U*(U*)",A=11—1I* , and |All, < T'. We have,

j

)

~ |2 1~ -1 .7
]E[HU* *—Usz] —E||0 ) U Xy-Uv*

2

. k

=E||[U + —0o?
m

(

~E||[0(T xxT0
( 2
(

)
XXTﬁ)_l U XX U v — U v*
)
2
)

T LT T e, ® % k 2
—E U(U XXT0) U XXTOU U'v' —U"v*| | + o
2
~ AT * % * ok 2 k 2
:HUU U v — U || + Lo?
2 m
k
= I + A) U™v* ~ U™v" [, + o
* %2 k
= AT} + =0
* %2 k
<T?|U*v ||2+E0§ (22)
Therefore, by (22) and (21), we have the following.
~ . k
E [/.Z(U,v)} <Ir?|Uu 'v*||§ + (m + 1) o? (23)

Let TIP=Lv = TP (UP77) ' (23) immediately implies,

Riskpop((l’j’Priv7 Vpriv) : (U>f<7 V*)) S HHpriv _ 1—[*|

k
o ik + (m + 1) or  (24)
Plugging in the bounds from Lemma 4.4 (and instantiating via Lemma 4.6) completes the proof. [

A.5 Proof of Lemma 4.4
Proof. Consider the ¢-th iteration of Algorithm 1. We first simplify the notation, i.e., let U = u®
andUT = Uty v = vt

s Y i

Now, the clipping parameters are set large enough so that under the data generation assumptions
(Assumption 4.1), there is no "clipping”. So the updates in the Algorithm 1 and Algorithm 2 reduce

19

~ PN N1
U XX Uv —Uv +0 (UTXXTU) U Xw

71 R PN PN
U xxT (UUT U 4+ (I— UUT)U*v*) U

2

2

2

2

|

k
+ —0
m

2
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622 1O

T
Z U XinZTjU Z Yij - U Xij | »
i€[m/2] ZG [m/2]
; 2
HY) = o > X,
1€[m/2+1,m]

r® = Z z Z X;jZij v;r Jrg(t),

4 m
JES: i€[m/24+1,m]

= ZH U vjv +r(t ,
JES:

Ut=UR", (25)

623 where U™ and R are obtained by QR decomposition of U. Also, gtV ~ n¢ Aes) - N(0,1)%, and
624 A : Rk — RIXE i5 defined as:

A(U) = A(U) + G(U) with
2 .
A(U) == E Z H(])U'Uj'U_;r, and g(U) = Z<Gab7 U>eael;r7
i€[m/2+1,m)] ab

625 where e, is the a-th standard canomcal basis vector, and for CT; being the vectorized version of
626 Gap, G = [Gll,Glg, i Gab .. Gdk] ~ NCA .5y Neym (0, 1)dedk Note that A and G, and

s27 consequently A, are self—adjomt operator i.e. (A(U),U) = (U, AU)) for all U, U. Furthermore,
628 letWU)=U}_, vjv).

629 Note that the update for v; is same as the update in the non-private Alternating Minimization

630 algorithm (similar to Algorithm 1 of [45]). Now, let Q@ = (U*)TU, and A € R?** be such that
631 Aj =wv; — Qflv;f. Using Lemma A .4, we get:

2k
ol <0 (250 ) v < 2

k1l
max |4, ||2<o(||(1 U (U U - u/Fw )HF,/ o8 (26)

T
-

t - . . 1
sz where \; is the i-th eigenvalue of = >, v;v

633 Now, using standard calculations, we get:

-U'Q (27)

ZH UQQ v, —vj)v] + > zixiv] +9" —GU*Q)

ij

w3 (W%flw%)mﬁ% ZHU)U QQ v —vj)v +%:z”x”'v +g" —g(U*Q)
-1

=U"Q> (Q 'v; —vj)v Z v;v) +F+F, (28)
J
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634

635

636

637

638

639

640

641
642

643
644

where for £ = W3 A1 W3 — I,
F=W W™t (UQ(Q v —v;)v))

W E+oW T [ S EHY - DUQQ v —vy)u] + 3 zixi] |

J ij
F=wW3I+&W ( o _gw* Q))
Using Lemma A.3 and the assumption on n, A, 5), we get:
1
< —. 2
1€llF < 55 (29)

Furthermore, using Lemma A.6, we get w.p. > 1 — 1/n!%0,

~ kdk2T w2dkTlogn  oF
F|.<0O 1 . I-U"(U""U + . . 30
17l < (u ogn "L 1 vy |F> 60
Finally, using Lemma A.7, we get w.p. > 1 — 1/n!%,
A
], < (110

That is, by setting n = (i—; . ;ﬂdk) and m = Q (1 +NSR) - k + k2) (as per Assumption 4.1),
we get:

- 64

Similarly, using n and m as specified in Assumption 4.1 and Lemma A.6, for M =
—1

U*QZ](Q v —v;)v; (Z v;v g) » we get

1
M|, < —.

Finally, due to the initialization condition, o, (Q) > 1/2. Thus, using standard calculations (for
example, see Lemma A.3 in [45]), we get:

IR <4,
where U = UTR.

-1
Note that U*Q Zj(Q v —v;)v; (Z v;v T) lies along U™, so does not contribute to the
error ||(I — U*(U*)T)U+HF. Hence,

* s\ T + T 1
i1 0@, < o B < B
~ kdk2T . w2dkT logn  o% (Vkn? +n¢) A5y Vdk

<4 1 : I- .
< O(/i ogn (- Ut W)U+ N e

1 “U") w2dkT logn or (VEn? + n¢) A5y Vdk

< llu-vr @) U||F+O< ot - . (32
The result now follows by applying the above bound for all £ and by using: n = 9] (uvArdk),
¢ =0 (0w + kN, ie., VER? +n¢ = MO((NSR + pv/dk?) u/dk). O

Lemma A.3. Consider the setting of Lemma 4.4 and the notation introduced in the proof above. Let

E=W2 A W2 —I. Then, wp. > 1 —1/n'%: ||&||p < 35-
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Proof. Using Lemma A.5 and (26), we get: HW_%AW_% —TI|lr < 1/32, where ZU) = U.
W-3GW™3 lFr < 80priv-14 /4 M by using the bound on A} given in (26). The

result now follows by combining the above two given bounds. O

Lemma A.4 (Restatement of Lemma A.1 of [45]). Consider the setting of Lemma 4.4 and the
notation introduced in the proof above. Then, if |(I — U*(U*)"U| < O(’)\\—’;) and if m >
Q ((1+ NSR) - k + k%), we have wp. > 1 —1/n'01:

~ 2
ol <0 (E5), wson

=~ PN, klogn
max |, < O (I = U @) )| - puv/kde) + 0| =2

Lemma A.5 (Restatement of Lemma A.7 of [45]). Consider the setting of Lemma 4.4 and the
notation introduced in the proof above. Let mn > O(u?dk?), then w.p. > 1 — 1/n00;

_ 271.2
tho( ““).
mn

Lemma A.6 (Restatement of Lemma A.2 of [45]). ansider the setting of Lemma 4.4 and the
notation introduced in the proof above. Then, if mn > O(u?dk?), we have (w.p. > 1 —1/n%0):

-1

U’ QZQ vj —v;)v Z"J v; <5<\/EI(I—U*(U*) Wir+—=

F

k
\/7
u2dkTlogn or
VAR

Lemma A.7. Consider the setting of Lemma 4.4 and the notation introduced in the proof above. Let
€Il < 1/2. Then, wp. > 1 —1/nt%:

HFH <O<(\fn +10)Ae,s) @)l

~ T * *
[Fllp <O (Mlogn' (1 -U"(U )T)UHF) +

n)\k

Proof. Note that,

IN

) 1 1 o, *
||| <t +eywt 19 — 6w @)l < 2(lg® ) + 160" Q)llr)
k

IN

2
= (g™
o (gl + VEIG]-2). (33)

The lemma now follows by using the fact that: ||g(t) H2 < O(n¢v/dk) and 1G5, < O(n2V/dk) with
probability 1 — 1/n1%0, O

B Missing Proofs from Section 5

Proof of Theorem 5.1. We are going to proof that the sampling step in Algorithm 4 guarantees -DP.

Let So(D) = > 2 > ¢ ((clip (U[Txij;Lf) ,vo;yij)), where U is fixed rank-k matrix
J€[n] i€[m/2]

with orthonormal columns in R¥*, and vy € R*,||vgl|, < C is a fixed vector. The sampling step in

Algorithm 4 is identical to the following

3
8L,C¢

Pr[UP"" = U]  exp <— - (score (U') — SO(D))> . (34)

22



659
660

661

662
663
664

665

666

667

668

669

670
671
672

673

674

675

676

6

J
J

Let L(U; D) = score (U) — Sy(D). Consider any neighboring data sets D and D’ such that user j
in D is replace by user j' in D’. We now bound the sensitivity L(U; D) — L(U; D). We have

L(U;D) - L(U;D")
i <C% ¢ ((elip (U xigi Ly ) w3 ) - iZf (tclip (U xi53 Ly ) » wo): y,-j)l

_[ min ZE( clip (U Xjr ,Lf) vj); y”>——Z€( clip (UOXU ,Lf) v0); Yijr )1

||’U /|| <cm
(35)

Consider the first term. Let v; be the minimizer of the first term. We have

%Z (ﬁ (<C“P (UTXiﬁ Lf) 7U§>;yij) — £({clip (U(—)rxij; Lf> 7UO>§yij))
S% Zg ‘(clip (UTXij;Lf) ,v;> — {clip (ngijQLf> ,'UO>‘
<o 30 (e (T ) | el + o (U930 )| ool )

<28L;C,

where the first inequality follows because ¢ is £-Lipschitz in the first parameter, and the last inequality
follows from the bound on the norm of v. Similar can be shown for the second term of (35). Therefore,
the sensitivity of the score function, i.e. (35), is upper bounded by 4{L,C.

The rest of the proof follows from standard exponential mechanism argument [34]. O

Proof of Theorem 5.2. First, to bound the size of the net N’ we use classic covering number bound
(2d+1)-k
from [5, Lemma 3.1]. We have [N?| = O ((9;{;) ), since || - || of the matrices, over

which the net is built, is v/k. Let U* = arg min score (U).
Uek

First, we show that score (ﬁ) — score (U™) is small for any U c N¢. For any T}, we have,

score (ﬂ') <score (U") +£C Z Z Hchp (U x”,Lf) — clip ((U*)Txij;Lf) H2

€[n] z€[m/2

= score (U™) + £C Z Z

2€[m/2

(ff—U*) Xij )

; (36)

with probability > 1 — 1/n'%. The first step follows from the Lipschitzness of £ and ||v||, < C, and
the second step follows because the choice of Ly will not introduce any effect due to clipping w.p. at
least 1 — ﬁ We will condition the rest of the analysis on this.

- k
Let M = U — U* with columns [, : a € [k]]. By the definition of the net, we have 3" [|m, |5 <

a=1

¢2. Since the feature vectors are drawn i.i.d. from A (0, 1)%, we have (mg, x;;) ~ N (0, HmaH;)

Therefore, by standard Gaussian concentration and union bound, we have w.p. at least 1 — n—%o,

Vi € [m/2],j € [n],a € [k],|(mq,x;5)] < ||[ma]|, - polylog (n). Therefore, , <
¢ - polylog (n). Substituting back to (36), we have
score (f]) < score (U™) + {Cng - polylog (n) . (37)
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Second, we aim to show that UP**" and U are close. For any -, we have

Pr [score (UP**") — score (ﬁ) > ’y} <V expipﬂ%:ziﬂ(’()}‘)*‘i))
8EL,C

€y
=|N¢|-exp <_8§Lf0>’ (38)

Setting «y appropriately, we have w.p. at least 1 — f3,

~ (&
score (Upriv) — score (U) < 8CLy logg(|./\/ ‘/6) =0 (w—;fdk log <¢:€5)> . (39)

Now we show a bound on the excess empirical risk. Combining (37) and (39), we have

§CLydk, <(fﬁ) +£Cné - polylog <n>> :

Let Lou(U, V) = 2 3 [ ]e (<UTxij,vj>;yij), and V = min Lz (U7, V), ie., the

score (UP**V) < score (U*) + O (

mn )
i€[m/2],5€

minimizer for score (Upnv). The above inequality directly transfers to

¢CL; - dk ( k
2= _log
EN

Lean(UPT V) < Lozu(U*, V*) + 0 ( ) + £C¢ - polylog <n)) (40)

op
Setting ¢ = Ein and plugging in L; = O(v/dlog(nm)), the above inequality becomes,
N CVk2d3
EERM(Uper’ V) S EERM(U*a V*) —+ O (é-gn> . polylog (n) . (41)

Finally, to complete the proof, we need to translate the excess empirical risk bound into excess
population risk bound. Recall the following definition of population risk.

Loop(U; V) = E(i gy m/2x ], (x5 i)~ [ﬂ ((UTX@, v;); ywﬂ (42)
We have the following.
Loop(UFH VERY) — Lo0n (U, V)
= (Loop(UP™7; VY = Log o (UP™, V) 4 (Loop (UPY, V) — Loy (U, V7)) (43)

We will bound the two terms separately. For the first term Lp o (UP*Y, VEY) — £, (UPY V™),
notice that U™ and VP**V are independent as they are trained on disjoint data. This implies Vi €

([]'priv)—r Xij , S \/]; . pOlylog (d7 ’I’L)

Since the loss functions have the form ¢(((U pri")—r x,v);y), by standard uniform convergence
bound [2], we have the following.

{m/2+1,--- ,m},j € [n], wp. atleast 1 — i,

Loop(UPTY VP — o (UPTY V*) =0 (50,/2) - polylog (d, n) (44)

Then we bound the second term Lo, (UP*™, V*) — L, (U*, V*) in (43). We can write the inner
product (U "x,v) as (U, xv " ). Therefore, if we vectorize U by concatenating its the columns as
— —

U, and vectorize xv | by concatenating its columns as 2, the inner product equals to (z, U). The

loss function can be written as £((U "x,v);y) = £ ((z, l_f}, y) We define z;; as the vectorized

version of x;;(v})". With probability at least 1 — e, Vi € [m/2],) € [n], [|lz4]l, <
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CV/d - polylog (d,n). By standard uniform convergence bound [2] and the bound on the empirical
Rademacher complexity below, we have

EPOp(Upriv7 V*) o EPOp(U*7 V*)
PN [ d
S LERM(UPer, V) - EERM(U*a V*) + O (fc m) . pOlyIOg (d, TL) . (45)

Combining (41), (45), (44) into (43) and translating the high-probability to expectation statement
completes the proof.

Bound on Rademacher complexity: We aim to compute the Rademacher complexity of
(U, > xijv;'—> = >_i;(xij, Uv;). We will follow [32, Theorem 11] with small modification
in the Cauchy-Schwartz step.

Let 6 be a vector of length nd that is formed by concatenating Uwv; for all j. For any 1, j, let X;; be a
vector of length dn, such that the j-th “block” (of length d) is x;; and the rest of the entries are 0. So
we can express (x;;, Uv;) as (X;;,6). We have

(Xij, 0) = (xi5, Uv;) < [[xil [Uvjll, < Cllxijlly
where the last step follows because U is orthonormal and |[v;||, < C. Also, because the data
is drawn from a normal distribution, we have E {Hiu H;} =E |:||XU||§} = d. The Rademacher

complexity is % following the same argument as [32, Theorem 11]. [
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