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Abstract

Based on the significant improvement of model robustness by AT (Adversarial1

Training), various variants have been proposed to further boost the performance.2

Well-recognized methods have focused on different components of AT (e.g., de-3

signing loss functions and leveraging additional unlabeled data). It is generally4

accepted that stronger perturbations yield more robust models. However, how to5

generate stronger perturbations efficiently is still missed. In this paper, we propose6

an efficient automated attacker called A2 to boost AT by generating the optimal7

perturbations on-the-fly during training. A2 is a parameterized automated attacker8

to search in the attacker space for the best attacker against the defense model and9

examples. Extensive experiments across different datasets demonstrate that A210

generates stronger perturbations with low extra cost and reliably improves the11

robustness of various AT methods against different attacks.12

1 Introduction13

DNNs (Deep Neural Networks) are extremely vulnerable to imperceptible perturbations despite their14

success in a wide variety of applications [He et al., 2016, Kenton and Toutanova, 2019, Guo et al.,15

2017]. In particular, adding small but carefully chosen deviations to the input, called adversarial16

perturbations, can cause DNNs to make incorrect predictions with high confidence. It indicates that17

models trained by minimizing the empirical risk are not intrinsically robust. To explicitly improve18

robustness, AT (Adversarial Training), where a defense model is trained on worst-case adversarial19

perturbations generated by an attacker, was developed and proved to be effective.20

Based on the significant improvement of models’ robustness, various methods have been pro-21

posed, which focus on different components of AT: analyzing the robustness of neural architectures22

Zagoruyko and Komodakis [2016], designing loss functions such as TRADES [Zhang et al., 2019]23

and MART [Wang et al., 2019], perturbing the model to regularize the loss landscape’s flatness (i.e.,24

AWP Wu et al. [2020]) and leveraging unlabeled data (i.e., RST [Carmon et al., 2019]). Gowal et al.25

[2020] compares the performance of each combination of most components and achieves the SOTA26

(state-of-the-art) performance.27

All the above AT methods use PGD𝐾 [Madry et al., 2018], which is a 𝐾-step stack of FGSM [Good-28

fellow et al., 2015], as the attacker to generate perturbations for each example against the defense29

model. As the key of AT, stronger perturbations yield more robust models. However, there is a30

trade-off between the strength of the perturbation and the training efficiency. Increasing the attack31

step 𝐾 strengthens the perturbations, but linearly increases the training overhead [Gowal et al., 2020].32

Likewise, the huge overhead prevents the use of SOTA adversarial attackers [Croce and Hein, 2020,33

Yao et al., 2021]. To achieve a balance of robustness and efficiency, manually tuning the attacker34

(e.g., step size and attack method in each step) is of great concern. R+FGSM [Wong et al., 2019]35
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first randomly initializes a small perturbation, and then applies FGSM with the tuned step size.36

Surprisingly, AT with R+FGSM is as effective as PGD𝐾 but has a significantly lower cost.37

However, given the novel dataset, tuning the attacker manually is a challenging task requiring expert38

knowledge. Moreover, the best attacker is fine-grained to each example and current model during39

adversarial training. Manual coarse-grained tuning for the whole training (e.g., fixed attack method40

and step size for all examples) is sub-optimal and prevents further improvement of robustness.41

Inspired by AutoML (Automated Machine Learning [Zoph and Le, 2017, Liu et al., 2018]), we42

propose an efficient automated attacker called A2 to boost AT. A2 is a parameterized attacker, which43

can automatically tune itself on-the-fly during training to generate worst-case perturbations for each44

example. First, we design a general attacker space by referring to existing attackers. The attacker45

space is stacked by one-step attacker cells. Each cell consists of a perturbation block and a step46

size block. Then, we employ a parameterized attacker to search for operations in each block and47

construct the attacker for each example that maximizes the model loss. Specifically, we leverage48

the attention mechanism to calculate the score of each operation. For continuous operations, we49

sum up the operations using the normalized scores as weights. For discrete operations, we use the50

reparameterization trick [Jang et al., 2017] to sample an operation from the corresponding block. In51

this way, the constructed attacker generates worst-case adversarial perturbations to train the defense52

model. Meanwhile, A2 is differentiable and can be optimized with respect to the model loss by53

gradient descent.54

We conduct extensive experiments to verify the effectiveness and efficiency of A2. Compared55

with PGD, A2 can find better perturbations for different models trained with various AT methods.56

The results demonstrate that 20-step A2 generates better perturbations than PGD100. Moreover,57

we combine A2 with other AT variants, and the robustness of models with different architectures58

on various datasets is generally improved under strong attacks (e.g., classical C&W and SOTA59

AutoAttack). We also show that A2 is insensitive to its hyperparameters.60

To summarize, our main contributions can be highlighted as follows:61

• We propose an efficient automated attacker called A2, which can generate worst-case62

perturbations on-the-fly during training to improve robustness.63

• In A2, we design an attacker space by summarizing the existing attackers and employ a64

differentiable method to construct the most adversarial attacker for each example according65

to the attention mechanism.66

• Extensive experimental results across different datasets and neural architectures demonstrate67

that A2 improves the model’s robustness by generating stronger perturbations in the inner68

maximization. Moreover, A2 can be flexibly combined with different AT methods, showing69

good generality.70

2 Preliminary: Adversarial Training71

Let 𝐷 = (X, 𝑌 ) = {(x𝑖 , 𝑦𝑖)}𝑛𝑖=1 be a dataset with x𝑖 ∈ R𝑑 as a natural example and 𝑦𝑖 ∈ {1, . . . , 𝐶}72

as its associated label. We measure the performance of a DNN classifier 𝑓 parametrized with 𝜃 using73

a suitable loss function 𝑙, denoted as E(x𝑖 ,𝑦𝑖) ∈𝐷 [𝑙 ( 𝑓𝜃 (x𝑖), 𝑦𝑖)]. AT [Madry et al., 2018] formulates a74

saddle point problem whose goal is to find the model parameters 𝜃 that minimize the adversarial risk75

in the outer minimization (the example’s index 𝑖 is omitted for brevity):76

min
𝜃
E(x,𝑦) ∈𝐷

inner maximization︷                        ︸︸                        ︷[
max
𝛿∈S

𝑙 ( 𝑓𝜃 (x + 𝛿) , 𝑦)
]

︸                                          ︷︷                                          ︸
outer minimization

(1)

where S defines the set of allowed perturbations. The perturbation is usually constrained by 𝐿𝑝 norm77

with a bound 𝜖 , i.e. S = {𝛿 |∥𝛿∥ 𝑝 ≤ 𝜖}.78

The inner maximization aims to find an adversarial perturbation against the example that achieves a79

high loss for the defense model. However, it is NP-hard to find the optimum of the inner maximization.80

Various gradient-based attackers have been proposed to approximate its solution, and we classify81
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them according to the number of steps in gradient ascent. One-step attackers [Goodfellow et al., 2015,82

Miyato et al., 2017] generate adversarial perturbations as:83

𝛿∗ ≈ ΠS 𝜂 · 𝜓 (∇x) (2)

where ∇x is short for ∇x𝑙 ( 𝑓𝜃 (x) , 𝑦), 𝜂 is the step size, 𝜓 is a transformation function (e.g., 𝑠𝑔𝑛 in84

FGSM and 𝐼𝑑𝑒𝑛𝑡𝑖𝑡𝑦 in FGM) and Π is the projection. Since such linearization attacks tend to be85

trapped in the non-smooth vicinity of the data point, R+FGSM initializes a small random perturbation86

to escape the vicinity and then applies FGSM. As a typical multi-step attacker, PGD𝐾 [Madry et al.,87

2018] can find better perturbations by 𝐾 step gradient ascent:88

x(𝑘) = Πx+S
(
x(𝑘−1) + 𝜂 · 𝜓

(
∇x(𝑘−1)

) )
(3)

3 Methodology89

3.1 Motivation90

The key of AT is to generate perturbations in the inner maximization. Strong perturbation helps to91

improve robustness. It is generally accepted that the step 𝐾 used to solve the inner maximization92

correlates with the attacker’s ability to generate stronger perturbation. However, larger 𝐾 leads to a93

linear increase in training overhead. Wong et al. [2019] suggests that with appropriate step size tuning94

and early stopping, one-step attackers yield models with the robustness that is comparable to much95

more expensive multi-step attackers. It indicates that hyperparameters, such as random initialization,96

step size, momentum, and early stopping, affect perturbation generation. From the perspective of97

effectiveness and efficiency, it is valuable to further improve robustness by tuning the attacker to98

strengthen perturbations.99

However, manual tuning of perturbation generation for each example on-the-fly during training is100

impractical. To address this problem, we propose an efficient automated attacker to boost adversarial101

training by generating optimal perturbations on-the-fly during training.102

3.2 Problem Formulation103

Inspired by AutoML, we first design a general attacker space A by referring to existing attackers.104

Then, we employ an automated attacker parameterized by 𝛼 to search in A and further construct105

an attacker against the example and the defense model (x, 𝑦, 𝑓𝜃 ). We abbreviate the perturbation106

generated by the constructed attacker as 𝛿𝛼. Therefore, the goal of A2 is to train a robust model using107

the perturbation generated by the constructed attackers through a bilevel optimization problem:108

min
𝜃
E(x,𝑦) ∈𝐷 [𝑙 ( 𝑓𝜃 (x + 𝛿𝛼∗ ), 𝑦)]

s.t. 𝛼∗ = arg max
𝛼

E(x,𝑦) ∈𝐷 [𝑙 ( 𝑓𝜃 (x + 𝛿𝛼) , 𝑦)]
(4)

On the attack side, we train 𝛼 by SGD to make the defense model misclassify. On the defense109

side, we use 𝛼∗ to construct the best attacker for each example and then generate perturbations to110

adversarially train the defense model.111

3.3 Attacker Space112

Revisiting most attackers, we find that the attacker can be viewed as a stack of one-step attackers113

consisting of an attack method and a step size. Thus, as shown in Figure 1(a), we design a general114

attacker space A consisting of 𝐾-step cells. The 𝑘-th cell is denoted as C (𝑘) , which is a one-step115

attacker consisting of the following two blocks:116

Perturbation Block O𝑝. Typical attack methods (i.e., FGM and FGSM), attack methods with117

momentum (i.e., FGMM and FGSMM), random perturbations (i.e., Gaussian and Uniform), and118

the special Identity which enables the attacker to automatically early stop at a certain step like FAT119

[Zhang et al., 2020];120

Step Size Block Os. {10−4 · 𝜂, 10−3 · 𝜂, 10−2 · 𝜂, 10−1 · 𝜂, 𝜂}, where 𝜂 is a hyperparameter related to121

the space of allowed perturbations S.122
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Figure 1: (a) Attacker Space of A2; (b) PGD10: FGSM and a fixed step size 2/255 in each cell; (c)
R+FGSM: Gaussian in the first cell, FGSM in the second cell and Identity in the other cells.

Each block O contains multiple operations. Let 𝑜(·) denote the operation, 𝛾 (𝑘) = [𝛾 (𝑘)O𝑝
, 𝛾
(𝑘)
O𝑠 ] denote123

the choice of operation in the 𝑘-th cell. The attack methods within O (𝑘)𝑝 are mutually exclusive. Thus,124

𝛾
(𝑘)
O𝑝

is a one-hot vector. In contrast, the operations within O (𝑘)𝑠 are continuous. 𝛾 (𝑘)O𝑠 is a normalized125

continuous vector, where each element represents the selection probability. To unify the categorical126

choice of attack methods and the probabilities over step sizes, the output of O (𝑘) is expressed as a127

mixture based on 𝛾 (𝑘)O :128

Ō(𝛾 (𝑘)O ,∇x(𝑘−1) ) =
∑︁

𝑜∈O (𝑘)
𝛾𝑜 · 𝑜(∇x(𝑘−1) ) (5)

where 𝛾𝑜 denotes the weight of the operation 𝑜 in 𝛾 (𝑘)O . Correspondingly, the one-step attacker of the129

𝑘-th cell can be expressed as the joint of two blocks:130

C̄(𝛾 (𝑘) ,∇x(𝑘−1) ) = Ō𝑠 (𝛾 (𝑘)O𝑠 ,∇x(𝑘−1) ) · Ō𝑝 (𝛾 (𝑘)O𝑝
,∇x(𝑘−1) ) (6)

Moreover, the constructed attacker is a composition of attackers from each cell. In this way, we can131

cover common attackers in our space. For example, as shown in Figure 1(b), PGD𝐾 is obtained by132

selecting FGSM in each perturbation block. R+FGSM in Figure 1(c) is a case of selecting Gaussian133

in the first cell, FGSM in the second cell and Identity in the other cells.134

Analysis ofA Considering there exist 7 attack methods in O𝑝 of each step, there are 7𝐾 combinations135

of attack methods in the 𝐾-step attacker space. The exponential increasing combinations prevent the136

brute-force search. Moreover, the continuous step size O𝑠 is also part of the attacker space. Thus, we137

propose A2 to search for the best attacker in A and generate adversarial perturbations efficiently.138

3.4 Automated Attacker A2139

A2 is used to construct the best attacker against (x, 𝑦, 𝑓𝜃 ) and its trainable parameters 𝛼 include𝑊 (𝑘)O𝑝
,140

𝑊
(𝑘)
O𝑠 , and 𝑊 (𝑘)𝑞 where 𝑘 ∈ {1, . . . , 𝐾}. As shown in Figure 1(a), we treat the current model and141

example as a query and the candidate operations as keys. Thus, the attention mechanism can be used142

to calculate the scores of operations within each block and the operations are selected based on their143

scores. Specifically, in the 𝑘-th cell, we take the gradient of the last step ∇x(𝑘−1) 𝑙
(
𝑓𝜃

(
x(𝑘−1) ) , 𝑦) as144

input and project it to a vector space as the query using𝑊 (𝑘)𝑞 . Then, we use the trainable embedding145

table 𝑊 (𝑘)O to convert the individual operations within O (𝑘) to continuous keys. With the Scaled146

Dot-Product Attention [Vaswani et al., 2017], we compute the dot products of the query with each147

key as the score of the operation 𝑜 ∈ O in the 𝑘-th cell:148

𝑒
(𝑘)
𝑜 = (∇x(𝑘−1)𝑊

(𝑘)
𝑞 )𝑇𝑊 (𝑘)𝑜 (7)

Perturbation Block. The operations within O (𝑘)p are mutually exclusive. We sample an operation149

with the normalized scores as probabilities, i.e., 𝛾 (𝑘)O𝑝
∼ softmax(𝑒 (𝑘)O𝑝

).150
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Step Size Block. As the operations within O (𝑘)s are continuous values, we sum up the individual step151

sizes with the normalized scores as weights. For 𝑜𝑠 ∈ O (𝑘)𝑠 , the weight can be expressed as:152

𝛾
(𝑘)
𝑜𝑠 =

exp (𝑒 (𝑘)𝑜𝑠 )∑
𝑜
′ ∈O (𝑘)s

exp (𝑒 (𝑘)
𝑜
′ )

(8)

3.5 Training of Automated Attacker153

As mentioned above, we train A2 to minimize the following objective by gradient descent:154

𝛼∗ = arg min
𝛼

−E(x,𝑦) ∈𝐷 [𝑙 ( 𝑓𝜃 (x + 𝛿𝛼) , 𝑦)] (9)

However, as a result of constructing the attacker by sampling in each perturbation block, the gradient155

of the loss w.r.t 𝛾O𝑝
is zero. To train 𝛼, we use the reparameterization trick [Kingma and Welling,156

2013] to transfer the randomness of sampling to the auxiliary noise and reformulate the objective157

function. For brevity, we omit the step index 𝑘 .158

Let 𝛾O𝑝
= 𝜙(𝜅, 𝑒O𝑝

) be a differentiable transformation where 𝜅 is an auxiliary noise variable with159

independent marginal 𝑝(𝜅). In A2, we sample noise from Gumbel Distribution, i.e., 𝜅 ∼ Gumbel(0)160

[Gumbel, 1954], and use Gumbel Softmax [Jang et al., 2017] as 𝜙 to smoothly approximate the161

expectation of loss [Maddison et al., 2014]. Specifically, 𝜙(𝜅, 𝑒O𝑝
) = softmax

(
(𝑒O𝑝

+ 𝜅)/𝜏
)

where162

𝜏 is the temperature parameter. When 𝜏 → 0, the generated samples have the same distribution as163

one_hot(arg max𝑜𝑝 ∈O𝑝
(𝑒𝑜𝑝 + 𝜅𝑜𝑝 )).164

Using the reparameterization trick, we can now form MC (Monte Carlo) estimates of the expectation165

of A2’s loss 𝑙 for each example, which is differentiable, as follows:166

𝑙 ( 𝑓𝜃 (x + 𝛿𝛼), 𝑦)

=E𝛾O𝑝∼softmax(𝑒O𝑝 )
[
𝑙

(
𝑓𝜃 (x + C̄([𝛾O𝑝

, 𝛾O𝑠 ],∇x), 𝑦
)]

=E𝑝 (𝜅)
[
𝑙

(
𝑓𝜃 (x + C̄([𝜙(𝜅, 𝑒O𝑝

), 𝛾O𝑠 ],∇x), 𝑦
)]

≈ 1
𝑀

𝑀∑︁
𝑚=1

𝑙

(
𝑓𝜃

(
x + C̄([𝜙(𝜅 (𝑚) , 𝑒O𝑝

), 𝛾O𝑠 ],∇x)
)
, 𝑦

) (10)

where 𝑀 is the number of samples. In practice, 𝑀 = 1 can achieve good performance. In this way,167

we reformulate the MC approximation in Equation (10) of 𝑙 as the objective function 𝑙.168

Moreover, training 𝛼 to convergence in each epoch can be prohibitive due to the expensive inner169

maximization in Equation (4). We use a simple approximation scheme following the common170

methods [Finn et al., 2017, Liu et al., 2018]:171

𝛼∗ ≈ 𝛼 + 𝜉∇𝛼E(x,𝑦) ∈𝐷
[
𝑙 ( 𝑓𝜃 (x + 𝛿𝛼) , 𝑦)

]
(11)

where 𝛼 denotes the current weights of the attacker and 𝜉 is the learning rate.172

3.6 Framework of Adversarial Training with A2173

The overall procedure is shown in Algorithm 1. As in normal adversarial training, we generate174

perturbations in 𝐾 steps every batch and update the model parameters. The key difference is in Line175

7. Benefiting from a parameterized automated attacker, we tune the discrete attack methods and176

continuous step sizes to generate adversarial perturbations. After optimizing the model parameters, we177

use Equation (11) to update 𝛼 as an approximation to 𝛼∗. Since A2 focus on the inner maximization,178

it can be compatible with most adversarial training methods. For example, it is flexible to use the loss179

function of TRADES or MART for outer minimization in Line 10 (i.e., TRADES-A2 and MART-A2),180

or include early stopping in Line 5∼9 as FAT.181

4 Experiments182

We conduct extensive experiments on public datasets to answer the following questions: 1) Can A2183

generate stronger adversarial perturbations? 2) How effective is the adversarial training with A2?184
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Algorithm 1 Adversarial Training with Automated Attacker (AT-A2)
Input: Training examples 𝐷, perturbation bound 𝜖 , the number of attack steps 𝐾

1: Initialize 𝜃, 𝛼;
2: for epoch = 1, . . . , 𝑁𝑒𝑝 do
3: for minibatch (X, 𝑌 ) ⊂ 𝐷 do
4: X(0) ← X;
5: for k = 1, . . . , 𝐾 do
6: Calculate the gradient ∇X(𝑘−1) ;
7: Construct 𝛿 (𝑘)𝛼 ∈ S according to ∇X(𝑘−1) by 𝑔𝛼;
8: X(𝑘) = X(𝑘−1) + 𝛿 (𝑘)𝛼 ;
9: end for

10: Update 𝜃 with ∇𝜃
∑
(x,𝑦) 𝑙

(
𝑓𝜃 (x(𝐾) ), 𝑦

)
;

11: Update 𝛼 by Equation (11);
12: end for
13: end for

3) Is A2 robust to hyperparameters? All experiments are run using GeForce RTX 3090 (GPU) and185

Intel(R) Xeon(R) Silver 4210 (CPU) instances.186

4.1 Effectiveness of Automated Attacker (RQ1)187

In this part, we fix the model 𝑓𝜃 , train the automated attacker alone and investigate whether A2 can188

generate more powerful perturbations compared to the commonly used PGD.189
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Figure 2: Effect of adversarial perturbations generated by A2 with the training epoch.

Experimental Settings. To demonstrate the generality, we choose different neural architectures190

(i.e., ResNet-18, WRN-34-10, and WRN-28-10) trained on CIFAR-10 by various AT methods:191

TRADES, MART, RST, and AWP. All trained models are open-source checkpoints. We choose192

PGD𝐾 with a random start 𝛿 (0) ∼ 𝑈𝑛𝑖 𝑓 𝑜𝑟𝑚(−𝜖, 𝜖) as baseline. All attacks are 𝐿∞-bounded with a193

total perturbation scale of 𝜖 = 8/255. Since more attack steps generally improve the attack effect,194

we compare the automated attacker with PGD at different steps. Moreover, we try different step195

size blocks, i.e., 𝜂, in A2: 1) 𝜂 = 2/255, which is the same as the setting of step size in PGD; 2)196

𝜂 = 8/255, which is indicated by A2† and allows A2 to search the whole 𝜖 bound each step. A2 is197
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Table 1: Comparison of attack effects (%, the lower the better) of multi-step PGD and A2 in robust
models. We run each method 5 times and show the average. The standard deviations are omitted as
they are very small. The architecture of all defense models is WideResNet, except for MART whose
architecture is ResNet-18.

10-step 20-step

Defense Natural PGD A2 A2† PGD A2 A2† PGD100

MART0 83.07 54.78 54.09 53.65 53.76 53.52 53.24 53.28
TRADES-AWP1 85.36 60.22 59.67 59.60 59.64 59.38 59.34 59.49
MART-AWP1 85.60 60.38 59.76 59.51 59.52 59.42 59.25 59.29
RST-AWP1 88.25 64.68 64.27 64.17 64.14 64.02 63.97 64.03

trained using Adam [Kingma and Ba, 2015] with learning rate 10−3, weight decay 10−2 and other198

default hyperparameters.199

Attack Effect. The training process of A2 is shown in Figure 2. We take the first 20 epochs of the200

attack effects, compare them with PGD, and observe whether A2 converges. In the early training201

stage, the random combinations of attack operations are much less effective. After 10∼20 epochs,202

the effect of generated attacks is much more stable and effective. In practical automated adversarial203

training, the model and the automated attacker are trained iteratively. The fast convergence of A2204

ensures that the generated perturbations are strong enough. In addition, a larger 𝜂 achieves better205

attacks. As the steps increase, the effect diminishes and the training may fluctuate.206

Table 1 reports the attack effects of PGD and A2 with different steps. In the comparison of A2 and207

PGD with different steps 𝐾 ∈ {10, 20}, A2 stably outperforms PGD. A2† constructs stronger attacks208

in the expanded search space. With the increase of steps, A2 is more effective due to the combination209

of attack methods and the automated step size tuning. Due to the diminishing marginal effect, PGD100210

v.s. PGD20 achieves less improvement than PGD20 v.s. PGD10. At 1/5 of the cost, the 20-step A2†211

finds better attacks using the optimized 𝛼 than PGD100. In summary, Table 1 verifies that A2 stably212

outperforms PGD for the same step, and obtains better attacks compared to PGD, whose step size213

and attack method are fixed, with significantly lower cost.214

Overhead Analysis. The overhead of A2 is not significant compared to PGD. Both methods are215

close in terms of clock time. For WRN-34, PGD takes 19.75/147.09/287.76 seconds to generate216

1/10/20 step attacks respectively. It demonstrates that more inner steps lead to a linear increase in217

time. Meanwhile, A2 takes 157.61/302.51 seconds to generate the 10/20 step attack respectively. The218

main overhead remains in the forward computation and backward propagation of the defense model.219

Moreover, Section A.3 in Appendix shows that the total parameter size of A2 is also acceptable.220

4.2 Effectiveness of Adversarial Training with A2 (RQ2)221

In this part, we evaluate the robustness of our proposed AT-A2 on different datasets against white-box222

and ensemble attacks. To verify that the stronger attacks generated by A2 on-the-fly during training223

can improve robustness, we consider various adversarial training methods (i.e., AT, TRADES, MART,224

and AWP) without additional data across different datasets.225

Benchmark. We conduct experiments on the baseline AT and the SOTA AWP with A2 across three226

benchmark datasets to verify the generalization of A2. We follow the settings in AWP: PreActResNet-227

18 trained for 200 epochs, 𝜖 = 8/255 and 𝛾 = 10−2 for AWP. The step size is 1/255 for SVHN and228

2/255 for CIFAR-10 and CIFAR-100. For AT and AWP, the attacker used in training is PGD10.229

The 10-step A2 is trained with the same setting as in RQ1. PGD20 is used for testing, and the test230

robustness is reported in Table 2. It shows that A2, as a component focusing on the inner maximization,231

achieves better results on most datasets. Moreover, A2 is generic and can boost the robustness of both232

baseline and SOTA AT methods.233

0https://github.com/YisenWang/MART
1https://github.com/csdongxian/AWP
2https://github.com/zjfheart/Friendly-Adversarial-Training
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Table 2: Test robustness (%, the higher the better) using PreActResNet-18 under 𝐿∞ threat model
("Best" means the highest robustness while "Last" means the robustness at the last epoch). Std. of 5
runs is omitted due to being small.

Defense SVHN CIFAR-10 CIFAR-100

Best Last Best Last Best Last

AT 53.36 44.49 52.79 44.44 27.22 20.82
AT-A2 56.76 44.75 52.96 44.59 28.14 20.28

AWP 59.12 55.87 55.39 54.73 30.71 30.28
AWP-A2 61.42 58.45 55.71 55.31 31.36 30.73

Table 3: Test robustness (%, the higher the better) on CIFAR-10 using WRN-34-10 under 𝐿∞ threat
model ("Natural" denotes the accuracy on nature examples, and other columns indicate the accuracy
on adversarial examples generated by different attacks). Std. of 5 runs is omitted due to being small.

Defense Natural FGSM PGD20 CW∞ AutoAttack

AT 87.30 56.10 52.68 50.73 47.04
AT-A2 84.54 63.72 54.68 51.17 48.36
TRADES 84.65 61.32 56.33 54.20 53.08
TRADES-A2 85.54 65.93 59.84 56.61 55.03
MART 84.17 61.61 57.88 54.58 51.10
MART-A2 84.53 63.73 59.57 54.66 52.38
AWP 85.57 62.90 58.14 55.96 54.04
AWP-A2 87.54 64.70 59.50 57.42 54.86

Robustness on WideResNet. Furthermore, we train WRN-34-10 on CIFAR-10 with various AT234

methods (i.e., AT, TRADES, MART, and AWP) following their original papers and open-source235

codes2. All defense models are trained using SGD with momentum 0.9, weight decay 5 × 10−4, and236

an initial learning rate of 0.1 that is divided by 10 at the 50%-th and 75%-th epoch. Except for 200237

epochs in AWP, other AT methods train the model for 120 epochs. Simple data augmentations (i.e.,238

32x32 random crop with 4-pixel padding and random horizontal flip) are applied.239

For white-box attack, we test FGSM, PGD20 and CW∞ [Carlini and Wagner, 2017]. In addition,240

we test the robustness against the standard AutoAttack [Croce and Hein, 2020], which is a strong241

and reliable attacker to verify the robustness via an ensemble of diverse parameter-free attacks242

including three white-box attackers and a black-box attacker. Table 3 shows that A2 reliably boosts243

AT variants against white-box and ensemble attacks. This verifies that A2 is general for AT and244

improves adversarial robustness reliably rather than gradient obfuscation or masking.245

Additionally, given the nature examples, AT performs better than AT-A2. The main reason is that246

A2 generates stronger perturbation for better robustness, which decreases the accuracy (i.e., 84.54).247

Many works (e.g., TRADES, MART, and AWP) use regularization to achieve the trade-off between248

robustness and accuracy. The regularization is also used to optimize the automated attacker. Thus, for249

other AT methods in Table 3, combining A2 can achieve higher accuracy. Moreover, for WRN-34,250

the training time of AWP-A2 is 970 s/epoch while the training time of AWP is 920 s/epoch. Thus, the251

additional overhead of A2 is not significant.252

4.3 Hyperparameters of A2 (RQ3)253

The hyperparameters of A2 include the training hyperparameters and the design of the attacker space.254

The comparison of the attack effect with different hyperparameters is shown in Table 4. Overall, A2255

is robust to hyperparameters and performs better than PGD10 and closely to PGD20.256

Training of A2. The effect of attacks with different learning rates 𝜉 is shown in the middle two rows257

of Table 4. Although Adam uses a dynamic learning rate, an excessive initial learning rate (i.e., 10−2)258

leads to sub-optimal.259
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Table 4: Comparison of attack effects (%, the lower the better) of 10-step A2 with different hyperpa-
rameters (The 10-step is omitted, A2

𝑝,𝑞 is short for training the attacker using learning rate 𝜉 = 10−𝑝
with the step size block 𝜂 = 𝑞/255, ). Std. of 5 runs is omitted due to being small.

Attack TRADES-AWP1 MART-AWP1 RST-AWP1

PGD10 60.22 60.38 64.68
PGD20 59.64 59.52 64.14
A2

3,2 59.67 59.76 64.27

A2
2,2 59.93 59.87 64.34

A2
4,2 59.76 59.78 64.29

A2
3,5 59.49 59.62 64.11

A2
3,8 59.53 59.53 64.17

Attacker Space. The influence of the attack step 𝐾 has been investigated in RQ1. As shown in the260

last two rows of Table 4, a larger step size 𝜂 increases the effectiveness of A2. However, as shown in261

the training curve in Figure 2, larger 𝜂 introduces instability in the training of the attacker.262

5 Related Work263

5.1 Adversarial Learning264

Many recent works [Goodfellow et al., 2015, Carlini and Wagner, 2017, Croce and Hein, 2020] have265

shown that DNNs are vulnerable to adversarial examples. Various defense strategies and models have266

been proposed to deal with the threat of adversarial examples. However, as proved in C&W [Carlini267

and Wagner, 2017], many works mistake gradient obfuscation or masking for adversarial robustness.268

AT [Madry et al., 2018] formulates a class of adversarial training methods for solving a saddle point269

problem (i.e., Equation (1)) and improves robustness reliably.270

Based on AT, many works [Zhang et al., 2019, Wang et al., 2019, Wu et al., 2020] focusing on271

the components of outer minimization are introduced to further enhance performance. The inner272

maximization is also the goal of the adversarial attack, where 𝑙 is the 0-1 loss. Many works, e.g.,273

FGSM [Goodfellow et al., 2015], C&W [Carlini and Wagner, 2017] and AutoAttack [Croce and Hein,274

2020], have been proposed to attack DNNs and facilitate the development of adversarial training.275

5.2 Automated Machine Learning276

AutoML [Bergstra et al., 2011, Zoph and Le, 2017, Liu et al., 2018, Cubuk et al., 2019] aims to277

automate the parts of the machine learning pipeline that require expert solutions. For a particular278

domain, it is common practice to summarize a large search space of parameters and configurations279

based on expert experience and search for the optimal solutions using methods such as black-box280

optimization. During the search process, a certain metric is required to evaluate each solution. The281

same idea can be applied to adversarial learning. 𝐴3 [Yao et al., 2021], which is also closely related282

to AutoML, automatically discovers an effective attacker on a given model.283

6 Conclusion284

In this work, we proposed A2, to the best of our knowledge, the first adversarial training method which285

focuses on automated perturbation generation. In A2, the attacker space is designed by summarizing286

the existing perturbations. Moreover, the parameterized automated attacker leverages the attention287

mechanism to choose the discrete attack method and the continuous step size and further generates288

adversarial perturbations. During training, the one-step approximation of the optimal automated289

attacker is used to generate the optimal perturbations on-the-fly for the model. The experimental290

results show that A2 generates stronger attacks with low extra cost and boosts the robustness of291

various AT methods reliably.292

For future work, we plan to add the target loss of the inner maximization to the attacker space. We293

also plan to apply A2 to enhance adversarial training for Natural Language Processing.294
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A Details in A2
399

A.1 Unify Magnitude of Perturbations400

Perturbations generated by different operations in O𝑝 have different magnitudes and thus require401

different magnitudes of step size for different 𝑜𝑝. For example, FGSM generates perturbations402

with elements belonging to {−1, 0, 1}, while the perturbation generated by FGM is usually in the403

magnitude of 10−3. Obviously, they cannot use the same step size. To have a uniform effect of the404

step size block, we normalize the magnitude of other generated perturbations to be the same as FGSM405

(i.e., 𝛿𝑜𝑝 = 𝛿𝑜𝑝 ·
∥𝛿FGSM ∥
∥𝛿𝑜𝑝 ∥

). In this way, we find that other attack methods such as FGM can achieve406

good results with the same step size as FGSM.407

A.2 Temperature Parameter in Softmax408

Since there is an order of magnitude difference in step size operations, the larger step size with the409

same score will dominate the output. For example, 0.7 · 10−2𝜂 + 0.3 · 𝜂 ≈ 0.3𝜂. The output of the410

step size block is dominated by the operation 𝜂, despite the greater weight of 10−2 · 𝜂. To alleviate411

the problem, we use the temperature parameter 𝜏 in softmax to sharpen the distribution:412

𝛾
(𝑘)
𝑜s =

exp (𝑒 (𝑘)𝑜s /𝜏)∑
𝑜
′ ∈Os

exp (𝑒𝑜′/𝜏)
(12)

where 𝑜s is an operation in Os, and 𝑒𝑜𝑠 is its attention score. Through experiments, we set 𝜏 = 0.1 to413

distinguish the preference for the step size in most cases.414

A.3 Overhead of A2415

Let the number of steps be 𝐾, the number of operations be |O|, the image size be 𝑊 × 𝐻 and416

the embedding size be 𝐸 . The number of the attacker’s parameter is O (𝐾 · 𝐸 · (𝑊 × 𝐻 + |O|)).417

Specifically, the number of parameters for the attacker is 7873280, which is 17% of the model’s418

parameters (i.e., 46160474). In each batch, there is only 1 forward calculation of all cells with 1419

backpropagation. In comparison, the model requires 𝐾 forward calculations with backpropagation.420

Therefore, the additional computational overhead from the attacker is not significant in terms of the421

number of parameters and computations.422

Moreover, PGD and A2 are close in terms of clock time. For WRN-34, PGD takes423

19.75/147.09/287.76 seconds to generate 1/10/20 step attacks respectively. It demonstrates that424

more inner steps lead to a linear increase in time. Meanwhile, A2 takes 157.61/302.51 seconds to425

generate the 10/20 step attack respectively. The main overhead remains in the forward computation426

and backward propagation of the defense model. For WRN-34, the training time of AWP-A2 is 970427

s/epoch while the training time of AWP is 920 s/epoch.428

In summary, the additional overhead of A2 is not significant.429
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A.4 Why No Mixture in O𝑝430

Like most NAS methods in AutoML, the discrete selection in the perturbation block is more inter-431

pretable and robust (e.g., L1-Norm for feature selection and single path in NAS) than the mixture432

over possible solutions. Moreover, the mixture will incur more computational overhead and 7 times433

memory overhead due to 7 operations in O𝑝 . Figure 3 shows an example of the generated attack on434

CIFAR-10, which can be migratable.435

FGSM 𝜂

FGSM 0.9747𝜂

FGMM 0.2531𝜂

FGMM 0.97𝜂

FGM 𝜂

FGSMM 0.1392𝜂

Gaussian 0.7722𝜂

FGM 0.9494𝜂

FGMM 0.2278𝜂

FGSM 0.6709𝜂

Figure 3: Example of generated attack on CIFAR-10.

B Addition Experiments436

B.1 Why use FGSM-based PGD in RQ1.437

There are multiple single-step attack methods in O𝑝 for stacking as PGD, e.g., FGM-based PGD438

and FGSM-based PGD. The experimental results of the attack effect of PGD based on these attack439

methods demonstrate that FGSM-based PGD outperforms the stacking of other operations. Thus, we440

choose FGSM-based PGD with a random start 𝛿 (0) ∼ 𝑈𝑛𝑖 𝑓 𝑜𝑟𝑚(−𝜖, 𝜖) as a baseline for comparison441

with the automated attacker.442

B.2 Number of samples 𝑀 in MC Approximation.443

𝑀 is an important hyperparameter that dictates the quality of MC approximation and the training444

overhead. We test the cases with 𝑀 ∈ {1, 2, 5} and achieve similar performance. Thus, we set 𝑀 to 1445

and achieve good results with a significantly lower overhead.446

B.3 Generality of A2 in White-Box Attacks447

Table 5: Comparison of attack effects on CIFAR-10 (%, the lower the better) of PGD-based and
CW∞-based attacks. The architecture of all defense models is WideResNet, except for MART whose
architecture is ResNet-18.

MART TRADES-AWP MART-AWP RST-AWP

Natural 83.07 85.36 85.60 88.25

PGD20 53.76 59.64 59.52 64.14
PGD20-A2 53.24 59.34 59.25 63.97

CW∞ 49.97 57.07 56.44 61.82
CW∞-A2 49.82 56.98 55.81 61.30

In this part, we investigate whether A2 is general to white-box attacks. As a more powerful attack448

method, CW∞-based attacks [Carlini and Wagner, 2017] stably outperform PGD-based attacks. For449

comparison with CW∞, we propose a variant of A2 that uses CW∞ loss to generate perturbations and450

denote it as CW∞-A2. The results in Table 5 show that A2 is general and can improve the attack effect451

of PGD and CW∞ by combining attack methods and tuning the step size. Moreover, the additional452

overhead of A2 is 5% to 10%, which is a rather acceptable trade-off.453
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B.4 Robustness Against Transferable Black-Box Attacks454

We investigate the robustness of A2 against transferable black-box attacks. Table 6 provides test455

robustness on CIFAR-10 using ResNet-18. We adopt three transferable black-box attack methods:456

MI (momentum = 1) [Dong et al., 2018], DI [Xie et al., 2019], and TI [Dong et al., 2019]. The457

transferable attacks are generated by an ensemble of the above methods on three surrogate pre-trained458

models 1: IncV3 (InceptionV3), VGG19, and DN201 (DenseNet201). Table 6 shows that AT boosts459

the robustness against transferable black-box attacks, and A2 can further improve the adversarial460

robustness.461

Table 6: Test robustness (%, the higher the better) on CIFAR-10 using ResNet-18 against transferable
black-box attacks.

MI+DI+TI

IncV3 VGG19 DN201 PGD20

ResNet-18 16.12 7.37 5.35 0.02
ResNet-18-AT 61.98 60.81 59.63 52.79
ResNet-18-AT-A2 62.79 61.85 60.28 52.96

B.5 A Closer Look at Selected Attacks462
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(b) Block 10 in CIFAR-10
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(c) Block 10 in SVHN

Figure 4: Distribution of attacks selected by perturbation blocks of A2.

We analyze the selected attacks from the perspective of perturbation blocks with different steps and463

datasets.464

The first and final perturbation blocks of 10-step A2 in CIFAR-10 are chosen for analysis. Figure 4465

shows the distribution of selected attacks of different perturbation blocks.466

• Perturbation Block 1: A2 tends to choose FGM, FGSM, and partially random methods as467

initialization in the first step. The momentum-based attack methods are quickly discarded468

as the gradient of the previous step is absent. FGSM is chosen more frequently due to its469

stronger attack on both foreground and background.470

• Perturbation Block 10: The optimization of the victim model leads to changes in the471

distribution of selected attacks in the last block. In the early stage of training, the victim472

model is vulnerable. A2 retains the diversity and plays the role of friendly attackers like473

FAT Zhang et al. [2020]. At the end of training, A2 prefers the momentum-based attacks474

(i.e., FGSMM and FGMM).475

From the perspective of datasets, SVHN and CIFAR-10 prefer different attack methods. As shown in476

Figure 4(c), SVHN discards FGSMM, which is most frequently used in CIFAR-10, and pays more477

attention to FGMM. Moreover, SVHN rarely uses Identity compared with CIFAR-10 as its higher478

robustness accuracy requires more powerful perturbations.479

In summary, A2’s preference for selecting attacks in blocks varies according to the block step, dataset,480

and victim model.481

1https://github.com/huyvnphan/PyTorch_CIFAR10
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